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Preface
This event is the 38th edition of a sequence of annual symposia, that started in the 1980’s, under the
auspices of the Werkgemeenschap voor Informatie- en Communicatietheorie (WIC). Since 2011, the
symposia are co-organized with the IEEE Benelux Signal Processing Chapter. The fruitfulness of this
cooperation is this year also reflected by one common name:
“The 2017 Symposium on Information Theory and Signal Processing in the Benelux”
This year’s venue is the Science Centre of Delft University of Technology. We are very fortunate to
have two eminent keynote lecturers: Kees Schouhamer Immink, who has been named the recipient of
the 2017 IEEE Medal of Honor, and Lieven Vandenberghe, professor at UCLA. Further, there are 44
contributions, mostly by researchers from various universities in the Benelux countries, but also from
the companies NXP, Philips, and CycloMedia, and from universities in Denmark, Sweden, and
Switzerland. These are all documented in the proceedings, either as an abstract or as a full paper, and
presented at the symposium, either orally or via a poster. The social part of the symposium is a guided
tour in the TU Delft Botanical Garden, which is also the site of the conference dinner.
We thank the keynote lecturers for accepting our invitation, all authors for their contributions to the
scientific program, all participants for their presence, the Gauss Foundation for sponsoring the best
student paper award, Antoon Frehe for the website support, and Minaksie Ramsoekh for the
secretarial support.

Delft, May 2017,
Richard Heusdens and Jos Weber
(symposium organizers and proceedings editors)
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Rate-Constrained Beamforming in Binaural Hearing Aids
Jamal Amini† , Richard C. Hendriks† , Richard Heusdens† , Meng Guo? and Jesper Jensen?∗
†

Circuits and Systems (CAS) Group, Delft University of Technology, the Netherlands
?
Oticon A/S and Electronic Systems Department, Denmark
∗
Aalborg University, Denmark
†
{j.amini, r.c.hendriks, r.heusdens}@tudelft.nl
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{megu,jesj}@oticon.com
Abstract

Hearing aid devices are designed to help hearing-impaired people to compensate their hearing
loss. Among other things, they aim to improve the intelligibility of speech, captured by one or
multiple microphones per hearing aid in the presence of environmental noise. A binaural hearing
aid system consists of two hearing aids that can potentially collaborate with each other through a
wireless link. The use of two collaborating hearing aids can help to preserve the spatial binaural
cues. In addition, it potentially increases the amount of noise suppression. This can be achieved by
means of multichannel noise reduction algorithms, which generally lead to better speech intelligibility
than the single-channel approaches (K. Eneman 2008). The binaural multichannel noise reduction
system consists of two separate beamformers which try to estimate the desired speech signal at both
left-sided and right-sided hearing aids while suppressing the environmental noise and maintaining the
spatial cues of the target signal.
Using binaural algorithms requires that the signals recorded at one hearing aid are transmitted
to the contralateral hearing aid through a wireless link. Due to the limited transmission capacity,
compression of transmitting signals is required (O. Roy 2009). This implies that additional noise due
to compression (quantization) is added to the transmitted noisy microphone signals. In (O. Roy 2009)
an optimal binaural rate-constrained beamforming method is presented for a typical binaural hearing
aid setup. In fact, the problem (seen from an information theoretic viewpoint) is viewed as a remoteWyner-Ziv problem (A. D. Wyner 1976 and H. Yamamoto 1980) in which the observations from
one hearing aid device are optimally encoded for a decoder which has access to the side information
(observations at the contralateral device) in order to minimize the minimum mean squared error
(MSE) between the estimate of the signal at the reference microphone and the original desired signal.
However, the inevitable requirements of the (joint) statistics information at both the encoder side
and the decoder side, which is not usually available in a hearing aid setup, limits the usage of the
method in practice. In recent years, sub-optimal approaches (O. Roy 2006, S. Srinivasan 2009) are
proposed which aimed at encoding a filtered version of the observations without taking into account
the availability of the side information at the decoder. However, most of the algorithms are not
asymptotically (high bit-rate) optimal.
In this paper we study the performance of sub-optimal rate-constrained beamforing techniques
based on a unified encoding-decoding framework which can be easily translated to the existing suboptimal schemes by changing certain parameters. Moreover, we propose to use an asymmetric sequential coding approach for the transmission of the information form the right-sided hearing aid to
the left-sided hearing aid (which we will refer to as the uplink channel) and vice versa (which we will
refer to as the downlink channel). Under certain assumptions, using a proposed sub-optimal approach
in the uplink part, different sub-optimal/optimal coding schemes are proposed in the downlink part.
In fact, knowing the quantization parameters in the uplink channel, the unquantized (true) statistics
can be retrieved to be used in an optimal way in the downlink channel. Based on the MSE criteria,
the distortion gap between the monaural beamforming approach, in which there is no communication between devices (zero bit-rate), and different sub-optimal/optimal beamforming approaches are
compared, for both uplink and downlink parts. The results confirm the optimal asymptotic behavior
of the proposed methods.
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Ternary Manchester: A Modulation Code
for Low-Rate Visible Light Communication
∗ Philips

Stan Baggen∗ , Dragan Sekulovski∗ , Malgorzata (Gosia) Perz∗
Lighting Research, High Tech Campus 7, 5656 AE Eindhoven, The Netherlands
e-mail: {stan.baggen, dragan.sekulovksi, gosia.perz}@philips.com

Abstract—We introduce Ternary Manchester (TM) as a modulation code for low-rate Visible Light Communication (VLC).
We discuss its spectral properties and the visibility of flicker
and stroboscopic effects when TM is used as a modulation code
for VLC, where the transmitters are LED luminaires whose
primary function is illumination. We consider both AmplitudeModulated (AM) luminaires and Pulse-Width-Modulated (PWM)
luminaires. We consider in particular the properties of the
modulation format of an experimental system, that may be used
for Indoor Positioning, where the receivers consist of smartphones
and tablets, which have rolling shutter cameras as a front-end.

I. I NTRODUCTION
Visible Light Communication (VLC) has been receiving a
lot of attention (see e.g. the December 2013 and July 2014 issues of IEEE Communications Magazine for an overview [1]).
Unlike most studies, which focus on high-speed data transfer
using VLC, we are interested in VLC applications that can be
realized with (LED) light sources that are primarily used for
illumination. In order to be able to embed VLC in illumination
devices, almost non-negotiable industrial constraints are:
• light intensity variations must be imperceptible;
• the efficiency of a luminaire (lumen/Watt) must not
suffer;
• maximum light output must not suffer;
• dimming must be possible;
• no increase of costs.
Moreover, we are interested in VLC signal formats that can
be detected by standard smartphones or tablets by using
their rolling shutter cameras. For keeping the above industrial
constraints, it is convenient to pick LED driver topologies
which are close to existing ones [1].
An important aspect of a signal format is the choice of
a modulation code. Modulation codes (sometimes called line
codes) are used for generating the continuous-time waveforms
that correspond to a sequence of bits to be transmitted through
a physical channel. For our VLC channel, the most severe
modulation constraints are formed by the combination of a low
bandwidth (mainly due to the usage of a camera in the frontend of a receiver) in combination with the required absence
of flicker and stroboscopic effects on the transmitter side.
Cameras of existing smartphones and tablets are of the
rolling shutter type, which allow for a sampling frequency of
light intensity variations in the order of the line frequency
(typically at least 16 kHz). However, due to the temporal
filtering effects of the camera exposure time Texp , the effective
available bandwidth may be less than 8 kHz.

Ternary Manchester (TM) is a new modulation code that
can be used to transmit digital information using an effective
bandwidth of 2 kHz, without generating visible artifacts. The
effective bandwidth of TM used in in our experimental system
equals 2 kHz in order to be able to recover the information
from the camera output, using a reasonably complex algorithm
on a smartphone. TM can be seen as a modification of the
classical Manchester code, where the modification results in
extra suppression of the low frequencies for the prevention of
visible artifacts such as flicker and stroboscopic effects.
In the next section, we introduce TM, while in Section 3,
we derive its spectral properties. In Section 4, we discuss the
visibility of flicker and stroboscopic effects, and in Section 5,
we discuss LED drivers that use pulse width modulation for
the generation of low-rate VLC. Finally, in Section 6, we
conclude.
II. M ODULATION C ODES
For our purposes, the transmission of digital information
using a modulation code can be written as:
X
y(t) =
ak p(t − kT ),
(1)
k

where ak forms a sequence of discrete amplitudes having
a time separation of T seconds, that encodes the digital
information, and p(t) equals the pulse shape that is used
for generating y(t), the continuous-time waveform. We build
(composite) pulse shapes p using elementary pulses of constant
amplitude and fixed duration Tsym . Such pulse shapes are
easily generated by an LED driver. A well-known simple
example is Non-Return to Zero (NRZ) modulation, where a
digital one is mapped onto a positive elementary pulse and a
digital zero is mapped onto a negative elementary pulse (see
Fig. 1).
Another example shown in Fig. 1 is Manchester modulation
(also called Biphase), where a one is mapped onto a positive
pulse followed by a negative pulse, while a zero is mapped
onto a negative pulse followed by a positive pulse. Note that
Manchester only transmits a data bit at even time instances
for a fixed elementary pulse duration, i.e., the code rate Rcode
of Manchester equals 0.5, while for NRZ, Rcode = 1. For
Manchester, we also have T = 2Tsym in (1). The Manchester
code is a so-called DC-free code, i.e., it has no energy at
zero frequency and therefore it is often used for channels
that cannot (or are not allowed to) transmit DC like in

10

2

A. Power Spectral Densities
For Ternary Manchester, the pulse shape equals


t
pT M (t) = Π
T
  sym



t + Tsym
t − Tsym
−0.5 Π
+Π
,
Tsym
Tsym

(4)

where Π(t/Tsym ) equals a unit height pulse of width Tsym
centered at t = 0. Hence, we find for the Fourier transform of
pT M (t):
PT M (f ) = Tsym · sinc(f Tsym ) · [1 − cos(2πf Tsym )]. (5)

Fig. 1: Pulse shapes and waveforms for transmitting data.

Using (2), we find for ST M , the PSD of TM:
magnetic recording or in VLC. Manchester, being a wellknown modulation code, serves as a reference for the new
modulation code TM.

A. Ternary Manchester
Ternary Manchester is a modulation code designed especially for transmitting low-rate data using Visible Light
Communication, generated by luminaires. Like Manchester,
T = 2Tsym , i.e., the code rate Rcode of TM equals 0.5, and
we transmit a data bit each 2Tsym seconds, say on the even
time instances 2i. The pulse shape of TM (Fig. 1) equals a
positive pulse, flanked by two negative pulses on both sides,
each having amplitude -0.5. Since the pulse shape of TM
extends over 3Tsym , we obtain a merging symbol on each
odd time instance 2i + 1, which is the sum of the trailing and
leading parts of the pulse shapes corresponding to the data
bits of the (2i)th and (2i + 2)th time instances, respectively.
Assuming p(0) = 1 for the pulse shape of TM, the value of
a merging symbol in the middle of a long sequence can be in
{−1, 0, +1} depending on the values of the surrounding bits.
Hence the naming Ternary Manchester.
TM, being a so-called DC2 -free code, suppresses low frequencies even more than Manchester in order to avoid visible
artifacts, as we discuss in the next section. In case of TM for
VLC, such a waveform containing digital information is added
onto a DC background illumination, where the amplitude of
the waveform typically is about 10 % of the DC value.

ST M (f ) =
(6)
2
2
2
A · Tsym /2 · sinc (f Tsym ) · [1 − cos(2πf Tsym )] .
Similarly, for Manchester, the pulse shape equals




t − Tsym /2
t + Tsym /2
−Π
,
pM (t) = Π
Tsym
Tsym

(7)

whereupon we find for SM , the PSD of Manchester:
SM (f ) = A2 · Tsym /2 · sinc2 (f Tsym ) · 4 sin2 (πf Tsym ). (8)

B. Comparison of PSDs

III. S PECTRAL P ROPERTIES
The Power Spectral Density (PSD) of a random cyclostationary process y(t) as in (1) equals [2, p. 100]
Sy (f ) =

1
|P (f )|2 · Sa (ej2πf T ),
T

(2)

where P (f ) is the Fourier transform of the pulse shape p(t),
and Sa (ej2πf T ) is the discrete-time Fourier transform of the
correlation sequence of the discrete pulse train ak . If we
assume that ak ∈ {−A, +A} are i.i.d., we find that
Sa (ej2πf T ) = A2 .

(3)

Fig. 2: Power Spectral Densities of NRZ, Manchester and
Ternary Manchester, A = 1, Tsym = 5.10−4 seconds (linear
scale).
In Fig. 2 we depict the PSDs of both Manchester and
TM on a linear scale. We computed the PSDs for a signal
amplitude A = 1, and a signalling speed corresponding to
Tsym = 5.10−4 seconds (signalling speed of our experimental
system) for both modulation codes. As a reference, we also
added the PSD of random NRZ for the same signalling speed
and amplitude. We only show the first main lobe of the PSDs.
Note that for frequencies near DC, the power of TM is much
more suppressed compared to Manchester. As Manchester is

11

3

a DC-free code, its power spectrum behaves like O(f 2 ) for
f near zero, while TM is a DC2 -free code, whose power
spectrum behaves like O(f 4 ) for small f (c.f. (6) and [3]).
The DC2 -free property of TM is ensured by [3]
X
pi = 0,
(9)
i
X

ipi = 0,

(10)

i

where {pi |i = 1, 2, 3} = {−0.5, +1, −0.5} represents the
pulse shape of TM. Note that for Manchester (9) holds, but
(10) does not hold. We can also observe that the average
power of Manchester is larger than the average power of TM
(for equal signal amplitudes), because on average one in four
symbols equals zero for TM, i.e., for signal amplitude 1.0 the
average signal powers are 1.0 and 0.75 for Manchester and
TM, respectively.

Fig. 3: Power Spectral Densities of NRZ, Manchester and
Ternary Manchester, A = 1, Tsym = 5.10−4 seconds (logarithmic scale).
In Fig. 3, we again depict the PSDs of both modulation
codes, but now on a logarithmic scale. Note that Manchester
has a slope of 20 dB/decade, while TM has a slope of 40
dB/decade, i.e., for low frequencies the power of TM is considerably less compared to Manchester. For instance, around 20
Hz (where humans are most sensitive to flicker), the power of
TM is about 30 dB down w.r.t. Manchester for the same signal
amplitude and a signaling speed of fsym = 2000 [symbols/s].
IV. V ISIBILITY OF F LICKER AND S TROBOSCOPIC E FFECTS
In this section, we consider TM with respect to the generation of flicker and stroboscopic effects (called ”strobo”) for
a worst case setting of the modulation parameters in a VLC
application. In Fig. 4, we show the visibility thresholds of
flicker and strobo as a function of frequency [4], [5]. Note
that the vertical axis corresponds to Modulation Depth (MD)
which is used for studying flicker and strobo sensitivity for
deterministic periodic signals, e.g., sine waves. A sine wave,
modulated on top of a DC background such that the amplitude

Fig. 4: TM amplitude spectra and visibility thresholds as a
function of frequency.
is equal to DC (i.e., the lamp is just completely off at the
minimum), has by definition MD=100%. For a square wave
at maximum amplitude, the MD of the first harmonic would
be MD=100 · 4/π %.
From Fig. 4, we can see that the amplitude of a sinusoidal
light variation at 20 Hz must be less than 0.2% of the average
light output in order for humans to not observe flicker. Note
that flicker is not an issue anymore for frequencies above 80
Hz. However, until about 2 kHz, we can still be troubled by
stroboscopic effects, i.e., a visual effect related to the ”wagonwheel” effect one can sometimes observe in a movie.
For the modulation code we assume a transmission speed
corresponding to Tsym = 5.10−4 seconds and a maximum
modulation depth of visible light, i.e., the amplitude of the
signal is equal to the DC background illumination. Hence in
case of TM, the lamp switches between on and off and, on
average in one out of four symbols, the lamp is at 50% of its
maximum intensity level.
An experimental signal format for Tsym = 5.10−4 seconds
consists of messages, where each message consists of 3
packets, each packet containing 9 TM-encoded bits. In order
to enable camera detection of a chosen message, a lamp
repeats its message cyclically, i.e., for a given lamp the emitted
waveform behaves as if it is a deterministic waveform (1 out
of 227 ) which is cyclically repeated. Because the signal of a
lamp is cyclically repeated, its spectrum becomes discrete but
different for each lamp. In Fig. 4, we have shown the amplitude
spectra of 20 different realizations of a message (blue circles).
Note that the amplitude spectrum of the experimental signal
format is below the visibility thresholds of flicker and strobo.
For arbitrarily chosen periodic signals, the visibility of
flicker can be determined by computing the Flicker Visibility
Measure
v
u


uX cm 2
t
FVM =
,
(11)
Fm
m
where cm is the amplitude of the m-th Fourier component of
the periodic signal, and Fm is the flicker sensitivity threshold
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of the human visual system to the frequency it represents [4].
If the FVM of a signal is below 1, it does not generate visible
flicker. From Fig. 5, where we have shown a histogram of

average light output of the lamp, i.e., in Fig. 4, the MDs
corresponding to these modulation parameters would shift
down a factor of 10 w.r.t. the ones shown.
V. D RIVERS USING P ULSE W IDTH M ODULATION
Apart from LED drivers that use amplitude modulation
(AM) as we have discussed thus far, there exist also driver
topologies that eventually drive the LEDs with a Pulse Width
Modulated (PWM) current. Such a PWM driver effectively
switches a fixed current through the LED on and off, where the
dimming is effectuated by the on/off ratio. An important subclass of these drivers has a fixed PWM frequency fP W M , i.e.,
the time is divided into equal intervals TP W M = 1/fP W M ,
where in each interval i the duty cycle can be controlled. Also

Fig. 7: Waveform of TM-modulated PWM signal. TP W M =
Tsym

Fig. 5: Histogram of FVM values.
FVM values resulting from 1024 different random message
realizations, we conclude that visible flicker is not an issue
using the experimental message format.
Similarly, one can determine the visibility of strobo, by
computing the Stroboscopic Visibility Measure
s
X  cm n
SVM = n
,
(12)
Sm
m
where Sm is the strobo sensitivity threshold of the human
visual system to the frequency it represents. It turns out that
n = 3.7 is a good value for the exponent in the Minkowski
norm Ln used in the SVM computations in (12) [5]. Also

Fig. 6: Histogram of SVM values.
here, if the SVM of a signal is below 1, it does not generate
visible strobo. From Fig. 6, we conclude that visible strobo is
also not an issue using the experimental signal format.
We again remark that under normal illumination conditions,
the amplitude of the coded light signal is only 10% of the

for these kind of drivers, we apply TM for generating VLC
(see Fig. 7 for a signal having a single PWM-encoded TM
pulse shape in the middle three pulses). It turns out that the
receiver can be made rather insensitive to the choice whether
AM or PWM is used on the transmitter side, since the differences between the two transmit modes more or less disappear
after appropriate filtering (having an LPF characteristic) in the
receiver, certainly if fP W M is much larger than fsym .
More important is, that we have to make sure that TM in
combination with PWM does not generate flicker and strobo at
the transmitter. It turns out that we can prevent visual artifacts,
if fP W M = n · fsym , where n ∈ N + , and if the variations of
the PWM duty cycle are such that the pulses are centered in
the PWM intervals (also called double-edge PWM), as shown
in Fig. 7. In Appendix A we show that, for n = 1 (most
likely to give problems) and for low frequencies, the PSDs of
PWM-modulated TM and AM-modulated TM behave similar,
provided we respect the conditions discussed above.
VI. C ONCLUSION
We have presented Ternary Manchester (TM), a new
DC2 -free modulation code (having the same code rate as
Manchester) for low-rate VLC. TM is especially designed
for suppressing low frequencies such that it can be used for
embedding VLC in standard illumination devices (luminaires)
at a low baud rate without generating optical artifacts such as
flicker and strobo. The transmit waveforms of TM are easily
generated by existing LED driver topologies (both AM and
PWM), as they consist of sequences of piece-wise constant
light amplitudes. We have derived the spectral properties of
TM and we have shown that the PSD of TM, in comparison
to Manchester for an equal baud rate of 2 kBd, achieves an
extra suppression of 30 dB at about 20 Hz, the frequency
where humans are most sensitive to flicker. Furthermore, we
have shown that TM as used in an example signal format does
not generate visible flicker and strobo.
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5

where τ ≤ TP W M /2. Using cos(x) − cos(y) = −2 sin( x−y
2 )·
sin( x+y
),
we
obtain
2

A PPENDIX A
Spectrum of TM and Pulse Width Modulation

F2 (f )
In this appendix we study the spectrum of PWM-modulated
Ternary Manchester. In general, computation of spectra of
PWM modulated signals is not that simple since it is a
form of phase modulation leading to complicated expressions
involving modified Bessel functions. However, for the case
fsym = fP W M (most likely to give problems), we have been
able to find a simple argument that shows that the PSDs
of both AM and PWM modulated TM are similar for low
frequencies. In the following, we assume the amplitude of
the PWM signal to be 1. In general, a PWM modulated TM

= τ · sinc(f τ /2) ·
2 sin(πf (Tsym − τ /4)) sin(πf (Tsym + τ /4)).
(15)

If we assume the maximum possible modulation depth, i.e.,
τ = Tsym /2 (where the duty cycle of the DC value also should
be 0.5), we obtain for the PWM case


Tsym (2πf Tsym )2
1
F2 (f ) =
·
· 1−
+ O(f 3 ). (16)
2
2
64
If we develop (5) in a Taylor series around zero frequency, we
obtain for the AM case
(2πf Tsym )2
+ O(f 3 ).
(17)
2
The factor of roughly 2 difference between (16) and (17) can
be attributed to the fact that F2 refers to a [0 1] signal, while
PT M refers to a [−1 + 1] signal. Hence, we conclude that the
spectra of the TM pulse shapes for low frequencies are similar
in the AM and PWM case for comparable signal amplitudes.
Note that by adopting the AM-like TM pulse shape in (1) and
using (2), we find that for random signals the contribution of
F2 to the PSD for low frequencies is very similar for AM and
PWM modulated TM for a comparable invested signal power.
Finally we consider F3 , the FT of the shift signal that splits
and moves the TM pulses in each symbol interval from the
center to a position adjacent to the edges of the DC signal
such that we obtain proper PWM by adding all signals. Note
that the shift signal in each interval looks like an AM-like TM
signal having a much narrower temporal extension. Therefore
1
its spectrum is similar to F3 (f ) ∼ m
F2 (f /m), i.e.,
PT M (f ) = Tsym ·

Fig. 8: Decomposition of TM-modulated PWM signal.
Tsym = TP W M
(light) signal as in Fig. 7 can be written as the sum of a DC
PWM signal (top entry of Fig. 8), plus an AM-like TM signal
having the same amplitude as the DC signal (middle entry
of Fig. 8) plus a signal that effectively shifts the AM-like
TM signal in each time slot to the vertical boundaries of the
DC signal (bottom entry of Fig. 8), eventually resulting in
double-edge PWM. For instance, the sum of the three signals
shown in Fig. 8 leads to the signal of Fig. 7. The modulation
depth of the PWM-TM signal is controlled by τ .
Let the Fourier Transform (FT) of the signal of Fig. 7 be
F , and the FTs of the three signals of Fig. 8 be F1 , F2 and
F3 , respectively. Since an FT is linear, we have
|F | = |

3
X
i=1

Fi | ≤

3
X

|Fi |.

(13)

i=1

F1 is a tone spectrum of which the fundamental frequency
equals fP W M , i.e., it has no contribution to frequencies less
than fP W M . Using similar techniques as in Section III, and
using TP W M = Tsym , one can show that F2 equals
F2 (f )

= τ · sinc(f τ ) − τ · sinc(f τ /2) · cos(2πf Tsym )
= τ · sinc(f τ /2)[cos(πf τ /2) − cos(2πf Tsym )],
(14)

Tsym (2πf Tsym )2
·
+ O(f 3 ).
(18)
2m3
2
where the scaling factor m is at least 2. For estimating its
contribution to the PSD in case of random signalling, we have
to realize that on average in 3 out of 4 symbols, we have to
apply a ”split/shift”, while the PWM pulses are occurring each
second symbol (T = 2Tsym in (2)).
Using (13), we can upper bound the total power at the low
frequencies for the PWM case as 1 + m23 times the power for
the AM case for comparable total output signal power.
F3 (f ) ∼
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Abstract
In this work, an online 3D reconstruction algorithm is proposed which attempts to solve the structure from motion problem for occluded and degenerate
data. To deal with occlusion the temporal consistency of data within a limited
window is used to compute local reconstructions. These local reconstructions are
transformed and merged to obtain an estimation of the 3D object shape. The
algorithm is shown to accurately reconstruct a rotating and translating artificial sphere and a rotating toy dinosaur from a video. The proposed algorithm
(WIFAME) provides a versatile framework to deal with missing data in the structure from motion problem.

1

INTRODUCTION

In the last two decades substantial progress has been made in solving the structure
from motion (SfM) problem. There are several linear methods that describe SfM, including epipolar geometry, the closely related trifocal tensor [1], and factorization. The
last method, first outlined in the seminal article by Tomasi and Kanade [2], has been
most popular in the last decade since it determines an optimal fit based on all available complete data sequences. Originally, this method was based on an orthographic
camera model. This has been extended by Poelman and Kanade [3], by proposing a
paraperspective facorization method based on Tomasi-Kanade factorization.
A drawback of both original factorization methods [2], [3] is that they are sensitive
to noise and occlusions. In the work of Tomasi and Kanade [2] these drawbacks are
solved by iteratively minimizing the error and filling in the missing data by known
values of that point. Noise in the measurements is caused by errors in the tracking
of features. A feature that is incorrectly tracked will not only cause an outlier in the
reconstructed set of 3D points, it will also bias the estimation of the 3D position of other
points. Occlusion of the object makes it impossible to accurately track the occluded
points and will result in missing data. Since singular value decomposition cannot deal
with missing data, incomplete data sequences have to be excluded in order to perform
the original factorization algorithm as described by Tomasi and Kanade. In addition,
the optimization problem solved by factorization tends to have an ambiguous solution
(e.g. as with the Necker cube reversal) [4].
To improve performance of factorization on sequences with noise and missing data,
more elaborate SfM methods have been developed recently, of which most methods use
factorization as a basis. Marques et al. [5] describe a method for direct factorization
with degenerate and missing data. Additionally, non-linear batch and recursive approaches to the SfM problem have emerged to deal with these issues. Generally, these
techniques directly try to solve the object rotation matrix and projection by error minimization of tracked feature coordinates. Batch techniques include error minimization
using non-linear least squares [6] and recursive techniques include sequential depth estimation in each frame and convergence to a model using a Kalman filter [7]. These
algorithms offer succesful means to deal with noise and missing data but do not yet
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Figure 1: The steps in the algorithm. During a limited time window points are tracked
and this yields 2D point coordinates at each frame. Subsequently, the points that were
consistently tracked during the time window are used to generate a local reconstruction
using Tomasi-Kanade [2] factorization. The local reconstruction is then transformed
to the object coordinate system by fitting the reconstruction’s previous point cloud to
the current point cloud.
offer suitable methods for online implementation, since they are designed to process all
data in one step.
Relatively little work has been done on online SfM. Klein et al. [8] developed an
online algorithm for mapping of an environment for augmented reality using a Simultaneous Localization And Mapping (SLAM) formulation of the problem. Mouragnon
et al. [9] developed an online algorithm for camera pose estimation using local bundle
adjustment. However, a major difference with this work is that these papers focus on
mapping of an environment by a moving camera rather than the mapping of an object
with a static camera. In this situation a lot of knowledge can be gained about the
motion of the camera with techniques such as visual odometry [10]. Online implementations of the factorization algorithm using an incremental version of singular value
decomposition have been developed by Balzano et al. [11]. These algorithms use an
incremental version of singular value decomposition. Kennedy et al. [12] showed the
usefulness of these algorithms for solving the SfM problem online for reconstruction of
objects.
In this work, a new method of online SfM that deals with missing and degenerate data with outliers is proposed and evaluated: windowed factorization and merging
(WIFAME). The method is shown to be applicable for 3D reconstruction of arbitrary
moving objects with a static camera. The algorithm’s 3D reconstruction part, is a direct
implementation of the original factorization algorithm by Tomasi and Kanade. Temporal consistency is exploited in this algorithm to deal with missing data by constraining
the factorization to a temporal window. Subsequently, the data of all factorizations is
merged in order to compute an accurate estimation of the object’s shape.

2

THEORY

In this section, the WIFAME algorithm will be outlined. The processing steps are
outlined in Figure 1. Each individual processing step is detailled in the next paragraphs.

2.1

Pre-Processing

For precise object reconstruction, features of the object have to be tracked consistently
and with high accuracy. These features should belong to one rigid object. Alternatively,
in case of multiple object reconstruction, the separate motion models of the objects
have to be identified, as is proposed by Ozden et al. [4]. In this work, the focus is
on online single object reconstruction. In order to only track features on the object, a
segmentation algorithm is used to identify an object-fitted mask for the feature tracker.
Subsequently, points are tracked using a Lucas-Kanade feature tracker [13]. Every
tracked feature is labelled with a unique ID. For every frame i, this yields the x and y
coordinates in the image for each tracked point l (denoted xi,l and yi,l ). Additionally,
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the feature-set is updated in every frame by attempting to identify new features and
pruning inconsistently tracked features. To prevent a bias of the reconstruction due
to drift of the tracked points, the tracking period of every point is limited to several
factorization windows.

2.2

Windowed Factorization

To deal with sparse data, temporal consistency is assumed and only temporally local
data is used as input for the factorization algorithm. Since the factorization algorithm
requires a dense data matrix, only those points that were consistently tracked for the
entire window w are used for the factorization. However, since only a small temporal
window is used, a significant part of the data is conserved. This data is used to generate
the matrix W. This data matrix is used as input for the factorization algorithm [2], of
which the implementation is described by algorithm 1.
Algorithm 1: Windowed Factorization
[2] at frame i, with K features, and a
window w.
for at every frame i do
Generate dense data matrix for (w) frames:


xi−w+1,1
xi−w+2,1


..

.


 xi,1
W=
 yi−w+1,1

 yi−w+2,1

..


.
yi,1

xi−w+1,2
xi−w+2,2
..
.
xi,2
yi−w+1,2
yi−w+2,2
..
.
yi,2

...
...
..
.
...
...
...
..
.
...


xi−w+1,K
xi−w+2,K 


..

.


xi,K 

yi−w+1,K 

yi−w+2,K 

..


.
yi,K

Algorithm 2: Registration of the reconstruction computed by the factorization
algorithm: the current 3D point reconstruction in the local coordinate system
and frame i is Slocal,i , Sprevious is in the
object coordinate system.
for every Slocal,i points labelled Li do
Determine the points both clouds have in
common:
Lc = Lprevious ∩ Li
Let Clocal,i and Cprevious be the selections
from S for points in Lc .
Estimate affine transformation:

Singular value decomposition of W:
Hlocal = affine ransac Clocal,i , Cprevious
W̃ = O1 ΣO2
Determine transformation to object
coordinates:

Estimate quality at this frame, qi , of singular
value decomposition:
qi =

Hlocal→object = Hlocal · Hprevious

Σ3,3
Σ4,4

Compute factorization positions in object
coordinate system:

Restrict to 3D:
Sobject,i = Hlocal→object · Slocal,i

Σ0 = Σ1:3,1:3
O1 0 = O1 1:3,all

Store the following for use in the next step.

0

O2 = O2 1:3,all

Sprevious = Sobject,i
Hprevious = Hlocal · Hprevious

Compute estimates of R and S:
√
R̂ = O01 Σ

√
Ŝ =

Lprevious = Li
Ltotal = Li ∪ Ltotal

Σ0 O02
end

Determine real R and S using orthometric
matrix Q:
R = R̂Q
Slocal,i = Q−1 Ŝ
end
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The factorization algorithm computes the 3D positions from W by projecting its
singular value decomposition into the manifold of motion matrices. Subsequently, the
relative motion between camera and object is determined, which gives enough information to project the 2D positions from W into 3D space. Since this is an ambiguous
problem, two solutions are possible which are mirrored versions of each other. A comprehensive method to solve this ambiguity is given by Ozden et al. [4]. However, since
this work only deals with single object reconstruction, this ambiguity can be solved by
regarding the outcome of the first factorization result as ground truth. Subsequently,
mirrored factorization results can be corrected when a flip of one or more of the axes
is detected, which can be done based on the difference between the axes in the current
step and the axes in the previous step.

2.3

Registration

Every factorization returns a set of 3D points with corresponding ID’s as output. Additionally, the quality of the factorization can be estimated based on the ratio between
the third and the fourth largest singular values of the singular value decomposition [2].
This value gives an indication how well the first three dimensions of the model explain
the variation in the 2D positions of the points. If this ratio is low, a fourth dimension
is necessary to explain this variation, and therefore the first three dimensions are not
sufficient, indicating non-rigid properties or inaccurate data.
In the returned set of points, the coordinates are local coordinates of the factorization. In the registration step, as described in algorithm 2, these local coordinates are
converted to the object coordinate system, which is based on the coordinate system
of the first factorization. For every consecutive frame we can use the points common
to both local factorizations to determine an affine transformation, this handles the
rotation, translation and scaling transformations that can occur.
In order to prevent a biased estimation due to outliers, RANSAC is used to determine the affine transform between the two point clouds, discarding outliers in the
computation of the transform. With this affine transform all the points from the factorization are converted into the object coordinate system, for each labelled point this
results in a position estimate for this point in each frame in which it was tracked. The
calculated position of each point in each frame is used in the merge step described in
the next section.

2.4

Merging

During merging as described in algorithm 3, the sparse 3D shape of the object is
estimated based on the set of point clouds and information about their quality. There
are two issues the merging step has to deal with:
1. The factorization algorithm is highly sensitive to noise, and therefore to inaccurately tracked points. Inaccurately tracked points can lead to outliers in the 3D
reconstruction.
2. The errors of the point’s calculated position in each frame are not normally
distributed.
The proposed algorithm to merge the points is composed of two steps. Firstly, it
uses the quality measure to select only those data points associated with the highest
quality factorization, since low quality data does not accurately represent the object’s
3D shape. Secondly, the algorithm iteratively converges to the highest point density by
excluding points with the largest Mahalanobis distance. This eliminates the outliers
and the final estimation is made by averaging the remaining points.
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Algorithm 3: Merging: l is the
unique label per point. T is a list
of point positions.
for l in Ltotal do
Let I be the set of i for which l was
present.
Select the 30 highest scoring frames by
quality:
Q = sort ({qi |i ∈ I}, descending)
J = {i| for i accompanying Q1:30 }
Let T be the positions of point l in
Slocal,i for i ∈ J.
Iteratively discard outliers:
for n iterations do
µ = mean (T)
Σ = cov (T)
Determine the Mahalanobis
distance of each point in T:
Y = sort ({mah (T, µ, Σ) |i ∈ I})

(a) Stil from the toy dinosaur video.

(b) Merge result.

T = Y5:end
end
Estimate final position for point l:

Figure 2: Stills from the toy dinosaur video and
3D reconstruction results.

xl = mean (T)
end

3

RESULTS

The algorithm was evaluated using two test videos, each testing different aspects of
the algorithm.
 A translating and rotating sphere: This video shows a translating and rotating
sphere with a grid projected on the sphere, and was rendered digitally with a
resolution of 1184x1184 pixels and a framerate of 10 fps. This video serves to
test the performance of the algorithm with perfect input frames.
 A rotating dinosaur: This video shows a toy dinosaur that is rotated with a nonuniform speed against a white homogeneous background, and was made using a
Panasonic Lumix DMC-G3 camera with a 14-45 lens on 45x optical zoom, with
a resolution of 1280x736 pixels and a framerate of 30 fps. This video serves to
test the performance of the algorithm with realistic input frames.
In this section, the 3D reconstructions that were created from these video’s will be
shown. In the discussion, the performance will be evaluated more elaborately.

3.1

Translating and Rotating Sphere

The translating and rotating sphere was reconstructed in 3D with WIFAME using a
window size of 20 frames. During merging quality-based selection of points was made.
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(a) Digital
phantom.

sphere

(b) Still
from
the digital sphere
video with tracking
points.

(c) Reconstructed
sphere.

Figure 3: Visualisation of the digital sphere video used for testing, and the reconstruction of the algorithm.
To exclude outliers, the merging algorithm used 3 iterations and excluded the furthest
4 outliers per iteration. The result is shown in Figure 3. It is shown that the points
are located very close to the sphere’s surface and spaced similarly to the intersections
of the grid in the video.

3.2

Dinosaur

The rotating dinosaur was reconstructed in 3D with WIFAME using a window size
of 50 frames. During merging, the 16 points with the best quality were selected in
each point cloud. To exclude outliers, the merging algorithm used 4 iterations and
excluded furthest 3 outliers per iteration. The result is shown in Figure 2. Since this is
a significantly more complex shape and since the video was made in a real-life situation
the reconstruction includes artefacts due to the shape, texture and lighting conditions.
The influence of these artefacts is further discussed in the following section.

4

DISCUSSION

The results section demonstrated successful application of the algorithm for reconstruction of a sphere and a toy dinosaur. The sphere movie was used as a phantom to test the
performance of the algorithm in the optimal situation: providing sufficient trackable
points and slow, uniform, object motion. The results with the artifical sphere movie
show that the algorithm is capable of accurately reconstructing objects if high-quality
input data is supplied. The dinosaur movie served as a more representative setting
to evaluate the algorithm’s performance with a complex object, non-uniform movement and real-life lighting conditions. The 3D reconstruction obtained from this movie
clearly resembles the dinosaur, except for some of the finer features of the dinosaur.
For example, the main body was successfully reconstructed including the finer details
such as the leg muscles, while the horns are not visible due to the lack of consistently
tracked points.
This demonstrates that the performance of the algorithm in real situations is
strongly dependent on parameters with respect to segmentation and tracking. Therefore, accurate tracking of points on the object is essential for precise object reconstruction. The following are major influences on the tracking precision:
 Segmentation of the object: successful segmentation prevents tracking of points
outside of the object, which would violate the rigidity assumption. An alternative
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solution for this issue is given by Ozden et al. [4], by proposing a method for
multi-object reconstruction.
 Lighting of the object: Diffuse lighting prevents shadows and specular reflections,
which might cause tracked features on the object to move inconsistently with
respect to the object’s movements.
 Trackability of the feature: Distinctive isolated features have to be present for
accurate and robust tracking.
In this work, the Lucas-Kanade tracker was applied [13], which is generally not robust to specular reflections and depends on a high minimum eigenvalue of the features.
A tracker which is more suited to these conditions might improve the performance
in less than ideal lighting conditions. It also holds for other parts of the algorithm,
that tuning or replacement might improve the results for a specific situation. In fact,
the core idea of WIFAME is that 3D reconstruction is applied over a window of time,
enabling online 3D reconstruction of degenerate and occluded data. Therefore, the
Tomasi-Kanade factorization in the algorithm might be replaced to improve on local
3D reconstruction. For example, the Tomasi-Kanade factorization should be replaced
by Poelman-Kanade factorization to deal with projective effects. Additionally, the
merging step can be adapted for improved performance in specific situations. For example, if there are planes present on the object this could provide additional constraints
to improve the factorization result. If any length in the reconstruction is known, this
can also be used to overcome the current limitation that the scale of an object cannot
be determined.
Besides changing existing steps in the algorithm, additional steps could be included
to improve the performance. A major improvement of the algorithms accuracy could
be made by including loop-closure in case a previously seen point comes back into view.
In its current form, the algorithm would accumulate an error in the reconstruction of
an object when the objects movement would contain multiple rotations, since the algorithm does not recognize earlier detected landmarks and does not use this information
for improvement of the estimation. In case of loop-closure, multiple object rotations
will improve earlier estimations of the shape and ultimately converge to an accurate
representation of the 3D shape.

5

CONCLUSIONS

In this work, a new method of online SfM that deals with missing and degenerate
data with outliers is proposed and evaluated: windowed factorization and merging
(WIFAME). The algorithm is an implementation of the original factorization algorithm
by Tomasi and Kanade that exploits temporal consistency to deal with missing data
by constraining the factorization to a temporal window. The data of all factorizations
is merged in order to compute an accurate estimation of the object’s shape.
The proposed WIFAME algorithm was shown to accurately reconstruct a dinosaur
phantom. The performance of WIFAME in a specific situation is strongly dependent on
its implementation. The implementation’s performance can be adapted by modifying
a large set of parameters, including the tracker settings, the window size, the merger
setting and the algorithms chosen for each step in the processing pipeline. In this sense,
the reconstruction of the dinosaur provides a nice example of one application of the
algorithm, but does not cover the extend of applications in which the algorithm could
be applied. Furthermore, the large number of parameters makes it hard to compare it
with other algorithms. In this work it is shown that with the current parameter set,
the algorithm performs well in the reconstruction of diffusely illuminated texturized
3D objects with a smooth background. Therefore, WIFAME is suitable for a broad
range of applications such as 3D replication and object classification.
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Abstract
We investigate two automatic tuning methods for continuously tunable optical
delay lines that use the measured group delay response in a feedback loop. The
methods are validated experimentally on an optical delay line consisting of three
optical ring resonators.

1

Introduction

Optical beamformers can provide the accurate phase shifts or time delays required for
high-speed beam steering in phased array antennas. Compared to electrical beamformers they are lighter, smaller, have a higher bandwidth and reduced loss. A type
of optical beamformer based on individually heatable optical ring resonators (ORRs),
organized in a binary tree topology, has been shown capable of continuously tuning
the true-time delay optical delay lines [1]. To achieve a desired flat group delay response, the heater voltages need to be tuned accordingly. For larger bandwidths and
delays, however, the required number of ORRs increases. With a more complex system
manual tuning quickly becomes futile, and automatic methods as in [2, 3] have to be
employed. These automatic tuning methods have successfully been applied to optical
beamforming, but only in simulations. We now wish to investigate the performance on
a real system.

2

Experiments

In this work, an automatic tuning method based on the DONE algorithm proposed
in [3] is validated experimentally for an optical delay line with three ORRs. As a
baseline, the DONE algorithm is compared with a simple hill climbing algorithm. This
is an algorithm that tunes one heater at a time until no improvement is possible, after
which it turns to the next heater. This cycle is repeated after all heaters have been
tuned. Both algorithms require an objective that is to be minimized. We chose the
root mean square error (RMSE) between the desired group delay response and the
measured group delay in the frequency range of interest. Minimizing this objective
should result in a group delay response of the system that is close to the desired
response. The desired group delay response is flat and its value has been set to 278.18
ps. With no specific application in mind, all values were chosen in such a way that
the algorithms would be challenged to find a good solution, as the exact desired group
delay response is not attainable in reality with these values. The frequency range
of interest was chosen between 73 and 78 GHz, giving a bandwidth of 5 GHz. All
frequencies are relative to the optical carrier frequency of 193.2 THz and are only an
approximation due to the nonlinear relation between laser drive current and frequency.
The feedback loop is as follows: first, the ORR heater voltages are set to the initial value
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Figure 1: The value of the objective function to be minimized plotted against the
iteration number of the algorithms. Results are averaged over 10 runs in the first plot.
The second and third plots show the results of individual runs.
[2.0, 2.0, 1.55, 2.0, 1.85, 2.0], making sure that the resonance frequencies of the ORRs
are in the frequency range of interest. Then the group delay response is measured
using a similar set-up as in [4], and the value of the objective is calculated. This value
is given to the automatic tuning algorithm, which in turn provides a set of suggested
heater voltages. The heaters are set correspondingly, and the cycle is repeated.
Figure 1 shows how the RMSE decreases while the algorithms are running, with
the DONE algorithm giving better results. The average over 10 runs of the algorithms
is shown, as well as the individual runs. Figure 2 shows the final group delay response
of the most successful runs for both algorithms, over three periods of the ORRs. It
can be seen that both algorithms successfully tuned the ORRs in such a way that
they provide a group delay around the target value. The performance is similar to
the end result of manual tuning. One iteration of the DONE algorithm took about
3 seconds, and half of that for hill climbing. These times include the calls to the
external beamformer interface software. The algorithms were implemented in Python
such that the beamformer interface was easy to access. In previous work, we have
shown that an optimized C++ implementation of the DONE algorithm requires only a
few milliseconds per iteration in a similar setup [3]. The delay ripple can be decreased
by decreasing the bandwidth or the desired group delay, or by increasing the number
of ORRs.

3

Conclusion

The feasibility of tuning optical delay lines automatically has been demonstrated experimentally for the first time on the optical beamformer under consideration. Future
work will indicate whether these results can be extended to tune multiple delay lines
at the same time.
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Abstract—When processing transactions, banks use automated
transaction classification systems to decide whether a transaction
is okay, or looks suspicious and could be fraudulent. In this work,
we investigate the relevance of the amount of a transaction as a
predictor of fraud. Although we do not claim that the transaction
amount alone suffices to distinguish between fraudulent and nonfraudulent transactions with acceptable performance, our results
indicate that the amount does contain valuable information about
the likelihood of fraud, which is most useful when combined with
other transaction-fraud classifiers based on different features.
Our approach is to estimate conditional discrete probability
distributions of the amount (with single-cent precision, and
up to some maximum amount), conditioned on whether the
corresponding transaction is fraudulent or non-fraudulent. The
challenging part is to estimate the distribution of the fraudulent
amounts: our training data (a set of past transactions) is very
skewed towards non-fraudulent transactions, and moreover the
number of observations is three orders of magnitude smaller than
the size of the support of the distribution that we would like
to estimate. To deal with this issue, we introduce a probabilistic
mixture model for the distribution of fraudulent amounts, which
tries to capture the (non-uniform) distribution by which the
human fraudster selects an amount. We infer the parameters
of the model using Markov-Chain Monte Carlo sampling.

I. I NTRODUCTION
Criminals attempt to steal money from banks and their
customers in various ways. One example is by infecting
a client’s web browser with malware that covertly injects
fraudulent transactions while the client is using the bank’s
website. Those fraudulent transactions funnel money from the
client’s account, typically via some intermediary accounts, to
a (possibly foreign) account held by the criminal.
A. Detecting Transaction Fraud: State of the Art
We study the task of automatic detection of fraudulent
financial transactions. A classical (but still quite common) approach for detecting such transactions is to check an incoming
transaction against a list of rules, where those rules define
specific anomalous patterns and have been defined by domain
experts, also called rule writers. A rule is typically an “IF –
THEN – ELSE ” construct with a Boolean clause that involves
features of the transaction and thresholds on those features,
for example “IF ( AMOUNT > e750 AND BENEFICIARY NOT
IN E UROPE AND . . . ) THEN ALERT TRANSACTION ”. Alerted
transactions could then be handled by a human operator,
who might verify the validity of the transaction by calling
the customer. In a more modern approach, one would apply
† Work

done while at ABN AMRO e-Channels Security Research.

classification and/or regression methods from the field of
machine learning, e.g., ensemble methods like Random Forests
or gradient boosting [1].
The key to obtaining an “acceptable” performance (detecting most of the fraudulent transactions, while generating not
“too many” false alerts) is to perform detection based on a
set of discriminatory features, like the primary parameters of
the transaction itself, (i.e., the timestamp, amount, customer
account number and beneficiary account number), but also
meta-information, such as session information and customer
relation details.
B. Impact of PSD2 Regulation on Fraud Detection
An upcoming change in the EU banking sector is the
Payment Services Directive 2 (PSD2) regulation [2]. This
legislation will force European banks to open up their payment infrastructure to so-called Third Party Payment Service
Providers (TPPs), which can initiate transactions on behalf
of end customers, via a standardized API. Because in PSD2
the TTP sits in between of the bank and the customer, it is
expected1 that for transactions initiated via this new channel,
the bank gets to see little information beyond the primary
parameters of the transaction.
In the context of fraud detection on this new PSD2 channel,
the limited set of available features poses a challenge. Hence,
the upcoming PSD2 legislation motivates a focus on detecting
fraud solely based on the primary transaction parameters. An
example of this line of research is from [3], in which past
transactions are viewed as a huge graph, and fraud detection is
based on the properties of this graph. For example, the shortest
path between the payer and the beneficiary turned out to be
useful for fraud detection.
C. This paper: a Probabilistic Approach
In this work, we will focus on the transaction amount as
a predictor of fraud. Note that we do not claim nor believe
that the transaction amount alone will suffice to distinguish
between a fraudulent and non-fraudulent transaction with
acceptable performance. Nevertheless, as we will show in this
paper, the transaction amount gives rise to a weak classifier
for fraud, that can contribute to and improve the performance
of an ensemble of classifiers.
We will take a probabilistic approach to fraud detection. Our
aim is to find the conditional distributions of the transaction
1 At the time of this writing, the PSD2 legislation has not yet been finalized
and is subject to changes.
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amount, i.e., conditioned on the hypothesis that the associated transaction is fraudulent as well as conditioned on the
opposite hypothesis (transaction not fraudulent). Given those
distributions and the prior probability of a transaction being
fraudulent, we can then determine the posterior probability (or
predictive distribution) of a transaction being fraudulent, given
its amount.
One might argue whether a probabilistic approach, where
distributions are estimated from historical data, makes sense
in an adversarial context like transaction fraud detection. The
fraudster could adopt an adversarial strategy that makes the
amounts of his transactions statistically indistinguishable from
non-fraudulent ones, namely simply by sampling the transaction amount from the distribution of non-fraudulent-transaction
amounts, where we assume that the fraudster has knowledge
about this distribution. Our results, however, indicate that
many fraudsters do not employ such strategies: the amount
does reveal some information about the likelihood of fraud. In
particular, from historical observations it seems that fraudsters
favor amounts with whole numbers, or some multiple of a
power of ten, a typical choice for the digits behind the decimal
point (cents), or an amount with little variation in the choice
of digits, like 1333 euros.
As an attempt to preserve as much information as possible,
we aim to estimate conditional distributions of the transaction
amount with full (single-cent) precision w.r.t. its support,
but obviously limited to some maximum amount. In other
words, we want to have a one-to-one correspondence between
amounts and elements in the support of the distribution. This
implies that, if we focus on transactions up to 50,000 euros,
the size of the support of the distribution is 5,000,000.
It is relatively straightforward to obtain an estimate of the
distribution of the amount of non-fraudulent transactions (as
we have many of them in our data set, i.e., hundreds of
millions). Indeed, we can obtain such estimate simply by
normalizing the histogram of the amounts from the training
data. Depending on the size of our training data set, we might
need a smoothing strategy to deal with empty bins, because
we want to avoid that our (predictive) distribution assigns zero
probability to amounts that do not occur in the training data
but are within the predefined range of amounts for which the
distribution should give predictions. Examples of smoothing
methods include Laplace’s “add one”-rule and the more general “add β” rule for any β > 0 (see, for example, [4]), and
more advanced techniques like the universally optimal Good–
Turing estimator of Orlitsky et al. [4].
D. Main Problem
The main challenge, and our primary focus in this paper, is
to obtain a reasonable (with respect to our application) estimate of the distribution of fraudulent amounts from training
data that is very skewed towards non-fraudulent transactions.
Relatively, very few examples of fraudulent transactions are
available, in our case we have about 2,000 examples of
them. In particular, the number of observations is three orders

of magnitude smaller than the size of the support of the
distribution that we would like to estimate.
E. A Model for the Amount of Fraudulent Transactions
To tackle this problem, we make a statistical hierarchical
model of the distribution of fraudulent amounts. The high level
idea is to view the distribution (which we want to infer) as a
convex combination of component vectors, each having length
equal to the size of the distribution’s support and unit `1 norm. This set of components includes a uniform component
and several components consisting of spikes (Kronecker delta
functions) at equispaced points in the support, which we will
call combs, for example, capturing multiples of ten euros.
Such a “multiples-of-ten comb,” will, given an observation
of, say, 60 euros, influence the probability of all amounts
that are multiples of 10. Hence, the combs (as well as the
uniform distribution) establish dependencies between certain
(all) amounts, which aid in inferring probabilities of amounts
which do not occur in the training set.
II. P RELIMINARIES
A. Notation
For any n ∈ N, we let [n] denote the set {1, . . . , n}. We
use the term probability vector for a vector with non-negative
real entries that sum to one.
B. Probability Distributions
a) Multinomial distribution: The multinomial distribution for K ∈ N categories gives the probability of observing
x1 counts for category 1, x2 counts for category 2, and so
on up P
to category K, when given the total number of trials
K
N = i=1 xi and the probability vector p = (p1 , . . . , pK ),
where pi is the probability of drawing category i in a single
trial. Let x = (x1 , . . . , xK ) ∈ NK . The probability mass
function is given by
Pr(x|N, p) =

N!
px1 · · · pxKK .
x1 ! · · · xK ! 1

For a vector of random variables X that is multinomially
distributed with parameters N and p, we will also write
X ∼ Multinomial(N, p).
Note that the multinomial distribution is the multivariate
extension (i.e., K ≥ 2) of the binomial distribution.
b) Dirichlet distribution: The Dirichlet distribution of
dimension K ∈ N is a multivariate distribution over the Kdimensional unit simplex, i.e. it has its support on vectors of
length K with non-negative entries that sum to one. It has K
concentration parameters, α = (α1 , . . . αK ) with αi > 0 for
all i ∈ [K]. The probability mass function is given by
QK
K
Y
i=1 Γ(αi )
k −1
xα
.
Pr(x|α) = PK
k
Γ( j=1 αj ) k=1
For a vector of random variables X that is Dirichlet distributed
with parameter α, we will also write X ∼ Dirichlet(α).
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III. M ODEL

C. Markov-Chain Monte Carlo
The goal of a Monte Carlo simulation is to estimate a
quantity of interest, by means of repeated sampling from
a particular distribution and combining the samples in an
appropriate way. In the context of parameter inference, we
want to estimate the posterior distribution over the parameters
of a data model, given the actually observed data and the prior
distribution over the parameters. For a given vector of parameters, the likelihood function quantifies how well the model
fits the data, i.e., it quantifies the likelihood of the parameters
in the light of the observed data. In order to actually “fit” a
model to observed data, it is usually computationally infeasible
to try every possible parameter vector and see how well the
model fits the data for those parameters, because the size of
the parameter space scales exponentially in the number of
parameters.
A Markov-Chain Monte Carlo (MCMC) algorithm searches
through the space of parameter vectors (for parameter vectors
for which the model fits “well” to the data) in a more clever
way than exhaustive search, by sampling parameter vectors
such that they form a Markov Chain with a special property.
The Markov property means that the algorithm samples a
new parameter vector by only conditioning on the current
parameter vector, but not on parameter vectors used earlier.
The special property is that the equilibrium distribution of the
Markov chain of parameter vectors coincides with the posterior
distribution over the parameters, which is the distribution that
we want to estimate. For details about MCMC methods, we
refer to [5].

In this section we describe the model that we use to infer
the distribution
Pr(a | Fraud),
which gives the probability of a transaction’s amount a ∈ [K]
(where K ∈ Z is some maximum amount, in cents, up
to which our analysis holds) conditional on the event that
the transaction is fraudulent. We will view the distribution
Pr(a | Fraud) as a length-K probability vector that we denote
as P, where P = (P1 , . . . , PK ) and such that
Pi = Pr(i | Fraud) for all i ∈ [K].
A. Multinomial Likelihood
We observe a set of N fraudulent transactions, from which
we compute a histogram (with K bins) for the amount. This
histogram, represented as the vector Y ∈ NK , will be a sufficient statistic for our inference procedure. The link between
the observed counts (the histogram) and the latent distribution
(which we want to infer) is the multinomial distribution, which
will be the likelihood function in our model,
Y = (Y1 , . . . , YK ) ∼ Multinomial(N, P).
B. Model for the Latent Distribution
As a model for P, we use a linear mixture model with M
components,
P = (P1 , . . . , PK ) =

X

αi Xµi ,ϕi

i∈[M ]

where the vector of weights of the model, α, has a Dirichlet
prior with all of its M hyper-parameters set to unity,
D. Probabilistic Programming
α = (α1 , . . . , αM ) ∼ Dirichlet(1, . . . , 1)
The emerging field of probabilistic programming aims to
design and develop programming languages that have support
for, and allow arbitrary arithmetic with random variables. In
particular, one can use a probabilistic programming language
to establish relationships among several random variables, and
infer distributions of unknown random variables when given
observations of related random variables.
Probabilistic programming is not new, but is currently
gaining popularity, and recently several new frameworks have
appeared (Venture, Figaro, BLOG, Church, Infer.NET, Stan,
PyMC3, Edward, to name a few). Some of those, including
PyMC3, benefit from modern libraries for GPU-accelerated
computing (including, in particular, automatic differentiation)
like Theano and Tensorflow.
We have implemented our model in PyMC3, a Python
package for probabilistic programming. As a main benefit, we
can express our model in a high-level programming language,
while achieving good simulation performance, because the
model is automatically compiled to native CPU or GPU code
via Theano. PyMC3 has support for Markov-Chain Monte
Carlo-based inference as well as variational techniques.

and each component Xm,φ for m, φ ∈ N is a probability vector
of length K, that has nonzero elements at multiples of m,
shifted by phase φ, formally,
Xm,φ =
with
bm,φ
j

1
(bm,φ )K
j=1
Zm,φ j

(
1 if j ≡ φ (mod m)
=
0 otherwise

PK
where Zm,φ = `=1 bm,φ
is a normalization constant. In our
j
model for fraudulent amounts, we use zero-phase components
(φ = 0) to group multiples of m cents (m = 1 for the uniform
component, m = 100 for whole-euro amounts, m = 1000 for
multiples of ten euros, etc.) We use components with nonzero phase (φ > 0) to group amounts that have the same
particular digits behind the decimal point, for example, with
m = 100 and φ = 98 we obtain the following group of
amounts (represented in euros): 0.98, 1.98, 2.98, . . .
The hyperparameters µ = (µ1 , . . . , µM ) and ϕ =
(ϕ1 , . . . , ϕM ) capture the structure of the model.
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TABLE I
F IXED HYPERPARAMETERS µ AND ϕ USED IN THE MODEL
i
1
2
3
4
5

µi
1
100
1000
10000
100000

ϕi
0
0
0
0
0

i
6
7
8
9
10
11

µi

ϕi

5
50
500
5000
50000
500000

0
0
0
0
0
0

i

µi

TABLE II
S IZE AND SKEWEDNESS OF TRAINING AND TEST SETS .

12
13
.

100
100
.

1
2.

110

100

99

..

..

Transaction Type

ϕi

Fraudulent
Non-Fraudulent

..

Skew (ratio)

Training Set

Test Set

2 × 103
340 × 106

1.2 × 103
142 × 106

5.8 × 10−6

8.7 × 10−6

IV. E XPERIMENTS
A. Data Set
C. Choosing µ and ϕ
The choice of the vectors µ and ϕ, i.e., how many combs
to include in the model (corresponding to the length of µ and
ϕ), the multiples µi and the phases ϕi (for all i ∈ [M ]), is a
decision currently made “by hand”. (A possible extension to
the method would be to infer µ and ϕ automatically from the
data.) In the current implementation, we use M = 5+6+99 =
110 combs, as shown in Table I.
D. Exploiting Sparsity in an Implementation
In our scenario, the number of non-zero histogram bins of Y
(the histogram of the fraudulent amounts) is small compared to
the size of the support, K. Hence, in order to keep the model’s
computational complexity and memory consumption as low as
possible (when the model is used in a MCMC simulation), we
make explicit use of this sparsity. This sparsity-optimization
is based on the observation that the multinomial likelihood
function does not depend on bins with zero counts, formally
N!
YK
P Y1 · · · PK
Y1 ! · · · YK ! 1
Y
N!
PiYi
=Q
Y
!
i
i∈S

Pr(Y|N, P) =

i∈S

with S := {i ∈ [K] : Yi > 0}. In the upcoming section, we
describe how to use this idea in a PyMC3 implementation.
E. Model Implementation in PyMC3
In Figure 3 in the Appendix, we show the full
Python/PyMC3 [6] implementation of our model.
We represent the vector Y (the histogram) in a sparse form
using a list of positions of non-zero counts (nz_indices) and
the corresponding bin counts (observations). We bind this
histogram data to the model using Theano shared variables, an
idea borrowed from (version 1 of) [7], and makes it possible
to re-bind the model to other data.
We implement the sparsity trick as discussed in the previous section by means of implementing a custom likelihood
function (using DensityDist). Note that we can omit the
normalization constant of the multinomial distribution, as it
does not depend on the probabilities Pi .
Finally, note that in the function append_model_terms, we
use a Python for-loop to build the Theano graph iteratively
(at compile time).

We use a data set of twenty-five months of Internet Banking
transaction data (from Jan 1, 2015 to Feb 1, 2017), where
each transaction has a binary label that indicates whether the
transaction is fraudulent. We use the first eighteen months as
the training set and the last seven months as the test set. See
Table II for the approximate sizes of these sets, as well as the
skewedness in those data sets (computed as the ratio between
the number of fraudulent transactions and the total number of
transactions in that set). Note that we do not use a random
splitting of the data, because we want to preserve the causal
relationship between training (older) and testing (newer) data.
B. Method
For every amount a in the test set, we compute the loglikelihood ratio L(a), defined as
L(a) = log

Pr(a | Fraud)
.
Pr(a | Not Fraud)

(1)

Then, given the evaluated log-likelihood ratios and the corresponding binary fraud labels, we can compute performance
metrics like the ROC curve.
The distribution Pr(a | Fraud) is obtained as the mean over
model evaluations of 100 samples from the posterior of the
weights-vector α. The other distribution, Pr(a | Not Fraud),
is obtained by applying the asymptotically-optimal estimator
described in [4] to the histogram of non-fraudulent amounts.
We compare the performance of the above method against
the following ad-hoc strategy, namely, putting a threshold
directly on the amount of the transaction, and declaring that
transaction as fraudulent if the amount exceeds the threshold.
In order to make a performance curve such as the ROC curve,
this threshold is varied.
C. Markov-Chain Monte Carlo Simulation
We have obtained our results by sampling the posterior
distribution over the weights (α) using PyMC3’s built-in slice
sampler. We have run the simulation on a single core of a
server equipped with Intel Xeon E5-2680 CPUs (64-bit, 2.5
GHz, 30MB cache) and a surplus of RAM (500 GB). On this
machine, our model takes 20 seconds to compile and yields
a simulation speed of 217 iterations per second; simulating
10, 000 samples takes less than a minute. We discard the first
5000 MCMC samples as “warm-up”.
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Fig. 1. Performance comparison of the two methods by means of an ROC
curve. Around a true-positive rate of 0.7, our model seems to outperform the
ad-hoc classifier. Nonetheless, since we can actually achieve any point on the
convex hull of an ROC curve (by randomly choosing between two points on
the ROC curve with the appropriate bias), the actual performance difference
will be smaller than indicated by the plot.

0.2

0.4
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0.8
Recall (True Positive rate)
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Fig. 2. Performance comparison of the two methods in the Log-Precision–
Recall space. The points marked by a ‘+’ have been computed from the
test set. Between those points, we apply the non-linear interpolation method
introduced in [9]; i.e., by transforming points on the convex hull of the ROC
curve to the precision–recall space. By “Class Skew,” we mean the fraction of
fraudulent instances in the test set. It is well-known that the horizontal line in
the precision–recall plot for which the precision equals this class skew gives
the performance of random guessing.

D. Results
Figure 1 shows the ROC curves corresponding to the two
methods. From this plot, it seems that our method performs
similarly to the ad-hoc amount-threshold method. Note that the
AUC score is slightly higher for the ad-hoc method. Because
of the strong class skew that is present in our scenario (roughly
speaking, one case of fraud per 10,000 transactions), we also
compare both methods in the precision–recall space (Figure 2).
Unlike the ROC curves, which are invariant to class skew
[8], the precision–recall curves (PRCs) show the class skew
explicitly. Finally, note that the precision–recall plot clearly
shows that neither of the two methods (nor their combination)
would suffice to detect fraud with acceptable performance—
something that we knew from the start.
V. C ONCLUSION
We found it interesting to see that two fairly different classification approaches (our hierarchical model for the
amount, versus the ad-hoc classifier that puts a threshold on
the amount) yield very similar classification performance. It
should be clear on the one hand that the latter performances
are still far away from the performance required for automatic
transaction processing. On the other hand, the ROC curves
indicate that both classifiers significantly outperform random
guessing and could serve as a weak learner in a boosted
ensemble.
Estimating the model’s hyperparameters µ and ϕ from
the data might improve the performance of our model-based
classifier, but how this should be done exactly is left for further
research.
With respect to the methodology, we are impressed by the
quality and usability of the modern probabilistic programming
frameworks. These frameworks not only allow the user to
specify interesting probabilistic models in a few lines of code,

but also make it very easy to fit those models to data, while
offering very good simulation performance.
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A PPENDIX
A. PyMC3 Implementation
import pymc3 as pm
import numpy as np
import theano.tensor as T
from theano import shared
# shared variable, value can be changed later
nz_indices = shared(np.array(bins))
observations = shared(np.array(counts))
number_of_bins = 50e3 * 100 # up to

50,000

def normalized_kronecker_comb(total_support_size, evaluation_domain, multiple,phase=0):
return 1.0/(float(total_support_size) / float(multiple)) * T.eq(evaluation_domain % multiple,phase)
def append_model_terms(lst,coeff,power_offset,n_terms,weights):
# trick to do loop-unrolling in Theano (and to avoid theano.scan)
indexing_offset = len(lst) - 1
for i in range(n_terms):
multiple = coeff * 10 ** (i + power_offset)
lst.append(lst[indexing_offset + i ] + weights[indexing_offset+i+1] \
* normalized_kronecker_comb(number_of_bins,nz_indices,multiple))
def append_model_terms_phase(lst,multiple,phaserange,weights):
indexing_offset = len(lst) - 1
for phase in phaserange:
lst.append(lst[indexing_offset] + weights[indexing_offset+1] \
* normalized_kronecker_comb(number_of_bins,nz_indices,multiple,phase))
with pm.Model() as amount_model:
n_ten_terms = 5
n_five_terms = 6
phases = np.arange(99)+1
# xxx.01 , ... ,
n_phase_terms = len(phases)

xxx.99

weights = pm.Dirichlet(’weights’,a=np.ones(1+n_ten_terms+n_five_terms+n_phase_terms))
# uniform component
# (probs is a vector, finally we will only use its last element)
probs = [weights[0] * normalized_kronecker_comb(number_of_bins,nz_indices,1)]
# multiples of 1, 10, 100, 1000 and 10000 euros
append_model_terms(probs,1.0,2,n_ten_terms,weights)
# multiples of 0.05, 0.50, 5, 50, 500, 5000 euros
append_model_terms(probs,5.0,0,n_five_terms,weights)
# ending at .01, .02, ..., .99 euros
append_model_terms_phase(probs,100,phases,weights)
# multinomial likelihood function
# note that we bind the observed parameter to a shared variable
likelihood = pm.DensityDist(’likelihood’, \
lambda c: T.dot(c,T.log(probs[-1])), observed=observations)
Fig. 3. Model Implementation in Python/PyMC3.
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Abstract
Physical unclonable functions (PUFs) are a new promising means to realize cryptographic scenarios such as identification, authentication and secret key generation. PUFs avoid the need for key storage, because the device-unique randomness
can be translated into a cryptographic key. SRAM-PUFs enjoy the properties
that, while being easily evaluated (after a device power-up), they are unique,
reproducible, physically unclonable and unpredictable. Error correction codes
(ECCs) are essential blocks of secret-generation schemes, since PUF observations are always effected by noise and environmental changes. In this paper, we
propose practical error correction schemes for PUF-based secret generation that
are based on polar codes. The proposed scheme could generate a 128-bit key or
256-bit key using less PUF bits and helper data bits than before and achieve a low
failure probability for a practical SRAM-PUFs application with error probability
between 15% and 25%. Therefore SRAM-PUFs are considered to combine very
well with authentication and unique cryptographic key generation for resource
constrained devices.

1

Introduction

Physical unclonable functions (PUFs) are low-cost hardware intrinsic security primitives that possess an intrinsic randomness (unique “fingerprint” for chips) due to the
inevitable process variations during manufacturing. Therefore, PUFs can be used to
realize cryptographic scenarios that require random, unique and unpredictable keys,
such as identification, authentication and cryptographic key generation [1, 2]. PUFs
can act as trust anchors and avoid the need for key storage, since the device-unique
randomness can be translated into a cryptographic key.
SRAM-PUFs are one of the most popular PUF constructions because they are
easy to manufacture and do not require extra investments. SRAM-PUFs also enjoy
the properties that, while being easily evaluated (after a device power-up), they are
unique, reproducible, physically unclonable and unpredictable [3]. However, SRAMPUFs cannot be straightforwardly used as cryptographic keys, since their observations
are not exactly reproducible due to environmental condition changes such as time,
temperature, voltage and random noise. Therefore, error correction techniques are
necessary to mitigate these effects and generate reliable keys.
We present a new and efficient key generation building block for SRAM-PUFs
key generation, which uses polar codes because their advantage of achieving capacity
with low encoding and decoding complexity. To guarantee the performance in terms
of reliability and security, and to decrease the required memory size of this scheme,
we exploit the efficient decoding algorithm and provide a zero-leakage proof for the
proposed scheme. Our simulation results show that 10−9 failure probability can be
achieved with less PUF cells and helper data bits than before.
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2
2.1

Secret-Key Generation Model for SRAM-PUFs
SRAM-PUFs model

SRAM-PUFs are PUF constructions based on the power-up state of an SRAM array.
The cell values of an SRAM array after power up go into one of two states: 0 or
1. It has been experimentally demonstrated [4] that due to the independent random
nature of process variations on each SRAM cell, the SRAM cell power-up vector can be
regarded as a chip fingerprint, see Fig. 1, which is unique and unclonable, and therefore
also called physical(ly) unclonable function (PUF). Therefore in this paper we assume
that SRAM-PUFs are binary-symmetric, hence for enrollment and authentication PUF
pairs (X N , Y N ) it holds that
Pr{(X N , Y N ) = (xN , y N )} =

N
Y

Q(xn , yn ),

(1)

n=1

where Q(0, 1) = Q(1, 0) = p/2 and Q(0, 0) = Q(1, 1) = (1 − p)/2 and 0 ≤ p ≤ 1/2.

1.1 - Report on System Requirements for the PUF Implementation

1.3

Figure 1: An SRAM based Physical Unclonable Function

2.2

SRAM-PUFs based Secret-Key Generation System
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onsider first a generic secret-sharing system with chosen keys, see Fig. 1.2. This system is based

3

Polar Codes

Polar codes were proposed by E. Arikan in 2009 [5], who demonstrated how to construct
a polar encoder and decoder for any block length N that is a power of 2 and any
K ≤ N . They were the first efficient encoders and decoders proven to achieve the
capacity of any binary memoryless symmetric (BMS) channel. Polar codes also provide
a flexible selection of the code rate and an arbitrary code rate can be used without
re-constructing the code. In this section, we will give an overview of polar codes and
then present secret-key generation schemes based on polar codes in next section.

3.1

Channel Polarization

The technique underlying polar codes is “channel polarization”[5] which is an operation that polarizes all sub-channel’s mutual informations either to a perfect channel
I(X; Y ) = 1 or to a completely noisy channel I(X; Y ) = 0.
In Fig. 3, we see N = 2 successive channels W21 and W22 that are characterized by
transformations W − : X → Y 2 and W + : X → Y 2 × X , respectively. ⊕ represents the
modulo two sum or equivalently the exclusive “or” operator.
x1

u1
u2

x2

W

y1

W

y2

Figure 3: Basic channel transformations
Based on these basic channel transformations, W − and W + can be defined by the
following transition probabilities
PW − (y1 , y2 |u1 ) =

X 1
P (y1 |u1 ⊕ u2 )P (y2 |u2 ),
2
u ∈X

(2)

2

1
PW + (y1 , y2 , u1 |u2 ) = P (y1 |u1 ⊕ u2 )P (y2 |u2 ).
2

(3)

The following properties related to the above transformation are derived:
1. The mutual information is preserved:
I(W − ) + I(W + ) = 2I(W )

(4)

2. While the channel W + is improved, the channel W − is worsened:
I(W − ) ≤ I(W ) ≤ I(W + )

(5)

Then, we apply the same basic channel transformation by doubling the numbers
N of channels recursively. The capacity of each sub-channel now approaches either 1
(noiseless channel) or 0 (pure noise channel). The transformation matrix GN is defined
by a simple recursive rule,
(6)
GN , RN G⊗n
2
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Figure 4: Recursive construction of GN and G2N


1 0
where RN is a permutation matrix known as bit-reversal, G2 =
and the Kro1 1
necker power G⊗n is defined as G ⊗ G⊗(n−1) .
In general, GN is constructed using N/2 copies of G2 and two copies of GN/2 . The
corresponding channel configuration is drawn in Fig. 4 by combining independent
copies of W .

3.2

Code Design of Polar Codes

Based on the idea of channel polarization, the recursive operation can create longer
channel codes. As the length N → ∞, the error rate of each bit approaches 1 (perfectly
reliable) or 0 (completely unreliable). Therefore, polar coding is a strategy to assign
the information bits for the reliable channels and set one set of bits with fixed values
(1s or 0s) – Arikan calls these the frozen bits – for unreliable channels.
As a family of linear block codes, a binary polar code are can be specified by
(N, K, F, uF ), where N is the block length, K is the code dimension (number of information bits encoded per codeword), F is a set of indices for the N − K frozen
bits positions from {0, 1, ..., N − 1} and uF is the vector of N − K frozen bits. The
frozen bits are normally set to 0, but they may have any value that is known to both
the encoder and the decoder. The optimized polar codes for target channel transition
matrix W can be constructed by choosing F as the set of inputs with the lowest error
probabilities. Therefore, the choice of the set F is a critical step for polar coding often
referred to as polar code construction. The original construction of polar codes is based
on the Bhattacharyya bound approximation [5]. Later proposed algorithms improve
on this approximation at the cost of higher complexity [6, 7, 8].
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3.3

Encoding

For an (N, K, F) polar code, the encoding operation for vector of information bits u
can be represented using a generator matrix,
GN = G⊗N ,

(7)

where ⊗ denotes the Kronecker product. Given the data sequence u, the codewords
are generated as
x = GF c u + GF uF ,
(8)
where F c , {0, 1, ..., N − 1}\F corresponds to the non frozen bits indices. u is the
data sequence, and uF is the sequence of frozen bits which we set as all zeros.

3.4

Decoding

At the decoder, we want to decode the output of the N channels which defined by the
transition probabilities Pi (y1N ui−1
1 |ui ). Therefore, we need the correct estimates of the
previous channel inputs û1 , ..., ûi−1 to estimate the channel input ûi . Based on this, it
is more suitable to use a successive cancellation decoder. Given y1N and estimates ûi−1
1
of ui−1
,
the
SC
decoding
algorithm
attempts
to
estimate
u
.
This
can
be
implemented
i
1
P r(0|y1N ,ui−1
)
i−1
i
N
by computing the log-likelihood ratios LN (y1 , û1 ) = log P r(1|yN ,u1i−1 ) , where the LLRs
1
1
can be computed recursively using two formulas:
N/2

N
2i−2
L2i−1
) = 2 tanh−1 ( tanh(LiN/2 (y1
N (y1 , û1

, û2i−2
⊕ û2i−2
)/2)
o
e

N/2+1

· tanh(LiN/2 (y1

, û2i−2
)/2)),
e

(9)

and
N/2

N
2i−1
L2i
) = (−1)û2i−1 LiN/2 (y1
N (y1 , û1

N/2+1

, û2i−2
⊕ û2i−2
) + LiN/2 (y1
o
e

, û2i−2
),
e

(10)

where û2i−2
and û2i−2
denote, respectively, the odd and even indices part of û2i−2 .
o
e
Therefore, calculation of LLRs at length N can be reduced to calculation of two LLRs
at length N/2, and then recursively break down to block length 1. The initial LLRs
i}
.
can be directly calculated from the channel observation as Li1 = log PP r{0|y
r{1|yi }
For finite block-length, the performance of polar codes can be improved by implementing enhanced decoding algorithms based on the classical successive cancellation
decoder (SCD), such as successive cancellation list (SCL) decoding [9] and CRC-aided
successive cancellation list (CA-SCL) decoding [10].

4
4.1

Secret-Key Generation Schemes based on Polar
Codes
Polar Codes based Code-offset Construction

In this section, we show how helper data can be constructed using polar codes for a
PUF-based key generation scheme. Fig. 5 illustrates the polar code based code-offset
construction scheme that realizes an enrollment phase (encoder) and key regeneration
phase (decoder).
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Figure 5: Polar codes based code-offset scheme.
4.1.1

Enrollment

In the enrollment phase, the secret key S K is encoded into a polar codeword C N =
p(S K ) = GF c SK + GF 0N−K , where p(·) is the polar encoding function, F c and F are
the index sets for secret key and the frozen bits. Then, the helper data is generated by
adding the PUF enrollment response sequence X N to this codeword.
W N = C N ⊕ X N = p(S K ) ⊕ X N .
4.1.2

(11)

Key regeneration

In the key regeneration phase, a PUF authentication sequence Y N is observed and
added to the public helper data W N . We obtain the cordword with noise eN = X N ⊕
Y N,
eN = W N ⊕ Y N = p(S K ) ⊕ (X N ⊕ Y N ) .
(12)
C
{z
}
|
eN

Hence, the secret key S K can be estimated by implementing a modified version of
the SC and CA-SCL decoding algorithms with a known N − K zeros-vector as
Ŝ K = SCD(C N , 0N −K ),

Ŝ K = SCLD(C N , 0N −K ).

(13)

where the polar decoder SCD(·) is given in Algorithm1 and SCLD(·) is the polar
decoder with CRC-aided SCL decoding algorithms of [10].
Algorithm 1 Decoding Algorithm for Code-offset Construction
Input: The observations Y N from PUFs, the public helper data W N .
Output: The estimated secret Ŝ K
P r{0|y }
1: Compute the initial L1 (yi ) = log P r{1|yi } , i = 1, 2, ...N
i
2: Compute L1 (e
ci ) = (−1)wi L1 (yi ), i = 1, 2, ...N
3: for i = 1 to N do
eN , ûi−1
eN
4:
Compute LiN (C
1 ) with the initial L1 (C ) from Eq. (9-10)
5:
if i ∈ F then
6:
Ûi = 0
eN , ûi−1
7:
else if i ∈ F c and LiN (C
1 ) > 0 then
8:
Ûi = 0
9:
else
10:
Ûi = 1
11:
end if
12:
Ŝ K ← Û N [F c ]
13: end for
14: return Ŝ K
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4.2

Security Analysis

In this section, we analyze the secrecy for the proposed polar codes based key generation
scheme. To prove that the helper data do not leak any information about the secret
key, it requires that the helper data leaks about the generated secret key. Therefore
we must show that I = (S K ; W N ) = 0. For the proposed scheme, we can easily prove
that this is true each pair of secret S K and helper data W N , see below:
0 ≤ I(S K ; W N ) = I(C N ; W N ) = H(W N ) − H(W N |C N )
= H(C N ⊕ X N ) − H(C N ⊕ X N |C N )
≤ N − H(X N |C N ) = N − H(X N ) = N − N = 0.
10

(14)

-1
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N=4096, K=256

Failure Rate

10-3
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Figure 6: Failure rate performance comparison of the polar codes based secret-key
generation scheme with different key sizes K =∈ {128, 256} and different list sizes
L ∈ {1, 2, 4, 8, 16, 32} for CA-SCL decoding.

5

Simulation Results

In this section, we present the performance of polar code based error correction schemes
for an SRAM-PUF with two average bit error probability around 15% and 25%, respectively. For these two different conditions, we designed the corresponding polar code
constructions to achieve the target performance.
The most important performance criterion for PUF error correction is the error
probability (or failure probability) of the key regeneration. Fig. 6 gives the error
correction performance of the polar code based code-offset construction with the SC
and CA-SCL decoding algorithm. Here SC and CA-SCL with different required key
size are simulated for different practical applications.
For key size K = 128 with block length N = 1024, we can see that the failure rate
of polar codes with SC decoding is close to 10−6 at 15% and CA-SCL decoding can
further reduce the failure rate to less than 10−9 at 15% as list size L increases, but at
the cost of extra computational complexity and memory. For key size K = 256 with
block length N = 4096, the simulation results show that failure rates 10−6 and 10−9
can also be achieved under worse PUFs condition p = 25%.
38

6

Conclusion

In this paper we investigated practical polar code based code-offset schemes for secretkey generation scheme that encode the secret key into polar codeword and then mask it
with PUF bits as helper data to correct the errors for the noisy PUFs. Our simulation
results show that reliability (small failure probabilities) can be achieved together with
high security. Furthermore, the proposed scheme requires less SRAM-PUF bits and
helper data bits, which leads to the reduction in memory requirements.
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1

Extended Abstract

Nowadays, in typical applications large networks usually generate prohibitively large datasets which are gathered
at a central unit for further processing. Hence, methods for optimally selecting the data, i.e., removing noninformative measurements, are required to alleviate any possible bottleneck in the processing chain. As a result,
sensor selection for large-scale networks is of great importance [1],[2], specially when budget constraints are
enforced by the system requirements. Particularly for spatial beamforming applications, deploying new sensors
in the network incurs an additional cost. For example, a sensor incurs a higher communications cost when it is
deployed far from the central unit as compared to a sensor that is deployed closer to the central unit. In such
cases, not only the inference performance metric has to be optimized, but also the cost incurred due to the
sensor placement has to be taken into account.
In this paper, we present a greedy sensor selection algorithm for minimum variance distortionless response
(MVDR) beamforming under a modular budget constraint. In particular, we propose a submodular set-function
that can be maximized using a linear-time greedy heuristic that is near optimal. Different from the convex
formulation that is typically used to solve the sensor selection problem, the method in this paper neither involves
computationally intensive semidefinite programs nor convex relaxation of the Boolean variables. While numerical
experiments show a comparable performance between the convex and submodular relaxations, in terms of
output signal-to-noise ratio, the latter finds a near-optimal solution with a significantly reduced computational
complexity.
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Fig. 1. Beam pattern comparison for the different sensor selection strategies when K = 21 sensors are selected out of
M = 50 available elements.
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Abstract
In this paper, the actual omni-directionality of MEMS-microphones (micro-electromechanical system) is studied. Commercially available MEMS-microphones are
claimed to be omni-directional but there is no real proof for these statements in
the data sheets. In addition, is this statement valid for the whole spectrum in
which the microphones operate? And, is there any influence of the PCB material
they are mounted on? To answer these questions, a directivity assessment was
performed. The microphones where placed in an anechoic chamber in which the
microphones could rotate automatically, with an accuracy of 0.1125 degrees. The
obtained measurement results are depicted in several polar plots. This process
was repeated for several types of MEMS microphones. With these plots, it is possible to do a graphical comparison between the different MEMS-microphones.
Apart from individual MEMS-microphones, also a linear array of four microphones is measured. Results show the influence of the nearby PCB-components
and give an overview of the overall omni-directionality. In addition to this, we
can see influences of the PCB material itself.
The measurement-based assessment was performed at different frequencies to
derive spectral information.
In the follow up of this paper, we aim to improve the used Angle-Of-Arrival
(AoA) algorithms by exploiting the possible attenuations on certain angles. This
paper will also explore how the omni-directive features could be exploited in
cryptographic applications.

1

Introduction

Acoustic MEMS sensors are getting more and more integrated in our everyday lives
with current applications consisting of hearing aides [1], smart phones, urban sensing for
smart cities [2], etc. Further development is focused on the use of these microphones in
hands-free teleconference systems, voice-based human-computer interfaces, and various
assisted listening applications [3]. Recent research on the use of MEMS technology for
audio purposes, studied the acoustical-thermal noise caused by the flow resistance
of microphone components [4], membrane adaptations to improve the sensitivity and
frequency response [5] and some limited distance and directivity measurements of a
microphone array [2].
This measurement campaign was executed in function of the SINS-project (Sound
INterfacing through the Swarm). The goal of this project is to localize unknown sound
sources in a room, using a wireless sensor network. Every sensor node is equipped with
a low-power linear MEMS microphone array containing 4 microphones equally spaced
apart, as depicted in Figure 1[6].
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Figure 1: Picture of the microphone array
The used algorithms used on the sensor node assume that the microphones are
omni-directional, as stated in the data sheet. This assumption is tested in several
conditions: at several frequencies, in different planes, with different PCB thicknesses
and this for several commercially available MEMS-microphones. In section 2 of this
paper, the measurement set-up is described, followed by an overview of the different
measurements in section 3. Section 4 will discuss the obtained results while the last
section forms a conclusion on this measurement campaign.

2

Measurement Set-Up

Figure 2 shows the built set-up in the semi-anechoic chamber at the Vrije Universiteit
Brussel ∗ . It consists of a speaker placed 1.5 m high facing a microphone (or array)
mounted on a 3D-printed structure that is driven by a stepper motor. The two entities
are separated by a distance of 2 m and are positioned in the center of the chamber, far
enough from the walls. The 3D-printed structure has two functions: the first one is to
easily mount the array and microphones and this in several planes. The second one is
to create a distance between the base structure, consisting of the stepper motor and the
mounting plate, necessary to prevent possible reflections and to shield it from noises
induced by the stepper motor. The influence of these stepper motor noises, mostly
introduced by the hold current of the motor are minimal and don’t affect the measurements. The stepper motor itself has an angular accuracy of 0.1125◦ and is controlled
by a computer outside the semi-anechoic chamber, this to avert possible noise injection.
2m
Microphone (array)

Speaker
Stepper
motor

1m50

Figure 2: Set-up in semi-anechoic chamber.
The speaker and the four outputs of the array are connected to a sound table via
a DI-unit (Differential Input). The received sound signal is amplified by two sources:
firstly there is the amplification on the microphone circuit itself using an operational
amplifier [6], secondly in the sound table. Both the amplifications are tuned in order
to have an equal overall amplification that doesn’t drive the received signals into saturation. The speaker and the recording of the responses are managed with Cubase
software † . Further processing of the received WAV-files is done with Audacity and
Matlab.
∗

ETRO-VUB Noisey Elephant Studios: http://www.etrovub.be/RESEARCH/Nosey_Elephant_
Studios
†
Cubase software: https://www.steinberg.net/en/products/cubase
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3

Measurements and Processing

The measurement campaign can be split up into two parts. The first couple of measurements characterize the speaker, in a way that the final polar plots has as little as
possible external influences. The second part of the campaign consists of measuring
the bespoken microphone characteristics.

3.1

Speaker Measurements

Table 1 shows the A-weighting values of the speaker at different frequencies, all a
multiple octaves higher or lower than the central 1 kHz frequency. The measurements
where obtained with a Brell and Kjaer hand held 2250L dB-meter at the exact position
of the microphones. Plotting these values, it can be clearly seen that this speaker follows
the typical dB(A) logarithmic curve. A familiar shape can be seen as well in the flat
response factors that will be handled in the next subsection.
Table 1: A-weighting values of the speaker

3.2

Freq (Hz)

62.5

125

250

500

1000

2000

4000

8000

16000

dB(A)

51.3

60.5

73.9

78.2

84.5

76.4

79.2

79.2

70.7

Microphone Measurements

The second part of the measurement campaign consists of characterizing several microphone parameters. The basic principle used in every measurement covers the two
most crucial parameters: obtaining the frequency response at several incident angles.
A single measurement consists of: recording the sequential frequencies played from
a single sound file and updating the angle via the stepper motor (in steps of 3◦ or
6◦ ). These measurements are repeated until the microphone or array made a 360◦
revolution. Then the following influences on the omnidirectionality are tested:
1. The type of MEMS microphone. Several commercially available MEMS-microphones
were tested, from different price-ranges and from different manufacturers. (the
Invensense INMP504, the Sonion N8 and the Invensense ICS40310)
2. The distance to the rotation axis. When placed in an array, the microphones
don’t rotate around there own axis anymore but around the center of the array.
3. The incident plane. This is done by rotating the microphone array around the
abscissa and the ordinate to see if it is possible to use the array in several planes
for potential 3D-positioning methods.
4. The PCB-material on which the microphone is mounted on. Two thicknesses of
the typical FR4 material were tested.

3.3

Processing

The recorded files at the recording panel are WAV-files that represent an amplified
voltage. For every microphone at every frequency and at every incident angle the RMS
value gets calculated out of these audio files. This is done by averaging the received
signal over a period of 3 s. Next the Flat Response Factor (FRF) gets calculated.
This factor is needed to filter out the audio profile of the speaker, in this way the
adapted RMS-values only represents the “pure” microphone response. Again, for every
frequency at an incident angle of 0◦ an RMS-value (RM Sf lat ) gets calculated, but this
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time via of the flat response microphone (Earthworks M30). These flat response RMSvalues (FR-RMS) will be used to calculate every FRF-value. The FRF itself can be
found with the following equation:
F RF @ f1 =

RM Sf lat @ f1
RM SM ic @ f1

RM SM ic in this equation represents the RMS-value of the recording at an incident
angle of 0◦ and at the corresponding frequency of RM Sf lat . To filter out the audio
profile of the speaker, every RMS value gets multiplied with the FRF.
RM Sadapt @ fx , αy =

RM Sf lat @ fx
RM SM ic @ fx , αy

The polar plots are obtained by searching the maximum, adapted RMS value (RM Smax ),
and normalizing all the RMS-values to RM Smax . Figure 3 shows such a polar plot. 0◦
represents the incident sound wave perpendicular to the microphone. As stated, the
radial axis is normalized to the maximum FRF-adapted RMS value. When combined
with the values from table 1 , it is possible to plot the absolute dB(A) values.
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Figure 3: Processing to get the adapted RMS-values out of the WAV-files.

4
4.1

Results
Individual Microphone

Figure 4 shows the omnidirectionality of an individual Sonion N8 MEMS microphone.
This microphone is currently used in the current SINS-project arrays and selected for
its ultra low power consumption of only 13 µA @ 1 V. The colors on the plot refer to
the different frequencies (in Hz) at which the omnidirectionality is measured. It is clear
that we can divide this figure into two parts: the left part of figure 5 shows the polar
plot for frequencies below 1 kHz, the right part above this frequency. The first figure
confirms the proposed condition of omnidirectionality. It shows nearly perfect concentric circles and shows the sensitivity of the microphone at the imposed frequencies.
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Sonion N8
90

The latter part, tells a different story: the
omnidirectionality diminishes at higher
frequencies. This is due to standing waves
introduced by the non-anechoic character
of the room. The wavelength of these
waves approach the size of the microphone’s dimensions. Suppose a sine wave
with a frequency of 16 kHz and the speed
of sound is 343 m/s, than the wavelength
in this case is 0.0214 m. The maximum
difference in such a sine wave can be
found at half a wavelength, meaning even
the smallest misalignment of the microphone to the rotation axis introduces a
difference in received power. Next subFigure 4: Sonion N8 spectral response.
section will show what happens when the
distance between the rotation axis and the microphone increases.
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Figure 5: Splitted polar plot of the Sonion N8 microphone.

4.2

Microphone Array

Next to the individual microphone, the array was tested. It is important to note that
the backside of the array, where the microphone inlet is positioned, is blank PCB
material where no components are placed on. This results in the lack of influence of
neighboring components. In figure 6, the omnidirectionality of the 4 microphones on
the array are shown at the most sensitive frequency (1 kHz). Out if this, we can distinct
2 microphone pairs: mics 1 and 4, and mics 2 and 3. These microphone pairs have the
same distance to the rotation axis, and have similar polar plots rotated over 180◦ . At
a 180◦ angle difference, each microphone of a pair has the same distance and incident
angle as the opposite one.
Microphone 1 @1kHz: horizontal

Microphone 2 @1kHz: horizontal

Microphone 3 @1kHz: horizontal
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Figure 6: Polar plots of array microphones @ 1 kHz.
Already at this frequency, we can see that a better omnidirectionality is obtained
by positioning the microphones closer to the rotation axis of the array. The difference
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between the input level at 0◦ and 180◦ of the same microphone is due to the orientation
of the microphone input. At 0◦ the inlet of microphone 1 is directly pointing to the
speaker, at 180◦ the inlet is pointing to the other side. Another influence on the sensitivity when comparing the microphone pairs are the deviations on internal microphone
components.
Microphone 4: horizontal

Microphone 3: horizontal
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Figure 7: Polar plot of microphone 3 and 4 of the array.
Next, the microphones are compared at different frequencies. To visualize this, microphone 3 and 4 are selected (figure 7). At lower frequencies, the omnidirectionality is
still maintained. Yet, this omnidirectional character reduces faster at higher frequencies than in figure 4. The influence of the standing wave increases not only with the
frequency, but with the distance to the center of the array: a better omnidirectionality
is obtained by positioning the microphones closer to the rotation axis. By increasing
this distance, the path the microphone makes when being rotated between two or more
angular steps, gets in the range of the wavelengths of the lower frequencies.
When taking a closer look at the higher frequencies of microphone 4 (figure 7b) we can
see that the response fluctuates more between two consecutive angles in comparison
to the figure 7a and 4. In this way, the effect of increasing the offset to the rotation
axis is dual: not only is there an alMicrophone 1: vertical
teration introduced at lower frequen90
1
cies, it increases at higher frequen120
60
cies. Next to these response fluctu0.8
ations another effect can be seen at
0.6
150
30
these higher frequencies. The micro62,5
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125
phone response decreases when the inlet
250
0.2
of the MEMS turns away from the sound
500
1000
180
0
0
source.
2000
4000
8000

16000
To test if it is possible to use the array for
210
330
3 dimensional purposes, we did the same
measurements with the array positioned
vertically. This time, the rotation axis
240
300
270
runs through the 4 microphones. Figure
8 shows that the influence of the stand- Figure 8: Spectral response of microphone
ing wave is minimal, both on the amount
of fluctuations as well as the frequency at in array when placed vertical.
which the alterations are introduced.
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4.3

Microphone Comparison & PCB material

With the last results we can check if there is a lot of difference between commercially
available MEMS microphones. In figure 9 there are 3 types of microphones compared,
the Invensense INMP504 (< $2), the Sonion N8 (< $8) and the Invensense ICS40310
(< $3). From the start, it is evident that the low-end INMP504 isn’t the best choice
when designing an array for precise positioning. Two factors affect the lower sensitivity
and the standing wave patters at lower frequencies. This microphone normally uses
a larger supply voltage rating (3.4 V) compared to the other two (1.9 V), this has
negative effects on the output levels. The other factor is the narrower sound inlet at
the PCB material.
When we compare the N8 (higher-end) and the ICS40310 (mid-range), it is harder
to find distinctive elements, as they both have the same spectral response. Only the
response at the highest frequency and the sensitivity between these two is different,
with ICS40310 being the most sensitive.
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Figure 9: Comparison of different microphones.
Next to these three polar plots in figure 9, there is a fourth one: the frequency
response of the Sonion N8 mounted on a thinner (0,25 mm) FR4-based PCB-material.
The lower response can be explained through the Helmholtz resonance.
Components between the external enviSolder
Bottom
Metallization
Interconnection
Plate
Layer 1
ronment and the membrane acts as a
Via
wave guide that shape the frequency reBack
sponse REF. Figure 10‡ shows the cross Chamber
Side
walls
section of a MEMS microphone. The
ASIC
MEMS
narrow sound inlet, in combination with
Front
the front and back chamber creates a
Metallization
Acoustic
Chamber
Layer 2
Port
Helmholtz-resonator. The same principle
is used to make sound when blowing on
top of an empty bottle. The Helmholtz Figure 10: Cross section of microphone assembly.
resonance frequency is given by:
r
c
AH
fh =
2 π VC L H
‡

Based on figure of 2013 MEMS Journal by STMicroelectronics
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With c being the speed of sound, AH the sound-inlet area, VC the volume of the
cavity formed by the front and back chamber and LH is the length of the inlet.[7] Decreasing the inlet length will increase the resonant frequency and causes the sensitivity
to lower at higher frequencies. This lower response is clearly visual on the radial axis
of the “Sonion N8: light PCB” polar plot.

5

Conclusion

The omnidirectionality, as stated in the datasheets of the microphones, really comes
forward when we look at the frequency responses in the different situations. At higher
frequencies we can state that there is an influence of the standing waves, introduced
by the speaker and semi-anechoic room. These can affect the results when used in
Angle-Of-Arrival measurements. Filtering the sound signal, via a low pass filter with
a cut off frequency at 4 kHz, can have a positive effect. Another solution would be
attenuating signals coming from certain angles. However, it needs to be stated that
in real world applications no such pure sine-waves will ever take place. Out of this, in
combination with the limited range of the speak spectrum (<4 kHz), we can conclude
that the overall omnidirectionality will be maintained. The distance to the rotation
axis, the inlet area size and PCB-thickness are the factors that have a large effect on the
sensitivity. Out of the comparison between the different microphones we can conclude
that the mid range ICS40310 is the best choice for future applications.
Future work comprise testing these microphones in a complete anechoic chamber to
check if there is still an influence of the standing waves. In this environment, ultrasonic
microphones could be tested as well for future positioning projects that are undetectable
for humans. Other research could explore how favorable these omni-directive results
could be exploited in cryptographic applications.
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Abstract
Cryptographic primitives are designed such that they can resist mathematical
attacks. For their implementations, extra measures must be taken to also provide
security against physical attacks such as side-channel analysis (SCA). One of the
techniques that successfully prevents SCA is the use of masking methods, based
on secret sharing and multi-party computation. Such countermeasures significantly increase the area and critical path delay of a block cipher and especially
of its non-linear components, the S-box layer. It is important that modern ciphers
use S-boxes that are cryptographically strong while having efficient implementations. In this work we try to find new 8-bit S-boxes with good cryptographic
properties on the one hand and efficient implementations with security against
physical attacks on the other.

1

Introduction

As the only non-linear component in most block ciphers, S-boxes are one of the most
important building blocks in symmetric cryptography and must be chosen with extreme
care. We require them to have good cryptographic properties while at the same time
having an efficient implementation. This implementation must also be secure against
physical threats such as side-channel analysis. Such security is usually achieved by
masking schemes, but in the case of hardware implementations, transient effects such
as glitches require extra caution. For the S-box implementations in this work, we adopt
the provably secure countermeasure of threshold implementations [14].
Finding strong 4-bit S-boxes with efficient implementations is trivial as the search
space is relatively small and has been extensively studied [7, 4]. For S-boxes operating
on 8 bits on the other hand, the search space is too large to allow for exhaustive
search. The cryptographic properties of the inverse-based AES S-box are currently the
best known for 8-bit S-boxes, but each threshold implementation found so far, requires
external random bits to achieve security [4, 8]. We know of no other S-boxes with
comparable properties that do not require this additional randomness. We do not even
know if any 8-bit S-boxes with better cryptographic properties exist.
One approach to find new 8-bit S-boxes is to compose them from smaller building
blocks. The idea of forming an 8-bit round function using 4-bit S-boxes and iterating it
a number of times to obtain higher algebraic degree is explored in [5, 10, 11]. Using a
number of block cipher constructions, they perform a systematic search that results in
new 8-bit S-boxes with very good cryptographic properties and at the same time more
efficient threshold implementations than other known S-boxes. This approach to S-box
design is very similar to block cipher design as we attempt to construct a component
that exhibits good diffusion and confusion, using simple and efficient building blocks.
We extend the work of Boss etal. [5] with new constructions of 8-bit S-boxes, going
beyond the use of only 4-bit S-boxes as building blocks and exploring other linear
layers. We find several new trade-offs between area and critical path delay and obtain
some S-boxes that are better according to all criteria than the existing ones.
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2

Preliminaries

2.1

Threshold Implementations

In a masked implementation, any (intermediate)
variable x is represented by sx shares
Lx
x = (x1 , x2 , . . . , xsx ) such that x = si=1
xi . To prevent leakage, a masking must be
uniform, i.e. all the valid sharings must occur with equal probability. Any function
f : Fn2 → Fm
2 acting on a variable x must then be implemented such that a valid sharing
of x at its input results in a valid sharing of f (x) at the output. Such implementations
are trivial for linear functions, but are quite the challenge when f is non-linear. An
effective way to implement masked non-linear functions in the presence of glitches was
devised by Nikova et al.[14]. An sf -share threshold implementation (TI) of f : Fn2 → Fm
2
uses sf component functions (f1 , f2 , . . . , fsf ) that satisfy three conditions:
1. Correctness: Given an input x ∈ Fn2 with L
valid sharing x, the function must output a sharing
f (x) = (f1 (x), f2 (x), . . . , fsf (x)) such that i fi (x) = f (x).
2. Non-Completeness: Any component function fi (x) must be independent of at least one
input share xj .
3. Uniformity: A uniform sharing of f transforms a uniform sharing of the input into a uniform
sharing of the output. For each possible input x ∈ Fn2 , all valid sharings of f (x) ∈ Fm
2 must
occur at the masked function’s output with equal probability.

In this work, we only need to share quadratic and affine permutations, as any
permutation of higher degree is decomposed into quadratic and affine components.
According to Theorem 2 in [4], we thus require three shares. When we look for a
uniform sharing of a permutation, we first check the uniformity of the first-order direct
sharing as defined in [4]. For example, the direct sharing of f (x, y, z) = x ⊕ yz is as
follows:
f1 = x2 ⊕y2 z2 ⊕y2 z3 ⊕y3 z2

f2 = x3 ⊕y3 z3 ⊕y3 z1 ⊕y1 z3

f3 = x1 ⊕y1 z1 ⊕y1 z2 ⊕y2 z1

The non-completeness property is satisfied by the fact that fi is independent of xi ,yi
and zi . When the direct sharing is not uniform, one might be able to find a uniform
sharing by the use of correction terms.
Definition 1. Correction terms [4]. Terms that can be added in pairs to more than
one share, such that they satisfy the non-completeness property are called correction
terms. Since the terms in a pair cancel each other, the sharing still satisfies correctness.
A straightforward example of a sharing with correction terms uses linear correction
terms with indices i and i + 1 for component function fi−1 . The sharing of f (x, y, z) =
x ⊕ yz then becomes the following:
f1 = x3 ⊕y2 z2 ⊕y2 z3 ⊕y3 z2

f2 = x1 ⊕y3 z3 ⊕y3 z1 ⊕y1 z3

f3 = x2 ⊕y1 z1 ⊕y1 z2 ⊕y2 z1

We will refer to this sharing as the semi-direct sharing.
Finally, when no uniform sharing can be found (as is the case with the AES S-box),
uniformity of intermediate values can always be achieved by remasking the values. This
approach however requires additional random bits for each calculation of the S-box. For
example, a first order threshold implementation of the AES S-box requires 32 random
bits per S-box. For the entire cipher, this amounts to a randomness requirement that
is too costly for practical applications. In this work, we want to find S-boxes that do
not require any additional randomness.
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2.2

Cryptographic properties

The most common criteria to evaluate the cryptographic strength of an S-box S : Fn2 →
Fn2 are its differential uniformity and its linearity. They are a measure for its resistance
against respectively differential and linear cryptanalysis.
The differential uniformity of a function f depends on the maximum differential
probability. For a given input difference a and output difference b, we denote δf (a, b) =
#{x ∈ Fn2 |f (x ⊕ a) = f (x) ⊕ b} the number of times the differential (a, b) occurs.
Definition 2. Differential Uniformity [15]. The differential uniformity of a function f
is defined as Diff(f ) = maxa6=0,b∈Fn2 |δf (a, b)|.
The lower the differential uniformity of an S-box, the lower the probability of a
successful differential cryptanalysis attack. The lower bound for Diff(f ) is 2 and functions that reach it are called Almost Perfect Nonlinear (APN) functions. For 8-bit
permutations, the best known value is that obtained by the AES S-box: Diff(S) = 4.
Similarly, an S-box with lower linearity provides better resistance against
Ln−1linear
n
: ha, bi = i=0 ai bi .
cryptanalysis. Consider the dot product of two elements a, b ∈ F2P
For a given input mask a and output mask b, we denote Wf (a, b) = x∈Fn (−1)ha,xi⊕hb,f (x)i
2
the Walsh transform of f .
Definition 3. Linearity [5]. The linearity of a function f is defined as Lin(f ) =
maxa,b6=0∈Fn2 |Wf (a, b)|.
An Almost Bent (AB) function is a function for which the linearity reaches the
n+1
lower bound of 2 2 . The AES S-box reaches the best known value for 8-bit S-boxes:
Lin(S) = 32.
A third indicator of cryptographic strength is the algebraic degree of an S-box.
Every Boolean function f can be uniquely represented by its algebraic normal form
(ANF).
Let x = (x0 , x1 , .Q
. . , xn−1 ) be the n input bits of f , then we can write f =
L
n−1 mi
m
m
α
x
with
x
=
m
i=0 xi . The algebraic degree is the largest degree occuring
m∈Fn
2
in the ANF.
Definition 4. Algebraic Degree. The algebraic degree P
of a Boolean function f is
defined as Degr(f ) = maxm∈Fn2 ,am 6=0 hw(m) with hw(m) = n−1
i=0 mi .
The algebraic degree of an S-box S = (f0 , f1 , . . . , fn−1 ) is simply the largest degree
of its component functions: Degr(S) = max0≤i<n Degr(fi ). S-boxes with algebraic
degree 1 are called affine permutations. They are used to classify the space of all
S-boxes.
Definition 5. Affine Equivalence. Two S-boxes S1 (x) and S2 (x) are called affine
equivalent if there exists a pair of affine permutations A and B such that S1 = A◦S2 ◦B.
The importance of this concept lies in the invariance of the above cryptographic
properties under affine equivalence. We can therefore use it to
our search space
Qreduce
n−1 n
n
in some cases. The total number of affine permutations is 2 · i=0 (2 −2i ). For n = 4,
this is equal to 322 560 = O(218 ).
The affine equivalence classes for 4-bit S-boxes have already been extensively studied
by De Cannière [7] and Bilgin [4]. In this work ,we are only interested in the quadratic
permutations for which a 3-share uniform TI exists, i.e. those of equivalence classes
Q44 , Q412 , Q4293 , Q4294 and Q4299 .
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3

Previous Work

The authors of [5] start from three known constructions for creating an 8-bit S-box from
4-bit S-boxes (see Fig. 1). In the Feistel construction, F can be any 4 × 4 function. In
a Substitution Permutation Network (SPN), F1 and F2 are 4-bit permutations and L
is a linear layer. The MISTY construction is a special case of the
 SPN
 construction
1
1
. The Feistel
with F1 = the identity function A40 and L the linear mapping
1 0
construction cannot be considered such a special case.
Their goal is to use these constructions to find strong 8-bit S-boxes which can be
efficiently implemented as threshold implementations. They exhaust all possibilities
of the Feistel construction up to extended affine equivalence and for the SPN, they
use the representatives of the quadratic classes Q44 , Q412 , Q4293 , Q4294 and Q4299 and the
identity function A40 as candidates for F1 and F2 . The linear layer L is either a matrix
multiplication in GF (24 ) or a bit permutation over 8 bits.

(a) Feistel

(b) MISTY

(c) SPN

Figure 1: Constructions used in [5]

Table 9 shows the six S-boxes (SB1 to SB6) that result from their search. Their
cryptographic properties consist of the differential uniformity (Diff), the linearity (Lin)
and the algebraic degree (Degr). We implement the 3-share threshold implementations
and find their area and delay with Synopsis design compiler using the Nangate 45nm
Open Cell Library [1] with compile options -exact map and -area effort high. As
the area of a single 2-input NAND gate is 0.798µm2 , we divide each result by this
number to obtain the area in Gate Equivalents (GE). The iterative area (It) is the area
of the used round function and is thus completely combinatorial. The total area (Tot)
is that of a full pipeline, including the registers needed between non-linear stages. Note
that these results do not match those of [5] because we use a different library.

4

Other Constructions

We continue the work of [5] in the same way. We first look for new constructions with
4-bit S-boxes that cannot be considered a special case of an SPN. We implement a
3-share TI for all new 8-bit S-boxes and synthesize them in the same way. We also
look at ways to build 8-bit S-boxes that do not use 4-bit S-boxes as building blocks.
This section explains each S-box structure, the corresponding search space and our
results. We first elaborate on our choice of linear layers.

4.1

The Linear Layer

Apart from bit permutations and 2 × 2 matrices in GF (24 ), we also consider 4 × 4
matrices in GF (22 ) for the linear layer. The latter involves a much larger search space:
O(231.4 ) as opposed to O(216 ) for the other two. As we are only interested in those
matrices with small implementations, we filter them using the number of zero entries.
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We also introduce an early abort mechanism during the computation of an S-box’
difference distribution table. As soon as one entry of the table reaches a value beyond
our region of interest, we abort and try the next S-box.
The matrix multiplication in GF (24 ) is defined as in [5]:
MatMul(L, R) = (E1 · L ⊕ E2 · R||E3 · L ⊕ E4 · R)
The bit permutation is represented using little endian bit order, with each element denoting the index of the bit that should take its place. For example, the bit permutation
12430567, changes 0x5C into 0x72.

4.2

Constructions from 4-bit S-boxes

MISTY2 The MISTY2 construction shown in Fig. 2a uses two iterations of regular
MISTY with two different 4-bit functions F1 and F2 . As in [5], we want to minimize the area requirements of a masked implementation so we restrict the functions
to the 5 quadratic classes Q44 , Q412 , Q4293 , Q4294 and Q4299 . An exhaustive search would
require iterating over 52 · (#affine mappings )4 = O(278 ) S-boxes. We restrict ourselves
to a search over all F1 = A ◦ Q1 ◦ B and F2 = A ◦ Q2 ◦ B with Qi a representative of a quadratic class and A, B affine mappings. We then still have to verify
52 · (#affine mappings)2 = O(241 ) S-boxes. Note however that Misty2Q1 ,Q2 is affine
equivalent to Misty2A−1 ◦Q1 ◦A,A−1 ◦Q2 ◦A and so Misty2A◦Q1 ◦B,A◦Q2 ◦B is affine equivalent to
Misty2Q1 ◦B◦A,Q2 ◦B◦A . This allows us to only enumerate all affine mappings B ◦A for each
equivalence class and thus reduces our search space to 52 ·(# affine mappings) = O(223 )
S-boxes. With 3 iterations of this structure, we find an 8-bit S-box with (Diff,Lin) =
(10,64) for F1 = 2570F8DA34E9BC16∗ ∈ Q4293 and F2 = 2570F8AD36EB14C9 ∈ Q4299 .
In 4 rounds, we obtain cryptographic properties (Diff,Lin) = (10,60) using F1 =
03A98B12CF47ED56 ∈ Q4293 and F2 = 03A98B21C64E5FD7 ∈ Q4299 . These permutations
all have a uniform direct or semi-direct 3-share threshold implementation. The new
S-boxes’ area and delay in Table 1 are comparable to those of the existing S-boxes with
similar cryptographic properties and merely offer new trade-offs. Further increasing
the number of rounds does not improve the cryptographic properties significantly.
# it.

Diff.

Lin.

Degr.

# stages

It.(GE)

Tot.(GE)

Delay (ns)

3
4

10
10

64
60

6
7

3
4

235
234

978
1344

0.79
0.68

Table 1

Whirlpool The S-box used in Whirlpool [2](see Fig. 2b) is very strong but since it
is constructed from cubic 4-bit S-boxes, its threshold implementation is too expensive.
We replace these cubic S-boxes with quadratic ones and search for all F1 = A ◦ Q1 ◦ B
and F2 = A ◦ Q2 ◦ B using the same affine equivalence relation as for MISTY2 . With
F1 = 4C7F6ED5082A19B3 ∈ Q4293 and F2 = 4C7F6E5D083BA291 ∈ Q44 , we find an Sbox with (Diff,Lin) = (16,64). Note that the threshold implementation of this S-box
requires 2 registers, as we need to stop glitches from propagating between consecutive
non-linear components.
We can extend this construction to multiple rounds as one would extend a LaiMassey structure with F1 and F1−1 in the half round (i.e. the half round is not repeated).
For 2 rounds (5 non-linear stages), we find an S-box using F1 = C40891D52A7FB36E ∈
Q4293 and F2 = C408915D2A7FB3E6 ∈ Q412 with cryptographic properties (Diff,Lin) =
∗

This is a hexadecimal Look-up-table
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(a) Misty2

(b) Whirlpool

(c) Lai-Massey

(d) Simon Halfround

Figure 2: Constructions from 4-bit S-boxes

(10,60). The implementation results are shown in Table 2 and are again comparable
to the existing ones.
An advantage of this construction is that the area and delay stay the same when
the S-box is inverted. The inverse S-box only requires a swap of F1 and F1−1 in the
half round. The disadvantage of having multiple non-linear stages per round is that
this S-box cannot be implemented iteratively.
# it.

Diff.

Lin.

Degr.

# stages

It.(GE)

Tot.(GE)

Delay (ns)

1
2

16
10

64
60

5
7

3
5

-

707
1417

0.49
0.65

Table 2

Lai-Massey with Simon To simplify the Whirlpool construction, we replace the
halfround with a Simon [3]-like construction with shift paramaters (α, β, γ) = (0, 1, 3)
(see Fig. 2c and 2d). These parameters are chosen by minimizing the number of
rounds to reach full diffusion as demonstrated in [12]. Similarly to Whirlpool, using r
rounds of this construction results in 2r + 1 non-linear stages and thus large threshold
implementations. However, the Simon construction does not preserve affine equivalence
so we must search through 5 · (# affine mappings)2 = O(239 ) S-boxes. To expedite the
search, we filter the 4-bit s-boxes based on their multiplicative complexity.
With 3 rounds and using F1 = 9B138A0257EC46FD ∈ Q44 , we find an S-box with
(Diff,Lin) = (10,64). Compared to the Misty2 S-box with 3 rounds, which has the same
cryptographic properties, this S-box has a very short critical path. Moreover, it has
higher algebraic degree.
As with the Whirlpool construction, the implementation of the inverse S-box has
the same properties since the half round is a Feistel construction.
# it.

Diff

Lin

Degr.

# stages

It.(GE)

Tot.(GE)

Delay (ns)

3

10

64

7

7

-

1624

0.39

Table 3

4.3

Using other building blocks

Up to this point, we do not see a significant improvement over the S-boxes from [5]. Our
new S-boxes merely offer new trade-offs between area and critical path delay. Increasing the complexity of the constructions does not appear to pay off in cryptographic
strength. In the following constructions, we no longer use 4-bit S-boxes as building
blocks. We not only use S-boxes with different dimensions, but also try constructions
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(a) Asymmetric SPN

(b) Gen. Feistel V1

(c) Gen. Feistel V2

(d) 3-bit Feistel

Figure 3: Constructions using other building blocks

without any smaller S-boxes.
Asymmetric SPN We return to the SPN construction, but this time using a 5-bit
and a 3-bit S-box (see Fig. 3a). From [4] we already know that only the 3-bit S-boxes
in equivalence classes Q31 and Q32 have uniform 3-share threshold implementations.
The authors of [6] provide a list of the representatives of all 5-bit quadratic equivalence
classes. There are 75 such classes, but only for 30 of them can we find a uniform 3-share
threshold implementation. We use the representatives of these classes as candidates for
F1 and search for F2 among the representatives of Q31 and Q32 . The results are similar
to those of the balanced SPN. With 2 iterations we obtain (Diff,Lin)=(16,64) and with
4 iterations (Diff,Lin)=(10,60). For the former, we use F1 = Q516 and F2 = Q32 . Both
S-boxes have a uniform direct sharing.
For the 4-round version, we need the representative of Q531 as F1 , but a uniform
sharing was not yet found by the authors of [6]. A uniform TI does exist for a member
of its class, which we’ll call Q̄531 . This S-box is shown in Table 4, as is the affine
permutation A that transforms it into the representative: Q531 = Q̄531 ◦ A. The S-box
Q̄531 has a uniform semi-direct sharing.
Q531

0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, 10, 11, 12, 13, C, D, F, E, 16, 17, 15, 14, 1C, 1D, 1F, 1E, 1A, 1B, 19, 18

Q̄531

0, 1, 2, 3, 4, 5, 6, 7, 1C, 1D, 1F, 1E, 1A, 1B, 19, 18, 8, 9, A, B, 10, 11, 12, 13, C, D, F, E, 16, 17, 15, 14

Ā

0, 1, 2, 3, 4, 5, 6, 7, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 1A, 1B, 1C, 1D, 1E, 1F, 8, 9, A, B, C, D, E, F

Table 4: 5-Bit Permutations (hexadecimal notation)

The implementation results are shown in Table 5. The 2-round S-box has a slightly
smaller area than SB2, but a signicantly longer critical path. Similarly, the 4-round
S-box is smaller than SB6, but has a longer critical path.
# it.

Diff.

Lin.

Degr.

# stages

It.(GE)

Tot.(GE)

Delay (ns)

2

16

64

4

2

210

556

0.75

4

10

60

7

4

192

1176

0.78

L


2 12
Mat
2
4
1 1
Mat
1 2

Table 5

Generalized Feistel We now split the 8 bits of input into groups of 2 bits and connect the neighbouring pairs as in a Feistel structure with an AND gate (see Fig. 3b).
We then add a linear layer, which can be either a matrix multiplication or a bit permutation. The size of the search space is equal to the number of different linear layers.
With a matrix multiplication in GF (24 ), we find (Diff,Lin) = (10, 64) in 5 rounds
and (Diff,Lin)=(10, 60) in 6 rounds. With the slightly adapted construction of Fig. 3c
(where the second AND gate result is xored to a different bit), we obtain (Diff,Lin)=(10, 60)
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in just 5 rounds. Both area and delay are smaller when we use a matrix multiplication
in GF (22 ) in the linear layer. With an 8-bit permutation, we need 8 rounds to obtain
the same properties, but the critical path is extremely short.
Table 6 shows the area and delay of the S-boxes constructed in this way. Note that
for the first time, we obtain an S-box that is not merely a new trade-off. Firstly, the
S-box with the matrix multiplication in GF (22 ) has approximately the same area but
shorter critical path than SB6. Secondly, the bit permutation S-box has approximately
the same critical path as SB5, but obtains it with a much smaller area.
# it. Diff. Lin. Degr. # stages It.(GE) Tot.(GE) Delay (ns) Version
5

10

60

7

5

150

1294

0.68

2

5

10

60

7

5

132

1204

0.63

2

8

10

60

7

8

72

1528

0.37

1

Mat

1
3

Mat 
0
0
BitP

L


4
2
6 10

0 1 0
3 0 2

0 1 1
0 0 3
12430567

Table 6

3-bit Generalized Feistel As the Feistel structure clearly obtains good results and
it has already been used with groups of 4 and 2 bits, we now split the input into 3, 3
and 2 bits and connect the groups with two cascading Feistel structures, one using a
3 × 3 function F1 , the other a 3 × 2 function F2 (see Fig. 3d). Note that the groups
of bits are not preserved through multiple iterations as with regular Feistel, but are
constantly rearranged because of the asymmetry.
We need to look through (#3 × 3 functions) ·(#3 × 2 functions) = 224 · 216 = 240
S-boxes. As this search space is too large, we filter the functions using multiplicative
and additive complexity as criterion. Another advantage of using the Feistel structure
is that the output sharing will be uniform as long as the input sharing is, regardless of
the uniformity of the functions F1 and F2 .
The result of our search is an S-box with 5 iterations of the construction using
F1 = 02561743 and F2 = 22332310. It has both smaller area and shorter critical path
than SB6 and becomes the smallest S-box with cryptographic properties (Diff,Lin) =
(10,60).
To obtain (Diff,Lin)=(8,60), we need 8 iterations, using F1 = 46436560 and F2 =
01012332. This many iterations results in quite a large total area. The critical path
and iterative area on the other hand are better than those of SB3, which has the same
cryptographic properties.
# it.

Diff.

Lin.

Degr.

# stages

It.(GE)

Tot.(GE)

Delay (ns)

5
8

10
8

60
60

7
7

5
8

127
103

1177
1773

0.53
0.49

Table 7

Keccak The Keccak S-box is a 5-bit quadratic mapping using inverters, AND gates
and XOR gates (see Fig. 4a). This construction is only invertible for an odd number of
bits, so we cannot immediately adopt it for an 8-bit S-box. We can however use a 7-bit
Keccak construction, augmented with one extra bit, followed by a diffusing linear layer
(see Fig. 4b). Such a round function is quite expensive, but with a matrix multiplication
in GF (24 ) as linear layer, we only need 3 iterations to obtain properties (Diff,Lin) =
(10,60). All constructions presented so far have a 3-share implementation that does not
require any refreshing. In contrast, the Keccak S-box cannot be uniformly shared with
3 shares without fresh randomness. However, with Joan Daemen’s Changing of the
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Guards technique [9], we can assume that only 4 random bits are required for an entire
cipher implementation† (we refer to [13, Ap. A] for a proof). We can easily assume
that these 4 bits are provided by the same source that provides the initial sharings of
the cipher inputs. We do have to take into account the 8 extra XOR gates per S-box
that ensure uniformity. We implement our Keccak-based S-box using a direct sharing.
With a GF (24 ) linear layer, the resulting area is 1076 GE and the critical path delay
equals 0.67ns. For the results in Table 8, we augment the area of the round function
with the cost of 8 XOR gates (=16 GE) and the critical path with the delay of one
XOR gate (0.07ns). The total area therefore increases with 3 × 16 GE. The resulting
area is less than the one we find with the 3-bit Feistel and therefore the smallest area
for properties (10,60). The critical path delay is however a lot larger.

(a) 5-bit S-box

(b) 8-bit S-box

Figure 4: Keccak constructions

# it.

Diff.

Lin.

Degr.

# stages

It.(GE)

Tot.(GE)

Delay (ns)

L


3

10

60

7

3

284

1124

0.74

3

10

60

7

3

272

1088

0.68

Mat


Mat

3
0

0
3

13
8
0
1
0
0


13
4
2
0
2
1


0
1

0
1

Table 8

Summary We summarize the best S-boxes in Table 9. We also show the implementation properties of the inverse S-boxes (denoted with −1 ) since they might be
needed for decryption. The only exception is the Keccak construction, for which we do
not recommend using the inverse S-box as the inverse of the quadratic Keccak round
function is of degree 4.
Clearly, the initial approach of [5] exhausts the best constructions from 4-bit Sboxes. None of the constructions we use lead to significant improvements. By using
other building blocks (e.g. 3 × 3 functions), we were able to find some S-boxes that
can replace SB5 and SB6. However, for now it seems like getting better cryptographic
properties than SB4 is not possible using any of these constructions. The gap to the
quality of inverse-based S-boxes (e.g. AES S-box) remains equally large.
Finally, we notice that using a matrix multiplication in GF (22 ) as linear layer always
results in both a smaller area and a shorter critical path than a matrix multiplication
in GF (24 ).
Acknowledgements The authors thank Begül Bilgin for helpful discussions about S-box constructions. Lauren De Meyer is funded by a PhD Fellowship of the Fund for Scientific Research Flanders (FWO).
†

not per S-box!
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Diff. Lin. Degr. # stages

It.

Tot.

Delay It.−1 Tot.−1 Delay−1

Ref.

SB1
SB2
Whirlpool 1
Asym SPN 2

16
16
16
16

64
64
64
64

6
4
5
4

8
2
3
2

49 1341
229 593
707
210 556

0.37
0.6
0.49
0.75

55
252
222

1389
640
707
580

0.47
1.0
0.49
0.77

[5]
[5]
§4.2
§ 4.3

Misty2 3
Lai-Massey 3

10
10

64
64

6
7

3
7

235 978
1624

0.79
0.39

360
-

1351
1624

1.02
0.39

§ 4.2
§ 4.2

SB5
SB6
Gen Feistel 8
3-bit Feistel 5
Keccak 3

10
10
10
10
10

60
60
60
60
60

7
7
7
7
7

9
4
8
5
3

74
199
72
127
272

1754 0.39
1203 0.76
1528 0.37
1177 0.53
1088 0.68

80
204
72
127

1808
1224
1528
1177

0.47
0.8
0.37
0.53

[5]
[5]
§ 4.3
§ 4.3
§ 4.3

SB3
3-bit Feistel 8

8
8

60
60

7
7

4
8

241 1371
103 1773

0.74
0.49

240
103

1368
1773

0.89
0.49

[5]
§ 4.3

SB4

8

56

7

5

177 1431

0.65

177

1431

0.65

[5]

Table 9: Summary
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Abstract
In ARX structures, constants that are not rotational invariant are often injected
into the state, in the form of round constants or as a result of using a fixed key.
Rotational cryptanalysis cannot deal with such constants. Rotational cryptanalysis in the presence of constants, also known as rotational-XOR cryptanalysis, is
a recently proposed statistical technique to attack ARX primitives. The newly
proposed technique investigates how constants affect rotational cryptanalysis by
introducing the notion of an RX-difference, which generalizes the idea of a rotational difference. Previously, a 7-round distinguisher for Speck, an ARX block
cipher designed by the NSA, was found, mainly to demonstrate the proposed
technique.
In this paper, it is shown that longer distinguishers exist for Speck32/64, as well
as other versions of speck, by using rotational-XOR cryptanalysis . This was
done by means of an automated search tool. More specifically, the propagation of
RX-differences through ARX structures are transformed into bitwise equations
and these equations are then solved by a SAT-solver. Using this method, distinguishers with more rounds than previously reported are found for Speck32/64
and Speck48/96, as well as a 13-round distinguisher for Speck96/144 with a
higher probability than previously reported, under the condition that two related
keys are available.
Key words: Automated Search Tools, ARX primitive, Speck, Rotational
Cryptanalysis, Rotational-XOR Cryptanalysis, Lightweight Cryptography.

1

Introduction

In the advent of the Internet of Things, symmetric primitives not only need to be
secure, but also allow for an efficient implementation on resource-constrained devices.
A common and popular design, which allows for such implementations is the ARX
design. ARX stands for modular Addition, cyclic Rotation and XOR. By using these
three operations, good diffusion and confusion can be achieved, as well as a cheap and
fast implementation in both hardware and software. Some recent examples of ARX
designs include stream ciphers e.g. Salsa20 [4] and block ciphers e.g. TEA [13], Speck
[3].
Even though elegant and small ARX designs are often used in practice, the security
analysis of these designs often lags behind. No security proofs of ARX structures are
known for most cryptanalytic techniques, for example differential or linear cryptanalysis. An automatic search for optimal differential characteristics [6, 12] and linear trails
[10] is often the only way to check whether a specific ARX design is resistant against
those two types of cryptanalytic techniques.
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Another cryptanalytic technique, only applicable against ARX designs that use
(almost) rotation invariant constants, is rotational cryptanalysis [8]. This technique
studies the propagation of a rotational pair through ARX primitives. First it seemed
the probability of success was solely dependent on the number of additions in the
primitive, because both cyclic rotation and XOR propagate a rotational pair with
probability 1 and modular addition with a probability up to 3/8, only relying on the
rotational offset [8]. However, because the Markov assumption used to compute the
propagation probability through modular addition is invalid when chained modular
additions are present in the primitive, more correct success probabilities for primitives
with such chains are computed in [9].
One important drawback of rotational cryptanalysis is that it cannot seem to deal
with constants introduced into the state. The idea of not only keeping track of a
rotational offset, but also a translation that acts as a correction to make a pair a
rotational pair, is present in the original paper on rotational cryptanalysis [8], but
no formulas to compute the success of propagation are derived. In [2], this idea is
formalized in the notion of an RX-difference and probabilities for the propagation of
RX-differences through ARX primitives that satisfy the Markov property and have no
modular chains are rigorously defined.
The propagation of these RX-differences through ARX primitives can be reformulated as a SAT-problem and an automated search tool based on SAT-solvers is developed to find good RX-characteristics. Automated search tools based on SAT-solvers
have been made for linear cryptanalysis [1] and differential cryptanalysis [5, 12] and
have proven to be successful. This paper illustrates the effectiveness of the automated
search tool rotational-XOR cryptanalysis by showing that distinguishers exist of 12
and 13 rounds for speck versions with word lengths of respectively 16 and 24 bits,
under the condition that two related keys are available. Previous distinguishers were
only up to 10 and 11 rounds. A 13-round distinguisher for Speck96/144 with a higher
probability than previously reported is also presented, again under the condition that
two related keys are available.
The rest of this paper is organized as follows: in Section 2 the definition of an RXdifference is recalled, along with the propagation probabilities through operations of
ARX structures. Furthermore a concise description of the speck block cipher family
is given. In Section 3 it is explained how SAT-solvers can be used to find optimal RXcharacteristics and distinguishers are presented for different versions of Speck. Lastly,
Section 5 concludes this paper.

2
2.1

Preliminaries
Notations

The used notations in this paper are shown in Table 1.

2.2

Rotational Cryptanalysis in the presence of Constants

In this section rotational-XOR cryptanalysis is recalled [2]. To specifically serve the
purpose of this paper, a slightly different notation is used. A rotational-XOR-difference
(or RX-difference in short) with rotational offset γ of two bit strings x and x0 is defined
as ∆γ (x, x0 ) = x ⊕ (x0 ≪ γ). Another way to look at it is defining a string x and
an RX-difference ∆γ (x, x0 ). Then x0 can be computed as x0 = (x ⊕ ∆γ (x, x0 )) ≫ γ.
Note that when γ = 0, the RX-difference ∆0 (x, x0 ) is the difference that is studied in
differential crytanalysis and when ∆γ (x, x0 ) = 0 the pair (x, x0 ) is a rotational pair.
The following deterministic rules concerning the propagation of RX-differences
through linear operations in ARX structures are easy to verify:
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Notation
x = (xn−1 , . . . , x1 , x0 )
|x|
x≪γ
x≫γ
SHL(x)
(I ⊕ SHL)(x)
L(x)
x||y
x|y
1xy
speck2n/mn

Meaning
An n-bit boolean vector.
The Hamming weight of the booelan vector x.
A cyclic left shift of x by γ bit(s).
A cyclic right shift of x by γ bit(s).
An arithmetic left shift of x by one bit.
x ⊕ SHL(x)
The n − 1 most significant bits of x: (xn−1 , . . . , x2 , x1 ).
The concatenation of the vectors x and y.
The vector bitwise operation between the vectors x and y.
Characteristic function which evaluates to 1
if ∀i : xi ≤ y i , 0 ≤ i < n, otherwise to 0.
Version of Speck with word size n
and number of key words of m.

Table 1: Notations used throughout this paper.
 for every ARX operation, the rotational offset γ remains constant.
 for a bit rotation with rotation amount α, the RX-difference is also rotated over
the same amount α:
(x ⊕ ∆γ (x, x0 )) ≫ γ) ≫ α = ((x ≫ α) ⊕ (∆γ (x, x0 ) ≫ α)) ≫ γ.

(1)

 for every XOR operation with another RX-difference, both RX-differences are
XORed together:
((x ⊕ ∆γ (x, x0 )) ≫ γ) ⊕ ((y ⊕ ∆γ (y, y 0 )) ≫ γ)
= ((x ⊕ y) ⊕ (∆γ (x, x0 ) ⊕ ∆γ (y, y 0 )) ≫ γ).

(2)

 for every XOR operation with a constant, the RX-difference is XORed with the
constant and the constant rotated over an amount γ:
((x ⊕ ∆γ (x, x0 )) ≫ γ) ⊕ c = (x ⊕ ∆γ (x, x0 ) ⊕ (c ≪ γ)) ≫ γ
= ((x⊕c)⊕∆γ (x, x0 )⊕(c ≪ γ)⊕c) ≫ γ.

(3)

Note that for every RX-difference and every value of γ, the above rules hold, also
when γ = 0 (differential cryptanalysis) and when ∆γ (x, x0 ) = 0 (rotational cryptanalysis). RX-differential cryptanalysis can thus be seen as a generalization of two
cryptanalytic techniques, rotational and differential cryptanalysis.
For the nonlinear operation modular addition, the propagation of RX-differences is
not deterministic.
Theorem 1 (Propagation of RX-differences through modular addition [2]). Suppose
x, y ∈ F2n are independent uniform random variables, xy = z and ∆1 (x, x0 ), ∆1 (y, y 0 )
and ∆1 (z, z 0 ) are constants in F2n . Then,
P r[((x ⊕ ∆1 (x, x0 )) ≫ 1)  ((y ⊕ ∆1 (y, y 0 )) ≫ 1) = (z ⊕ ∆1 (z, z 0 )) ≫ 1]
= 1(I⊕SHL)(δx ⊕δy ⊕δz )⊕1SHL((δx ⊕δz )|(δy ⊕δz )) · 2|SHL((δx ⊕δz )|(δy ⊕δz ))| · 2−3
+ 1(I⊕SHL)(δx ⊕δy ⊕δz )SHL((δx ⊕δz )|(δy ⊕δz )) · 2|SHL((δx ⊕δz )|(δy ⊕δz ))| · 2−1.415 , (4)
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where
δz = L(∆1 (x, x0 )), δz = L(∆1 (y, y 0 )) and δz = L(∆1 (z, z 0 )).
The formula only considers RX-differences with γ = 1. If the constants ∆1 (x, x0 )
= ∆1 (y, y 0 ) = ∆1 (z, z 0 ) = 0, the theorem predicts the case for normal rotational cryptanalysis with rotation amount 1, P r[(x ≫ 1)  (y ≫ 1) = z ≫ 1] = 2−2.145 .

2.3

Description of Speck

The Speck family of block ciphers is a collection of 10 block ciphers designed by the
NSA in 2013 to fulfill the need for efficient, flexible, lightweight block ciphers.with
varying block length and key length. The parameters for every version of the Speck
family are given in Table 2.
Block Size 2n Key Size mn rot α
32
64
7
48
72
8
96
64
96
8
128
96
96
8
144
128
128
8
192
256

rot β
2
3
3
3
3

Number of rounds T
22
22
23
26
27
28
29
32
33
34

Table 2: Parameters for different versions of Speck.
The output (xi+1 ||yi+1 ) of one round of encryption can be calculated from the input
(xi ||yi ) as follows:
xi+1 = ((xi ≫ α)  yi ) ⊕ ki

(5)

yi+1 = (yi ≪ β) ⊕ xi+1 .

(6)

The Speck key schedule reuses the round function to generate the next round key
ki+1 from the previous one ki :
li+m−1 = (ki  (li ≫ α)) ⊕ i

(7)

ki+1 = (ki ≪ β) ⊕ li+m−1 .

(8)

A visual representation of the Speck round function and the key schedule is given
in Figure 1a and Figure 1b, respectively. For more information, we refer to [3].

3

Automated Search of RX-characteristics

A possible path of RX-differences through different encryption rounds of a block cipher
is called an RX-characteristic. Finding highly probable RX-characteristics for a specific
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yi

xi
≫α

li+m−2

···

li

i

ki

ki

Ri

≪β

xi+1

yi+1

(a) Round function of speck

(b) Key Schedule of speck

Figure 1: Description of Speck
block cipher can be done manually, but is slow, of low efficiency and does not guarantee
to find the optimal solution. It is therefore natural to automate this process through
computer programs.
Automated Search for differential characteristics has been done, usually by reformulating the problem of finding the highest probable characteristic as a Mixed-Integer
Linear Program (MILP) [7] or as a Boolean Satisfiability problem (SAT) [5, 12]. In
this paper, the SAT-approach is taken. A SAT-problem is the problem of determining whether a solution exists for a certain Boolean expression. A Boolean expression
consists of variables and the operators AND (∧), OR (∨), NOT (¬) and parentheses.
Because a bit can be seen as a Boolean variable, the propagation of RX-characteristics
through block ciphers can often be translated as a SAT-problem.
In the next section the finding of good RX-characteristics for Speck is formulated
as a SAT-problem.

3.1

Application to Speck

The following theorem is a corollary from the rules of propagation of RX-characteristics
through ARX primitives (Equations 1, 2, 3 and 4) the round function of Speck (Equations 5 and 6).
Theorem 2 (Constraints concerning the round function to find a valid r-round RX-characteristic for Speck). To obtain a valid r-round RX-characteristic for Speck, the
boolean bits of RX-differences in round i, with a notation used as in Figure 2a, need to
satisfy the following constraints:
(I ⊕ SHL)(∆1 aj+α
⊕ ∆1 bji ⊕ ∆1 dji ) ⊕ 1  SHL((∆1 aj+α
⊕ ∆1 dji )|(∆1 bji ⊕ ∆1 dji ))
i
i
OR
(I ⊕

SHL)(∆1 aj+α
i

⊕

∆1 bji

⊕ ∆1 dji )
∆1 aji+1
∆1 bji+1

 SHL((∆1 aj+α
⊕ ∆1 dji )|(∆1 bji ⊕ ∆1 dji )),
i
= ∆1 dji ⊕ ∆1 ki ,
= ∆1 bj−β
⊕ ∆1 aji+1 ,
i

where 0 ≤ i ≤ r and 0 ≤ j < n.
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∆1 aji

∆1 bji
∆1 li+m−2

≫α

···

∆1 li

∆1 ki

∆1 aj+α
i
i

∆1 dji

∆1 kij

Ri

≪β

∆1 bj−β
i
∆1 aji+1

∆1 bji+1

(a) Notation of the bits of RX-differences in (b) Notation of the bits of RX-differences in
the round function of Speck.
the key schedule of Speck.

Figure 2: Notation of the bits of RX-differences in speck
Likewise, the following theorem concerns the propagation of RX-differences through
the Speck key schedule, derived from Equations 1, 2, 3, 4, 7 and 8.
Theorem 3 (Constraints concerning the key schedule to find a valid r-round RX-characteristic for Speck). To obtain a valid r-round RX-characteristic for Speck, the
boolean bits of RX-differences in round i of the key schedule, with a notation used as
in Figure 2b, need to satisfy the following constraints:
(I ⊕ SHL)(∆1 lij+α ⊕ ∆1 kij ⊕ ∆1 eji ) ⊕ 1  SHL((∆1 lij+α ⊕ ∆1 eji )|(∆1 kij ⊕ ∆1 eji ))
OR
(I ⊕

SHL)(∆1 lij+α

⊕

∆1 kij

⊕ ∆1 eji )
j
∆1 li+1
j
∆1 ki+1

 SHL((∆1 lij+α ⊕ ∆1 eji )|(∆1 kij ⊕ ∆1 eji )),
= ∆1 eji ⊕ (c ≪ 1) ⊕ c,
j
= ∆1 kij−β ⊕ ∆1 li+1
,

where 0 ≤ i ≤ r and 0 ≤ j < n and e has the same use as d in the round function.
Because p  q, with p and q boolean expressions, is equivalent with p = p ∧ q and
p ⊕ q equivalent with (p ∨ q) ∧ (p̄ ∨ q̄), the above constraints are easily expressed as a
Boolean expression.
The above two theorems allow to find valid RX-characteristics with a SAT-solver,
the following theorem allows to calculate the data probability of an RX-characteristic,
which follows from Equation 4.
Theorem 4 (Data probability of a valid r-round RX-characteristic for Speck). The
probability of the a valid RX-characteristic is given by
−

2

r
P

wi

i=1

,

where
(
|SHL((∆1 ari+7 ⊕ ∆1 ar+1
)|(∆1 bri ⊕ ∆1 ar+1
))|+3
i
i
wi =
|SHL((∆1 ari+7 ⊕ ∆1 ar+1
)|(∆1 bri ⊕ ∆1 ar+1
))|+1.415
i
i

∆1 aαi ⊕ ∆1 b0i ⊕ ∆1 d0i = 1
.
∆1 aαi ⊕ ∆1 b0i ⊕ ∆1 d0i = 0

if the input of each modular addition is an independent uniform random variable.
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Version
32/64
32/64
32/64
32/64
48/96
48/96
48/96
48/96
96/144
96/144

Number of rounds Data Probability
10
2−30
10
2−19.15
11
2−22.065
12
2−25.565
11
2−40
11
2−23.15
12
2−26.565
13
2−31.98
13
2−84.00
13
2−37.98

Key Probability
1
−35.905
2
2−45.32
2−59.075
1
−81.075
2
2−52.49
2−71.49
1
2−106.075

Reference
[6]
This paper
This paper
This paper
[6]
This paper
This paper
This paper
[6]
This paper

Table 3: Comparison of RX-characteristics with γ = 1 and previous differentials for
different versions of Speck.
A similar equation for key probability (i.e. the probability of the RX-characteristic
through the key schedule) can be derived. This equation has a slightly different interpretation, it expresses the probability that two independent uniform random keys are
related, in order to be able to observe the RX-characteristic. The results in Table 3 are
found by first minimizing the data probability and then minimizing the key probability.
Another trade-off between data probability and key probability is also possible.

4

Conclusion

In this paper, we develop a method to search for nearly optimal RX-characteristics with
γ = 1. The problem of finding optimal RX-characteristics with γ = 1 is reformulated
as a boolean satisfiability problem and can subsequently be solved by a SAT-solver.
The automatic search is applied to different Speck versions and distinguishers with
a higher probability than previously reported are found for each of these versions,
provided that two related keys are available.
Future research can include Rotational-XOR cryptanalysis where γ differs from
0 and 1, as already mentioned in [2], but also applying this method to the other
versions of Speck and other ARX primitives, obtaining longer RX-characteristics by
concatenating two shorter RX-characteristics.
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Abstract—This paper studies a scenario as an oligopolistic
game in an cognitive radio market where primary networks
compete with each other to obtain a maximum profit by selling
unused spectrum. Assuming that one of the primary networks
does not provide information about the amount of available
spectrum for the auction, a Bertrand game with incomplete
information is used as a model for this market. A Nash Bayesian
Game is proposed as a solution, which achieves an equilibrium
for the profit earned by both primary networks. In this game
the cost, demand and profit are functions of spectral efficiency
and spectrum substitutability, which enables us to analyse their
impact on the market. As a result of this work we conclude
that a secondary network will choose the cheapest spectrum
price in the market regardless the QoS offered by a primary
network. However when the market is very competitive there is an
uncertain behaviour in the network due the lack of information
provided for one of the primary networks. This is measured as
a 1.4dB quality of service range where it is not certain that the
lowest price will win.

B. Contribution

Index Terms—spectrum pricing, cognitive radios, Bertrand
game, game theory, incomplete information

Most of the time primary networks do not share information
with each other, it means that the amount of unused spectrum
is not always known by all the players. In some cases this
information can be modeled as a belief based on learning
methods or predicted according to probabilistic models, however depending on the method used this information could be
or not accurate.
The present work extends the model given in [1] as a noncooperative game with incomplete information and shows how
the information provided by the sellers affects the trading
decision. Nash is used as a solution for a profit equilibrium.
We assume extreme situations of known information, for one
seller this information is accurate (complete information),
meanwhile the second one just provides the threshold of the
minimum and maximum size of available spectrum to be
sold (incomplete information).The exact distribution of the
incomplete information is detailed below.

I. I NTRODUCTION

II. S YSTEM M ODEL

The main goal of this work is to analyze the market
behaviour in a cognitive radio scenario which is modeled as an
oligopolistic market where one of the sellers does not provide
complete information. We also study the impact of the level of
freedom, i.e., freedom customers have in changing provider,
on the decision to buy.

The proposed scenario assumes two networks operating
in two different frequencies f1 and f2 , those networks are
called primary network 1 and primary network 2 (PN 1 and
PN 2 ). A third network can operate in both frequencies -one
at a time- through leasing due it does not own spectrum, this
is called a secondary network (SN ). Assuming that there is
perfect spectrum sensing the interaction between PN 1 , PN 2
and SN could be addressed in 4 cases (see Fig. 1)

A. Background
The start point of our work is [1], in which an oligopoly
market is studied, where primary networks are sellers and
secondary networks buyers. The good being traded is unused
spectrum in licensed bands, owned by primary networks.
A Bertrand model is the game used in this scenario, as it
considers a competition between primary networks that sell
unused spectrum to secondary networks. The cost model used
is a function of the quality of service constraint for primary
users.
In this work the objective is to get the maximum profit for
primary networks. To achieve that two solutions are studied,
the first one is a Nash equilibrium which gives an equilibrium
profit for sellers, and the second one is a collusion of primary
networks which is the optimal solution to get the maximum
profit. It is important to notice that complete information about
the good is shared between all stakeholders during the game.

•
•
•
•

Case 1: f1 and f2 are unavailable, SN can not transmit.
Case 2: f1 is available and f2 is unavailable, SN can use
f1 .
Case 3: f1 is unavailable and f2 is available, SN can use
f2 .
Case 4: f1 and f2 are both available, SN can choose the
best or the cheapest frequency.

This project is focused on the Case 4, where a SN can
choose the best spectrum available or the cheap one. As a noncooperative scenario with incomplete information, we assume
that available spectrum size in f1 (s1 ) is fixed and known
for all the players (see Fig. 2). However, the size of the
spectrum hole in f2 could be: s2L or s2H , assuming that
(s2L ) < (s1 ) < (s2H ). Those sizes are known in the game;
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2

III. P ROPOSED G AME -T HEORETIC A PPROACH
The motivation for PN 1 and PN 2 is to attract customers
selling unused spectrum. As there is just one buyer (SN ), the
primary networks compete with each other to get the buyer. On
the other hand, SN would choose the best spectrum available
based on the lowest price or the best QoS.
A. Cost and Demand functions
As in [1], when a primary network sells unused spectrum,
it assumes a cost as a compensation in case that one of the
primary connections wanted to use this spectrum hole. This
cost is a function of spectral efficiency k.
k = log2 (1 + Kγ),

(1)

where γ is the SNR (Signal to Noise) at the receiver and K
is in function of the target bit error rate BERtar
K = 1.5/ln(0.2/BERtar ).

(2)

The total bandwidth available for one network is W, b is the
spectrum size offered by each primary network and M is the
number of connections in that network; then, the following
expression represents the spectrum quality for one i used slot
ki (W − b)/M.
If Bireq is the bandwidth requirement for one connection, then
the total cost of the connections for a j network is:

Figure 1. Possible cases of spectrum usage

cj = Mj (Bireq − ki (Wj − bj )/Mj )2 .
however, information about when each size will be available
is unknown.
This types of scenarios are used commonly in IoT for wireless
transmission between devices and sensors. As different wireless technologies are used in the same area their interoperability causes interference. For a better interoperability [2] suggest
cognitive radio as a solution for technologies as Bluetooth,
Bluetooth Low Energy, Wi-Fi and ZigBee. The last two types
technologies are used for our numerical and simulation results
in IV.

(3)

For the demand, the spectrum substitutability v is considered, which represents the level of freedom that a secondary
network can choose between unused frequencies; this value
lies between [0,1]. When v is 0, the level of freedom is null,
an if it is 1 a secondary user can move between frequencies
freely. Based on [1] the demand function for unused spectrum
in a selling network j of a duopoly market is
Dj (p) = ((ks − pj ) − v

X

(ks − pm ))/(1 − v 2 ),

(4)

j6=m

where ks is the spectrum efficiency required for the secondary
network, m represents the values for the other primary networks, and p the price per Hertz which each primary network
offers.
B. Bertrand game with incomplete information

Figure 2. Spectrum usage for incomplete information

According [3] there are three types of economic games that
can be used in an oligopolistic market: Cournot, Stackelberg
and Bertrand. The last one fits as the best option due in our
case there are two sellers competing with each other to get
a customer and both offer the same good (spectrum holes in
f1 and f2 ) but with different sizes and prices. This is also a
theoretical game with incomplete information as PN 1 offers
a known good s1 with price p1 , but PN 2 offers two sizes
of available spectrum with an uncertainty of occurrence, each
one has a different price; therefore, price p2L is the lowest
and p2H the highest, which are associated with the spectrum
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3

p∗2H =

sizes s2L and s2H respectively. Therefore the scenario as a
Bertrand game with incomplete information is given by:
• Players: PN 1 and PN 2
• Actions: Prices per unit of spectrum
• States: p1 associates with p2L , and p1 associates with
p2H .
• Signals: High price p2L and low price p2H given by PN 2 .
• Belief: Likelihood of s2L offered by PN 2 . It is represented by θ.
• Profit function:

v
[ks v − 1/2[θc2L + (1 − θ)c2H ]v − c1 ]+
v2 − 4
ks
c2H
+
,
v+2
2

p∗2L =

(14)

v
[ks v − 1/2[θc2L + (1 − θ)c2H ]v − c1 ]+
v2 − 4
ks
c2L
+
.
v+2
2

(15)

IV. N UMERICAL AND S IMULATION R ESULTS
πj (p) = bj ∗ pj + rj − cj .

(5)

Being j = 1, 2 and p = [p1 , p2L , p2H ] (being p2L and p2H
values in function of θ), rj is a constant which represents
a revenue or income that each primary network charges to
the final user for the use of the spectrum and cj the cost
function given by (3), this cost for each primary network is
considered also as a constant because all those values are
known (including spectrum sizes for PN 2 ) and would not
change during the game.

A. Parameters
For all the results simulated in MATLAB, we set the parameters shown in Table 1. According IEEE 802.11ac for both
primary networks meanwhile for the secondary network the
standard IEEE 802.15.4, assuming that they could work in the
same frequency and channels.

BERtar
SN R
b
M
BW
Breq

C. Nash Bayesian Game
A utility function is used to get a Nash Bayesian equilibrium. This function for each network as a Bertrand game is
given by [3] as:
uj (p) = pj Dj (p) − cj Dj (p).

(6)

Considering this game with incomplete information, the
utility for PN 1 and PN 2 with low price and high price are
stated in (7), (8) and (9)

IEEE802.11ac
PN 1
PN 2
0.05
0.05
[0,20]dB
16 dB
5 KHz
[6-4] KHz
20
20
22 MHz
22 MHz
2 Mbps
2 Mbps

IEEE802.15.4
SN
0.001
25 dB

B. Results

To understand the behaviour of the market according to
the competition between sellers, the profit of each primary
network is analyzed. We also study how the variation of the
u1 (p) = θ[(p1 −c1 )D1 (p1 , p2L )]−(1−θ)[(p1 −c1 )D1 (p1 , p2H )] quality of service offered by PN 1 and the level of freedom to
(7) choose different frequencies affects the decision of the SN .
u2L (p1, p2L ) = (p2L − c2L )D2L (p2L , p1 ),
(8)
1) Market behaviour without freedom of selection. : Folu2H (p1, p2H ) = (p2H − c2H )D2H (p2H , p1 ).
(9)
lowing supply and demand rules, a PN with high demand
The best response function is the maximum utility that will have to gradually increase the price, until there is a
each seller can get, thus, the solution for this game is balance or equilibrium. Figure 3 shows that p1 is proportional
[(p1 ∗ , p2L ∗ , p2H ∗ )], to achieve that, the Nash Bayesian equi- to the quality of service offered by PN 1 (SN R1 ) therefore as
p1 increases, the profit for PN 1 will decrease as the price
librium is used, based on the best response function:
difference between sellers is decreased. As v = 0, this is
∂u1
,
(10) a non-competitive market, and is also not cooperative, p2L
p∗1 = max(π1 (p1 , p2L , p2H )) =
∂p1
and p2H are independent of p1 and constant, (only depending
∂u2L
on SN R2 )). Although P N1 offers a better quality of service
∗
,
(11)
p2L = max(π2H (p1 , p2H )) =
when SN R1 > 16dB, SN would not consider it as it’s price
∂p2L
is higher.
∂u2H
p∗2H = max(π2L (p1 , p2L )) =
.
(12)
2) Market behaviour with maximum selection freedom.:
∂p2H
Fig. 4 shows the case of the highest level of competition,
Solving equations (10), (11) and (12) , the final set of represented by the maximum level of freedom selection for
independent values for the Nash equilibrium is given by:
the SN . As both primary networks want to attract the SN
their price differences are lower than represented in Fig.
1
3. When p1 increases due SN R1 , p2H and p2L are also
p∗1 = 2
[ks v 2 − [θc2L + (1 − θ)c2H ]v − 2c1 ]+
influenced, thus a competitive market is generated. The profit
v −4
π2L is increasing faster than π2H , regardless of θ,
ks
,
(13)
v+2
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Figure 3. Market behaviour without selection freedom.

Figure 5. Market behaviour influenced by incomplete information

stated. First, our analysis shows that a secondary network
chooses a primary network which offers the lowest price and
this is reflected in a higher profit for the primary network
chosen. Second, it has been shown that the level of freedom
in this scenario increases the competition between sellers and it
increases the profit of the seller who gets the customer. Finally
when one seller does not provide complete information about
when to offer an specific spectrum size, this creates uncertain
behaviour in the market in a range of 1.4dB in the quality of
service, therefore it is not the primary network with the lowest
average price that is guaranteed to be selected.
R EFERENCES

Figure 4. Market behaviour with maximum selection freedom.
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V. C ONCLUSION
Applying the mathematical solutions based on the Nash
equilibrium for the proposed scenario, some conclusions are
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Abstract
Massive MIMO (MaMIMO) is a technique that can provide high spectral efficiency and be energy efficient at the same time. Therefore, it is also a clear
candidate for future standardization of 5G. The large number of antennas at the
base stations leads to that the per-antenna functions are dominating the complexity in the digital signal processing (DSP). This makes it a relevant subject
to study in more detail, in order to decrease the power consumption while still
meeting performance requirements.
This paper∗ , investigates how quantization in the per-antenna functions, more
specifically the transmit filter and inverse fast Fourier transform (IFFT), will influence the performance. Simulations show that transmit filter quantization to as
few as 6 bits for the input signal and 6 bits for the filter coefficients gives a signalto-noise ratio (SNR) degradation of less than 0.5 dB compared to floating-point
performance at a bit error rate (BER) of 10−3 . Similarly, IFFT quantization with
16 bits for the internal representation of the signal and 9 bits for the twiddle factor results in an SNR dedgradation of about 1 dB at the same BER. Concluding
this paper, MaMIMO systems can achieve great performance even with coarsely
quantized signals, leading to power savings in future MaMIMO systems.

1

Introduction

The worldwide data traffic is continously increasing and when trying to meet these future demands arising, a technique which can provide high spectral efficiency is needed.
Also, it is important that this technique is energy efficient in order to limit the increasing power consumption for networks. Massive MIMO (MaMIMO) has shown to
be able to provide high spectral efficiency while still limiting the power consumption.
MaMIMO has recently gained a lot of attention in research, and when standardizing 5G, it is a clear candidate. Furthermore, by performing testbed experiments, it
has been validated that MaMIMO works in real-life situations, even achieving a world
record in spectral efficiency [2].
∗

The research in this paper has been carried out at KU Leuven within the frame of a Master’s
thesis and an Erasmus traineeship. Parts of the results have been submitted to EuCNC 2017.
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The large number of antennas used in MaMIMO exploits the concept of spatial
multiplexing, which in combination with time-division duplex (TDD) and use of instantaneous channel state information (CSI) delivers performance well beyond traditional
systems, such as 3GPP Long Term Evolution (LTE) [1]. Because of the large number
of antennas deployed at the base stations in a MaMIMO system, the complexity in
the digital signal processing (DSP) is dominated by the per-antenna functions [3]. In
an orthogonal frequency-division multiplexing (OFDM) based system, as used in this
study, the per-antenna functions include a transmit filter and IFFT.
In order to limit the power consumption in MaMIMO there are several approaches,
for example it can be done by accepting error-prone digital hardware and thereby allowing for errors to occur in the circuits and instead trying to utilize the error resilience
of the system [4]. Another way to limit the power consumption is to quantize at the
end of the digital transmit chain, and for this case it has been shown that quantization
to as few as 2 or 3 bits is sufficient for a MaMIMO system in order to have an SNR
degradation of only 1 dB [5]. In this study, quantization in the per-antenna functions is
performed with the goal to reduce the DSP complexity in each antenna as the number
of base station antennas in the MaMIMO system increases.
Quantizing the input signal and filter coefficients in the transmit filter or the internally represented signal and twiddle factor in the IFFT allows for power savings, but
with a possible degradation of system performance, here evaluated in terms of BER. In
this study, quantizing of the transmit filter and IFFT is done separately, assuming that
the function not in focus has full precision. This paper demonstrates that it is possible to coarsely quantize the per-antenna functions when the total number of antennas
increases, with limited performance degradation.
Section 2 of this paper describes the system model and scenario applied in this
study. Section 3 elaborates on the quantizing performed in the per-antenna functions
and shows results from the simulations when quantizing the IFFT and transmit filter
respectively. The paper is concluded in Section 4.

2

System model

The MaMIMO downlink system model considered in this study has K single-antenna
users and M base station antennas, expressed as K × M for the various combinations. As a baseline, MaMIMO systems with 4 users and 8, 32, 64 and 128 antennas
respectively are used in the simulations.
The scenario is a system in downlink which works in TDD mode, assuming perfect
CSI. Downlink is chosen since this is the scenario which usually is more power consuming due to higher data rates. The prerequisites are similar to an LTE system, with
20 MHz bandwidth and 1200 out of 2048 subcarriers carrying data [6].
The overall MaMIMO system model is visualized in Fig. 1. The processing in the
base station starts with DSP, which includes data generation and symbol mapping, for
the K users. Throughout this work, the signal constellation used is 64-QAM, a constellation chosen since it is known to be sensitive and requiring processing with higher
resolution. Unless explicitly specified, channel coding is not included. When included,
the channel coding applied is LDPC coding with block size 672 bits and code rate
3/4. After the per-user processing, there is a zero-forcing (ZF) precoder which utilizes
the perfect CSI. Following the MaMIMO precoder, is the per-antenna processing for
the M antennas. In this OFDM based system, the per-antenna processing includes an
IFFT, upsampling and filtering. The channel between the M base station antennas
and the K users is a Rayleigh-fading channel with a power delay profile (PDP) according to ITU Pedestrian A [7], and the channel between each antenna pair is generated
independently of the other. Finally, the data is detected for each one of the K users.
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Figure 1: The MaMIMO downlink system model with K single-antenna users and M
base station antennas. Transmit chain signals are quantized to nst bits internally in
the IFFT and nsf bits on the transmit filter input. Twiddle factors in the IFFT are
represented by nt bits and transmit filter coefficients by nf bits.

3

Quantization: Results and evaluation

In MaMIMO systems, a large number of antennas is utilized, which makes the perantenna processing a relevant subject to further investigate in order to decrease the
complexity of the whole system and hence, the power consumption. Therefore, quantization was performed for both the IFFT and transmit filter respectively, while assuming
full precision for the function not in focus. When focusing on the IFFT, the internal
representation of the signal and twiddle factor are quantized. The internal representation is implemented as having the same number of bits through all the stages. When
the transmit filter is in focus, then the input signal and filter coefficients are quantized. The internal representation will depend on the number of bits used for the filter
coefficients and is therefore varying.
In order to evaluate and compare different quantization combinations for each perantenna function, uncoded performance was simulated and then compared to a target
BER. Then the different combinations which can achieve this performance are plotted
and from these graphs, the optimum in terms of complexity, i.e. required bits for the
processing, per-antenna can be found.
For both the IFFT and transmit filter the target BER of 10−3 , which is reached
at SNR 18 dB for the 4 × 8 system when using floating-point, was chosen since this
is a BER which, when applying relatively simple channel coding can result in good
performance. For this chosen Additive White Gaussian Noise (AWGN) SNR value,
quantization was performed for the IFFT and transmit filter respectively.

3.1

IFFT

Focusing on the IFFT, a 2048-point IFFT as in LTE, quantization was performed for
the internally represented signal and the twiddle factor. In order to find the combinations requiring the least number of bits for the processing, the graphs in Fig. 2
were simulated for different combinations of K × M . When increasing the number
of antennas from 32 to 128, there are no differences in the number of required bits,
but compared to the case with 8 antennas, the conclusion that lower processing per
antenna can be achieved as the number of antennas increases can be made. For the
three cases with a higher number of antennas, the corner point, i.e the least complex
combination of fixed-point values found in the bottom left corner of the figure, needs
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64-QAM, SNR = 18 dB, BER = 10-3, uncoded
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Figure 2: Quantization of the IFFT with 4 users and between 8 and 128 base station
antennas. Number of internal signal representation bits nst and twiddle factor bits nt
needed in the IFFT to achieve an uncoded target BER of 10−3 at 18 dB SNR using
64-QAM.
64-QAM, nst = 15 and n t = 8, 4x64
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Figure 3: Uncoded and LDPC coded performance for the corner point. Simulated with
an uncoded 64-QAM signal and with an LDPC coded signal, code rate 3/4, respectively.
There are 64 antennas and 4 users and the corner point quantization values are nst = 15
and nt = 8 bits.
15 bits for the internally represented signal and 8 bits for the twiddle factor, in order
to deliver required performance.
Continuing the performance evaluation of the quantization, the corner point for
the 4 × 64 case was simulated for a range of SNR values as seen in Fig. 3. For higher
SNR values it reaches an error floor. In communication systems, channel coding is
usually included. Therefore, the corner point was also simulated when applying LDPC
coding. Also visualized in Fig. 3, it can be seen that it is possible to reach lower BERs
for lower SNRs, at the cost of increased complexity in the per-user processing, which
scales with K.
In order to get a quantization combination with performance close to the floatingpoint case, the number of bits used for the internally represented signal was increased
from 15 to 16 bits and the number of bits representing the twiddle factor from 8 to 9 bits.
In Fig. 4 the comparison between the two quantization combinations in comparison to
the floating-point case can be seen. When just increasing the number of bits with 2
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Figure 4: Comparison between the floating point case and two different quantization
combinations. There are 64 antennas and 4 users and the signal is uncoded with the
constellation 64-QAM.
64-QAM, SNR = 18 dB, BER = 10-3, uncoded
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Figure 5: Quantization in the transmit filter with 4 users and between 8 and 128 base
station antennas. Number of input signal bits nsf and filter coefficient bits nf needed
in the transmit filter to achieve an uncoded target BER of 10−3 at 18 dB SNR using
64-QAM.
the performance is close to the floating-point case, with an SNR degradation of only
about 1 dB.

3.2

Transmit filter

For the quantization of the transmit filter, a filter with roll-off factor 0.25, filter span 10
and upsampling factor 2 was considered and when performing the same evaluation as
for the IFFT, the results in Fig. 5 were simulated. Here, the input signal and filter
coefficients have been quantized. The cases with 32, 64 and 128 antennas are quite
similar, even though the complexity can be reduced by one or two bits for the latter
cases. Same as in the IFFT case, 8 antennas requires several more bits in order to
deliver the same performance. Consequently, when increasing the number of antennas
in MaMIMO systems, the complexity in each antenna can be reduced. Also concluded
is that the transmit filter can be pushed towards lower accuracy than the IFFT.
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64-QAM, SNR = 18 dB, BER = 10-3, uncoded
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Figure 6: Quantization in the transmit filter with 64 base station antennas and between
4 and 32 users. Number of input signal bits nsf and filter coefficient bits nf needed in
the transmit filter to achieve an uncoded target BER of 10−3 at 18 dB SNR using
64-QAM.
64-QAM, SNR = 18 dB, 4x64, uncoded
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Figure 7: Quantization in the transmit filter with 4 users, 64 base station antennas
and varying target BER. Number of input signal bits nsf and filter coefficient bits nf
needed in the transmit filter to achieve an uncoded target BERs 10−2 , 10−3 and 10−5
at 18 dB SNR using 64-QAM.
When comparing internal representations of the signal it was 15 bits in the IFFT,
in the transmit filter it will, for the corner point (5, 5), be at most 5+5+3=13 bits,
where 3 comes from the increased dynamic range when adding results from the filter
taps. In a pessimistic case the number would be log2 (21) = 5, but here, a more realistic
case, where the expansion is calculated based on the filter coefficients, is considered.
Further performance evaluation was done for the transmit filter, starting with a
similar simulation as before but with the number of base station antennas fixed to 64
and the number of users varying between 4, 8, 16 and 32. As seen in Fig. 6, only a few
more bits are needed in order to be able to handle a significantly higher system load.
The same kind of evaluation was also performed but now with the number of base
station antennas and users fixed to 64 and 4 and different target BERs of 10−2 , 10−3
and 10−5 . In Fig. 7, it can be seen that there are no big differences and in order to
achieve the best target BER, just one or two more bits are needed compared to the
worse BERs.
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64-QAM, nsf = 5 and n f = 5, 4x64
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Figure 8: Uncoded and LDPC coded performance. The corner point simulated with
an uncoded 64-QAM signal and with LDPC coding, code rate 3/4, respectively. There
are 64 antennas and 4 users and the corner point quantization values are nsf = 5 and
nf = 5 bits.
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Figure 9: Comparison between the floating point case and two different quantization
combinations. There are 64 antennas and 4 users and the signal is uncoded with the
constellation 64-QAM.
As done in the performance evaluation of the IFFT, the corner point for the 4 × 64
case was simulated for a range of SNR values as seen in Fig. 8. In this case, it also
reaches an error floor for the higher SNR values. In order to see the improvement when
adding channel coding, this corner point was simulated when applying the same type
of LDPC coding as before. In Fig. 8, it can again be seen that when adding channel
coding the required SNR for the same BER is significantly reduced.
In Fig. 9, the comparison between floating-point, the corner point for the 4 × 64
case and also when the quantization for both the input signal and filter coefficients has
been increased from 5 to 6 bits, can be seen. For the latter case, the performance is
close to the floating-point performance, with an SNR degradation of less than 0.5 dB.
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4

Conclusion

This paper investigates low complexity quantization solutions in MaMIMO systems by
exploring the possibility to reduce the complexity in each antenna when the number
of base station antennas increases. Quantization was performed for the IFFT and
transmit filter respectively with the conclusion that the number of bits used in the
processing could be significantly reduced when deploying a larger amount of antennas.
More specifically, as few as 6 bits representing the input signal and filter coefficients
respectively in the transmit filter could deliver performance close to the floating-point
case, with an SNR degradation of less than 0.5 dB. Equivalently, the number of bits
required in the IFFT to achieve performance comparable to floating-point was 16 bits
for the internally represented signal and 9 bits for the twiddle factor, with an SNR
degradation of about 1 dB. Optimization of the IFFT and transmit filter internally
could lead to that even fewer bits would be sufficient. Concluding this paper, when
increasing the number of antennas, the complexity in each antenna can be reduced while
still achieving great performance, leading to more energy efficient MaMIMO systems.
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Abstract

Behavioural biometrics in the context of security and authentication looks
at the discriminative features of a user's measurable behaviour. This generally
includes timing and location information related to, for example, screen touches
and key presses, otherwise known as keystroke dynamics (KD). Research into KD
has looked at discriminating features of behavioural patterns of expert typists,
which are generally very stable, as well as patterns of novices, which are generally
very unstable, if only because of rapid increases in skill level due to practice. The
general population, however, at which such authentication solutions are aimed are
not expert typists, and quickly move away from being novices, which we found
causes signicant degradation of biometric recognition performance over time.
This is because the biometric data entered at a later stage will increasingly dier
from data gathered during enrollment. Accounting for practice eects in KD
systems is dicult, as not much is yet known about the way behaviour develops
over time in biometrics literature. However, with the advent of open science,
not only can we incorporate many new insights from the psychology of (motor)
learning, but also re-analyse data sets gathered in this eld in a biometric context.
In this paper we present initial analyses over a single data set, in which 36 (18
older, 18 young) participants were asked to complete a "password-entry"-like
cognitive task, the Discrete Sequence Production task, a signicant number of
times spread over two sessions. Using out-of-the-box classiers, we found that
biometric recognition performance takes a long time, 75 repeats, to stabilize, as
well as hints towards better initial biometric recognition performance for older
participants than for younger.

1 Introduction
Behavioural biometrics in the context of security and authentication looks at measurable and measured behaviour in order to make classication decisions about someone's
identity. It can be said to encompass some of the most basic forms of identication
and authentication, for example most people recognize Rembrandts and van Goghs by
their distinct painting style. We can listen to a piece of music and say with some degree of accuracy whether it was composed by Bach, Beethoven or Mozart, and whether
the performance was by Glenn Gould, Brendel or Poporevich. We can marvel at the
abilities of football players Lionel Messi, Cristiano Ronaldo and Arjen Robben on our
TVs. Or, between amateur radio operators, recognize other radio operator's "st" or
telegraphic style, even before direct identication is received[9]. All of these examples
can be seen as a record of behaviour by expert performers. Some having stood the test
of time better than others.
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The earliest academic papers on behavioural biometrics focused on the keystroke
characteristics or keystroke dynamics (KD), timing and spatial information related to
keyboard key presses, of professional typists[9, 23]. Typists are more likely to nd
themselves amongst the top performers in the skill of typing, each having stable "signature" components to their typing behaviour owing to both mental and physiological
factors. As such they show stable patterns in their typing behaviour, by which other
typists can (and do) recognize them. Looking at the keystroke characteristics of typists
was done both out of convenience (due to relatively easy access to a number of typists)
and the likely existence of the before mentioned statistically signicant behavioural
patterns. [9] results were especially impressive, as they reported 0 instances of false
acceptance, and only 2 instances of false rejection, out of 55 comparisons.
Contemporary research into behavioural biometrics focuses more on novices, or
unpracticed individuals, whereas experts can be considered extremely practiced individuals. Although biometric recognition performance deteriorated with the change of
focus on novices[4], behavioural biometrics is still seeing much interest due to increasingly ubiquitous access to sophisticated sensors (e.g. in smartphones) with feature-level
[14, 26, 13, 25], system-level [5, 20] and even framework-level [15] validation studies
being published regularly.
A major issue with studies on novices is the majority of the population that uses a
specic biometric application is not actually a novice, or at least not for long. User behaviour and patterns change quickly as users practice and learn to use said application.
Ideally, validation studies should look at the average use case of the application[19],
and thus focus on users with an "intermediate" amount of practice, rather than novices
or experts. Setting up studies that take into account time and practice can often be
prohibitively expensive in time, money and complexity. Researchers therefore often
compromise on study length, in order to keep time investment, expenses and complexity down, but also reducing the generalizability of the validation study. This results in
the eects of practice being often acknowledged as important, but studied little[6].
Luckily, there are other areas of research interested in the eects of practice on
(motor) learning. Data sets collected in this area are often quite well suited to reanalysis in a biometric context. In order to investigate the important role of practice
on biometric recognition performance, we present a re-analysis of the data gathered by
[3]. They asked their 36 participants to perform a relatively simple password-entrylike task, the Discrete Sequence Production (DSP) task, a large number of times (864
times in total, per participant). Besides the eects of practice, the nature of this data
set also allows us to test how age aects biometric recognition performance. It is not
necessarily a given that ndings from validation studies on young students generalize
well to the whole population, for example to older adults.
Given the large dierence in biometric recognition performance between novices
and experts, and power law of learning experiments' results of decreasing gains in
performance under equal amounts of practice as one becomes more practiced[16], we
hypothesize that biometric recognition performance will level-o (that it shows asymptotic behaviour) and that there will be a smaller dierence in recognition performance
between intermediate and expert users, than between novice and intermediate users.
Also, we are interested in nding out whether hitting such a plateau means that behaviour stops changing, thus providing useful information on required lengths of future
validation studies.
The contribution of this paper is thus threefold. First, we present a novel way of
analysing existing data sets in a biometric context. Second, we investigate the eects of
practice are on behavioural biometric systems. third, we shed some light on dierences
in the eects of practice for dierent age groups.
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Figure 1: A power law of practice. Dierent starting points (novice, intermediate,
expert) lead to dierent levels of behavioural variance due to practice.

2 Background
In this section we give a short summary of the psychological literature relevant to the
problem of practice, and an introduction to the theory behind the Discrete Sequence
Production task, which was used previously[3].
Practice and expertise

The role of practice in skill learning and eventual expert performance is most often
studied in a psychological context. [8] proved a landmark paper in this, in that it
shifted beliefs about the cause of expert performance away from "natural ability" or
talent[10] and gave due respect to deliberate practice. Deliberate practice being "the
collection of activities that have been found most eective in improving performance",
as opposed to practice as "the collection of activities that are only related to the domain
in which one wishes to improve performance"∗ .
The relation between practice and performance is often depicted in a power law[16].
See Figure 1. Given an equal amount of (deliberate) practice, a high performer will
see their performance improve less than a low performer. Such power laws are often
criticized as being overly simplistic[7], or only hold for averages[11], but they are some
of the simplest forms in which one can show a decreasingly lower performance gain from
equal practice and provide a relatively simple way of showing why biometric recognition
performance deteriorated when switching from testing on experts to novices, from
highly practiced to unpracticed individuals. If we use performance as a biometric
feature, novices will show much higher variance in this feature, as they rapidly rise up
the curve, than experts or intermediately practiced individuals will, as Figure 1 shows.
Higher variance leads to lower classier performance, as it will be more dicult to
separate subjects from each other.
Computational frameworks of learning[22] posit the existence of a fundamental
trade-o between expending energy to discover new actions, or to perform actions
Note that although training and practice quite often refer to the same concept of improving
(user) skill/performance by (repetitive) doing in psychological literature, training as a term is also
used in context of machine learning and training classiers. In order to avoid confusion, we will use
training exclusively as meaning the training of classiers, and practice exclusively as improving user
skill/performance.
∗
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which we estimate to yield the best results. This is known as the exploration vs
exploitation dilemma. One can see [8]'s deliberate practice in this light as well. The
constant trade-o of attempting to discover more activities that are more eective at
improving performance, or to perform activities that are currently found to be most
eective in improving performance. Early behavioural variance seems to be positively
correlated with eventual relative ranking of a performer among their peers[21], which
seems to suggest that strategies with high early exploration fare better than those with
high early exploitation. A similar nding is reported in the area of motor learning,
an area particularly interesting to behavioural biometrics, where high motor variance
seems to promote learning [12].
Motor Sequence Learning and the Discrete Sequence Production task

Many, if not all, tasks in behavioural biometrics can be seen as sequences of motor
actions, or the repeated production of movement. For example, biometric systems that
use keystroke dynamics, gait, gaze and handwriting all derive their data from tasks
that ask a (willful or not) participant to respectively repeatedly press keys, to walk,
to look at things and to write things down. The theory of how we learn such motor
sequences is therefore of special interest to, but seems to be ignored in, contemporary
behavioural biometric research. Most behavioural biometric tasks ask for relatively
simple behaviour, which after enough practice become highly automated (e.g. walking,
writing, typing). Motor sequence learning focuses on how we attain such automated
behaviour. In other words, how we learn to "rapidly and accurately produce a sequence
of movements with limited eort and/or attentional monitoring"[1].
Rather than eortfully initiating and executing each individual movement in a motor sequence, with practice one learns to group movements together in so-called motor
chunks. These motor chunks can be, much like individual movements, initiated and
executed, but while initialisation takes (slightly) longer, execution takes signicantly
fewer attentional resources, reducing execution time and errors. These reduced execution time and errors, however, come at a signicant decrease in exibility of movement.
Formation of motor chunks can therefore be considered the result of an eciency computation trade-o[18].
Many paradigms exist to tease apart the mechanisms by which motor chunks are
formed, and by which we learn motor sequences. The Discrete Sequence Production
task is one such paradigm[24]. In the DSP, participants rest a number of ngers (four
to eight) on keys, while viewing an equal number of squares (each corresponding to
one key) on a screen in front of them. One by one, the squares will light up, indicating
to the participant the order in which the keys on the keyboard need to be pressed.
The sequence indicated by the order is generally 3-7 stimuli long, and participants are
asked to learn two sequences at the same time. With practice in the order of 500-1000
trials, the DSP turns from cueing individual key presses, to cueing longer sequences of
key presses, eventually resulting in a 2-choice task where the rst square that's lit up
indicates which sequence to press. For a more in-depth explanation of the intricacies
of the DSP task, and the theoretical dual processing model behind it, we refer to [1].
The DSP is in essence very similar to repeated entry of a password, with the limitation that the amount of characters one can choose for the password is limited to the
amount of ngers involved in the specic implementation of the task. Also, sequences
are not very long and characters generally don't repeat in a sequence. Although this
limits the possible space of dierent sequences, the "passwords" are much simpler and
it should be much easier develop automated behaviour for them than for regular 8-16
characters long passwords.
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3 Methods
Data set

The data set we performed our analyses over was collected by [3] in order to better
understand how ageing is related to increased diculty in developing new motor skills.
As such our participants group is split into two equally sized group of 18 individuals.
One group consisted of older adults (OA, age = 79 +- 3.5, 13 females) and were
recruited via local media. The other group consisted of younger adults (YA, age 21 +1.2, 7 females) and were students participating for course credit. All participants were
right-handed. Both groups of participants visited the lab on two consecutive days, in
which they performed 9 blocks of 48 DSP trials for both a 3-element and 6-element
sequence (so 96 trials per block), with short breaks between every full block of DSP
trials. In total, each participant performed 864 trials. For each element a reaction time
(RT) was recorded, both relative (to the previous RT or start of the trial) and absolute
(to the start of the experiment). Errors in a particular sequence meant that the trial
would be stopped and the next trial would start. Further RTs were lled with Null
values, and an accuracy of 0 was recorded (as opposed to 1 for accurate trials). For
more details please refer to [3].
Analyses

We rst cleaned up the data. Missing values in inaccurate trials were lled in with a
placeholder value, 1e5 (which was far above what the experimental design would allow).
Also, a new column was created, preciseACC, that indicated WHEN the mistake was
made, which ranged from 0-1. This allowed us to even include inaccurate trials in
our analyses, which would keep the amount of samples per participant the same. We
dropped all the 3-key sequence trials, as we felt these were too short to give any
results. Because we only have access to key down times (RTs) and no key up times
were recorded, we report on performance relative to other points, and do not interpret
the absolute performance values.
For our data analyses we used the out-of-the-box random forests (RF) classier
available in the python library scikit-learn[17], with settings set to default. RF classiers are resistant to outliers, such as those introduced by our placeholder missing value.
They also have the added benet of being somewhat introspectable, as they are based
on decision tree classiers. We measured the performance of our classier in terms of
Equal Error Rates (EER) and employed three dierent strategies of temporally segmenting our data set, in order to gain a better understanding the development of the
biometric recognition performance over practice. These strategies were chosen so that
we could compare situations that might arise in behavioural biometric systems. Users
might have signicant amounts of practice before enrolling (strategy 1), users might
use a system for very long after enrolling (strategy 3), and how behavioural patterns
continue to change with signicant training (the delta between strategy 1 and strategy
2). See Figure 2 for a visual explanation. We compared day 1 and day 2 for each
individual strategy, both for all groups together and split between younger and older
adults. Because of the anecdotal and exploratory nature of this paper, we report the
results in qualitative features of the graphs.

4 Results
We present our results of the whole-group analysis in Figure 4. Strategy 1, moving both
training and testing segments, results in a recognition performance plateau around an
oset of 80 trials for day 1, with day 2 seemingly immediately reaching the plateau.
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Figure 2: We repeatedly temporally segment our samples into up to 5 distinct blocks.
We extract two of these segments, and label one as the training set (Tr) for our classier,
and one as the test set (Te). Segmentation happens dierently for every run of the
classier, and we employ three dierent strategies for picking the segmentation points.
Arrows denote which segmentation points we move. 1) Moving both segments - we
move both the train and the test segment in lockstep. 2) Moving training segment move the training segment towards the xed test segment. 3) Moving test segment we move the test segment away from the xed training segment.
Strategy 2, where we move the location of the training segment closer and closer to the
location of the test segment results in a signicantly lower performance between the
beginning of the plateau stage of recognition performance ( 80 samples in for day 1;
start of day 2) and the nal samples taken on the respective days. Strategy 3, where
we move the location of the test segment increasingly further away from the training
segment, we nd a signicant dierences between all points in day 1 and day 2, as well
as between both the beginning and end of day 1 and day 2.
We perform the same analysis again, Figure 4, but now with our data split into
two groups, one with young adults (YA), and one with older adults (OA). For strategy
one, interestingly, we nd a signicant dierence between the start of day 1 and day
2 for the OA group, but not for the YA group. Again, no signicant dierence exists
between the end of day 1 and 2, both for OA and YA. For YA, there is however a
signicant dierence between the end of day 1, and the start of day 1. Strategy 2 again
shows signicant dierences for both YA and OA between the training on samples in
the beginning of the plateau stage ( 80 samples in for day 1; start of day 2 and the
end for both day 1 and day 2. For the OA group in strategy 3, there might not be a
signicant dierence between day 1 and 2, whereas for the YA group the dierence is
very clear. There is a dierence between YA and OA for day 1, but this disappears for
day 2.

5 Discussion
In this paper, we attempted to answer three questions that are especially relevant to
the poorly understood eects of time and practice on the performance of a behavioural
biometric recognition system. Specically, does recognition performance eventually
plateau and does this mean that behaviour (or some small sets of patterns in behaviour)
stops changing as well and does age have any inuence on this?
From plot 1 in Figure 4 we indeed learn that our biometric recognition performance reaches a stage where it plateaus (after 80 trials), and that surprisingly there
is only a weak positive dierence between performance at the start and end of day
two. Suggesting that even on relatively simple keystroke tasks, it takes a long time for
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the recognition performance to plateau, more than is usually allowed in behavioural
biometric validation studies. Such validation studies thus likely systematically underreport the eventual performance of their biometric system.
One caveat that needs mentioning is that participants in [3] did many trials of their
task in a small amount of sessions (2), whereas a typical use-case for a behavioural
biometric system has few trials in a large amount of sessions. Given the same environments, the typical use-case thus has to deal with a lack of task focus, whereas small
amounts of longer sessions are more likely to deal with hyper-focus on the task, and
fatigue. How these eects compare is unknown in behavioural biometric literature[19].
Taking our moving segments strategy as indicative of when the plateau stage sets
in, our moving training segment and moving test segment allowed us to test whether
behaviour still changed even after the plateau stage was hit. We nd big dierences
in recognition performance between the start and end of the plateau stage, for both
day 1 and 2 in our moving training segment. A similar pattern holds when we train
our classier on the earliest samples, and test on samples increasingly further away. In
fact, our performance at the end of the day is no better than random guessing. This
means that even though we nd our recognition performance to stabilize eventually,
underlying patterns are likely to keep changing for a long time.
Related to the timescales over which behaviour has not stabilized, there is evidence
of motor chunks, and thus behaviour, changing for a very long time (much longer
than our study ran for) in primates and humans alike[2]. As is also shown in[2], in
dierent stages of practice (novice, intermediate, experts), dierent types of correlations
(features) become more and less predictive of chunking structures, to point where
some features can lose all of their predictive value. This indicates that we will need
to incorporate such long-term behavioural changes into our classier, and be very
particular about training on- and weighting features as time goes by.
Interestingly, the poor performance in early stages of day 1 for strategy 1 can
mostly be explained by even poorer performance for YA when compared to the whole
group. Recognition performance for OA was relatively stable in strategy 1, compared
to the dramatic increase in YA. On the other hand, strategy 2 and 3 show similar
results between YA and OA. It is likely that OA will more quickly show acceptable
performance when the practice phase is short, where YA showed very low recognition
performance for a long time. This suggests that it is likely that validation studies that
mainly focus on one of these groups (YA or OA) will need to adjust their length to
take these major dierences into account.
Conclusion

In this paper we set out to better understand the eects of time and practice on behavioural biometric recognition performance. First, we presented a novel method of
analyzing existing (psychological) data sets in a biometric context. Second, we investigated the relationship between practice and biometric recognition performance. We
found that, as hypothesized, recognition performance eventually plateaus. However,
we also found that this plateau is hit only after a somewhat large amount of practice,
more than what most validation studies allow. Also, we found evidence that behaviour
patterns keep changing even after a recognition plateau is hit, which is in line with
what is known in motor sequence learning as well[2]. Third, we investigated the dierence between in recognition performance trends for young and older adults. We found
evidence that recognition performance develops dierently between young and older
adult groups. With sucient practice, this does not result in dierences in recognition
performance, but initial performance for young adults takes much longer to "plateau"
than for old adults.
We believe these results warrant some novel weak advisory warnings on the design
of validation studies. First, in order to avoid under-reporting performance of a behavioural biometric system, one should allow participants to practice untill they hit
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such a plateau stage. Second, training a classier on early samples without dropping
any of the earliest samples will result in unnecessarily rapid performance degradation,
which can easily be mitigated. Third, dierent participants of dierent age groups
will need dierent amounts of practice before we can say behavioural patterns have
stabilized enough, with older adults needing less practice than younger adults.
We believe re-analyses such as these of existing data sets provide insights of interest
to warrant further similar analyses. Also, based on [2], we suggest a deeper biometric feature-level study about how classiers learn which features are discriminative of
participants, and how the features that are used change. They might provide both
interesting insights into the theory between motor sequence learning, and help us to
build classiers that are more robust to changes due to practice.
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Abstract
Online Behavioural Advertising (OBA), the practice of showing advertisements
based on a person’s web browsing behaviour, has become a vital component of
the ad-supported web. The tracking of users’ browsing behaviour that is needed
for OBA, however, raises privacy concerns. We give an overview of the OBA
landscape, and describe which user information is collected, which techniques
are used to perform the collection, and how user information is shared between
companies. Moreover, we discuss the privacy concerns that are raised by current
OBA practices. After identifying privacy concerns, we describe a range of existing techniques to protect user privacy in online advertising. These techniques
are compared based on their feasibility in the current advertising ecosystem, including the potential utility they offer advertising companies and how well they
can be integrated with current trends in online behavioural advertising. Finally,
we identify open problems in the protection of user privacy in online advertising.

1

Introduction

Online advertising is a multi-billion dollar industry, forming one of the driving economic
factors behind free web services [5]. With a worldwide spend of $178 billion in 2016 [8],
advertising has become a pervasive phenomenon on the internet as we know it today,
allowing publishers to offer content to users free of charge. In the past few years,
however, an increasing number of people have chosen to prevent advertisements from
being shown on web pages they visit. An estimated 615 million devices use ad blocking
tools, which amounts to 11% of the global internet population, and the number is
expected to grow further [14].
The consequence of the increased use of ad blockers is that publishers suffer from a
significant decrease in revenue from the advertising space they offer. The worldwide loss
of ad revenue due to ad blocking was estimated to be $41.4 billion in 2016, which is 23%
of the total ad spend [15]. In an effort to address the economic impact of ad blocking,
some publishers now request users of ad blockers to allow ads on their websites, pay for
content that was previously free, or deny access to users of ad blockers altogether [2].
Such practices have sparked an arms race of technologies to block advertisements, and
to circumvent blockage. These developments are a threat to the business models of
many websites with freely available content. For a sustainable ad-supported internet
economy, it is necessary to address the objections users have to advertisements.
In a recent survey among users of a popular ad blocker, 32% of respondents indicated
that privacy concerns were among the reasons for using an ad blocker [2]. Similarly,
in a 2011 survey about privacy and advertising among United States residents, 94%
of respondents considered online privacy an important issue, and 70% of respondents
believed that online advertising networks and online advertisers should be responsible
for safeguarding an individual’s online privacy [20]. The practice of selecting advertisements based on users’ browsing behaviour, and the data collection required for such
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targeting, is one of the factors leading to privacy concerns [21]. Although advertisements tailored to users’ interests are recognized as being useful for both users and
publishers, users are reluctant to accept behaviourally targeted advertisements due to
a mistrust of advertising companies. Moreover, users experience a lack of control over
what information is collected about them [21].
In this paper, we give an overview of the OBA landscape, identify privacy concerns
raised by the practice of behavioural advertising, and describe existing tools to protect
user privacy in online advertising. Moreover, we identify open problems and future
research directions related to privacy protection in OBA. This paper is organized as
follows. In Section 2, we give an overview of the current trends in online advertising.
Section 3 describes the privacy issues raised by advertising practices, after which we
outline various protection measures in Section 4. Finally, we identify open problems
related to privacy in online advertising in Section 5

2

Online advertising landscape

The online advertising landscape has become a complex landscape of different entities
and mechanisms. In this section, we describe the Real-Time Bidding (RTB) mechanism,
the practice of Online Behavioural Advertising (OBA), and techniques used to collect
user information by tracking web browsing behaviour.

2.1

Real-time bidding

The current trend in online advertising is the RTB mechanism of buying and selling
advertisements [22]. RTB facilitates a real-time auction of advertising space, which
allows buyers to decide how much to bid per impression. This gives advertisers finegrained control over how they spend their advertising budget, as well as on which
pages and to whom their advertisements are shown. These auctions take place at an
ad exchange, which operates much like a stock exchange for ad impressions. The realtime nature of such auctions, in which bids must be placed in a fraction of a second,
requires the whole auction process to be carried out programmatically.
To manage the added complexity of RTB, other types of platforms emerged along
with ad exchanges. Such platforms include Demand-Side Platforms (DSPs), which bid
on individual impressions from multiple inventories for advertisers, and Supply-Side
Platforms (SSPs), which support publishers in optimizing advertising yield. Moreover,
the opportunity to target ads at individual users has led to the emergence of Data
Management Platforms (DMPs), which provide user data to DSPs and SSPs.
The interplay between the various parties in the online advertising ecosystem is
illustrated in Fig. 1. Prior to ad impressions, advertisers set up their campaign, including targeting criteria and campaign characteristics, with the DSP. When a single
ad impression is triggered by a user visiting a web page that includes an ad slot, the
user’s web browser is instructed to contact the SSP to request an advertisement. The
SSP forwards the ad request to the ad exchange, along with user data collected by the
SSP. The ad exchange then sends a bid request to all connected bidders (DSPs), each
of which may contact DMPs to retrieve additional information about the user. Each
DSP decides how much to bid on behalf of its advertisers and responds to the ad exchange with the bid value and the associated advertisement. After collecting responses
from bidders, the ad exchange chooses the winning bid and sends a win notice back to
the winner. The ad exchange then sends the advertisement of the winning bidder to
the SSP, which forwards it to the user. Finally, the advertisement is displayed in the
user’s browser. If the ad is clicked, the user’s browser contacts the advertiser, and the
advertiser records the ad click.
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Figure 1: Overview of the online advertising ecosystem.

2.2

Online behavioural advertising

The RTB ecosystem allows advertisers to target advertisements at individual users based
on previously exhibited behaviour, such as visited webpages and clicked advertisements.
This practice of showing the most relevant advertisement for a viewer based on their
browsing behaviour is known as Online Behavioural Advertising (OBA). OBA has been
shown to greatly improve click-through rates of advertisements, allowing for highly
effective targeting of advertisements at specific consumer groups or even individual
consumers [23]. Users see advertisements that are more relevant to their interests,
and may help them discover a product or service they need. Advertisers, on the other
hand, benefit from accurately targeted advertisements because they are more likely
to reach the desired audience, and thus increase the expected return on investment
of the advertising budget. Finally, publishers benefit from an increased value of the
advertising space they offer, allowing for the continuation of the ‘free content’ business
models that internet users have become accustomed to.
OBA requires information about both the user and the visited webpage to be passed
along a number of parties. Typically, a webpage includes a piece of code that causes
the user’s web browser to contact an SSP. The SSP then identifies the user, and sends
information about the user to the ad exchange. The ad exchange, in turn, sends this
user information, along with information about the webpage and publisher, to all DSPs
participating in the auction. Each of these DSPs may have its own information about
the user, and may contact one or more DMPs to obtain additional user information.
The gathered information is then used to predict the response of the user to specific
advertisements, which in turn is used to place a bid on the ad impression.

2.3

User tracking

To track the web browsing behaviour of users across the web, companies within the
advertising ecosystem use a variety of techniques. Most of these techniques require collaboration between the tracker and the publisher, typically in the form of the publisher
including some content to be loaded from the tracker’s servers on their web pages. By
collaborating with many publishers, trackers can gain an increasingly complete view of
web page visits across the web.
The most well-known tracking method uses HTTP cookies that store unique user
identifiers associated with the domain of a tracker. Typically, trackers instruct publishers to include on their pages a small, 1 × 1 pixel transparent image that is loaded from
the tracker’s domain. When such a pixel is loaded, the third-party cookie associated
with the tracker’s domain is sent with the request, along with an HTTP referrer header
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containing the URL of the web page on which the pixel was included. This mechanism
allows the tracker to log visits to all pages on which its pixels are included.
Browser cookies can be easily removed by users, however. Therefore, some trackers
have adopted resilient tracking techniques to circumvent users’ tracking preferences,
such as evercookies or fingerprinting. Evercookies refer to combinations of different
browser storage vectors such as Flash cookies, browser cache, and HTML local browser
storage, which are used to recreate deleted HTTP cookies. Browser fingerprinting refers
to tracking techniques which do not rely on local browser storage to persist an identifier,
but identify users based on unique combinations of browser and device characteristics.
These techniques typically rely on inclusion of JavaScript from the tracker, which
reports back to the tracker’s servers with a user identifier and the visited web page.
Both evercookies and fingerprinting are used in practice, and combinations of tracking
techniques are used to increase the resilience against countermeasures [1].

3

Privacy violations in behavioural advertising

The nature of the data that is used for OBA, as well as the exchange of such data
between a large number of parties, raises privacy concerns. Dozens of third party
advertising companies track users across the web to keep track of the web pages visited
by users, which products they purchase, users’ location, which devices and software
they use, and more [6]. Such information about user activity is widely shared between
companies, often without users’ knowledge or consent [13].
Behavioural targeting primarily relies on a user’s web browsing history to estimate
the probability of a user clicking on an advertisement. Such browsing histories include visited web pages, but also search queries and previously clicked advertisements.
The browsing history is rarely the only input for the estimation, however. Apart
from characteristics of the current page, additional information about the user is gathered to improve the accuracy of the estimation. Such information commonly includes
the user’s location, (partial) IP address, and user agent, which describes the specific
browser and operating system used. When possible, this may be further augmented
with demographics, such as age and gender, and a history of online purchases.
There are a number of issues with widespread collection and sharing of user data.
Firstly, the nature of the data that is collected is highly sensitive. Pages visited by
a user can indicate location, interests, purchases, sexual orientation, financial challenges, medical conditions, and more.Moreover, web browsing histories are analysed at
large scale to find patterns of activity, which allows even more inferences about users’
interests. While these inferences are made to serve advertisements tailored to users’
interests, knowledge of people’s behaviour and interests, possibly including political,
financial, or medical information, leaves opportunity for abuse.
The possibility of abuse is further increased by the shape of the advertising landscape. User information is not securely stored at a single party, but is widely shared
amongst parties. Advertising companies normally have access only to partial web
browsing histories, as each company relies on the cooperation of publishers to allow
tracking on their web pages. Using a technique called cookie matching, however, parts
of these histories are leaked to other companies. Cookie matching is a widespread
practice that allows ad exchanges, DSPs and other parties to synchronize unique user
identifiers and share data [13]. Users are given little insight and control over which data
is collected about them and which parties have access to this data. Due to information
leakage via cookie matching, and the exchange of personal data via DMPs, user data is
spread to a large number of third parties.
Browsing histories not only contain sensitive personal information, they are also
tightly linked to users’ identities. Olejnik et al. [12] found that a vast majority of
internet users had unique browsing histories, and that these unique histories could
be used as fingerprints of users. With a small number of observed web page visits,
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users could be identified based on their browsing fingerprint. Moreover, even indirect
observations about user history, such as interest categories inferred by some advertisers,
were sufficient to uniquely identify a large number of users [12]. It is therefore possible
to link distinct browsing sessions to the same user, implying that some countermeasures
against tracking, such as private browsing modes offered by most web browsers, may
not be effective at protecting users.
Possible attackers are not limited to companies within the advertising ecosystem;
adversaries acting as advertisers or monitoring users can also abuse behavioural advertising to learn sensitive information about users. Korolova [7] shows that precise
targeting mechanisms and reporting options offered by Facebook can be abused by an
advertiser to infer private attributes of user profiles. Their attack shows that information that should not be visible to advertisers can be leaked using precise targeting,
undermining the trust people may have in Facebook to hide private information from
third parties.

4

Protection measures

The privacy risks posed by tracking and profiling practices in online advertising have
led to the development of a variety of tools to protect the privacy of users [6]. Some
tools aim to be compatible with the current economic model of ad-supported websites,
whereas others offer methods to block online advertisements altogether. This section
gives an overview of existing tools aimed at privacy protection in online advertising,
describes the underlying techniques, and evaluates the potential utility the tools offer
advertising companies in the current OBA landscape.
Tracker blocking A widely used approach to protect privacy in online advertising
is to use client-side tools that block requests to tracking parties [10]. Such blocking
tools operate on the user’s machine, without requiring any cooperation from tracking
parties or website operators. Some blocking tools aim to prevent advertisements from
being shown altogether, whereas others focus primarily on blocking trackers.
While tracker blocking gives users some control over which trackers are contacted
by their browser and which advertisements they see, tracker blockers generally fail to
completely block tracking. Moreover, blocking network requests breaks some websites,
particularly when using heuristic detection techniques [10]. Finally, ad blockers and
tracker blockers severely limit the advertising revenue for publishers, thus endangering
the business model of many websites [6].
Obfuscation and anonymization An approach to hide user interests from trackers
without blocking content is to add noise to the collected data, a technique known as
obfuscation [4]. Obfuscation has been used to make tracking a user more difficult
by randomizing browser attributes, which protects against browser fingerprinting by
making sessions unlinkable [11]. Moreover, an attempt has been made to obfuscate
user interest profiles generated by Google by inserting dummy traffic. However, the
effect of obfuscation was overshadowed by a high variance of user profiles over time [4].
While randomization of web browser characteristics or user interests is likely to have
a somewhat higher utility to publishers than completely blocking advertisements, such
obfuscation techniques do not allow any behavioural targeting. Papaodyssefs et al. [16]
therefore use k-anonymity to ensure that browsing histories are not uniquely identifiable, yet contain useful behavioural information. The anonymization is performed by
only passing browsing events to the tracker if they do not make the browsing signature
of the user distinguishable from at least k −1 other users. If a browsing event threatens
to make a user’s browsing history too dissimilar from other browsing histories, one of
two intervention policies is applied: either the tracking cookie is dropped, or the user’s
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browsing history is obfuscated with web pages that increase the similarity with other
browsing histories. The proposed architecture, however, relies on a proxy that has
access to the browsing histories of all users. The privacy problem is thus shifted from
one tracking party to another.
These obfuscation-based approaches have been shown to have some effect on user
profiles in practice, but neither the effect on user privacy nor the impact on advertising utility is thoroughly analysed. Obfuscation attempts in similar domains have
been shown to be unsuccessful at protecting user privacy, e. g. in web search [17].
Furthermore, feedback from users with obfuscated profiles, in the form of e. g. clicks
on advertisers, may lead to a decrease in targeting performance for all other users if
user profiles contain false interests.
Local profiling Many of the proposed solutions to enhance the privacy of OBA
keep user profiles on the user’s own machine. Local profiling techniques construct
a user profile, typically consisting of interest keywords, from a user’s web browsing
behaviour. These profiles are then made available to advertising companies in a privacypreserving way. Advertising companies thus no longer have access to detailed web
browsing histories, which reduces the amount of information leaking to third parties.
In Adnostic [19], both profiling and targeting are performed within the user’s web
browser. When a user visits a web page, an ad network sends back a list of multiple
ads based on the page content. Adnostic then selects the most relevant advertisement
from the downloaded list by comparing topic tags of the advertisement with the local
user profile. A major drawback of Adnostic is that it does not hide the user’s web
browsing behaviour from the advertising network. Furthermore, only a small set of advertisements is downloaded, and this set is selected without any behavioural targeting.
While local user profiling can be used to alleviate many of the privacy concerns
in OBA, its adoption in existing solutions is subject to some pitfalls. All solutions
described here assume an online advertising model where a central party is responsible for selecting which advertisement to show to a user. This selection is based on a
combination of interest keywords and targeting keywords submitted by advertisers. In
the current RTB model, however, advertisement selection involves many different bidders and ad selection models trained on massive amounts of user data. Generalization
through local user profiling is thus expected to result in worse personalization performance than current advertisement selection algorithms [6]. Moreover, as described in
Section 3, even generic interest keywords are sensitive information and can be used to
uniquely identify web users.
Cryptographic approaches Cryptographic constructions have been used to address two privacy problems in online advertising: retrieving ads from a server without
disclosing which ad was viewed, and privately reporting aggregate ad click statistics.
ObliviAd [3] uses secure hardware to protect user privacy. To request an ad, a user
sends a locally generated profile containing interest keywords to an ad broker, who is
responsible for selecting and serving ads. The broker uses a Secure Coprocessor (SC) to
match profile keywords to ad keywords, which ensures that no profile information can
be learned by the broker and additionally allows remote verification of the program
running on the SC. The SC retrieves ads from an encrypted storage using an Oblivious
RAM (ORAM) scheme proposed by Shi et al. [18], which protects the access pattern
of the SC on the ad storage. To privately report ad clicks, ObliviAd uses electronic
tokens which are encrypted and signed by the SC. Tokens of different users are mixed
on the SC before being published, which hides the link between users and clicks from
the broker. However, hardware-based solutions seem infeasible without increasing the
cost beyond the point of profitability. Moreover, the current RTB model involves many
parties in advertisement selection, and uses models for ad selection that are more complex than keyword matching. Finally, companies may not be willing to disclose which
algorithms they use for ad selection due to competition among advertising platforms.
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Adnostic [19] uses a voting system based on additively homomorphic encryption to
privately report ad clicks. Additively homomorphic encryption schemes allow anyone
with access to a public key pk and ciphertexts Epk (m1 ) and Epk (m2 ) to create the
ciphertext Epk (m1 +m2 ). Such schemes allow individual encrypted ‘votes’ or ad clicks to
be aggregated by a trusted party before being decrypted to reveal aggregate statistics.
Voting schemes as suggested in Adnostic, however, are based on downloading a set of
advertisements in advance, making the schemes unsuitable for real-time targeting.
Privacy of selected advertisements While much of the research on privacy in
online advertising focuses on sensitive information being exposed to advertising companies, behavioural targeting can reveal interests to other parties as well. To protect
against microtargeting attacks as described by Korolova [7] (see Section 3 for a description of the attack), Lindell and Omri [9] propose a differentially private mechanism for
releasing campaign statistics. Differential privacy requires that a change of a single database entry changes the distribution of responses given by the database only
slightly, which is achieved by adding randomized noise to the output of queries for campaign statistics such as impressions. The added noise ensures that an attacker cannot
determine if a specific impression occurred. However, advertisers might be hesitant
to accept being charged based on noisy campaign statistics, and many ad selection
systems use click feedback to optimize campaigns. Moreover, an attacker can make
accurate inferences by averaging a sufficiently large number of campaign statistics [7].

5

Discussion and future work

While several approaches to enhance the privacy of OBA have been suggested, none
of the existing solutions can achieve user privacy in the current RTB model without
harming the economic benefits of OBA. Previous work limits the available targeting
information, underestimates the complexity of the advertising landscape and ad selection models, or precludes learning preference patterns from individual responses. Future research directions are to explore potential privacy violations in online advertising
mechanisms, and to create protection tools that harmonize the economic significance
of OBA with users’ expectation of privacy in the complex advertising landscape.
To alleviate privacy concerns within the current RTB model, numerous challenges
need to be overcome. Where most previous work assumes a single entity to perform
ad selection, the RTB model requires many different entities to perform part of the
ad selection by placing bids. This distributed ad selection requires the dissemination
of user information to a multitude of parties, which becomes even more challenging
to do privately if parties wish to exchange data. Moreover, bidders with a small set
of similar campaigns may expose users to homogeneity attacks. If a bidder with a
portfolio consisting entirely of campaigns for loans wins an auction, they can infer
that the user may have an interest in loans. Finally, bidders typically require user
feedback, such as clicks on ads, to improve their targeting models. In previous work,
such feedback is aggregated or mixed to obtain global click-through rates, but modern
ad selection models use individual responses as training data. It is thus necessary to
privately report such individual responses.
In this paper, we identified privacy concerns raised by the practice of OBA and
discussed existing tools to improve user privacy. The ad blocking arms race makes
it evident that, in order to maintain the ad-supported web as we know it today, the
privacy concerns of users must be addressed while maintaining the profitability of online
advertising. While each of the discussed approaches addresses a relevant problem, the
challenges associated with the current RTB model cannot be solved with existing tools.
In future work, the identified challenges must thus be overcome, such that the vast
amount of information available on the internet can remain freely accessible.
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Abstract

Deep learning for biometrics has increasingly gained attention over the last years.
The expansion of computational power and the increasing dataset sizes, increased
verification performances. However, large datasets are not available for every application. We introduce Deep Verification Learning, to reduce network complexity and train on smaller datasets. Deep Verification Learning takes two images
to be verified at the input of a network, and trains directly towards a verification
score. We applied Deep Verification Learning on the face verification task, also
it could be extended to other biometric modalities.

1

Introduction

Deep learning face recognition has been extensively studied during the last years and
has obtained impressive results [1, 2, 3, 4]. The increasing availability of computational
power and training data allows for the training of deeper networks. We introduce Deep
Verification Learning to reduce the network complexity and enable training on smaller
datasets (see Figure 1). Most of the state-of-the-art deep learning face recognition
systems use convolutional networks. For face verification, commonly a framework based
on multi-class classification is used [4] (see Figure 2). We define this type of learning as
‘Identification Learning’. One of the challenges in deep learning face recognition is data
bias [4]. The availability of training data is limited for applications that do not utilize
public web images (see Table 1). For those applications it is interesting to investigate
less complex deep learning architectures. We propose a Deep Verification Learning
system, directly trained for a verification score (see Section 3). We applied Deep
Verification Learning on the task of face recognition and it could be extended towards
other biometric modalities. Deep Verification Learning offers several advantages over
Identification Learning. Training a network in pairs enables the creation of extra
training samples. Providing two images as input of the network enables it to learn face
similarities and differences directly at the first layers. Training towards a verification
score instead of multi-class classification reduces the number of network parameters
drastically. Given these advantages, we hypothesize that our network can train more
effectively on small datasets.
We investigate the ability of Deep Verification Learning by comparing Deep Verification Learning with Identification Learning (see Section 4). We explore the benefits
of increasing the dataset size in a controlled manner. The research questions addressed
in this paper are:

ConvNet

Verification
score

Figure 1: Deep Verification Learning. Two images are presented as input of the network and the system is directly trained towards a verification score. Face images are
preprocessed images from the FRGC dataset [5].
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Figure 2: Identification Learning convolutional network. Left: Training for multi-class
classification. Right: Two networks are replicated in verification setting. The networks
have the same fixed weights W . A new top-layer is trained.
Dataset
LFW [6]
CelebFaces+ [7]
CASIA-WebFace [8]
MS-Celeb-1M [9]
Social Face Classification [1]
Google [3]
Megvii Face Classification [4]
FRGC [5]

#Images
13,233
202,599
494,414
10M
4.4M
100-200M
5M
39,328

#Subjects
5,749
10,177
10,575
100K
4,030
8M
20K
568

Access
Public
Public
Public
Public
Private
Private
Private
Public

Source
Celebrity search
Celebrity search
Celebrity search
Celebrity search
Facebook
Undefined
Celebrity search
Photo sessions

Table 1: Datasets used for training deep learning face recognition networks and their
characteristics.
1. Can Deep Verification Learning result in similar or better face verification performance then Identification Learning?
2. What is the effect of the number of images in a dataset on the face verification
performance of both Deep Verification Learning and Identification Learning?
Related background is described in Section 2. We explain Deep Verification Learning in Section 3, followed by our experiments. Finally we present our conclusions.

2

Related Work

Deep learning face verification systems commonly use a framework based on multi-class
classification [4]. The networks are trained for subject identification. The identification
layer is removed and a feature vector remains. A similarity measure is added for
verification (see Figure 2). Different types of top layers can be used. Examples of
untrained methods are the inner product between two normalized feature vectors [1]
or the L2 norm [4]. Possible trained methods are the weighted-χ2 distance, Joint
Bayesian [10], and a new-trained neural network [10]. Most of the traditional and deep
learning topologies extract the features of two faces separately. Verification signals can
enhance training. DeepID2 [11] combines verification and identification signals into a
joint cost function. FaceNet [3] uses a triplet loss function, which separates genuine
pairs from impostors. Most architectures use the output of a non-final layer as feature
vector for verification. Deep Verification Learning trains directly towards a verification
score, instead of using an intermediate representation. The datasets used for training
these deep networks are commonly large (see Table 1). The trained networks do not
generalize well to new applications [4]. In case of controlled applications, only small
datasets are available. Deep Verification Learning reduces the number of parameters
significantly: for a dataset of N subjects, the last layer of an Identification Learning
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Figure 3: System architecture of the hybrid ConvNet-RBM model, proposed by Sun
et al.. Image from [12].
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Figure 4: Deep Verification Learning network. At the input two grayscale images are
presented. The network is directly trained towards a verification score. Topology based
on [12].
network is an N -way softmax-layer. With K the length of the second last layer, K · N
parameters need to be trained. For Deep Verification Learning this number is only
2 · K parameters.
Sun et al. [12] proposed a similar verification learning architecture (see Figure
3). They train networks for twelve different face regions, each containing five different
convolutional networks and average the output of eight different input modi. On top
of these networks they train a classification RBM. They train on a large dataset. Our
aim is to design a less complex network that can train on smaller datasets. Therefore
we propose a simplified version of the architecture proposed by Sun et al., containing
a basis of their proposed network.

3

Deep Verification Learning

We introduce a Deep Verification Learning network, based on the architecture proposed
by Sun et al. [12]. The network trains directly trained towards a verification score
(see Figure 4). Max-pooling layers and the ReLU activation function are used. Two
grayscale images (31x39) are presented as input of the network, each in a separate
channel. The output layer is a 2-way softmax layer, predicting a verification score.
Using grayscale images reduces the number of trainable parameters and does not reduce
face recognition performance [13]. The number of parameters in the network, excluding
the final softmax-layer, is 13,612. The softmax-layer adds 160 parameters. In the
case of Indentification Learning, the final softmax-layer adds 80 · N parameters, which
increases the trainable parameters in the network immensely.

99

Convolutional
layer 1
Input layer

Max-pooling
layer 1

28x36x20

14x18x20

28

31x39

14

36

18
2x2
20

20
Filter 4x4

Convolutional Max-pooling
Convolutional
layer 2
layer 2
Max-pooling
layer 3
Convolutional Fullylayer 3
layer 4 connected
12x16x40
6x8x40
4x6x60
layer Softmax
2x3x60
12
layer
6
1x2x80
4
2
1
.
.
.
.
6
8
16
3
2
.
.
2x2
.
.
2x2
80
60
60
40
Filter 2x2x60
40
N
80
Filter 3x3x40
Filter 3x3x20

Figure 5: Training the convolutional network for multi-class classification. A N-way
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Figure 6: Identification Learned convolutional network for face verification. The feature
vectors of both images are taken as input for a two-way softmax-top-layer.

4
4.1

Experiments
Experiment setup

The architectures of both systems to be compared are identical, except for the input
and output layer. The Deep Verification Learning network is discussed in Section 3.
The Identification Learned network is trained for classification (see Figure 5). After
training, the classification layer is removed and a feature vector is obtained. Two
feature vectors of the images to be compared are normalized to zero mean and unit
variance and taken as input for a new-trained two-way softmax-layer. With xA and xB
referring to normalized feature vectors, the input for the softmax-layer is |xA − xB | (see
Figure 6). Normalized input vectors resulted in higher verification performances in our
experiments, probably because the ReLU expects the input data to be zero centered.
The networks are trained using SGD and a mini-batch size of 32 and learning rate
of 0.005. Before every epoch, the training samples are shuffled. The cost function is
the negative log-likelihood and normalized to the number of samples in target class
t, to compensate for an unbalanced dataset. Xavier initialization [14] is used. Early
stopping is applied, to prevent the networks from overfitting. A validation set is created with pairs of face images. The Identification Learning validation set contains
single face images from the N training classes. During an epoch, the validation cost
is evaluated after ten mini-batches. The parameters resulting in the lowest validation
cost are saved as ‘best’. When training does not improve the validation cost, training
is stopped and the saved ‘best’ are taken as final model. For Identification Learning
the rank-1 recognition score is used for early stopping.
The first experiment is performed using the controlled images of the FRGC dataset
[5], which contains 24,614 controlled images, from 568 subjects. The second and third
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experiment use a combination of twelve different public datasets, merged and used by
Zeng et al [15], containing 438,319 images of 13,671 subjects. Training and validation
is split 50-50 on subjects. The validation set is used for both the model evaluation and
in the early stopping algorithm. This adds a bias to the results in deciding when the
network start to overfit. The validation set is not used for updating the parameters itself
and thus the learned features. For a particular training set and network combination
we expect that the network starts overfitting around the same number of training
iterations when tests are repeated. Therefore we expect the bias to be small and to
have no influence on the comparison.
The input images are converted to grayscale values and registered on the eyes, using
annotated coordinates. The images are cropped to a fixed box around the eyes’ and
scaled to a fixed size of 31x39 pixels. Thereafter the images are histogram equalized
and converted to have zero mean. Data augmentation is applied in the training set, by
adding all possible modi (horizontal flipped and different order).

4.2

Performance comparison

The two architectures are compared on their verification performance using the controlled images of the FRGC dataset. The subjects are randomly split in training and
validation sets (284 subjects each). Training set contains 32,136 pairs from 11,920
images. Identification validation set contains 1,192 images and verification validation
set 10,000 pairs from 12,694 images. The training set contains genuine pairs for every
subject, with a maximum of 66 pairs per subject. In the validation set the genuine
pairs are equally distributed. The initialization and training of both networks is repeated five times. The ROC curves of all ten tests are shown in Figure 7. Identification
Learning networks show a higher variance in performance. The variance in the Area
Under Curve (AUC) is 1.4 × 10−6 and 3.0 × 10−8 , respectively. We re-training the
top layer for a fixed network five times, to explore the cause of this variance. The
results are shown in Figure 8 and the variance in the AUC is 3.0 × 10−9 . We conclude
that the variance in performance is created when training the network for multi-class
classification.
The performance of Identification Learning is highly dependent on the multi-class
classification training, which we expect is caused by the high number of parameters.
The Deep Verification Learning model has only 13,772 parameters to train, as opposed
to the 36,316 parameters of the Identification Learning network. With a dataset of only
10,728 training images, it is likely that the multi-class classification network overfits.
Deep Verification Learning performs substantially better than Identification Learning
in our experiments. However, some remarks have to be made. Only one type of
newly-trained top layer for Identification Learning is evaluated. The dataset used for
testing has its limitations. The number of images is low compared to the number of
parameters in the networks, especially in the case of Identification Learning this can
lead to overfitting. Further experiments should be done on datasets with a higher
variety.

4.3

Dataset configuration comparison

Increasing the amount of training data typically improves the performance. Datasets
could be expanded by adding more subjects to a dataset and/or by adding more images
per subject. We attempt to evaluate the effect of both aspects separately. The validation set is kept the same in every test, containing 20,000 pairs from 221,562 images
of 6,835 subjects. The networks are trained on the datasets specified in Table 2 and
tests are repeated three times. The Area Under Curve values of these tests are shown
in Figures 9 & 10. Contrary to the expected increase in performance, the performance
in fact declines, which we expect is caused by the network strongly overfitting on the
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Figure 7: ROC curves for the
five Deep Verification Learned networks (black) and the five Identification Learned networks (gray) on
the FRGC controlled dataset.
#Subjects
211
211
211
211
#Subjects
211
422
844
1688

Figure 8: ROC curves for the five
re-trained top layers with the same
fixed convolutional network.

Increasing number of images per subject
#Images per subject #Images total #Gen. pairs per subject
20
4,220
190
40
8,440
780
80
16,880
3,160
160
33,760
12,720
Increasing number of subjects
#Images per subject #Images total #Gen. pairs per subject
20
4,220
190
20
8,440
190
20
16,880
190
20
33,760
190

#Training pairs
80,180
329,160
1,333,520
5,367,840
#Training pairs
80,180
160,360
320,720
641,440

Table 2: Dataset details for testing with increasing number of images per subject,
increasing number of subjects in the dataset, and the validation set.

Figure 9: Area Under Curve values
for the Deep Verification Learned
networks (x) and the Identification
Learned networks (o), for different
number of images per subjects in
the dataset.

Figure 10: Area Under Curve
values for the Deep Verification
Learned networks (x) and the
Identification Learned networks
(o), for different number of subjects in the dataset.
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Test
80 Images per subject
160 Images per subject
844 subjects
1688 subjects

Imp. different datasets
0.729
0.469
0.542
0.514
0.899
0.898
0.897
0.899

0.693
0.684
0.902
0.897

Imp. same datasets
0.719
0.735
0.718
0.898
0.900
0.904

Table 3: AUC values for Deep Verification Learning network for different imposter pair
construction in the trainingset. Imposters are formed within all the possible datasets
(left) or imposter pair forming is restricted to subjects within the same dataset (right).
training data. The Deep Verification Learning performance is more affected by this
than Identification Learning is. Only subjects with 160 images or more are used in the
training set, creating a bias. It turned out subjects from only two datasets, met this
requirement and were sampled into the training set. This causes overfitting to these
types of data. We recommend repeating these experiments on a larger homogeneous
dataset.
Another remarkable result is found when increasing the number of subjects in the
training set. For Deep Verification Learning the performance declines when too many
subjects are added, which may be caused by the way the network learns. When training
in pairs it is possible to learn to compare type of images instead of recognizing faces;
different type of images are unlikely to form a genuine pair. This could cause overfitting
to the type of images represented in the training set. To investigate this hypothesis,
with the imposter pairs only formed within a dataset. We found a small increase in
performance (see Table 3), but not sufficient enough to draw conclusions. Therefore
more experiments should be performed.

5

Conclusions & Recommendations

We introduced Deep Verification Learning and applied it to face verification. We compared Deep Verification Learning with a network trained for multi-class classification
on the FRGC dataset and evaluated the effect of different dataset-sizes on verification
performance. We found a notable improvement when Deep Verification Learning is
used instead of Identification Learning. Increasing the dataset-sizes does not improve
the verification performances as expected. Care must be taken in training set selection,
to prevent the networks from overfitting.
Despite the promising results, more extensive experiments should be performed,
with a separate validation set for the early stopping algorithm. We recommend the
use of cross-validation and more different types of datasets. The network should be
compared to state-of-the-art face recognition systems. The tests regarding the influence
of different dataset sizes, should be performed in a way that dataset bias is not possible.
The learning process is important for the final network performance. More insight
into the current working of the network should be obtained. We concentrated on the
simplicity of our network and advise to investigate advanced techniques that are found
to enhance performance and learning. Effort should be made to obtain a training set
with the same type of images as is used in the final application. The optimal number
of images per subject and number of genuine/imposter pairs compared to the number
of subjects in the dataset should be found. Data augmentation could be extended to
increase the dataset size.
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Abstract
Speech enhancement is a field in audio signal processing where the goal is to
improve the quality and/or intelligibility of a speech signal corrupted by noise.
Typical applications include speech communication, speech recognition, hearing
aids, etc. Algorithms making use of microphone arrays exploit spatial diversity
to increase the performance of single-microphone algorithms [1].
However, since the number of microphones that a single device can carry
is typically limited, one solution is to use multiple nodes equipped with both a
microphone array and a wireless communications module to form a system known
as wireless acoustic sensor network (WASN) [2]. This results in a higher spatial
diversity and increased probability to have microphones close to the desired sound
sources, which means having access to high signal-to-noise ratio (SNR) signals.
Such a system comes with technical challenges of its own, in particular energy
efficiency is crucial as nodes are usually powered by batteries. Since wireless
communication is usually more expensive than data processing [3], it is essential
to reduce the data exchange.
In this paper we show how adaptive quantization can be applied to the multichannel Wiener filter [4] for speech enhancement in a WASN. Adaptive quantization aims to assign, for each microphone in the network, the optimal number of
bits used to encode its samples depending on the usefulness of its signal for the
enhancement task. This helps to reduce the energy consumption of the nodes
since nodes with less important signals need to transmit fewer bits. Our adaptive quantization scheme is based on a metric called impact of the quantization
noise, which quantifies the increase in minimum mean squared error (MMSE)
for a linear estimator when quantization noise is added in an arbitrary channel
and the estimator is reoptimized. This metric was shown to generalize the utility
metric, which quantifies the increase in MMSE when a signal is removed from the
estimation and the estimator is reoptimized [5], and used for a greedy adaptive
quantization scheme in [6].
Our contribution is twofold, first we consider the MMSE as a function of the
power of the noise added to each signal, and we show that the impact metric has
two asymptotic cases, the utility [5] when the noise power tends to infinity and
the gradient when the noise power is infinitesimally small. Second, we illustrate
how the impact metric can be used to perform adaptive quantization in a speech
enhancement task using real recorded data and the effect on the total bandwidth
of the network.
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AUTOREGRESSIVE MOVING AVERAGE
GRAPH FILTERS
A STABLE DISTRIBUTED IMPLEMENTATION
Elvin Isufi, Andreas Loukas and Geert Leus

We present a novel implementation strategy for distributed autoregressive moving average (ARMA) graph filters.
Differently from the state of the art implementation, the proposed approach has the following benefits: (i) the designed
filter coefficients come with stability guarantees, (ii) the linear convergence time can now be controlled by the filter
coefficients, and (iii) the stable filter coefficients that approximate a desired frequency response are optimal in a least
squares sense. Numerical results show that the proposed implementation outperforms the state of the art distributed
infinite impulse response (IIR) graph filters. Further, even at fixed distributed costs, compared with the popular finite
impulse response filters (FIR), at high orders our method achieves tighter low-pass responses, suggesting that it should
be preferable in accuracy-demanding applications.
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Abstract
In this paper the problem of quantising PAM (and QAM) modulated signals is
investigated. Whether the cut-off rate can be used as an optimisation criterion
is a point of study. For fading channels also the quantisation of channel state
information is analyzed. An introduction to quantising helper information in
cooperative communication schemes is provided.

1

Introduction

Efficient quantisation of input signals in receivers is for several reasons important. Main
objective in the search for an optimum quantiser scheme was often to have an efficient
Viterbi decoder implementation. The more bits needed to represent the soft-decision
information, the more bits that are needed for branch and path metrics. A larger bitwidth of branch metrics complicates a fast implementation of the Add-Compare-Select
recursion.
Next to decoder complexity, also the complexity and power consumption of Analogto-Digital converters (ADC) can be a concern. Complexity and power consumption
scale with the resolution of the ADC. Also (de-)interleaving memories scale linear with
the bitwidth of the input samples.
The quantisation efficiency is reflected in the trade-off between receiver performance
and receiver complexity. The more bits that are used for quantising the input samples,
the larger the receiver complexity and the higher the receiver performance.
Quantisation of BPSK/QPSK modulated signals on AWGN and Rayleigh fading
channels for use in Viterbi decoders is a well studied topic. The cut-off rate turned out
to be a valuable criterion to optimise the number of bits needed to represent the signal
versus the decoder performance [1].
Although semiconductor integration technology has advanced a lot, one is still
concerned about large memories for stand-alone receivers and bandwidth usage between
cooperative receivers. Current communication standards require huge (de-)interleaver
memories. E.g.
 OFDM with frequency interleaving (ISDB-T, DVB-T/T2)
 Bit Interleaved Coded Modulation (IEEE802.11, DVB-C2)
 Hybrid Automatic repeat Request (HSDPA)
Whether the cut-off rate is an sensible criterion to optimise quantisation schemes
for PAM signals is studied in this paper. This is done both for AWGN and Rayleigh
fading channels.
In Section 2, the quantisation of PAM signals on AWGN channels is discussed.
On Rayleigh fading channels, next to the quantisation of the input samples also the
Channel State Information (CSI) has to be quantised. This is studied in Section 3.
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Quantising of PAM signals in a distributed diversity scheme is not necessarily the same
problem as quantising for own use. In Section 4, an introduction to low-rate helper
information in a cooperative communication scheme is provided. Finally, in Section 5
some conclusions and suggestions for further research are provided.

2

PAM signals on AWGN channels

In case of BPSK/QPSK modulation, the Bit Error Rate (BER) performance of FEC
decoders with soft-decision input information can be upperbounded with Union Bound
techniques. The Bhattacharyya distance relates Union Bound and cut-off rate such
that optimising cut-off rate results in the tightest upperbound. However, for multilevel
modulation (PAM/QAM), such a relation between Union Bound and cut-off rate is
not known by the author. This motivates the investigation whether cut-off rate is a
good criterion to optimise quantisation schemes for PAM and QAM modulated signals.
We assume QAM constellations with bit-mappings that allow independent quantisation and demodulation of the in-phase and quadrature-phase components, i.e. as 2
orthogonal PAM signals.

2.1

Cut-off rate for unquantised and quantised PAM signals

√
For PAM-M signals with amplitude levels µj ∈ ± El {1, 3, . . . , M − 1}, the relation
s
between the level energy El and the average symbol energy Es is given by : El = M3E
2 −1 .
The cut-off rate in case of uniform channel inputs (equally likely PAM symbols) and
unquantised channel outputs is equal to :
M
−1
3(M −m)2 Es
X
1
−
= − log2 2 M + 2
me (M 2 −1)N0
M
m=1

"

R0,∞

#

(1)

When the channel outputs are quantised into Q levels, one ends up with an M -ary
input and Q-ary output channel with transition probabilities P (i|j) (the probability
that the received signal is quantised into interval i given that an input symbol j is
transmitted). The cut-off rate for this M -ary input and Q-ary output channel is equal
to :

2
−1 q
X M
X
1 Q−1

R0,Q = − log2 2
P (i|j)
(2)
M i=0 j=0
Also in this expression it is assumed that the M -ary PAM symbols are equally likely.
The value of the transition probabilities P (i|j) are determined by the Signal-to-Noise
Ratio and by the applied quantisation scheme. For a Q-ary quantiser, the input signal
is compared with Q − 1 thresholds. For ease of analysis it is assumed that these
thresholds are equally spaced and are symmetric around zero.

2.2

PAM-4 and PAM-8 quantisation

Let’s start with the simplest non-trivial PAM modulation: PAM-4. It is assumed that
the PAM-4 signal is modulated into amplitude levels -3, -1, +1 and +3 (i.e. El = 1).
The first experiment is critical quantised PAM-4, i.e. the received signal is quantised
into Q = 4 levels. Symmetric quantiser thresholds at −∆T, 0 and ∆T are chosen and
∆T is optimised such that the cut-off rate R0,Q is maximal. In Figure 1 the results of
the optimisation are shown. Both the optimal threshold spacing and the realised cutoff rate are shown as function of the SNR. Surprisingly, the optimal quantiser spacing
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Optimal uniform quantizer spacing 4-PAM (Q=4, 8, 16, 32, 64)
3
dT, Q=4
dT, Q=8
dT, Q=16
dT, Q=32
dT, Q=64
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R0, Q=4
R0, Q=8
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R0, Q=32
R0, Q=64
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Figure 1: Optimum threshold spacing and cut-off rates for PAM-4
is not equal to 2 for all SNR. For low Es /N0 a bigger spacing is optimal while for a
region between 0 and 10 dB a spacing smaller than 2 is optimal. Only for high SNR,
a spacing of 2 is optimal with reference to the cut-off rate. Also for larger number
of quantisation levels we observe an unexpected behaviour: the optimum threshold
spacing for Q = 8 is not simply half the threshold spacing of Q = 4, but smaller.
The results show that quantising with Q = 32 levels, the cut-off rate approaches that
of the unquantised case. In order to verify the optimality of the quantiser spacing,
BER as function of threshold spacing after Viterbi decoding for Q=4
0.1

BER

Uniform quantization

0.01
1.5

1.6

1.7
1.8
Threshold spacing dT

1.9

2

Figure 2: Coded error of 4 level quantisation of PAM-4
the BER after Viterbi coding using an interleaved scheme and the K = 7, R = 1/2,
G = (171, 133) convolutional code is determined with simulations. In Figure 2 the
BER after Viterbi decoding for different threshold spacings is shown at an SNR of
5 dB. According to the cut-off criterion the decoder performance is expected to be
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optimal for a threshold spacing of 1.72, and BER simulations indicate indeed that
around this threshold spacing the BER after Viterbi decoding is minimal. For PAM-8
Optimal uniform quantizer spacing 8-PAM (Q=8, 16, 32, 64)
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Figure 3: Optimum threshold spacing and cut-off rates for PAM-8
the search for optimal threshold spacing using the cut-off rate criterion is repeated. The
results are shown in Figure 3. Again one is confronted with the unexpected behaviour
that for critical quantised (Q = 8) signals the optimal threshold spacing is not always
2. Similarly, for Q = 16, the threshold spacing is not simply half of the spacing for
Q = 8. Also, for PAM-8 quantising into Q = 32 levels results in a cut-off rate that is
close to the unquantised case.

3

Rayleigh fading and Channel State Information

In the previous section the quantisation of PAM signals on AWGN channels is discussed.
With a fading channel an extra dimension to deal with is present, i.e. the Channel State
Information (CSI). Figure 4 shows a proposed way of dealing with fading. The received

Figure 4: PAM Tx, channel and Rx model
PAM symbol is quantised into Q levels. The fading amplitude a (CSI) is assumed
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to be known and is used for scaling the quantiser thresholds (this avoids division of
the received symbol with the fading amplitude). The Channel State Information is
quantised as well and both the quantised symbol and the quantised CSI are stored in
the (de-)interleaver memory. Just before Viterbi decoding, the quantised symbol and
CSI are retrieved from the memory and LLRs are derived for each of the individual bits
of the PAM symbol. Alternatively one can first calculate LLRs and store them into
the (de-)interleaver memory. It is believed that both methods, when well implemented
have similar performance and similar requirements for the number of bits to represent
the data. The LLR based method requires joint quantisation of LLRs of the bits that
are present in a symbol [2], otherwise each of the LLRs will carry some overhead for
carrying CSI. Note that the receiver model shown in Figure 4 can be extended easily
to QAM signals. Next to a fading amplitude, the channel causes also a phase rotation.
Before slicing the QAM symbol, the phase rotation of the channel is undone and then
in-phase and quadrature-phase components can be quantised independently (using the
same scaled thresholds). Due to the quantisation of the CSI into q levels, one has

Figure 5: Q-ary quantisation of PAM-M with q channel states
the possibility that depending on the value of the CSI, a different quantisation scheme
is used. In that case one has instead of one M -ary input, Q-ary output channel, q
such channels in parallel. This approach is illustrated in Figure 5. The optimisation
problem that one is facing now, has become a joint optimisation problem :
 Find quantisation thresholds {0, a1 , . . . , aq−1 } for the CSI.
 Find for each of the q Discrete Memoryless Channels (DMCs), the optimal threshold spacing ∆T .
The optimisation metric can be written as an average cut-off rate :
R0,avg =
Pi =

q−1
X

Pi R0,i , where

i=0
Z ai
ai−1

(3)

2

2ae−a da, with a0 = 0, aq = ∞

In case of q = 2 we need to find one threshold aT to quantise the CSI into 2 levels. This
CSI threshold differentiates the channel into a bad channel a ≤ aT and a good channel
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a > aT and for both the bad and the good channel one has to find a threshold spacing,
i.e. ∆Tbad and ∆Tgood . For a Rayleigh distributed fading amplitude a and an average
SNR of Es /N0 = 10 dB, aT = 0.51 turns out to be the optimal CSI threshold. In the bad
channel a threshold spacing of ∆Tbad =1.93 should be used and the good channel should
have a threshold spacing of ∆Tgood =2.00. The probability to be in the bad channel is
Pbad = 0.23 and the probability to be in the good channel is Pgood = 0.77. The average
SNR in the bad channel is 1.5 dB and in the good channel it is 11.1 dB. In order
to evaluate the performance of this and other quantisation schemes, the performance
in combination with a Viterbi decoder (convolutional code R = 1/2, G = (171, 133))
is determined. In Figure 6 the performance of the quantisation scheme is compared
Bit error rate after Viterbi on Rayleigh fading channel (PAM-4)
1

0.1

BER

0.01

0.001
Q=4, no CSI
Q=8, no CSI
Q=4, full CSI
Unquantized input and CSI
Q=4, 1 bit CSI
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Q=8, 1 bit CSI
Q=16, 1 bit CSI
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Figure 6: Quantising PAM4 on a Rayleigh fading channel
with several references. First of all, a graph is shown in which the PAM-4 signal is
quantised into Q = 4 levels using the CSI, but that same CSI is not stored for using
in the calculation of the LLRs. At the other side of the spectrum, a reference curve
in which unquantised input signals and unquantised CSI are used: this is the ultimate
reference. Starting with 2 bit quantisation (Q = 4), without the use of CSI one can
wonder whether it is better to use an extra bit for refining the quantisation of the
PAM symbol (Q = 8) or for having 1 bit CSI available. In Figure 6 both options are
shown and it is clear that investing in CSI is a better choice than Q = 8 quantisation.
For every next bit to invest, one can question again whether it is better to invest it in
refinement of the input signal or refining of CSI. This greedy optimisation approach is
illustrated in Table 3 and with points in Figure 6. The results show that quantising
the input signal into 32 levels and the CSI with 8 levels gave close to optimal decoding
performance. Although not shown, the cut-off rate for the several quantisation schemes
shown in Table 3 provides a good indicator for the BER performance.
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Q ↓, q →
4
8
16
32
∞

0
1.2e-2
6.7e-3
4.7e-3
3.9e-3

2
1.5e-3
2.9e-4
1.4e-4
1.2e-4

4
4.6e-4
8.1e-5
3.4e-5
2.7e-5

8
3.3e-4
4.9e-5
2.5e-5
1.7e-5

∞
2.9e-4
4.7e-5
2.1e-5
1.4e-5
1.4e-5

Table 1: BER after Viterbi decoding obtained with Greedy optimisation of quantisation
scheme at Es /N 0 = 10 dB.

4

Helper information in cooperative communications

In the foregoing sections quantisation for use in the same receiver is discussed. Another problem is to quantise the input signal with the purpose to help another receiver.
Also here efficient quantisation is desired in order to have reasonable communication
bandwidth requirements between the 2 receivers. As an introduction to the problem
a simple setting in which the transmitter uses PAM-4 modulation and each of the 2
receivers experience an AWGN channel with independent noise realisations and identical SNR can be taken. The first receiver has access to unquantised input samples,
but the second receiver has to communicate its analysis of its reception using only 1
bit per sample. The quantisation problem faced by the second receiver can in its most
Low-rate helper information in distributed diversity systems
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Figure 7: Optimal threshold spacing for deriving helper information.
general form be described as follows. The range of possible input values has to be
divided in 2 disjunct sets S0 and S1 . When the input sample is received in set S0 a 0
is communicated to the first receiver. In the other case a 1 is send. Note that in the
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most general form none of the sets have to consist of interconnected intervals. In the
sequel we confine to three strategies:
 Strategy I: S0 = {r | r ≥ 0} and S1 = {r | r < 0}. The information extracted by
receiver is basically the sign of the received sample.
 Strategy II: S0 = {r | |r| ≤ ∆T } and S0 = {r | |r| > ∆T }. This partitioning is
similar to detecting the presence of the signal in- (S0 ) or outside (S1 ) an erasure
zone.
 Strategy III: S0 = {r | −∞ < r ≤ −∆T } ∪ {r | 0 < r ≤ ∆T } and S1 = {r |
−∆T < r ≤ 0} ∪ {r | ∆T < r < ∞}. This partioning is similar to set-partioning
as used in coded modulation.
Strategy II and III have a variable, i.e. the threshold spacing ∆T that can be optimized
for maximizing the cut-off rate. In Figure 7 the results for optimising Strategy III is
shown. As a reference the cut-off rate for single antenna and dual antenna are shown.
Up to 5.3 dB the optimal quantiser spacing ∆T is equal to 0, meaning that up to
this SNR sign information of the received sample is the best information to convey to
receiver 1. Above this SNR, a quantiser spacing of ∆T > 2 is better. For high SNR,
the optimal quantiser spacing converges to 2. Full diversity provides an SNR gain of
3 dB. With only 1 bit per sample helper data already a gain of around 1.3 dB can be
obtained.

5

Conclusions

Using cut-off rate as an optimisation criterion, quantisation schemes for PAM signals
on AWGN and fading channels are presented. With simulations BER estimates are
made for communication systems with PAM modulation and a R = 1/2 convolutional
code. PAM-4 and PAM-8 symbols on an AWGN can be quantised with 16 and 32
levels without hardly any loss in performance. On fading channel, the CSI should be
quantised in at least 8 levels. In cooperative communications, 1.3 dB of the potential 3
dB diversity gain can already be obtained with only 1 bit per symbol. The quantisation
schemes for PAM signals presented in this paper are based upon the cut-off criterion.
It has to be investigated how this compares to using the capacity as an optimisation
criterion. For cooperative communication further study has to be done to determine
how many quantisation levels are needed to reach the 3 dB diversity gain and find
efficient quantisation schemes for the fading channel.
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Abstract

Binaural hearing-aid systems typically consist of two hearing aids, one at each ear, where each hearing aid is typically
equipped with multiple microphones. Allowing the hearing aids to collaborate, and combine their noisy microphone
signals into a multi-microphone noise reduction algorithm (e.g., [1]) is an efficient way to achieve acoustic noise
reduction. Unlike traditional monaural beamformers (e.g., [2, 3]) which mainly focus on noise reduction, binaural
beamformers also aim to preserve the binaural cues of the sources (target and interferers) in the acoustic scene [1].
This can be achieved through proper combination of the multi-microphone recordings of both hearing aids.
Typically, the binaural-cue preservation is accomplished via constraints relating the output and input interaural
transfer functions (ITFs) [5] of the sources. The ITF is a function of the corresponding relative acoustic transfer
function (RATF), which implies that RATF estimates of all sources in the acoustic scene are required. Here, we
propose an alternative way to approximately preserve the binaural cues without estimating RATFs. We propose to
preserve the binaural cues of all sources with a set of m fixed pre-determined RATFs distributed around the head.
Two recently proposed binaural beamformers are examined in the context of using pre-determined RATFs. The first
one is the joint binaural linearly constrained minimum variance (JBLCMV) beamformer [4] which achieves binauralcue preservation using one linear constraint per pre-determined RATF. The second one is the relaxed joint binaural
linearly constrained minimum variance (RJBLCMV) beamformer [5] which is a relaxed version of the JBLCMV; it
uses one inequality constraint per pre-determined RATF in order to achieve binaural-cue preservation. The amount
of relaxation is controlled with a parameter c. Typically, increasing the value of c, a larger number of constraints can
be used (i.e., a larger m can be used), or a larger SNR gain can be achieved.
Figure 1 illustrates the noise reduction performance and the binaural-cue preservation performance in terms of
SNR gain and ITF error, respectively, of the JBLCMV beamformer, the RJBLCMV beamformer parametrized with
two different c values, for several m values. Both methods are also compared with the well-known binaural minimum
variance distrortionless response (BMVDR) beamformer [1] which can achieve the maximum possible SNR gain, but
can only preserve the binaural cues of the target source.
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Figure 1: Performance of RJBLCMV (using c = 0.1, 0.5, and m = 4, 8, 24), JBLCMV (using m = 4, 8) and BMVDR
(denoted with red dashed line) with respect to (a) average binaural SNR gain, and (b) average ITF error.
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Abstract
The practical utilization of the symbol-level precoding in MIMO systems
is challenging since the implementation of the sophisticated optimization algorithms must be done with reasonable computational resources. In the real implementation of MIMO precoding systems, the processing time for each set of
symbols is a crucial parameter, especially in the high-throughput mode. In this
work, a symbol-level optimization algorithm with reduced complexity is devised.
Performance of a symbol-level precoder is shown to improve in terms of the
processing times per set of symbols.

1

Introduction

It is shown in recent works that exploiting the interference components in linear precoding systems results in total transmit power reduction compared to conventional
precoding technique [1], [2], [3]. Symbol-level precoding to create constructive interference between the transmitted symbols has been developed using advanced optimization
frameworks. However, practical implementation of precoded multiple-input multipleoutput system (MIMO) is challenging. The computantional complexity of such optimal
precoders grows as number of possible symbol positions in multi-level constellations increases. The symbol-level precoding implemented in previous works use Non-Negative
Least Squares (NNLS) algorithm to design the optimal precoder only in scenarios of
PSK constellations. In cases of multi-level constellations the design problem fall back
to standard convex optimization, which results in non-trivial solution [4], [5], [6].
In this work, we focus on a novel symbol-level precoding design, which does not exceed the complexity of NNLS problem for all symbol constellation types. The proposed
technique minimizes transmit power of the precoded symbols, which are constructed
using conventional linear procoder, by manipulating the phase and the amplitude of
the initial unprecoded symbols. The modified symbols afterwords are precoded in
conventional way using Zero-Forcing (ZF) or Minimum Mean Square Error (MMSE)
precoders at the transmitter. The main advantages of such approach toward design
of the precoder are less processing time to design the symbol-level precoder and simplified implementation compared to other techniques. In this work, we show that the
proposed algorithm requires less time to calculate the symbol-level precoder compared
to other literature benchmark schemes of [4], [5], [6].
The rest of this paper is organized as follows. In Section 2, the symbol-level power
optimization for linear precoding system is derived for QPSK constellation. In Section
3, the extension of the technique is devised for optimization of M-PSK and M-APSK
constellations. In Section 4 benchmark results are compared and discussed. Summary
of the paper results is presented in Section 5.
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Notation: Upper-case and lower-case bold-faced letters are used to denote matrices
and column vectors, respectively. The superscripts (·)H , (·)−1 and (·)T represents
Hermitian matrix, inverse and transpose, respectively. IN ×N denotes N by N identity
matrix, k·k2 is Euclidean norm or l2 -norm, | · | is absolute value and (◦) is element-wise
multiplication, 0 is the all zero vector. The real and imaginary parts of a complex
value are defined as Re(·) and Im(·).

Symbol-level optimization for conventional precoding

We consider single-user multiple-input multipleoutput system transmission system. The system
consist of a transmitter with Nt and a receiver
with Nr number of antennas. The received signal
at the k-th antenna is expressed as:
yk = hk x + nk .

(1)

2.

Quadrature-phase

2

3.
0
0

1.

{u~k + s~k ,u~ k+N+s~k+N }
r

r

where hk = [h1 , h2 , . . . , hNt ] is an 1 × Nt vector of
QPSK
complex channel coefficients between the k-th an{s~ k,s~ k+N }
Θs
tenna of the receiver and the Nt antennas of the
0
transmitter, x = [x1 , x2 , . . . , xNt ]T is an Nt × 1
In-phase
vector of transmitted precoded complex symbols
_ _
and nk is the independent identically distributed
{sk,sk+N }
(i.i.d) zero mean Additive White Gaussian Noise
(AWGN) at the k-th receiving antenna. The ma- Figure 1: Construction of the optrix form of (1) can be expressed as
timized symbol.
y = Hx + n,
(2)
r

k

r

where y = [y1 , y2 , . . . , yNr ]T is Nr × 1 vector of received signals, H = [hT1 , hT2 , . . . , hTNr ]T
is Nr × Nt channel matrix and n = [n1 , n2 , . . . , nNr ]T is Nr × 1 vector of noise variance
at the receive antennas. In Constructive Interference Zero Forcing (CIZF) scheme,
the cross-interference that is constructive (i.e. increasing symbol power more than
required) is not suppressed. Thus, the preserved constructive interference increases
the received symbol . and decreases the total consumed power at the transmitter [7].
In the presented symbol-level optimization technique the problem is initially derived to
find optimal solutions (u) to increase amplitude of unprecoded symbols s so the total
power of the precoded symbols decreases. Therefor, we define the transmitted signal
x as
x = WZF (Γ ◦ s + u),
(3)
where WZF = HH · (H · HH )−1 is channel ZF precoding matrix, s = [s1 , s2 , . . . , sNr ]
is a Nr × 1 complex vector of the intended symbols with instantaneous unit energy
for each receive antenna at the receiver, u = [u1 , u2 , . . . , uNr ]T is Nr × 1 vector of
√ √
√
complex magnitudes of optimal solutions, Γ = [ γ1 , γ2 , . . . , γk ]T is a vector of
SNR constraints of symbols at the receiver. In case of noise variance is equal to zero
(n = 0) and number of transmit antennas is equal or greater than number of receive
antennas (Nt ≥ Nr ), the received signal is
y = Hx = HWZF (Γ ◦ s + u) = INr ×Nr (Γ ◦ s + u) = Γ ◦ s + u,

(4)

where INr ×Nr = HWZF . The design of the optimized precoder considers minimizing the
total power of the precoded symbols so that the signal received by the k-th antenna
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at the receiver satisfies the thresholds of in-phase and quadrature-phase levels (Γ).
Thereby, we define the optimal precoder design problem such as
min
x

kxk2

√
subject to Re(hk x) ≥ Re( γk sk ),
√
Im(hk x) ≥ Im( γk sk ),

(5)

for k = 1 . . . Nr . The amplitude constrains defined in (5) are only valid if symbol sk
is located in the first quadrant of the complex plane. For the optimization problem to
hold for symbols from all the quadrants, we have to take into account the sign of inphase and quadrature-phase values of the symbols. This is done my multiplying the left
and right parts of the constants by Re(sk )/|Re(sk )| and Im(sk )/|Im(sk )| accordingly
min
x

kxk2

√
subject to (Re(sk )/|Re(sk )|)Re(hk x) ≥ Re( γsk )(Re(sk )/|Re(sk )|),
√
(Im(sk )/|Im(sk )|)Im(hk x) ≥ Im( γsk )(Im(sk )/|Im(sk )|).

(6)

The problem can be rewritten into the matrix form as
kxk2

min
x

subject to br ◦ Re(Hx) ≥ Re(Γ ◦ s) ◦ br ,

(7)

bi ◦ Im(Hx) ≥ Im(Γ ◦ s) ◦ bi ,
where br = [Re(s1 )/|Re(s1 )|, Re(s2 )/|Re(s2 )|, . . . , Re(sNr )/|Re(sNr )|]T and bi =
[Im(s1 )/|Im(s1 )|, Im(s2 )/|Im(s2 )|, . . . , Im(sNr )/|Im(sNr )|]T . By inserting (3) into (7)
we get
min
kWZF (Γ ◦ s + u)k2
u

subject to br ◦ Re(Γ ◦ s + u) ≥ Re(Γ ◦ s) ◦ br ,

(8)

bi ◦ Im(Γ ◦ s + u) ≥ Im(Γ ◦ s) ◦ bi .
Applying linear algebra operations on the constraints of (8) the problem yields
min
u

kWZF (Γ ◦ s) + WZF uk2

subject to br ◦ Re(u) ≥ 0,

(9)

bi ◦ Im(u) ≥ 0.
The following step towards problem unification is to remove the real and imaginary
valued parts from (9). This can be done by expressing WZF = Re(WZF ) + iIm(WZF ),
s = Re(s) + iIm(s) and u = Re(u) + iIm(u) and separating the real and imaginary
parts of WZF (Γ ◦ s) and WZF u as
WZF (Γ ◦ s) = Re(WZF )Re(Γ ◦ s) − Im(WZF )Im(Γ ◦ s)
+i[Re(WZF )Im(Γ ◦ s) + Im(WZF )Re(Γ ◦ s)],
WZF u = Re(WZF )Re(u) − Im(WZF )Im(u)
+i[Re(WZF )Im(u) + Im(WZF )Re(u)].
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(10)

(11)

From (10) and (11), we derive
WZF (Γ ◦ s) = WZF1 (Γ ◦ s̄) + iWZF2 (Γ ◦ s̄),
WZF u = WZF1 ū + iWZF2 ū,

(12a)
(12b)

where WZF1 = [Re(WZF ), −Im(WZF )], WZF2 = [Im(WZF ), Re(WZF )], s̄ = [Re(sT ),
Im(sT )]T , ū = [Re(uT ), Im(uT )]T , and Γ = [ΓT , ΓT ]T . By taking into consideration
that the Euclidean norm of a complex vector z̃ = [z˜1 , z˜2 , . . . , z˜i ], where z˜i = ai + ibi , is
equivalent to the Euclidean norm of a real vector z = [z1 , z2 , . . . , zi ], where zi = [ai , bi ],
it is valid to define the following equality
kxk2 = kx̄k2 ,

(13a)

kWZF (Γ ◦ s) + WZF uk2 = kWZF (Γ ◦ s̄) + WZF ūk2 ,

(13b)

T
T
, WZF2
]T . By inserting (13b) to (9)
where x̄ = [Re(xT ), Im(xT )]T and WZF = [WZF1
the optimization problem turns into

kWZF (Γ ◦ s̄) + WZF ūk2

min
ū

(14)

subject to b ◦ ū ≥ 0
where b = [bTr , bTi ]T , Re(ū) = ū and Im(ū) = 0. To solve (14), we without lost of
problem definition can change the equality of (13b) as
WZF (Γ ◦ s̄) + WZF ū = WZF B(Γ ◦ (s̄ ◦ b)) + WZF B(ū ◦ b)

(15)

where B - a diagonal matrix where elements of the vector b are its diagonal entries.
The element-wise multiplication (s̄ ◦ b) rotates symbols into the first quadrant of the
complex plane as it is shown in Fig. 1. The modified precoding matrix WZF · B
accordingly account the symbol rotation so the precoded symbols x̄ does not change.
f ZF , s̄ ◦ b = s̃ and ū ◦ b = ũ in the (15) and inserting it back
By replacing WZF · B = W
to (14) the problem becomes
min
ũ

f ZF ũ − dk2
kW

(16)

subject to ũ ≥ 0,
f ZF (Γ ◦ s̃). The problem (16) is NNLS optimization problem which can
where d = −W
be solved using fast NNLS algorithm [8]. The optimized linear precoder is therefore
defined as
f ZF (Γ ◦ s̃ + ũ).
(17)
x̄ = W
After calculating new values of precoded symbols using (17), the real and imaginary
parts of the precoded signal xi for i = 1 . . . Nt can be extracted as
xi = x̄i + ix̄i+Nt .

3

(18)

Adapting the optimal solution to M-PSK and MAPSK constellations

The optimization problem defined in (16) is a straightforward solution for QPSK constellation. The solutions ũ are provided in a wide region as shown in Fig. 1. This will
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result in phase rotation of the optimized symbols after adding the ũ to s̃ in (17). In
case of QPSK constellation the optimized symbol will stay in right detection region as
there is only one symbol per quadrant of the complex plane. In case of M-PSK (M > 4)
and M-APSK constellations, this may result in symbols out of their correct detection
regions. To avoid the symbols going out of their detection regions we go through a
post-processing of the vector ũ to verify the phase of the optimized symbols according
to constellation scheme under consideration.

3.1

Detection region verification for M-PSK constellation

In this section we devise a routine of a detection region verification for M-PSK symbols.
From the Fig. 1 we see, that point of optimal solution can be in three different regions
on the complex plane: in case of (1.) the point is below detection region defined in
M-PSK constellation, (2.) - above it, and (3.) - the point is inside the detection region.
If either of first two cases appear, the optimal solution has to be decreased until the
optimized symbol is again on the edge of the detection region. In case of (1.) the Inphase part of the optimal point has to be reduced, while in case if (2.) the Quadrature
part of optimal solution. To check if the optimized symbols are inside detection region,
we verify the ratio of Quadrature-phase (ũk+Nr ) and In-phase (ũk ) parts of optimal
solutions for each symbol for k = 1 . . . Nr . We define a desirable threshold angle of the
phase of an optimized symbol as θ0 = π/M , where M - the order of M-PSK modulation
scheme and θsk - the argument of the symbol vector sk . The ratio (ũk+Nr /ũk ) has to be
greater or equal than tan(θsk − θ0 ) and less or equal than tan(θsk + θ0 ) for the optimal
point to be inside the M-PSK detection region. By solving the following equalities we
determine if the optimal solution occurs in either case (1.) or (2.)
δrk = ũk+Nr /ũk − tan(θsk − θ0 ),

(19a)

δik = tan(θsk + θ0 ) − ũk+Nr /ũk .

(19b)

If δr of (19a) is less than zero, the point of optimal solution is in case (1.). If δi of (19b)
is less than zero - in case (2.). To resolve the issue of case (1.) we set δrk to zero and
solve the equation for In-phase value (ũk ). For the case (2.) we set δik equal to zero
and solve the equation for ũk+Nr . We denote the corrected optimization solutions with
respect to detection region of the symbols ũ as
(
ūk+Nr / tan(θsk − θ0 ) if δrk < 0, for k = 1 . . . Nr ,
ũk =
(20a)
ūk
if δrk ≥ 0, for k = 1 . . . Nr ,
(
ūk · tan(θsk + θ0 ) if δik < 0, for k = 1 . . . Nr ,
ũk+Nr =
(20b)
ūk+Nr
if δik ≥ 0, for k = 1 . . . Nr .

3.2

Detection region verification for M-APSK constellation

The optimization in the M-APSK constellation is applicable to symbols on the top
level only. Thus, all the optimal solutions for symbols, which are not from the top level
of the constellation have to be reset to zero. Therefor, we go through an additional
processing of ũk defined in (20a) and (20b) as follows
(
0 if |sk |2 < Pt , for k = 1 . . . Nr ,
ũk =
(21)
ũk if |sk |2 ≥ Pt , for k = 1 . . . Nr ,
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(
ũk+Nr =

0
ũk+Nr

if |sk |2 < Pt , for k = 1 . . . Nr ,
if |sk |2 ≥ Pt , for k = 1 . . . Nr ,

(22)

where Pt - is modulus of complex value of symbol on top level of the constellation.
Regardless of the processing introduced in sections 3.1 and 3.2, the definition and
complexity of the initial optimization problem (16) remains the same for all the types
of symbol constellations.

4

Benchmark results

To compare the performance of the proposed technique with the literature, we use
averaged results over total consumed power and processing time per set of symbols
as performance metrics. We use ZF precoder [9], optimal symbol-level precoder of [4]
and an symbol-level precoding for multi-level constellations of [6] as the benchmark
schemes. These techniques are denoted by ”ZF”, ”OP SLP”, and ”OP SLP CVX”.
The proposed symbol-level precoder is denoted ”Proposed SLP”. User symbols and
channel matrix are generated using random values with normal distribution. The total
power consumption benchmark is shown on Fig. 2. The processing time benchmark is
shown on Fig. 3.
In the case of QPSK constellation the proposed technique provides the lowest total
power consumption for all given Nt . The minimal power is achieved at Nt = Nr , which
is 9 dB below the benchmark of the ZF precoder.
In case of the 8-PSK constellation and Nt = 10 the power consumption is 2 dB
below the ZF precoder results. The optimal symbol-level precoder of [4] in the same
conditions provides results of 4.9 dB below the ZF, which is considerable better (2.9
dB lower) result comparing to the proposed method. If the parameter Nt is larger
than Nr the gap between proposed method and [4] shrinks to 0.8 dB. The processing
time of the proposed procoder is shorter than other benchmark precoders. The extra
processing routine, which was introduced in the section 3, has a very minor impact on
the processing time. The proposed and technique of [4] are both NNLS optimization
problems. But the latest in additional depends on a performance of a singular value
decomposition (SVD) algorithm.
In case of the 16-APSK constellation the performance of the proposed precoder is
similar to other cases. The proposed precoder achieves lower power consumption than
ZF precoder, but higher than the precoder of [6] for Nt = Nr case. The performance
gap between the two methods drastically reduces then the number of transmit antennas
is greater than receive antennas (Nt > Nr ). The proposed method performs at the remarkable shorter processing times per set of symbols. The proposed precoder designed
as NNLS optimization problem even in case of multi-level constellations, which results
in remarkable shorter processing time per set of symbols.
In real implementation of MIMO precoding systems the processing time of symbols
is crucial parameter especially in the high-throughput mode. The proposed technique
provides faster processing time per set of symbols for all constellation types in the
benchmark. Minimization of the consumed power is not optimal for constellations of
high-order symbol modulation (M > 4), although, the difference between the presented
precoder and the benchmark techniques becomes negligible for Nt > Nr .

5

Conclusions

In this work, we derived low complexity symbol-level power optimization technique
for linear precoding systems. The presented precoding technique designs the precoded

122

Average calculation time per symbol group (seconds)

Average total consumed power (dB)

ZF, QPSK
Proposed SLP, QPSK
OP SLP, QPSK
ZF, 8-PSK
Proposed SLP, 8-PSK
OP SLP, 8-PSK
ZF, 16-APSK
Proposed SLP, 16-APSK
OP SLP CVX, 16-APSK

30

25

20

15

10

11

12

13

14

15

16

10 -1
ZF, QPSK/8-PSK
OP SLP, QPSK/8-PSK
Proposed SLP QPSK
Proposed SLP 8-PSK
Proposed SLP 16-APSK
OP SLP CVX, 16-APSK

10 -2

10 -3

10 -4

10 -5
10

Number of antennas at the transmitter

11

12

13

14

15

16

Number of antennas at the transmitter

Figure 2: Average total power.

Figure 3: Average processing time.

Results of benchmarks for QPSK, 8-PSK and 16-APSK constellations,
Nr = 10, Γ = 10 dB.
symbols with total power lower than ZF precoder, while sustaining the minimal required SNR at the receiver. It achieves the shortest processing time to design optimized precoded symbols among other optimal symbol-level precoding techniques under the benchmark. The precoder utilizes NNLS optimization design for all types of
symbol constellations, which simplifies the implementation and the complexity of the
technique. Hence, the proposed algorithm to design power minimization symbol-level
precoder is a good candidate for integration into realistic precoded transmitter.
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Abstract
Physical Unclonable Functions (PUFs) are a resource for generating and sharing secret keys. The mutual information between two respective observations of
the same PUF gives an upper bound for the achievable secret-key rate of a secretsharing scheme that relies on this PUF. This mutual information can be increased
by including side information about the source. We show for a given statistical
model of the SRAM-PUFs, how side information can be estimated from multiple
observations of an SRAM cell. Finally, we calculate the achievable increased
secret-key rate given the estimated side information. ∗

1

Introduction

A Physical Unclonable Function (PUF) is a physical device that responds to challenges
in a reliable, but unpredictable way. Reliable means that the device’s response to a
challenge is similar when the same challenge is repeated multiple times. Unpredictable
means that the response cannot be predicted before observing any previous response
of the device. Furthermore, the response depends on physical properties of the device,
that result from variations in the production process that are uncontrollable. Therefore,
it is impossible to produce an exact copy of a PUF.
Observations of PUFs can be used to generate or share secret keys. Based on their
respective observations of the same PUF an encoder and a decoder can reconstruct the
same key using a secret-sharing scheme. The achievable secret-key rate of the scheme
is upper bounded by the mutual information between the subsequent observations of
the PUF [1, 4].
In this work we analyze the achievable secret-key rate of the secret-sharing scheme
when using SRAM-PUF observations. An SRAM-PUF is a PUF composed of static
random-access memory (SRAM). The response of an SRAM-PUF is given by an observation vector that corresponds to the start-up value of the cells of the SRAM. The
behavior of the SRAM-PUF cell observations can be described by a temperature dependent statistical model [3]. We use this model to analyze the behavior of the SRAM
cells. Furthermore, we show how multiple observations can be used to estimate the
model variables of each cell. This results in an increased mutual information between
the encoder and the decoder observations, and thus an improved achievable secret-key
rate.
In the following, we first describe the secret-sharing scheme that can be used to
share secret-keys based on observations of the SRAM-PUF cells. We show with an
example that the achievable secret-key rate of the scheme can be increased by using
multiple observations to estimate side information about the cells. We describe the
∗
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SRAM-PUF model that was introduced in [3], and show how the model variables of
the cells can be estimated. We estimate the achievable secret-key rate for the SRAMPUFs when multiple observations are considered, and compare this to the achievable
rate for single observations.

2

Secret-key capacity

In a secret-sharing scheme [1, 4] a secret key is shared between an encoder and a
decoder based on their respective observation vectors, Fig. 1. First, an encoder observes
an observation vector X N , of length N , and generates a corresponding secret key S
and helper data M . The decoder observes another observation vector Y N , which
is considered a noisy version of X N , and uses the publicly available helper data to
reconstruct an estimate of the secret key Ŝ. The reconstruction of the key is sucsessful
if Ŝ = S. Furthermore, the scheme is secure when no information about the secret key
S can be deduced from the helper data M . The achievable performance of the scheme
is measured by the secret-key rate, which is defined as follows.
Definition 1 A secret-key rate Rs with Rs ≥ 0 is said to be achievable if for all  > 0
and for all N large enough, there exist encoders and decoders such that N1 log2 |S| ≥
Rs − , and:
Pr{Ŝ 6= S} ≤ ,
1
I(S; M ) ≤ ,
N
1
1
H(S) +  ≥
log2 |S|.
N
N
The maximum secret-key rate that is achievable is called the secret-key capacity and is
denoted by Cs .
The capacity Cs of the secret-sharing scheme when the pairs (Xn , Yn ) for n = 1, 2, . . . , N
are independent and identically distributed, is given by I(X; Y ). Here I(X; Y ) is the
mutual information between the observed symbols X and Y , see [1, 4].
Note that entropy H(X) and mutual information I(X; Y ) are defined as usual [2]:
X
H(X) = −
Pr(X = x) log2 Pr(X = x),
x∈X

H(X|Y ) =

X

Pr(Y = y)H(X|Y = y),

y∈Y

I(X; Y ) = H(X) − H(X|Y ) = H(Y ) − H(Y |X).
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We study the achievable secret-key rate when the observation vectors X N and Y N
correspond to start-up values of an array of SRAM-PUF cells. The SRAM-PUF cells
are unbiased and therefore Pr(X = 1) = Pr(X = 0) = 1/2 and H(X) = 1 for each cell.
First, we model the SRAM-PUF cells as a binary symmetric channel, with cross-over
probability p. That is, the probability that a bit-flip occurs between two observations
of the same cell is p. This results in mutual information
I(X; Y ) = H(X) − H(X|Y ) = 1 − h(p),
where h(p) = −p log2 (p) − (1 − p) log2 (1 − p).
Therefore, the achievable secret-key rate is upper bounded by 1 − h(p).
It turns out that the cross-over probability p is an average behavior. Each cell may
have a different error probability that is reflected in the stability of the cell. For the
current analysis we assume a simplified model, where a cell is either considered stable
or unstable. A stable cell maintains the same value at every observation. An unstable
cell may flip its value in comparison to a previous observation with probability 1/2.
The probability that a cell is unstable is given by parameter pu . This corresponds to
an average cross-over probability of pu /2. We show that the achievable secret-key rate
can be improved by distinguishing the stable cells from the unstable cells. Note that
we can distinguish two cases: either the stability side information Z is observed at the
decoder, or at the encoder. The mutual information is respectively increased to
I(X; Y Z) = I(X; Z) + I(X; Y |Z)
= 0 + H(X|Z) − H(X|Y Z) = 1 − pu ,
I(XZ; Y ) = I(X; Y Z) = 1 − pu .
In Fig. 2 we plot the achievable secret-key rates in comparison to the original situation,
as a function of the probability pu that a cell is unstable. Depending on the probability
of unstable cells, a significant increase of secret-key capacity can be achieved. The
stability side information Z of the cell can be estimated from multiple observations.
Therefore the secret-key capacity can be increased after observing multiple outcomes
of each cell.
The SRAM-PUF observation model that we study in this paper includes model
variables that define stability properties specific to each cell. We have seen that we
can increase the secret-key rate when we include additional knowledge about the cell
behavior, i.e., I(X; Y ) ≤ I(X; Y Z). Therefore, we propose to estimate the model
variables of the cells and to use this information for increasing the secret-key capacity.
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Temperature profile for each cell
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Figure 3: Temperature dependent behavior of the cells, represented by (a) the oneprobability, or (b) the uncertainty of an observation.

3

SRAM-PUF observation model

We use a statistical model to analyze the behavior of the SRAM-PUF observation
vectors. This temperature dependent model was introduced for SRAM-PUFs in [3].
The cell observations of a single cell with index n are modeled as a random variable
Rn which depends on a process variable mn , a temperature dependence variable dn ,
and a noise variable w, as well as the current temperature t:

0, if mn + dn · (t − t0 ) + w ≤ τ,
rn =
1, if mn + dn · (t − t0 ) + w > τ.
The noise W is Gaussian noise, with mean 0 and variance 1. Note that unlike [3] we
use a reference temperature t0 in our model. Now, the cell one-probability is given by
Pr(Rn = 1|M = mn , D = dn , T = t) = Q(τ − mn − dn (t − t0 )),
where Q(·) denotes the Q-function.
The model variables mn and dn are cell-specific, non-observable variables [3]. These
variables are typically assumed to be independent and identically distributed according
to a Gaussian distribution. That is, each cell has variables mn and dn which are
2
2
realizations of the random variables M ∼ N (µM , σM
) and D ∼ N (0, σD
) respectively.

4

Simulations of SRAM-PUF cells

We analyze the behavior of the SRAM-PUF cells using MATLAB simulations of the
statistical model described in the previous section. For our simulations we assume
that µM = 0 and τ = 0 and therefore the cells are unbiased. We take the reference
temperature t0 = 25o C, furthermore we set σM = 1/0.1213, and σD = 1/45, based on
the estimated parameters in [3].
We generate realizations of the model variables mn and dn for a number of SRAM
cells. The behavior of the cells can be characterized by their one-probability (Fig. 3a),
or the uncertainty of the observed cell value (Fig. 3b). Here, uncertainty is estimated
as the binary entropy of an observation given the model variables:
H(R|M = m, D = d, T = t) = h(Pr(R = 1|M = m, D = d, T = t)).
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Figure 4: Simulated observations of each cell at different temperatures.
In Fig. 3a, and 3b respectively, each line or row corresponds to one cell. Looking
at the figures, we can conclude that most cells have either a very high or a very
low one-probability. These cells are considered stable, and take on the same value
independent of temperature. We can see that 6 cells have a one-probability that is
temperature-dependent. Furthermore, when the one-probability is closer to 0.5 the
cell is less stable which is reflected in the corresponding high entropy values. Clearly,
the smaller the conditional entropy is, the more stable the cell is. We would like
to detect these stable cells and focus on these cells when extracting the secret key.
Fig. 4 shows realizations of cell values for different temperatures. These simulations
confirm the predicted cell behavior based on the temperature profiles in Fig. 3. We
can clearly recognize the stable cells that have the same start-up value, independent of
the temperature. Furthermore, we can see that some cells become either more or less
stable, depending on the temperature.
We conclude that, using the temperature-dependent model, we can say something
about the stability of the cells. It is our goal to distinguish reliable and unreliable cells,
and use this knowledge to increase the achievable secret-key rate. Unfortunately, the
model variables that characterize the cell behavior are non-observable. Therefore, in
the next section, we propose a method to estimate these model variables.

5

Model variables estimation

In this section we estimate the model variables m and d of a cell, given the previous
observations and temperatures. For this purpose we quantize M and D, and calculate
the conditional probability Pr(M = m, D = d|RL = rL , T L = tL ) of each possible
(m, d) pair. We can take the pair with highest probability as our estimate of the cell
parameters. In the following, we show how the conditional probabilities are calculated
using Bayesian estimation.
First of all, in order to improve the readability of the equations we introduce a more
concise notation for the model-variable pairs: MD = (M, D) and md = (m, d). Now, both
the a-priori distribution Pr(MD = md) = Pr(M = m) Pr(D = d) of the model variables,
and the likelihood Pr(R = r|MD = md, T = t) are given by the statistical model for
the SRAM-PUF observations. Therefore, we can use Bayes rule to estimate the aposteriori probabilities of the model variables, given a realization r and corresponding
temperature t.
Now, the a-posteriori probability of the model variables for a single observation is
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Figure 5: Estimated aposteriori probabilities of the model variables, for (a) cell 9 and
(b) cell 10. The white star ∗ corresponds to the actual value of the model parameters.
given by:
Pr(R = r|MD = md, T = t) Pr(MD = md|T = t)
Pr(R = r|T = t)
Pr(R = r|MD = md, T = t) Pr(MD = md)
,
=P
0
0
md0 Pr(R = r|MD = md , T = t) Pr(MD = md )

Pr(MD = md|R = r, T = t) =

where we used the fact that the model variable are independent of the current temperature. Now, we can iteratively update the a-posteriori probabilities after each subsequent
observation rL as follows,
Pr(MD = md|RL = rL , T L = tL )
=
=
=
=

Pr(MD = md, RL = rL |RL−1 = rL−1 , T L = tL )
Pr(RL = rL |RL−1 = rL−1 , T L = tL )
Pr(MD = md|RL−1 = rL−1 , T L = tL ) Pr(RL = rL |MD = md, RL−1 = rL−1 , T L = tL )
Pr(RL = rL |RL−1 = rL−1 , T L = tL )
Pr(MD = md|RL−1 = rL−1 , T L−1 = tL−1 ) Pr(RL = rL |MD = md, TL = tL )
Pr(RL = rL |RL−1 = rL−1 , T L = tL )
Pr(MD = md|RL−1 = rL−1 , T L−1 = tL−1 ) Pr(RL = rL |MD = md, TL = tL )
P
,
0
L−1 = r L−1 , T L−1 = tL−1 ) Pr(R = r |MD = md0 , T = t )
L
L
L
L
md0 Pr(MD = md |R

where we used the fact that the realization rL only depends on the model variables m
and d of the cell and the current temperature tL .
We apply the above method to simulated observations of the same cells for which
the profiles are shown in Fig. 3. First, we generate 15 temperatures, where we assume that the temperature is distributed uniformly at random. Then, we generate 15
cell-observation values for each cell, corresponding to these temperatures and the cell
parameters. Finally, we use the generated observations to estimate the a-posteriori
probabilities of the model variables.
The estimated a-posteriori probability distribution after observing the last SRAM
value is shown for two cells in Fig. 5. In Fig. 5a we see a result that is typical for a
stable cell. We see that the model variables cannot be estimated accurately. However,
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the obtained a-posteriori distribution tells us that this is a stable cell that sustains a
value 0. This is sufficient information which cannot be improved as the cell behavior
is not temperature-dependent. In Fig. 5b we show the result for an unstable cell.
From the estimated parameters, we can conclude that the cell is unstable and has a
temperature dependent behavior. Furthermore, we can see that as d < 0, that is the
temperature dependence variable is negative, the one-probability decreases for higher
temperatures. We note that more observations at different temperatures can further
improve the estimation of the model variables in this case.

6

Achievable secret-key capacity

We have shown how the model variables can be estimated in order to distinguish
stable and unstable cells at a given temperature. We use this information to increase
the mutual information between the cell observation X at the encoder and Y at the
decoder. When we consider L observations Y L at given temperatures T L at the decoder,
and another observation X given temperature T 0 at the encoder, then the mutual
information
I(X; Y L |T L , T 0 ) ≤ I(X; MD, Y L |T L , T 0 ) = I(X; MD|T 0 ),
with equality if the number of observations L is sufficient to correctly estimate the
model variables MD = (M, D). Note that we achieve the same result when multiple
observations are considered at the encoder instead of the decoder:
I(X L ; Y |T L , T 0 ) ≤ I(MD, X L ; Y |T L , T 0 ) = I(MD; Y |T 0 ) = I(X; MD|T 0 ).
Above achieved mutual information is averaged over all possible values of the current
temperature T 0 = t, where we assume that the temperature is uniformly distributed.
One may argue that in a practical application the key reconstruction should be succesful in all cases, and therefore we should consider the achievable secret-key rate for the
temperature t that corresponds to the worst case, that is mint I(X; MD|T 0 = t). Finally,
we would like to compare our results to the achievable rate when only a single observation is considered. No model variables are estimated in this case, and we achieve
I(X; Y ) bit per cell.
We calculate the achievable secret-key rates for the statistical model for the SRAMPUF with parameters given in Section 4. We use the Q-function to estimate Pr(R =
1|MD = md, T = t) the one-probability for a given model-variables pair (m, d) and
current temperature t. We first calculate the (conditional) probability distributions
and entropies, in order to finally find the secret-key capacity that is achievable after
sufficient observations, as follows,
X
Pr(X = x|T = t) =
Pr(R = x|MD = md, T = t) Pr(MD = md),
md

H(X|T ) =

X

H(X|MD, T = t) =

X

H(X|MD, T ) =

X

H(X|T = t) Pr(T = t) = 1.000,

t

H(X|MD = md, T = t) Pr(MD = md),

md

H(X|MD, T = t) Pr(T = t) = 0.125,

t

I(X; MD|T ) = H(X|T ) − H(X|MD, T ) = 0.875,
min I(X; MD|T = t) = min H(X|T = t) − H(X|MD, T = t) = 0.875.
t

t
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For the current choice of parameters σM and σD of the statistical model, the achievable
secret-key rate does not seem temperature dependent. However, this may change when
a different distribution is considered for the model variables. When only a single
observation is considered at both the encoder and the decoder side, we find
X
Pr(X = x, Y = y|TX = t, TY = t0 ) =
Pr(R = x|MD = md, T = t)
md,t,t0

· Pr(R = y|MD = md, T = t0 ) Pr(MD = md),
X
Pr(X = x, Y = y) =
Pr(X = x, Y = y|TX = t, TY = t0 )
t,t0

· Pr(T = t) Pr(T = t0 ),
H(X|Y ) = 0.302,
I(X; Y ) = H(X) − H(X|Y ) = 0.698.
We find that for the given statistical SRAM-PUF model and parameters, we can increase the secret-key capacity when considering multiple observations at the encoder
or the decoder side by approximately 0.875 − 0.698 ≈ 0.18 bit per cell.

7

Conclusion

We use SRAM-PUF observation vectors as a resource for secret-key sharing. We have
analyzed the achievable secret-key rate of the secret-sharing scheme using a statistical
model of the SRAM-PUF observation values [3]. Each SRAM cell has individual model
variables that result in cell-specific behavior. These model variables can be estimated
from multiple observations of the SRAM cells. This information can be used to increase
the mutual information between the cell observations at the encoder and decoder side of
the secret-sharing scheme. We have shown that for the SRAM-PUF model with selected
parameters, an increased secret-key capacity of 0.18 bits per cell can be achieved.
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Abstract
Prognostic factors of tumor control after Gamma Knife radiosurgery for vestibular schwannomas (VS) are largely unknown. This paper attempts to establish an explanation for
tumor response by exploring the possible relation between the accuracy of tumor delineation by physicians and the tumor response derived from an imaging database. This
relationship has not yet been reported. To this end, we measure the differences between
the treatment delineation and a delineation by the specialist using the following metrics:
tumor volumes, number of slices, slice area and slice similarity. By observing data from
40 patients, comprising of 20 successfully and 20 unsuccessfully treated patients, we find
that there is no evidence that a less accurate delineation leads to a higher failure rate.
The results even show the opposite: the delineation of the successful group is less accurate than the delineation of the unsuccessful group, when the treatment delineation is
compared to a retrospectively created delineation by a VS specialist. This suggests that,
within the limitation of this research and experiment so far, the more difficult it is to
delineate the tumor during treatment planning, the more likely it is to achieve treatment
success.

1

Introduction

Vestibular schwannomas (VS) are uncommon, noncancerous (benign) brain tumors which
develop on the 8th cranial nerve, leading from the inner ear to the brain. Being a benign
tumor, a VS usually grows slowly. However, in a few cases, it may grow rapidly and become
large enough to press against critical brain structures and interfere with vital functions.
Nowadays, a common treatment modality for VS is Gamma Knife radiosurgery (GKRS),
which involves a highly accurate delivery of radiation on the tumor, as delineated on MRI
scans. This treatment is not always efficient, resulting in a non-stabilizing tumor, for which
a secondary treatment is necessary. Prognostic factors of the treatment outcome for VS are
largely unknown. Some influencing factors reported in literature are pretreatment growth
rate [1] and the size of the tumor at treatment [2]. However, there are also studies that
dispute these influences [3, 4].
Unfortunately, in many studies the quality of treatment planning is not investigated.
The main reason is that treatment is performed according to protocols established by the
GKRS community and thus variations are limited. However, one important step in treatment
planning that may introduce uncertainties involves the delineation of the tumor, which is
used to create a highly accurate radiosurgical treatment planning. An inaccurate delineation
may lead to underexposure of parts of the tumor, which in turn could reduce the change
of treatment success. For evaluating delineations, metrics for image segmentation quality
can be applied and modified if needed. To assess segmentation quality, many methods and
algorithms have been introduced.
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Fenster et al. [5] grouped the necessities of medical image segmentation evaluation into
accuracy, precision and efficiency, where the latter is related to the practical use of the
evaluated algorithm. This becomes important when segmentation should be performed in
real-time and hence, it is a measure of time consumption. For accuracy, they evaluate two
quality aspects: the boundary and the size. The precision category evaluates the repeatability
of a technique: variations in segmentations can be caused by subjective observer interactions
with the segmentation method.
To evaluate the boundary and the size, the metrics known as accuracy and precision [6]
are obvious, simple methods that can be used to assess the performance of a segmentation
if the ground truth is available. Also sensitivity and specificity [6] are valuable, pixel-based
metrics that can be used to assess the quality of a segmentation. Sensitivity measures the
percentage of the true positives that are correctly segmented, whereas specificity measures
the percentage of true negatives that are correctly segmented.
In spite of the low complexity of the pixel-based metrics mentioned above, the main
drawback of these methods is that they are highly correlated with the segment size. Metrics
that are size-invariant are the Jaccard index [7] and the Dice coefficient [8], which quantify
the similarity between the segmentation and the ground truth, by measuring the area of the
segmentations and their spatial overlap. Taha et al. [9] showed that Dice and Jaccard are
related. These metrics also describe another important quality aspect of segmentation evaluation according to Taha et al., namely the alignment. Their research investigated different
metrics for evaluating 3D medical image segmentations, including the previously mentioned
Dice and Jaccard index, but also a number of other options. They also used the notion that
medical segmentations can be seen as fuzzy, meaning that voxels have a grade of membership
in the range (0, 1). This is the case when the underlying segmentation is the result of averaging different segmentations of the same structure delineated by different operators. This is
useful in getting binary representations that can be evaluated as ground truth. Sweet-spot
training [10] can also be applied for estimating a ground truth, even when segmentations vary
significantly between multiple experts. It is comparable to the Jaccard index, where multiple
segmentations are compared instead of only two.
Shi et al. [11] describe four types of segmentation errors, based on four basic error types:
added regions, added background, inside holes and border holes. The described segmentation
errors are evaluated using the following similarity measures: quantity, e.g. the number of
segmented objects, area accuracy, contour similarity, and the content, e.g. the existence of
inside holes and boundary holes in the segmented region.
The explanation about tumor response after radiosurgical treatment is largely unknown in
literature. This paper attempts to establish an explanation for tumor response by exploring
the possible relation between the accuracy of tumor delineation by physicians and the tumor
response derived from an imaging database. This relationship has not yet been reported. To
this end, we use a number of metrics proposed in the papers discussed above and we also
introduce a novel metric that considers the differences at a specific height of the tumor.

2

Methods for finding the relationship

In this section we present the methods used for comparing a pair of tumor delineations.
These methods are based on the first two categories proposed by Fenster et al. [5] and on
the alignment, proposed by Taha et al. [9]. We evaluate the volume difference, the difference
in slice numbers, the difference in delineation area per slice and the Jaccard index, which
is a measure for delineation similarity. We have selected the Jaccard index, because it can
directly compare two delineations. The differences will be tested for significance by using a
t-test or a rank-sum test, where significance is found if the resulting p-value is less than 0.05,
and visually by using a notched boxplot if applicable.
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2.1

VS database

During this research, we focus on evaluating the delineations of VS, which are used for
prescribing the correct dose with a high accuracy to the tumor. We have created two groups of
VS tumors, one where the treatment was substantially successful and one where the treatment
was clearly unsuccessful. The success of the treatment was determined on volumetric changes
of the tumor on follow-up MRI scans, where tumor growth is deemed unwanted. Each
delineation dataset contained one delineation created during treatment planning and another
delineation created by a VS specialist, several years after the treatment was performed,
without knowledge of the treatment response. As an example, a pair of delineations is shown
in Fig. 1 in 3D. The delineations are drawn on parallel, equidistant T1-weighted, contrastenhanced MRI scans in axial direction.

2.2

Tumor volume

The volumes, from the treatment delineation and from the delineation by the specialist,
were calculated using the treatment planning software GammaPlan R . In this research, we
measured the volume difference between the treatment delineation and the delineation by the
specialist for every patient, by directly subtracting the volumes. A large difference represented
a less accurate delineation with respect to the delineation by the specialist. However, a small
volume difference cannot directly represent a high accuracy, because we can delineate two
totally different objects with the same volume. In this research, the assumption can be made
that all the delineations are closely aligned to the actual tumor. Thus, this experiment can
provide an estimate for the delineation performance.

2.3

Number of slices for segmentation

The number of slices from the treatment delineation can differ from the number of slices from
the delineation by the specialist. This happens when one of the operators considers some
of the voxels in slices just above the top or just below the bottom of the tumor as part of
the tumor, while another operator does not. This provides information about the difference,
targeting the top and bottom parts of the tumor, between the treatment delineation and the
delineation by the specialist. By comparing the slice number differences between the two
selected patient groups, we verify if the top or the bottom part of the tumor is the sensitive
part that may influence the radiosurgical response.
Specialist delineation

-10

-10

-15

-15

-20

-20

z [mm]

z [mm]

treatment delineation

-25

-25
-30

-30

-35
10

-35
10
0

0

y [mm]

-20

-40

x [mm]

0

0

-20

-10

-20

-10

y [mm]

-20

-40

x [mm]

Figure 1: Example of two delineations in 3D. The values on the x-, y- and z-axis are given
by the patient coordinate system defined by the MRI-scanner.
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2.4

Slice area

After finding differences between the complete tumor delineations, we also compare each
tumor delineation slice-by-slice. To this end, we convert the slices into high-resolution, binary
image masks. We then calculate the area by counting unity pixels. We also use a novel metric
in which the area difference is calculated for each slice at a specific, normalized height:
Hnorm (j) =

z (j) − zmin
,
zmax − zmin

(1)

where Hnorm is the normalized height position, j is the slice number, z is the position in
millimeters with respect to the patient coordinate system, and zmin and zmax are the minimum z-value and the maximum z-value, respectively, determined per patient, using both
delineations. The area difference is given by subtracting the area of the treatment delineation from the area of the delineation by the specialist. For the two groups, the Summed
Absolute Pixel (SAP) difference and the Summed Relative Area (SRA) difference at a specific
normalized
height are calculated and plotted. For example, the SAP difference is calculated
P
as j |Streat,j − Sspecialist,j |, where j is the slice index and Streat and Sspecialist are the masks
of the treatment delineation and the specialist delineation, respectively. The calculation for
the SRA difference is similar, but now with respect to surface areas of the delineations. This
metric assisted in investigating whether there is a crucial part in the tumor delineation that
should be accurately delineated.

2.5

Slice similarity

Similar to the comparison of the slice area, the slice alignment is compared using the Jaccard
index. This index is calculated by making use of the same binary image masks as in the
previously mentioned metric. From these masks, the union and the intersection of the two
different masks per slice are calculated and used in the formula for the Jaccard index:
J=

|Streat ∩ Sspecialist |
,
|Streat ∪ Sspecialist |

(2)

where J is the Jaccard index. The Jaccard index lies within a unity interval, where 0 means
no intersection at all and 1 represents two completely overlapping shapes. If either mask is
empty, there is zero overlap and hence J = 0.

3

Results on difference analyses

The two groups consisted each of 20 tumors, creating a total of 40 tumors, 80 delineations
and a total of 401 slices. As a pre-processing step for the slice area metric and the slice
similarity metric, the tumor delineations are converted into high-resolution image masks
with a resolution of 2048 × 2048 pixels. An example of a pair of tumor delineation masks is
shown in Fig. 2.
We evaluate the difference of each pair of tumor slices by using four metrics: volume of
the tumor, number of slices, slice area and slice similarity, calculated by the Jaccard index.
In this section, the results are presented after applying each of the metrics.

3.1

Tumor volume differences

The results of the volume measurements are listed in Table 1. The volume of the treatment
delineation is denoted as voltreat , whereas the volume of the delineation by the specialist
is denoted as volspecialist . The volume difference voldiff is calculated by subtracting voltreat
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Figure 2: Example of two binary image masks. Left: Mask from treatment delineation.
Right: Mask from specialist delineation.
Table 1: Volumetric differences between the two delineations
mean voltreat mean volspecialist mean voldiff
Unsuccessful group 2538.05 mm3
2490.80 mm3
47.25 mm3
Successful group
3687.75 mm3
3436.10 mm3
251.65 mm3
from volspecialist . From the results, we can observe that the mean volume difference for the
successful group is larger than the mean difference of the unsuccessful group. The mean and
standard deviation of the relative volume differences are 16% ± 21% and 4% ± 13% for the
successful and unsuccessful group, respectively. However, this difference is not statistically
significant according to the t-test (p = 0.075). This can also be noticed in the boxplot
depicted in Fig. 3, where the notches of both plots overlap. Due to the limited amount of
cases, the statistical tests do not have sufficient power to really find significance.

3.2

Comparison of the number of segmentation slices

From the results given in Table 2, we observe that the number of slices in the successful group
and the unsuccessful group are quite similar. Most of the possible differences are in fact equal
to zero. It is interesting that, compared to the delineation by the specialist, the slice number
differences at the bottom of the tumors are always positive in the successful group, whereas
they are negative in the unsuccessful group. Because there are only a few cases that show
this difference, the effect of such a difference on the treatment outcome can most likely be
neglected. This statement holds for the top of the tumors, where the differences are typically
small. It is interesting to note that at the bottom part of the tumors, this difference may
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Figure 3: Boxplot of the tumor volume differences.
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Table 2: Number of slices that differ between the two delineations
Total slice difference Number of cases
bottom
top
bottom
top
Unsuccessful group
3
6
3/20
6/20
Successful group
9
6
5/20
6/20
sometimes be much larger (there is no structural difference between the number of slices for
the successful or unsuccessful group). If it occurs, a significant difference is typically caused
by a difference between the interpretations of various experts.

3.3

Slice area

The height position of each slice is normalized by using Eqn. (1). After adding each slice area
difference at the normalized height position, the left graph in Fig. 4 is obtained. It shows
the SAP difference between the treatment delineation and the delineation by the specialist
for all patients in the two groups. From this plot, we observe that the SAP difference
varies across the complete normalized height, where the SAP differences are larger for the
successfully treated group. The right sub-figure shows the SRA curves, where significant
differences appear at the top and bottom parts of the tumors, while in the rest of the tumor
these differences are small. In this plot it can also be notices that the SRA differences
for the successfully treated group are overall slightly larger. This can also be measured
from the average difference in number of pixels per slice, which are 12,000 ± 38,926 and
44,859 ± 118,797 for the unsuccessful group and the successful group, respectively. With
respect to the slice area itself, these results become 4.4% ± 29.4% and 11.7% ± 31.3%. These
differences are significant when tested using a t-test (p = 0.017). The boxplot in Fig. 5 shows
a small overlap, thus visually there is no significance.

3.4

Slice similarity

Table 3 gives the summarized information of the Jaccard index for both the successful group
and the unsuccessful group. The mean Jaccard value of the unsuccessful group is higher
than the mean value of the successful group, which means the similarity of the treatment
delineation is higher in the unsuccessful group, compared to the delineation by the specialist.
In other words, the treatment delineation of the unsuccessful group has a higher accuracy.
The distribution of the indices show a slightly higher skewness for the unsuccessful group
when compared to the successful group, being -2.04 and -1.86, respectively. The boxplot
shown in Fig. 6 shows the distribution of the Jaccard indices for the two groups. It can be
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Figure 4: Left: SAP differences of the treatment delineation and the delineation of the
specialist. Right: The SRA differences.
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Figure 5: Boxplot of the relative area differences.
Table 3: Overall statistics of the Jaccard index.
Mean Jaccard Standard deviation
Unsuccessful group
0.792
0.252
Successful group
0.749
0.260
derived from the boxplot that the notches do not overlap and hence there is significance. This
is also the conclusion after the rank-sum test, which results in a p-value of less than 0.001.

4

Conclusions

We have investigated the correlation between the response of GKRS on VS and the tumor
delineation accuracy during treatment planning. This is done using existing metrics and the
novel SAP and SRA difference metrics, introduced in this paper. To the best of our knowledge, this is the first work investigating this correlation. We have compared the treatment
delineation with the delineation by a VS specialist, created retrospectively, using volumes,
number of slices, slice areas and slice similarities. The obtained results show no evidence
to the hypothesis that a less accurate delineation leads to an increased failure rate. The
results illustrate that the delineation of the successful group is less accurate compared to the
delineation of the VS specialist, rather than the delineation of the unsuccessful group, which
is surprising. This suggests that when there is more disagreement between the two tumor
delineations, the more likely it is to achieve treatment success within this small dataset. This
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Figure 6: Boxplot of the Jaccard index in both groups.
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leads to the conjecture that the type of tumors that are more difficult to delineate are more
likely to show a positive treatment outcome.
Because of the limited framework of the current experiment, e.g. a quite limited dataset,
biased selection of subjects for simple binary classification and a lack of multi-variate analysis,
the drawn conclusion can only be considered as the result of a technical experiment, rather
than a justified relevant medical conclusion. The obtained results suggest however, that a
tumor which is apparently more difficult to delineate, responds better to the GKRS treatment.
This is an interesting topic for further research, where the texture of the tumor, which
represents the underlying biology of the tissue, on the MRI scans should be incorporated.
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Abstract

In recent years we have seen a rise in the amount of fitness tracking and
self monitoring devices. These devices which often work in conjunction with
a smartphone are becoming more accurate and are becoming widely adopted.
This trend goes hand in hand with Electronic Health Care (e-health): the shift
of health care to the digital domain. E-health would allow patients to measure
their medical condition at home, allowing a diagnosis to be made based on measurements taken over a longer period of time, while reducing the work performed
by a doctor. Measurements are stored in the cloud, simplifying the way in which
they can be shared with healthcare providers and possibly research institutions.
Modernizing healthcare this way should give the patient more insight and control over his/her healthcare and medical data. Furthermore the amount of visits
required to the hospital can be reduced, an endeavor which can be demanding
for many less fit for elderly individuals.
However, handling medical data this way causes concern for privacy. Often
the data handled by these devices is very sensitive and could easily be used to
identify the user and monitor many of their behaviours. In order to achieve
privacy there are several approaches. One way is to enforce involved parties
through legislation to use the data for specific purposes only. However, this
relies on the party being semi-trusted and does not guarantee safety in case of a
data-breach.
In this work the way in which the integration of wearables into the medical
domain is currently taking place and how privacy and security is handled will
be explored. Furthermore we will show the current state of research regarding
improving this security.

Keywords— E-Health, Wearables, Medical Home Devices, Security and Privacy,
End-to-End Encryption, Secure Computation, Encrypted Search

1

Introduction

In 2016 the CBS released a report showing that the percentage of the GDP spend
on health care in the Netherlands has risen from 10% in 2000 to 14% in 2015[1].
Furthermore we found the percentage of our population which is older than 65 has
risen from 13.57% to 17.80% in this period[2]. This data shows an increasing trend
in the cost of health care and an increase in the health care needed for the elderly
specifically.
In addition the amount fitness and health tracking devices being sold is increasing,
with the market for wearables expected to grow from 84 million units in 2015 to 245
million units in 2019[3]. The accuracy of such sensors and their applications is increasing, while their size and power consumption decreases. We see that many of these
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devices are targeted towards consumer use. These devices can be worn throughout the
day and are able to measure heartbeat, movement and sleeping patterns. The data
gathered by these devices is mainly used for health and fitness tracking. However, we
are also starting to see more medically targeted devices, able to measure blood pressure, ECG and glucose levels. These are not necessarily worn and measurement often
need to be performed manually. What both types of devices do have in common is
that they usually are able to connect to a smartphone. This allows easy cloud storage
and analytics on the data, provided by the vendors of these devices.
Fully integrating wearables and health monitoring devices into health care would
change health care as we know it, possibly saving costs while at the same time improving the quality of the provided health care[4]. These devices can be used to let
patients measure their medical condition at home, reducing the work performed by
a doctor reducing costs. Furthermore this approach can reduce the amount of visits
required to the hospital, an endeavor which can be demanding for many less fit elderly.
Measurements can be taken without the help of a doctor and can easily be taken over
a larger period of time. This would possibly allow doctors to make a better diagnosis,
or even allow (partly) automation of the diagnosis process. However, in order for such
a scenario to be turned into reality first a big step needs to be made into digitalizing
existing health care.
At the moment there are several ways in which health care providers (HCPs) manage their data. Traditionally a printed file is kept for every patient, however, most
HCPs have moved to local digital file systems. Besides keeping track of the patient’s
treatment the files are also important when a patient moves to a different HCP, or is
visiting multiple providers at the same time. Different types of medications can have
different effects when used in conjunction with other medicine. Because of this a HCP
needs to be aware of the medication prescribed by the provider itself, but also possibly other providers. For this exchanging patient files between the different HCPs is
obviously useful, but is not always performed.
As these smart devices are relatively new, laws and regulations regarding the data
they gather often leaves privacy risks. In the United States the Health Insurance
Portability and Accountability Act (HIPAA)[5] does not specify data ownership[6] and
state laws are inconsistent. We see many vendors of smartphones and smart devices
providing their own cloud service for storing and managing the data gathered. Such
services include Apple’s HealthKit, Gooe Fit, Philip’s Health Suite, Witings’ Health
Mate, and Fitbit’s dashboard. As a result data gathered about a single individual
exists on many different servers owned by many different parties, each with their own
terms of use and privacy policy, leaving little control over the data to the patient. More
importantly, ownership of the gathered data often ends up with the service provider
instead of the patient. The result is a situation where data which can be considered
medical is owned by the service provider who is able to use it for service analytics,
targeted advertisements, or even sell it to third parties.
With this the privacy and security challenges of integrating wearables and smart
devices into health care should be clear. In this work an overview of the current state of
e-health will be given together with suggestions for improving the privacy and security
of the current system.

2

Dutch E-Health Architecture

In this section we shall explain the current state of digital health care in the Netherlands.
A system where medical data gathered by HCPs and wearables can easily be aggregated, combined, and exchanged would be a first step into achieving the modernization
of health care. In the Netherlands this is done through the Dutch Electronisch Patinten Dossier (EPD) and the Landelijk Schakelpunt (LSP), which translates to electronic
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patient file and national exchange point respectively. The EPD was an effort launched
by the Dutch government and would become a national system where medical data
could be stored. This way it would become easier for patients to look into their own
medical files, while at the same time granting the patient more control over who has
access to their data and simplifying the way in which medical data could be shared.
As a direct consequence medical failure due to misinformation would be reduced.
Preparations for this project started in 2008, however, already in 2011 work on
the project halted due to security and privacy concerns. The parliament was not
willing to spend the money needed in order to guarantee the system’s security. Though
parts of the system are still in use, the government would no longer be involved in its
development. The result is a decentralized system, meaning that all HCPs participating
in the system still store their medical data in their own systems. The LSP provides a
centralized point through which HCPs can exchange medical data. All HCPs require an
electronic passport allowing identification, while LSP checks the legitimacy of any data
requests. Between 90 and 98% of HCPs have moved to a digital file system connected
to the LSP[7]. The LSP was originally funded by the Dutch government, now however
funding comes from the HCPs paying a fee to join the LSP, which in turn is covered
by health insurance companies. Important to note here is that these health insurance
companies do not have access to any data collected by the LSP. The LSP stores no
actual data, but instead stores the BSN (Unique identifier handed out to each Dutch
civilian by the Dutch government) of a patient and which HCPs are allowed to share
his data. Furthermore it knows which types of data each HCP is collecting about a
patient, but not the actual content.
At the moment this standard for exchanging data in between HCPs is starting to
get widely adopted. However, in this standard only HCPs are able to add data to
a patients digital file. The patient controls which HCPs are allowed to share data,
however, can not add any data to their file. Neither is there a standard for vendors to
exchange data with HCPs. At the moment the data gathered by the patient is stored
on the vendors owned servers. Often vendors allow some form of data sharing between
vendors and HCPs, however, this usually has to be done through their services and
protocols. Usually this is either in the form of a web-based dashboard or through an
API. The LSP only connects different HCPs. Therefore the LSP does not provide a
way for wearables and smart devices to exchange data with HCPs. Furthermore the
LSP is not designed to support such an integration.

2.1

Stakeholders

In this section we briefly explain the stakeholders, which rights and powers they have in
the current setting, and where the system should move towards in the future, according
to our vision on e-health.
 Currently the patient is able to decide through the LSP which HCPs are able
to exchange medical data. The LSP provides information about which types of
medical data are being exchanged, however, does not provide a way to view the
data itself. By law a HCP needs to provide the patient insight into which data
about them is being collected. For this the patient needs to request access to
their medical file at each HCP. The information is generally given by providing
a printed copy of the data, instead of allowing digital insight. This means that
realtime insight is not possible.
The patient wants to be able to gain more control over their own medical data.
This means easier insight into exactly which data is being shared by the HCPs.
More control and involvement can be gained by letting the patient collect their
own data using wearables.
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 The main goal of the vendor or service provider is to persuade patients to
use their products. Vendors compete on this based on features provided, quality
of measurement, and price. More relevant is the cloud service they provide. A
vendor might be able to perform certain analytics on the medical data other
vendors might not provide.
The vendor wants to be able to keep providing cloud-based services in order to
compete with other vendors. Simplifying the way by which their measurements
can be shared with actual HCPs would make their products more attractive for
patients.
 The HCP stores medical data about the patient in order to provide medical
treatment. This data can be exchanged through the LSP if the patient has given
permission for this.
Gaining access to measurements gathered by wearables could reduce the time
required per patient and improve the care they provide.
 Right now there are vendors and HCPs who provide anonymized data to research
institutions. It might be possible that while conducting research the institution
might learn a certain patient requires medical attention. If the anonymization
process could be reversed under these circumstances the research institution could
inform the HCP about this patient.
Currently vendors often share anonymized data with research institutions. Data
gathered by HCPs can be used for personal research or be shared with research
institutions, in an anonymized way, with consent from the patient[8]. However
the LSP provides no way of achieving or monitoring the exchange of this data.
 The LSP keeps track of which HCPs a patient has given permission to exchange
data. The system attempts to only allow them to share data relevant for the
treatment they provide. The LSP is responsible for logging any data exchange
taking place. These logs can be viewed by the patient.

3

Privacy and Security Considerations

Availability might be an issue. A lot of trust is being put into the LSP. The LSP
forms the centralized hub which connects the different parties wishing to exchange
data. If the LSP is offline no data can be exchanged between parties.
Sensitive Data is being collected by the vendors. Profile information gathered
usually includes full name, E-mail address, date of birth, gender, weight, height. Furthermore depending on the wearables and smart devices used different metric information will be gathered. These types of measurements include hearth rate, blood pressure,
weight, fat percentage, amount of steps taken, location. Usually every measurement
can be combined by a note or description given by the patient. In the future we can
only expect more types of metrics to be aggregated by these systems. Also permissions
granted by the patient to any HCP will also be linked to the patient’s data. Besides
the fact that identifiable information is often included, also proposedly anonymized
data is often still susceptible to linkage attacks[9]. Furthermore the data can be used
to learn a lot about individuals, their behaviours and daily routines.
Data Visibility. At the moment the vendor has insight into all the patients data
gathered by their products. Furthermore they grant themselves the right to use this
data to improve their own services, but also the right to use and sell the data to third
parties for e.g. advertisement purposes. The LSP is able to see all HCPs a patient is
attending and which types data they are collecting and exchanging. Furthermore in
case of a data breach the information gathered by vendors will be visible in plaintext
to any attacker.
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Data Retention. Though most vendors offer patients the option to remove certain
measurements, often these measurements will only remove the link between the patient
and the measurement. Furthermore the link might even still exist in any backups of
the data.
Third parties. Many vendors provide ways through which third parties can use
the collected data. This third party might have a different privacy policy, rendering
guarantees regarding privacy given by the vendor meaningless. The data can be used
for any purpose the third party sees fit, such as advertisement or reselling.
Monitoring is mainly handled by the LSP. The LSP makes sure HCPs only exchange relevant information. There is no way for the patinet to verify the information
given by the LSP. When a patient requests insight into their file at a HCP, the HCP is
the one supplying this data, usually in printed form. This means the HCP is able to
tamper and modify the data.

4

Proposed E-Health Solutions

In order to improve the privacy in e-health several solutions have been proposed. In
this section different relevant works will be explained briefly.

4.1
4.1.1

Privacy through Encryption
End-to-End Encryption

By storing the data in an encrypted form it is possible to hide it from the vendor. One
way to achieve data sharing is by combining encryption at the endpoints with proxy
re-encryption[10]. Proxy re-encryption allows encrypted data to be re-encrypted so
that it can be decrypted using a different key. This way data can be shared among
multiple parties without the need of sharing keys. Furthermore the encryption at
the endpoints means that any intermediate party can not view the data. Finally the
scheme still allows computations to be performed over the encrypted data, leaving
room for an extension where the storage provider provides some diagnostic service over
the encrypted data.
4.1.2

Polymorphic Encryption and Pseudonomysation

One way to achieve anonymization is through pseudonomysation [11]. A user’s actual identifier gets encrypted. Next the encrypted identifier can get reshuffled so it
will decrypt to different pseudonyms of this identifier. By reshuffling to a different
pseudonym for every party, identifiers can not be linked across different databases. A
separate party takes care of the reshuffling and reshuffles the identifiers so data can be
exchanged between different parties.
The basis of this system relies on an asymmetric ElGamal cryptosystem. The
cryptosystem uses randomized encryption and allows re-keying, re-shuffling and rerandomization are possible. Re-keying allows a ciphertext to be modified so that
afterwards it can be decrypted using a different secret key. Re-randomization will
change the randomness in the encryption and re-shuffling will modify the ciphertext so
that it will decrypt to a differnet message.
The system achieves hiding of identifiers across different parties. However all data
remains visible in plain-text at the endpoints. This still leaves the system vulnerable
to linking and re-identification attacks, as exchanged data will be visible in plaintext.
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4.2

Secure Computation

Encrypting the data is great for provide cloud-privacy. However often vendors perform
some computation on the data in order to provide some service or gain some analytical
insight in the usage of their product. Some vendors or service providers allows remote
diagnostics of biomedical signals. Such a service could be a standalone service, or part
of a complete e-health system providing storage and processing of medical data. The
user wants an analysis of their data without loss of privacy. At the same time the
service provider does not want to reveal their algorithm, as revealing this would allow
anyone to provide the same service.
4.2.1

Garbled Circuits

Garbled Circuits provide a way by which to parties can jointly evaluate a function over
their private inputs[12]. The one limitation being that function to be evaluated needs
to be described as a Boolean Circuit. Here one party constructs the garbled circuit
while the other party performs the evaluation. In the scenario of a patient wanting to
obtain a diagnosis without revealing his/her data, and a service provider in possession
of an algorithm to provide this diagnosis, garbled circuit can provide a solution. By
converting the diagnosis algorithm into a Boolean Circuit, this circuit can be garbled
by the vendor and evaluated by the patient without loss of privacy.
4.2.2

Linear Branching Programs

By modeling the service as a Linear Branching Program (LBP) the service can be
executed even on encrypted data[13]. The basis is an LBP which can classify ECG
signals, thus providing a diagnosis. By evaluating this LBP in a privacy secure manner
using two-party computation it is shown that such a system can be implemented in an
efficient and secure manner. Two implementations, one using garble circuits and one
using a hybrid of homomorphic encryption and garbled circuits (hybrid) are proposed.
Both provide an accurate classification in a timely manner, with the garbled circuit
implementation running more efficient, but the hybrid implementation requiring less
communication. Though this work shows that such tools can be implemented in an effective and efficient manner, they do require a lot of tailoring specific to the application
in order to achieve the optimizations.

4.3

Searching over Encrypted Data

Storing the data in encrypted form means that performing search over the data becomes
a challenge. Especially the use of wearable might greatly increase the amount of data
over which needs to be searched.
One way to provide search over encrypted data is by giving each file a limited set
of keywords. Using some one-way function, such as a hash, these keywords are then
hidden. The hash gets stored on the server along with a pointer to the associated
file. A search can then be performed by comparing the hashes of keywords. This
provides a very basic search functionality, the keywords require an exact match otherwise the query will give no result. In order to account for typos fuzzy search can
be applied[14][15]. The edit distance between two words is the amount of operations
required to turn one word into another. An operation can be the addition, removal or
replacement of a character. In this setup a maximum edit distance between a searched
keyword and a return keyword is defined. When a keyword is added to the database
not only the keyword hash itself, but also all keyword hashes within the maximum edit
distance are stored. When searching for a keyword a search is performed for the hash
of the keyword itself and all keywords within the edit distance.
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5

Discussion

The potential of e-health should be clear. E-health can reduce the workload put on
doctors and give more control to patients. This could potentialy save costs and improve the quality of health care. However, the architecture currently in place has its
limitations. The LSP provides a way for HCPs to exchange data but not for third parties. Because of this integrating wearable into health care is still non-standardized and
difficult. The collected data could be of high value to research institutions. HCPs and
vendors decide which researchers gets access to the data, meaning the patient has no
insight into who has access to their (anonymized) information. The current architecture has certain privacy and security considerations. The level of trust put in different
parties is high. Both the LSP and vendors receive high levels of trust, with the vendors
granting themselves ownership over the collected data, sharing it with third parties as
they see fit. Because of this it is difficult for patients to monitor for what purposes
their data is being used.
The scientific work in cryptography provides several tools to address these challenges. These tools all solve part of the challenges and together could form the basis of
a system architecture providing the basis for a modern e-health system where privacy
would be preserved. End-to-end encryption can be used to hide data from vendors,
while secure computation allows them to still provide the same services. By providing
proper methods for searching over this encrypted data an architecture can be designed
with privacy by design. More importantly control over the data moves from HCPs and
vendors back to the patient.
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Abstract
Electroencephalography (EEG) is a widely used modality for monitoring neural
activity and is currently viewed as one of the most promising non-invasive techniques for future chronic neuromonitoring applications. Chronic EEG devices
would facilitate the promotion and protection of brain health, a better diagnoses
of brain disorders, the development of new neural prostheses etc. Measuring
EEG has been historically handicapped by bulky devices, which are too heavy
and obtrusive to wear in everyday life. A recent surge in new miniature EEG
devices with local embedded electrodes allows to overcome this restriction. Such
devices can be concealed eg. behind the ear [2], in the ear [4] or even under
the skin [3]. However, the miniaturization of these devices comes with the drawback that only few EEG channels can be recorded within a single local area.
Therefore, to increase spatial information, one could use multiple such devices
and wirelessly connect them in a sensor-network like architecture, referred to
as a Wireless EEG Sensor Network (WESN) [1]. As the nodes in a WESN are
battery powered, this introduces new challenges like the need for reduced power
consumption and minimal bandwidth usage. In this paper we explore the possibility of using data from multiple miniature EEG devices in a WESN setting in
order to improve signal quality, decoding and analysis of EEG. For this purpose,
we collected EEG signals from two behind-the-ear electrode arrays (cEEGrids
[2]). The subjects performed an artifact stream task, in which they carried out
actions at specified times to generate known artifacts in EEG. A multi-channel
Wiener filter (MWF) based artifact rejection algorithm was applied on the EEG
data. We found that combining the data from two cEEGrids improved removal
of artifacts in EEG caused by eye blinks. These observations open up avenues
where merging data collected from multiple EEG devices helps to enhance EEG
analysis. The prospect of using distributed algorithms, which try to overcome
limitations of bandwidth and power, would also assist towards better decoding
of EEG data in a WESN.
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Abstract
Flooding networks constitute a simple and robust but inefficient method of transferring packets in a dense wireless network. Classical flooding contention protocols focus on reducing the number of retransmissions rather than ensuring
successful message delivery. This naive approach may be futile as new retransmissions could be needed if the packet does not successfully arrive at the destination. In this work, we propose a contention scheme based on channel gain
prediction and autonomous decision making that can improve both metrics. Exploiting spatial correlation of shadow fading, nodes can predict the channel gain
of their neighbors based on knowledge of two channels: their own one to the
common destination and the shared link between neighbors. After prediction,
they decide locally to retransmit the packet or remain silent. Simulation results
suggest that the effective packet delivery ratio of the network can be increased
more than 150% when using this contention scheme.

1

Introduction

Wireless networks are expected to become densely populated in the near future. Industry leaders estimate that the number of wireless internet connections will exceed 10
billion by 2018 and will be 1.4 times greater than the world’s population [1].
From this perspective, efficient implementation of flooding schemes is one of the first
sub-topics to tackle, as they are pervasive in a wide range of wireless applications. In
fact, most of the major routing protocols, such as DSR or AODV, use flooding for route
discovery, route maintenance and topology update. Flooding transmissions diffuse
packets among the whole network by making every intermediate node rebroadcast
them after successful reception. Given the dense nature of such networks and potential
growth of retransmissions, a simplistic flooding scheme is likely to generate excessive
collisions and packet dissemination.
Flooding contention schemes are designed to deal with the above issues. Most of the
existent schemes focus on limiting the number of retransmissions across the network,
such as [2], while neglecting successful packet transmission. Note that just reducing
the number of retransmissions might be futile if additional transmission attempts are
needed to ensure correct decoding given that the packet is corrupted by the channel.
We believe that in future dense networks optimal flooding contention schemes should
improve both metrics. To the best of our knowledge, no protocol does so in the state
of the art.
In this paper we propose an autonomous transmit decision scheme in which the
nodes generate a statistical estimator of channel gains. As a first step, we focus in
the case of two transmitters competing to rebroadcast to a common destination, with
certain correlation on shadow fading in all links. Following our scheme, the two nodes
autonomously decide to transmit based on predicting the channel gain of the neighbor
and comparing it to the own one. This prediction is based on local observations of the
own channel to the receiver and the shared link with the neighbor transmitter.
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Figure 1: Diagram of a flooding network. An elementary subnet composed by transmitters T1 and T2 and receiver R is considered, with channel gains X, Y and Z.
The rest of the paper is organized as follows: Section 2 introduces the system
model; Section 3 presents the problem statement and proposes the autonomous flooding
contention scheme based on channel prediction and decision making along with our
novel channel prediction scheme; Section 4 presents the simulated performance of the
proposed scheme and finally Section V concludes the paper.

2
2.1

System Model
Flooding network and elementary subnet

Let us consider a flooding mesh network, where a packet is generated by a source Src
and propagated across the entire network until it reaches its destination Snk , henceforth
called sink. The propagation is done by successive rebroadcasting of all intermediate
nodes that receive a copy of the packet, which is especially useful when Src does not
have knowledge of the location of Snk .
As a first step towards tayloring a flooding contention scheme for the entire network,
in this paper we will focus on an elementary subnet as depicted by Figure 1. The
subnet is composed by two transmitters T1 and T2 that compete for delivering the
same packet to a receiver R. The channel gains between the transmitters T1 and T2
and the receiver R are denoted as X and Y , respectively, while Z is the channel gain
between the transmitters.
In the following, let us consider that the channel gains experience stationary shadow
fading conditions, assuming fast fading is taken care of by coding or other diversity
methods. For simplicity, it is assumed that both T1 and T2 transmit at the same power
Ptx and that all the members of the elementary subnet are in range with each other, and
hence no hidden-node problem is presented. It is also assumed that both transmitters
have channel state information (CSI) and hence possess accurate estimates about their
own channel gain to the receiver. However, they do not have access to the realization
of the channel gain between the other transmitter and the common receiver, although
thanks to the stationarity of the scenario they have knowledge of its statistics. Finally,
it is assumed that both nodes can measure Z by overhearing transmissions of each
other, without requiring dedicated communication resources for this end.

2.2

Channel Model

For modeling the wireless channel we consider the effects of path loss and shadow
fading. The former describes the reduction in power density of the electromagnetic
wave as it propagates through the medium, while the latter is generated by objects
obstructing the propagation path [3]. We study the statistics of the received power
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Prxk , with k ∈ {1, 2} for T1 and T2 , following the well-known Log-distance Path Loss
Model [3] which states that
 
dk
Prxk = Ptx − L0 − 10 η log
+ Sk
(1)
d0
when measured in dB. Above, dk is the link length, L0 is the path loss at a reference
distance d0 (usually 1 meter), η is the path loss exponent (which is dependent on the
scenario and can be estimated by linear regression [4]) and Sk is a zero mean Gaussian
random variable with standard deviation σk . This last term reflects the effect of shadow
fading in the link.
The amplitude of the random variations on the received power caused by the shadow
fading is proportional to the size of the obstructing objects [3]. Given this large scale
nature, it is not surprising to find that the shadowing can be very similar for different
locations that are close to each other, as the links are affected by similar objects.
Several models have been proposed in the literature for describing this phenomenon,
such as the Nesh Model proposed in [5], which is based on a two-dimensional wide sense
stationary and isotropic Gaussian random field, with zero mean and exponentially
decaying spatial autocorrelation. The value of the shadowing is obtained as a weighted
line integral of the random field along the path link. Hence the correlation coefficient
α of S1 and S2 can be expressed as


Z Z
|u − v|
1
exp −
dudv ,
(2)
α= √
δ
δ d1 d2 C1 C2
where δ is a spatial constant that reflects the rate at which the shadow fading becomes
decorrelated and Ck with k ∈ {1, 2} are the two path links. Equivalent expressions,
mutatis mutandis, can be obtained for β (which measures the correlation between S1
and S1↔2 ) and γ (measuring the correlation between S2 and S1↔2 ).
The channel gains can then be expressed as:
 
d1
X = Prx1 − Ptx = −L0 − 10η log
+ S1
(3a)
d0
 
d2
Y = Prx2 − Ptx = −L0 − 10η log
+ S2
(3b)
d0


d1,2
Z = −L0 − 10η log
+ S1↔2 .
(3c)
d0
In agreement with the arguments above, as the underlying shadow fading processes
are correlated we model the random vector (X, Y, Z) using a multivariate Gaussian
distribution
 with mean value µ = [µx , µy , µz ] given by the path losses µk = −L0 −
10 η log ddk0 and covariance matrix



σx2
ασx σy βσx σz
σy2
γσy σz  ,
Σ = ασy σx
βσz σx γσz σy
σz2
where α, β and γ are obtained using expression (2).
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(4)

2.3

Performance Metrics

Classical flooding contention schemes focus on reducing the total number of retransmissions in the network and the probability of contention Pc [2], while neglecting an
optimal transmitter selection to increase the probability of successful reception Ps . This
is a naive approach as new retransmissions can originate after unsuccessful reception
due to effects of the channel. We believe that an ideal flooding contention scheme
should improve both metrics. In order to incorporate them in a compact expression,
we define the packet delivery ratio as
PDR = (1 − Pc )Ps ,

(5)

and our aim is to maximize its value.
In the following, let us provide formulas for Pc and Ps . Possible errors of the
contention scheme occur when T1 and T2 transmit simultaneously, causing a collision,
or when neither do, loosing the time slot. In such cases a contention event is produced
in the subnet, denoting hence collisions or idle slots. The probability of contention Pc
is defined as
Pc , P{two transmissions} + P{zero transmissions} .

(6)

For calculating Ps , note that packets that have not experienced contention can still
be corrupted due to effects of the channel, unabling R to decode it correctly. The bit
error rate Pb depends on the modulation and signal to noise ratio SNR of the received
packet, where the latter varies with every realization of the shadow fading. If the frame
sent has a header of length Lh and a payload of length Lp , the probability of successful
reception Ps is defined as
Ps , (1 − Pb )Lh (1 − Pb )Lp .

(7)

Above, we assume that no error correcting scheme is being used, which is the case in
many protocols oriented to low-power communications like IEEE 802.15.4 or Bluetooth
Low Energy (BLE) [6].

3
3.1

Proposed Flooding Contention Scheme
Problem Statement

An ideal flooding mechanism for an elementary subnet would be one in which only the
node with the highest channel gain transmits. This is not only advantageous from the
point of view of number of packets sent and Pc (as only one of the two is transmitting),
but also from the point of view of Ps (as the one with highest SNR is chosen). By
(5), this approach effectively increases the PDR as desired. The optimal transmitter
is found by solving Prx1 ≶ Prx2 , which using equation (3) can be rewritten as X ≶ Y ,
or equivalently
 
 
d2
d1
+ S1 ≶ −L0 − 10η log
+ S2 .
(8)
−L0 − 10η log
d0
d0
It can be seen that each expression in (8) is the sum of a deterministic and a random
component, so the condition can only be verified if both realizations of the shadowing
processes S1 and S2 are known.
The problem then relies on how the nodes can make a decision using only the
knowledge of the network they have based on local observations. Although such a
solution would be sub-optimal, it can still provide important benefits over a situation
where the nodes decide based on random guessing.
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3.2

Overview of the Proposed Flooding Contention Scheme

As an alternative for computing the decision in (8) better suited to distributed scenarios, we propose an autonomous channel prediction and decision making scheme. In
this approach, each node is responsible of deciding autonomously whether to transmit
or not during each timeslot, based on the statistical inference made over the channel
gain of its neighbor.
Let us describe the proposed scheme from the point of view of T2 (a symmetrical
analysis follows for T1 ). In the initial step, T2 builds an estimator for X, denoted as X̂,
which requires information of Y , Z, α, β and γ. With the local measurements of Y and
Z the value of γ can be computed. Then, assuming the geographical parameters of the
network are known and using equation (2) the values of the correlation coefficients α
and β as well as the statistical parameters µx and σx are obtained. After the estimator
is computed, T2 compares it with Y . If Y > X̂ T2 assumes that its own channel is more
favorable than the one of T1 , and hence it decides to transmit the packet. On the other
hand, if Y < X̂ T2 refrains from transmitting as it assumes that T1 is experiencing a
better channel gain realization.
Note that the computation of X̂ and Ŷ is done based on local channel information
and without requiring additional information to what the nodes already have.

3.3

Proposed Channel Estimation Scheme

For the case of T2 the estimator is obtained using both channel gains Y and Z, i.e.,
channel T1 → R is predicted based on T2 → R and T1 ↔ T2 .
3.3.1

Expression of the estimator

Based on the MMSE estimator for the vector case [7], we express this channel gain
estimator as
X̂(y, z) = a1 y + a2 z + µx − a1 µy − a2 µz ,
(9)




σx β − αγ
σx α − βγ
and
a
=
. The MSE of this estimator is given
with a1 =
2
σy 1 − γ 2
σz 1 − γ 2
by


(β − αγ)2
2
2
(X|Y, Z) = σx 1 − α −
.
(10)
1 − γ2
Finally, observe that when considering the case of T1 and the estimation of the power
Y based on X and Z the roles of β and γ must be swapped.
3.3.2

Effect on PDR

Note that there are several combinations of α, β and γ in expression (10) that obtain
(X|Y, Z) = 0. In order to obtain the values of the correlation coefficients that achieve a
perfect estimation, we simulate a multivariate Gaussian distribution and sweep through
all possible combinations of α, β and γ. Figure 2 depicts several level curves of the
normalized MSE (X|Y, Z)/σx2 for different values of α and β when the two extreme
cases γ = 0 and γ = 0.9 occur. Observe that high values of |α| and |β| reduce the
error of the estimation, while high values of |γ| shift the level curves from a circle to
an ellipse. In the case γ > 0 this ellipse is shifted to the right, while γ < 0 shifts the
ellipse to the left. Note that the outer dashed curve represents the combinations of
the correlation coefficients which produce a perfect estimation while values outside the
curve are impossible to obtain because then the covarariance matrix Σ would not be
positive semidefinite (equivalent to having 1 + 2αβγ − α2 − β 2 − γ 2 < 0).
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Figure 2: Level curves of the normalized mean square error in the proposed channel
estimation scheme for γ = 0 and γ = 0.9.
Table 1: Simulation parameters
Parameter
Description
Lp
Size of the payload
Lh
Frame header
ts
Timeslot
f0
Carrier frequency
Ptx
Transmitted power
d0
Reference distance
L0
Path loss at distance d0
η
Path loss exponent
σ
Shadowing standard deviation
δ
Environment constant
d1,2
Normalized length of link T1 ↔ T2
SNR
Signal to Noise Ratio
NTE
Number of transmission events

Value
336 bits *
40 bits *
625 µs *
2.4 GHz
0 dBm
1m†
39 dB †
3†
10 dB †
0.57 ‡
1‡
10 dB
105

* Source: [6] † Source:[4] ‡ Source:[5]
Finally, recall that a lower MSE in the prediction will increase the probability of
successfully choosing the optimal transmitter, therefore increasing the probability of
successful reception Ps and consequently the PDR.

4
4.1

Simulation of the Flooding Contention Scheme
Simulation Setup

Figure 3 depicts our proposed topology for the analysis of the flooding contention
scheme, with simulation parameters found in Table 1. In this scenario the three nodes
form an isosceles triangle with d1 = d2 , where the projection of the node R on d1,2
always lays in the middle of it, resulting in µx = µy . It is assumed that σx = σy = σz ,
in concordance with [4].
We study the system as function of the angle θ ∈ {60◦ , 180◦ }. When θ = 180◦ the
three nodes are aligned, with R being straight between them, while when θ = 60◦ an
equilateral triangle where d1 = d2 = d1,2 is obtained. The values of the correlation
coefficients α, β and γ change with θ, as the three path links needed for equation
(2) become different. However, given the symmetry of the scenario β = γ and for an
increasing value of θ the value of α will decrease while β and γ will increase. The model
(2) is computed in Matlab as a function of θ, where (α = 0, β = γ = 0.5) is obtained
for θ = 180◦ and (α = β = γ = 0.32) is obtained for θ = 60◦ as the two extreme cases.
The covariance matrix Σ is positive semidefinite for all the obtained values.
Three different autonomous decision schemes are considered for the simulation. In
the first one we assume that the nodes are not able to estimate X, Y or Z. Without this
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Figure 3: The elementary subnet consists in an isosceles triangle where d1 = d2 and R
lies above the point d1,2
, with its elevation given by the value of θ.
2
information prediction is not possible and therefore the best they can do is deciding
at random whether to transmit or not. The second one corresponds to a simplistic
channel prediction scheme where the estimation neglects the information of Z, while
the third one corresponds to our proposed prediction scheme (Section 3.3).
In all three schemes the two transmitters obtain a new realization of the channel
gains every transmission event, with the appropriate values of the correlation coefficients. They perform the channel gain prediction and decide autonomously whether
to transmit or not. If no contention occurs (with probability 1 − Pc ), the packet is
modulated using BPSK, transmitted and correctly received with probability Ps .
rx
, which accounts
The packet delivery ratio defined in (5) is expressed as PDR = NNTE
for the number of packets correctly received Nrx in relationship to the total amount
of transmission events NTE . The probability of contention introduced in equation
0T
(6) is computed as Pc = N2TN+N
, where N0T and N2T account for the number of
TE
events in which both transmitters decided to transmit or to remain silent at the same
time, respectively. The probability of successful reception defined in (7) is computed
Nrx
as Ps = N
, with Ntx being the number of packets transmitted without taking into
tx
account collisions.

4.2

Numerical Results

In agreement with the discussion of Section 3.3, Figure 4 depicts the packet delivery
ratio of the system. As expected, both autonomous decision schemes based on channel
estimation achieve higher PDR than the random scheme. Regarding the relationship
with θ, higher values will produce values of the correlation coefficients α, β and γ
that achieve lower MSE in the estimation, as depicted in Figure 2. This results in a
more accurate decision making, leading to lower contention probability Pc and higher
probability of successful transmission Ps . As the MSE of our proposed scheme is
always lower than the simplistic one, the transmit decision is always more accurate,
thus achieving a highest PDR.
Following the same reasoning, the results for the probability of successful transmission show Ps = 0.6 for the random scheme (equivalent to a regular fading channel),
Ps = 0.9 for the simplistic scheme and Ps = 1 for our proposed scheme.
Figure 4 depicts the probability of contention of the simulated system. As expected,
the random scheme shows a constant value of Pc = 0.5, while the simplistic channel
prediction scheme shows a decrease in performance. Our proposed channel prediction
scheme shows a lower contention probability than the former, although not better in
average than the random scheme. Despite this fact, the increase in performance of
PDR is justified since the node transmitting when no contention is given is guaranteed
to be the best one, i.e. the one with highest probability of a successful transmission.
Note that under this model our proposed scheme shows the best results using all
metrics for θ > 120◦ , as the values of α, β and γ obtained allow a better estimation
and decision. Comparing it with the random decision scheme the increase in PDR of
the elementary subnet goes up to 157%.
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Figure 4: PDR and Pc in the simulated elementary subnet.

5

Conclusion

In this paper we propose a flooding contention mechanism based on autonomous channel prediction and decision making. The decision making is based on statistical inference, which exploits the correlation of the shadow fading for three different links. We
explore the benefits of performing the inference not only using the link to the common
receiver, but also including a second shared link with the neighbor node. Our results
in a elementary subnet show that our approach improves both the contention and
the probability of successful transmission without requiring additional control signals.
Therefore, the packet delivery ratio can be maximized.
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Abstract
Image formation for Radio Astronomy (RA) is an inherently ill-posed large-scale
inverse problem. We propose an efficient and highly paralellizable imaging algorithm with built-in regularization for Radio Interferometry (RI). We formulate
the image formation problem as a linear least squares (LS) estimation problem
by discretizing the Field of View (FoV) of the telescope array into a number of
pixels. The problem is regularized by (1) truncated Krylov iterations and (2)
prior conditioning of the system matrix by weights attained from the matched
filter beamformed data. Simulations using the Low Frequency Array (LOFAR)
telescope configuration show that the proposed method results in more accurate
image estimates by reducing the artifacts introduced in the empty parts of the
image due to the ill-posedness of the imaging problem and overfitting of the
model. Furthermore, the Krylov-based algorithm fits very well in the context
of large-scale RA image reconstruction due to the speed, scalability, inherent
parallelism and computational benefits.

1

Introduction

RA imaging starts from incomplete and noisy measurements on an array of antennas
and aims to obtain an sky map (image) where each pixel indicates the location and
intensity of a source. This is a prevalent problem in many array processing and image
reconstruction applications. We define the RA image reconstruction as a linear Least
Squares (LS) regression problem with the noisy array covariance measurements as the
available data and the pixel powers as the unknowns. In the current and future radio
telescopes, such as the LOw Frequency ARray (LOFAR) and the Square Kilometer
Array (SKA), fine resolution images with a high number of pixels is required which
results in a highly large-scale and ill-posed problem. The quest for imaging algorithms
that can handle the scale of the RA imaging problem in an efficient way is one of
the main focuses of the RI research. Furthermore, to obtain a unique and physically
meaningful image from the finite set of noisy visibility measurements, regularization is
necessary.
A direct solution of the LS imaging problem based on a truncated SVD results
in ringing and sidelobes in the recovered image [1]. Some regularization techniques
for the direct solution has been explored in [2]. In practice, the direct solution is
computationally infeasible since the system matrix in the LS problem is very large and
cannot be explicitly formed and stored in memory. Therefore, RA image formation is
performed by iterative solution methods, such as the widely used technique dubbed
CLEAN algorithm [3] and its variants. Moreover, imposing nonnegativity constraints
on the image results in Nonnegative Least Squares (NNLS). A variant of the active
set method [4] for solving NNLS has been investigated in the context of RA imaging
in [5]. CLEAN-based techniques and active set are greedy methods that lead to a
∗
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sparse reconstruction comparable. These methods require individual examination of
each pixel of the image and are thus prohibitively slow and inefficient.
More recently, many methods based on compressive sensing and convex optimization have been developed such as [6]. These methods are based on a gradient descent
approach. Regularization is performed by imposing constraints on the sparsity of the
image. The advantage of the methods based on convex optimization is the simplicity
of imposing additional constraint on the solution and existence of many well-developed
methods with guaranteed convergence. The disadvantage of these algorithms is the
slow convergence of the gradient descent steps. Furthermore, both the greedy and the
convex optimisation based methods generally require more than one levels of iterations
to handle the constraints.
In this paper we present a fast and efficient iterative imaging algorithm based on
the Krylov-subspace-based method of LSQR [7]. We propose to integrate the prior
information about the image and its potential support obtained from the matched filter beamformed data, the“dirty image”, directly into the forward operator through a
simple scaling of the operator. The scaling is applied like a right preconditioner on the
forward operator and is based on the prior information. Thus it is dubbed“prior conditioner”. Integrating the prior information directly into the forward operator reduces
the levels of iteration to only one. Furthermore, we exploit the iterative regularization properties of Conjugate Gradient (CG) type methods to regularize the imaging
problem by stopping the iterations prematurely based on the level of noise in the data.
We compare our proposed method with the state of the art RA imaging algorithms
based on convex optimization and greedy methods both in terms of speed and quality
of estimate.

2

Data model

The radio astronomical source recovery was considered in the context of array signal
processing by van der Veen et al. [8]. We employ a similar array processing framework
and data model. The notations p.qT ,p.qH , p.q˚ , ˝, b, p.q: and I respectively denote transpose, the Hermitian transpose, complex conjugate, Khatri-Rao product, the Kronecker
product, Moore-Pensore pseudo inverse and the identity matrix of appropriate size.
Furthermore, the operator diagp.q converts the diagonal of a matrix to a vector and
converts a vector to a diagonal matrix, vecp.q forms a vector from a matrix by stacking
the columns of the matrix and tracep.q computes the sum of the diagonal elements of
a matrix.
The celestial sources are assumed to be stationary. Due to the earth rotation, the
observation time of the celestial sources is divided into a number of time snapshots
over which the observed positions of the celestial sources by the earth-bound telescope
array are considered stationary. The signals received on each antenna element and
over each time snapshot k are first time-sampled into N samples and divided into
narrow frequency bands. The sampled received signals on all the array elements for
one frequency band is represented as
yk rns “ Ak srns ` nk rns, n “ 1, ¨ ¨ ¨ , N.

(1)

In this representation, yk rns, srns and nk rns respectively denote the P ˆ 1 vector of the
received signal sample over all the antennas, the Q ˆ 1 vector of the sampled source
signals and the P ˆ 1 vector indicating the sampled noise signal on all the receivers.
Ak is the P ˆ Q array response matrix. Without loss of generality, in the rest of the
paper we consider a single time snapshot and frequency band and therefore drop the
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index k. Each element of the array response matrix is computed as
2π T
1
apq “ ? e´j λ vp zq
P

(2)

where λ is the wavelength of the received signal , vp is a 3 ˆ 1 vector of the Cartesian
location of the pth array element with respect to a chosen origin in the field of array
and zq contains the direction cosines of the qth pixel in the image plane. Assuming
the signals and the receiver noise are uncorrelated, the autocovariance of the received
signals is computed as
R “ EtyrnsyH rnsu “ AΣs AH ` Σn ,

(3)

where Σs “ diagtσs u and Σn “ diagtσ n u represent the covariance matrices associated
2
2
2 T
with the source signals and the received noise respectively where σ “ rσs1
, σs2
, ¨ ¨ ¨ , σsQ
s
2
2
2
T
and σn “ rσn1 , σn2 , ¨ ¨ ¨ , σnP 2 s . An estimate of the data covariance matrix is obtained
using the available received data samples. The sample covariance matrix is calculated
as
N
1 ÿ
yrnsyH rns.
(4)
R̂ “
N n“1
and is used as an estimate of the true covariance matrix R.

3

Problem formulation

The radio astronomical imaging process amounts to estimating the image pixel intensities σ based on the covariance data measured by a telescope array R̂ over the FoV
of the array. To obtain a linear measurement model, we vectorize the covariance data
model (3) as
r “ pA˚ ˝ AqH σ ` rn ,
(5)
where r “ vecpRq and rn “ vecpRn q “ pI ˝ Iqσ n . Subsequently, we vectorize the covariance measurement matrix as r̂ “ vecpR̂q. This brings us to the linear measurement
equation for estimating σ based on the measured r̂
r̂ “ r ` e “ Mσ ` rn ` e,

(6)

where e represents the error due to the finite sample modeling of the covariance data.
For large number of samples N we can assume that e is distributed according to a
zero-mean complex Gaussian distribution CN p0, Ce q where Ce “ pRT b Rq{N [9].
M “ A˚ ˝ A is the system matrix of the linear measurement model of size P 2 ˆ Q.
One element of M corresponding to the baseline between the ith and jth antenna and
the qth pixel is computed as:
2π

Tz

Mij,q “ a˚iq ajq “ e´j λ pvi ´vj q

q

.

(7)

Assuming the knowledge of the receiver noise powers, we denote r̂ ´ rn by r̃.
The LS RA imaging problem can be stated as
tσ̂u “ argmin k r̃ ´ Mσ k22 .
σ
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(8)

Problem (8) generates infinitely many solutions due to the singularity of the system
matrix M. To obtain a unique solution, one common method is to choose the minimum
norm solution. Therefore, the problem can be restated as
minimize k σ k2 subject to σ P }Mσ ´ r̃}2 ď ,

(9)

 can be found using the expression for the sample noise covariance matrix Ce using
the measured sample covariance matrix
b
a
}Mσ ´ r̃}2 “ }e}2 « tracepCe q « pR̂T b R̂q{N
(10)

4

Krylov-based iterative solution method

CG type methods have been shown to be a suitable method of choice when dealing with
discrete ill-posed problems [10] due to their speed, ease of implementation, inherent
parallelism and regularizing effect of the iterations on the solution. In the absence of
additional regularizing constraints, the solution to the LS problem (8) has been shown
to converge to the minimum norm solution when tackled with CG-type methods [11].
The Krylov subspace-based methods solve Equation (8) by iteratively and implicitly
forming a polynomial approximation of the pseudo inverse. Polynomial approximation
is done implicitly by iteratively projecting the system matrix onto the Krylov subspace
Kt pMH M, MH r̄q
“ spantMH r̃, pMH MqMH r̃, ¨ ¨ ¨ , pMH Mqt´1 MH r̃u,

(11)

where K denotes the Krylov subspace and t shows the iteration count. The solution
σ̂ ptq after t iterations is obtained by solving the optimization problem
argmin k r̃ ´ Mσ k22
σ

subject to σ t P Kt pMH M, MH r̄q.

(12)

The subspace is formed iteratively by matrix-vector multiplications of the form Mu and
MH v in each iteration for arbitrary vectors u and v [12]. Due to the storage constraints
in RA imaging, matrix-vector multiplications with M and MH are implemented as
subroutines based on the function indicated in Equation (7).
The Krylov subspace-based method of LSQR is the preferred method when dealing
with ill-conditioned system matrices [7]. The reason is that LSQR avoids squaring of
the condition number of the system matrix by not forming the normal equations in
contrast with the standard method of conjugate gradients. Furthermore, only one pair
of vectors u and v is required in each iteration of LSQR. Therefore, we employ the
LSQR method for the solution of our image formation problem.

4.1

Iterative regularization

For some iterative solution methods including the Krylov subspace-based methods, the
solution in the initial iterations provide a regularized estimate of the image. However,
after a certain point the estimates diverge from the underlying image. This kind of
behavior is called semiconvergence [13]. We show that the Krylov subspaces perform
regularization by spectral filtering. The image at iteration t is a linear combination of
the Krylov basis vectors. Therefore, there exist coefficients b1 , b2 , ¨ ¨ ¨ , bt such that the
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obtained image at iteration t, σ̂ ptq , can be represented as
σ̂ ptq “ b1 MH r̃ ` b2 pMH MqMH r̃ ` ¨ ¨ ¨ ` bt pMH Mqt´1 MH r̃.

(13)

To show the regularizing effect of the Krylov subspace-based methods, following the
explanation in [13], we show that σ̂ ptq has a filtered SVD expansion. The SVD expansion of the system matrix can be represented as M “ USVH where U and V contain
the left and the right singular vectors, respectively and S is a diagonal matrix that
contains the singular values in decreasing order. Inserting the SVD expansion, we can
rewrite Equation 13 as
σ̂ ptq “ pb1 ` b2 VS2 VH ` ¨ ¨ ¨ ` bt VS2pt´1q VH qVSUH r̃
“ Vpb1 S2 ` b2 S4 ` ¨ ¨ ¨ ` bt S2t qS: UH r̃

(14)

“ VΦt S: UH r̃
ř
where Φt “ ti“1 bi S2t is the diagonal weighting matrix. As can be seen, the filtered
SVD weights obtained from the Krylov subspace expansion depend on the iteration
count. The iteration number dictates the dimension of the Krylov subspace. Choosing
the right iteration count amounts to filtering out the insignificant and noisy singular
values while keeping the important signal singular values and hence provides regularization. We employ this semiconvergence property of LSQR to regularize our imaging
problem and stop the iterations when the residual norm reaches  as defined in (10).

5

Beamforming-based prior conditioning

RA images contain substantial black background of radio quite zones. The least squares
problem defined in 8 does not contain any prior information on the potential position of
the empty sky and thus would lead to a more evenly-filled estimated image. We propose
to include the prior information on the sky brightness distribution obtained from the
matched filter beamformer in the problem formulation to attain a more realistic sky
brightness distribution.
The matched filtered dirty image, denoted as σd , is computed as σd “ MH r̃.
denotes a weighted sum of the columns of M. Each pixel of the dirty image contains
the sum of the received signals by all the antennas pointed towards that pixel position
in the FoV. Thus, for example, if a pixel is empty, i.e. does not contain any radio
source, the corresponding pixel in the dirty image will only contain noise and sidelobes
from the other sources. As a result, the dirty image provides a crude estimate of the
support of σ.
We introduce a weighting matrix W “ diagpσd q and weight the columns of M
based on the corresponding pixel in the dirty image as
M̃ “ MW.

(15)

M̃ denotes the prior conditioned system matrix. Therefore, we recast the imaging
problem as
tσ̃u “ argmin k r̃ ´ M̃σ k22
(16)
σ

and apply LSQR to find the minimum norm solution of (16). To show the equivalence
of the solution of Equations 8 and 16 we proceed as follows. At the optimal point of
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problem (16) the normal equations
M̃H M̃σ̃ “ M̃H r̃.

(17)

must hold. Substituting (15) in (17) we have
WH MH MWσ̃ “ WH MH r̃

(18)

MH MWσ̃ “ MH r̃

Comparing with the normal equations of the original problem 8, we conclude that
σ̂ “ Wσ̃.

6

Simulation results

The proposed method has been tested on noisy simulated data using the configuration
of antennas from a single station of the LOFAR telescope array. The test image was
chosen as a the HII region in the Large Magellanic Cloud of Tarantula Nebula radio
image shown in 1(a) (Available at https://casaguides.nrao.edu/index.php). The station
contains P “ 48 antennas with maximum baseline length of about 63 m as shown in
Figure 1(b). The operating frequency is chosen to be 60 MHz and a single time snapshot
is considered. Figure 1(c) illustrates the PSF of the array showing the limited resolution
of the array and the existence of sidelobes. To construct the sampled covariance matrix,
Gaussian receiver noise with variance σn “ 0.5 is added to the covariance R and
N “ 105 data samples are used to construct R̂. The image is discretized into Q “
64009 pixels. The dirty image obtained from matched filtered beamformer is shown in
Figure 1(d). The simulations were performed on a computer with Intel i5-4670 CPU
3.40 GHz under 64-bit Windows 7.
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Figure 1: (a) Antenna configuration, (b) Array pattern (c) Underlying image, (d) Matched
filtered dirty image

The reconstruction results of results of applying the CLEAN, NNLS, sparse recovery based on Alternating Diriteratiection Methon Multipliers (ADMM), iteration
regularized LSQR (shortly represented as LSQR) and beamforming-based prior conditioned LSQR (shortly represented as PLSQR) are shown in Figure 2(a), (b), (c) and
(d), respectively.
The stopping criteria for ADMM, LSQR and PLSQR is based on the threshold
on the residual obtained as in Equation 10 and for CLEAN and NNLS are based on
maximum number of iterations. The number of iterations, reconstruction time and
the error norm of the reconstructed images are summarized in Table 1. Furthermore,
convergence rate and the reconstruction quality per iteration are compared for ADMM,
LSQR and PLSQR (blue, black and red curves, respectively). The convergence rate is
compared based on relative residual norm per iteration and the reconstruction quality
is compared based on relative l2 and l1 norm errors as shown in Figure 3 (a), (b) and
(c), respectively.
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Figure 2: reconstructions based on (a) CLEAN, (b) NNLS, (c) ADMM, (d) LSQR, (e) PLSQR

Number of iterations
500
500
54
8
7

CLEAN
NNLS
ADMM
LSQR
PLSQR

Reconstruction time (seconds)
93.5
126
10
1.1
1.3

Error norm
2.83
2.53
1.45
1.51
1.37
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Table 1: Performance analysis
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Figure 3: (a) Relative residual, (b) Relative l2 norm error (c) Relative l1 norm error

Based on the above comparisons we conclude that PLSQR is a noticeably more efficient and faster method for RA image reconstruction with comparable reconstruction
quality to sparse recovery methods based on convex optimization.

7

Conclusions

A fast iterative approach to the LS radio astronomical imaging problem has been
proposed. The proposed method is based on the Krylov subspace-based method of
LSQR. The regualrization of the ill-posed inverse imaging problem is performed by the
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Krylov iterations and a prior conditioning on the system matrix is obtained based on
the crude estimate of the image from the matched filter beamformer. The performance
of the algorithm has been tested on a radio astronomical image with simulated data
from a single LOFAR station configuration and compared with the state of the art.
The proposed method exhibits favorable characteristics for large scale RA imaging due
to sparse reconstruction, parallelism and speed.
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[3] JA Högbom. Aperture synthesis with a non-regular distribution of interferometer
baselines. Astronomy and Astrophysics Supplement Series, 15:417, 1974.
[4] Charles L Lawson and Richard J Hanson. Solving least squares problems, volume
161. SIAM, 1974.
[5] Ahmad Mouri Sardarabadi, Amir Leshem, and Alle-Jan van der Veen. Radio astronomical image formation using constrained least squares and krylov subspaces.
Astronomy & Astrophysics, 588:A95, 2016.
[6] RE Carrillo, JD McEwen, and Yves Wiaux. Sparsity averaging reweighted analysis
(SARA): a novel algorithm for radio-interferometric imaging. Monthly Notices of
the Royal Astronomical Society, 426(2):1223–1234, 2012.
[7] Christopher C Paige and Michael A Saunders. LSQR: An algorithm for sparse
linear equations and sparse least squares. ACM transactions on mathematical
software, 8(1):43–71, 1982.
[8] Alle-Jan van der Veen and Stefan J Wijnholds. Signal processing tools for radio
astronomy. In Handbook of Signal Processing Systems, pages 421–463. Springer,
2013.
[9] Björn Ottersten, Petre Stoica, and Richard Roy. Covariance matching estimation techniques for array signal processing applications. Digital Signal Processing,
8(3):185–210, 1998.
[10] Martin Hanke. Conjugate gradient type methods for ill-posed problems, volume
327. CRC Press, 1995.
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Abstract
Many countries around the globe are investing on e-healthcare increasingly, which offers tremendous benefits
to all stakeholders in healthcare. Nevertheless, this technology introduces unprecedented privacy concerns toward
patients and raise more uncertainty among them to use e-healthcare for monitoring their vital signs. These concerns
necessitate finding scientific solutions, which enable e-healthcare systems to process and analyze privacy-sensitive
information, and offer services to the patients without violating their privacy. One of the approaches to address the privacy concerns is utilizing cryptographic techniques, which provide us tools to create Privacy-by-Design e-healthcare
systems. Moreover, cryptographic solutions allow to process patients’ private information, while they are kept confidential and only known to the patients. Although using cryptographic technique is effective in providing privacy and
processing private information, it results in high computational and communicational overhead. In fact, the current
cryptographic building-blocks are not efficient enough for processing encrypted data in large-scale databases. In this
paper, we address one of the highly used cryptographic building-blocks, which is checking the equality of two encrypted values. We investigate through the performance of the state-of-the-art secure equality tests and propose novel
techniques to reduce their costs in terms of computation and communication. Then, through the complexity analysis
and experimental results, we show 99% improvements in terms of computation is achieved. These improvements
make the e-healthcare systems more attractive in terms of efficiency and in reach of practical applicability.

1

Introduction

Recent advances in the collection, processing, and delivery of digital contents have been deployed in many domains.
However, processing sensitive information have also raised several privacy concerns. Possible misuse or leakage of
privacy-sensitive data has several consequences. Therefore, privacy research has been one of the most attractive topics
in the last few years. SPED, as one of the solutions to preserve the privacy of users, has found many applications in
several fields. Biometric data matching [1, 2], recommender systems [3, 4], data mining [5, 6], and data aggregation
[7, 8] are only a few examples. Instead of implicitly assuming that all processing parties are trusted, SPED provides
an environment for the parties, e.g. server and client, to collaborate for processing privacy-sensitive information in a
privacy-preserving manner. The main idea in SPED is to provide only the encrypted version of the data to the server,
and invoke interactive cryptographic protocols between the server and the decryption key owner to perform the desired
algorithms.
Although SPED protects the privacy of sensitive information, its computational and communication overhead are
the main challenges in large scale applications. Actually, the SPED algorithms are attractive from privacy preservation
perspective but they are far more complex than their plaintext versions since the core operations like comparison,
equality tests and division, which are repeated in large quantities, are computationally demanding. Therefore, reducing
the complexity of such operations is an important challenge to make the cryptographic solutions practical. As a result,
a number of protocols have been introduced [9, 10, 11, 12].
In this work, we address secure equality testing (EQT), one of the fundamental operations needed in many SPED
solutions, e.g. for search algorithms over encrypted data [13], which is addressed previously in [14, 11, 15]. In our
scenario, Alice holds two encrypted values while Bob has the decryption key. Our aim is to design a cryptographic
protocol for Alice and Bob that outputs a single encrypted bit, the result of the equality test, which is also secret for
both. We propose two EQT protocols based on [11, 15]. We introduce algorithmic changes and data packing that
improve the performance of the existing work significantly as shown in the complexity analysis. Experimental results
also show that our protocols outperform the existing work, and present up to 99% run-time improvement in a fair
experimental setup.
The rest of the paper is organized as follows. We introduce the notation, the cryptographic building blocks, and the
security assumptions in Section 2. In Section 3, we describe the related work. We describe our proposals, two EQT
protocols, in Section 4, and provide complexity and security analyses in Section 5. We demonstrate the performance
of the proposals in terms of computational complexity and run-time in Section 6. Finally, we conclude in Section 7.

167

Symbol
a, b
xi
`
κ
r, r̀, R
pk

2

Description

Table 1: Symbols and their meaning.
Symbol
Description

input messages
the ith bit of integer x
bit length of inputs
statistical security parameter
random numbers
public key

ρ
n
i
e

ϑ
sk

number of plaintext can
packed into one ciphertext
crypto system modulus
binomial coefficients
result of the equality test
private key

Symbol
d, d`
[.]
αi
⊕
N
u(λ)

Description
Hamming distance
Paillier encryption
coefficients of Lagrange polynomial
exclusive-OR
number of equality tests to be performed
u exponentiations with λ-bit exponents

Preliminaries

In this section, we describe the application setting, the security assumptions, and the cryptographic tools used in this
article. We summarize our notation in Table 1.

2.1

Homomorphic Encryption

In this article, we rely on an additively homomorphic cryptosystem, more specifically the Paillier cryptosystem [16].
An additively homomorphic encryption scheme preserves certain structure that can be exploited to process ciphertexts
without decryption. Given Epk (m1 ) and Epk (m2 ), a new ciphertext whose decryption yields the sum of the plaintext
messages m1 and m2 can be obtained by performing a multiplication operation over the ciphertexts under additively
homomorphic encryption schemes: Dsk (Epk (m1 ) ⊗ Epk (m2 )) = m1 + m2 .
Consequently, exponentiation of any ciphertext with a public value yields the encrypted product of the original
plaintext and the exponent: Dsk (Epk (m)e ) = e · m.
In the rest of the paper, we denote the ciphertext of a message m by [m] for the Paillier cryptosystem.

2.2

Security Assumptions and the Setting

We consider the semi-honest security model, where parties are honest in following the protocol steps, while they can
keep messages to deduce more information than they are entitled to. We assume that Bob has the decryption key sk
and Alice has the encryptions of two values a and b, which are `-bit integers each. The values a and b are secret and
should be kept hidden from Alice and Bob. However, Alice should obtain an encrypted bit ϑ ← (a = b)?1 : 0, where
ϑ is the result of the equality test which is also kept secret from Alice and Bob. During the computation of ϑ, the
intermediate values should also be kept secret from both parties to limit the information leakage.

3

Related Work

The ideas behind existing equality testing include using Hamming distance, quadratic residuosity assumption, and bitdecomposition. Takashi and Kazuo [14] proposed a probabilistic constant-round equality test protocol, where Jacobi
symbol is used to test quadratic residuosity of a value. Schoenmakers and Tuyls [11] have shown a practical method to
check the equality of two encrypted values by introducing a bit-decomposition protocol. In [15], Lipmaa and Toft have
introduced an equality test protocol, which is based on computing Hamming distance between two private values. The
protocol uses Lagrange interpolation [17] to generate a polynomial, which is used to obtain the result of the equality
test, and a multiplicative masking method described in [18]. In the following, we present [15] and [11] that inspired
us to design our protocols, which are also deterministic unlike [14].

3.1

EQT based on the Hamming distance (LT13)

The equality testing protocol in [15] is based on computing the Hamming distance of two private values. LT13
computes a polynomial in order to obtain an encrypted bit, which represents the result of the equality testing protocol
as given in Protocol 1.
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Protocol 1 LT13
1: Alice computes [a − b], additively masks the result with a random number r, and sends [x] ← [a − b + r] to Bob.
2: Bob decrypts the message [x] and computes the first ` bits xi , encrypts them separately, and sends them to Alice.
3: Alice computes the Hamming distance [d] between [xi ] and [ri ], masks it, and returns the masked encrypted value
[y] to Bob. The Hamming distance is zero if and only if a = b, since in this case x = r. Note that d is masked
multiplicatively with the inverse of a random number r.
4: Bob decrypts [y] and computes the exponentiations y i , 1 < i ≤ `. The y i are encrypted and sent back to Alice.
P`
5: Alice unmasks the [y i ] to obtain [di ] and computes `-degree Lagrange polynomial [ϑ] ← [ i=0 αi · di ], where αi
are coefficients that depend on `.

4

improved secure equality tests

We now describe two equality testing protocols based on LT13 and ST06. We achieve this by introducing a novel
secure exponentiation protocol and employing data packing.

4.1

Improved EQT based on the Hamming distance (NEL-I)

To improve LT13 in terms of computational complexity, first, we introduce a novel method of computing exponentiation securely, then we use data packing [19] to decrease the decryption cost [10]. Note that packing technique can be
used when we have multiple equality tests to perform at once. Furthermore, we add one more round to the protocol,
which results in a significant decrease in computational complexity. In fact, the degree of the polynomial that Alice
has to compute decreases from ` to dlog2 `e.
In LT13, Alice computes the Hamming distance d between x and r, and then generates the polynomial based
on d, which results in generating an `-degree polynomial. Computing an `-degree polynomial over encrypted data
introduces significant computational overhead. To decrease the degree of the polynomial, we add one more round in
NEL-I : As shown in Protocol 2, Alice computes the Hamming distance [d], then she masks it with a random value
` between [y] and [r̀]. Since 0 ≤ d` ≤ dlog `e,
[y] ← [d + r̀]. Afterwards, she computes the Hamming distance [d]
2
Alice constructs a dlog2 `e-degree polynomial using the specified mapping and computes the values [d`i ], which are
used later to obtain [ϑ].
Another computationally
demanding part of LT13 is the secure exponentiation method, which is required in order
Pc
to compute [ϑ] ← [ i=0 αi · di ]. In the secure exponentiation protocol, Alice has [d] and she has to compute [di ]
with Bob’s help, who has the private key. Although the secure exponentiation method in LT13, given in Protocol 3, is
i
simple and straightforward, unmasking, [di ] ← [ti ]R , is very expensive. In fact, the unmasking dominates the overall
computational complexity of LT13. The unmasking in Protocol 2 is an extended form of a method used in [2], which is
also computationally expensive. In this work, we introduce a novel secure exponentiation method, Protocol 4, which
makes the unmasking significantly less expensive. As it is shown in Protocol 4 (which replaces Step 7 in Protocol 2),
the additive masking is used instead of multiplicative form to blind [d]. Then, we use an efficient method to unmask
the encrypted values and obtain [di ]. Note that unlike the secure exponentiation in LT13, where [d` ] can be obtained
directly, we need to compute all [di ], 1 < i < `, before computing [d` ] in NEL-I. However, both LT13 and NEL-I
P`
demand computation of [ i=0 αi · di ], which requires computing all [di ], 1 < i ≤ ` .
floatnamealgorithmProtocol

4.2

Improved EQT based on the bit-decomposition (NEL-II)

Ignoring the decryption cost, ST06 has a very low computational complexity compared to LT13. However, the number
of times that Bob invokes decryption in ST06 is very high, which makes the protocol computationally expensive. To
improve the performance, we propose a variant of ST06 that is also based on the bit-decomposition method but
employs data packing, introducing a significant improvement in computation. We provide the details in Protocol 5.

5

Security analysis

In this section, we argue that our algorithmic changes and deploying packing technique do not violate the security of
the protocols in the semi-honest security model as long as the underlying cryptographic primitive is secure. Furthermore, In order to show that the protocols are privacy-preserving, we need to show Alice and Bob cannot learn new
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Protocol 2 NEL-I
1: Alice generates a sufficiently large (` + κ bits) random value r, computes [x] ← [a − b + r] and sends [x] to
Bob. Alice puts multiple x values into a single ciphertext by using data packing. Assume that (a, b) and r are `
and ` + κ bits integers, respectively. Then, [x] is a (` + κ + 1)-bit integer. Let the message space of the Paillier
cryptosystem be n, then Alice packs ρ = bn/(` + κ + 1)c into one Paillier message as follows:
[x̂] =

ρ−1
X

[xj · (2`+κ+1 )j ] ,

(1)

j=0

2:
3:

4:
5:

6:
7:
8:

and then sends [x̂] to Bob.
Bob decrypts [x̂] and unpacks it. Then, he computes the first ` bits xi , for 0 ≤ i < `, of each component; encrypts
them separately and sends [xi ] to Alice.
Q`−1
P`−1
Alice computes [ri ⊕ xi ] for 0 ≤ i < ` and then [d] ← [ i=0 ri ⊕ xi ] = i=0 [ri ⊕ xi ], which is the Hamming
distance of r and x (note that [ri ⊕ xi ] ← [x][r][x]−2r ). Then, she additively masks [d] with an (dlog2 `e + κ)-bit
random number r̀ that is [y] ← [d + r̀] and sends [y] to Bob in packed form [ŷ].
Bob decrypts [ŷ] and unpacks it. Then, he computes the first dlog2 `e bits yi , 0 ≤ i < dlog2 `e of each component,
encrypts them separately, and sends the [yi ] to Alice.
` ← [Pdlog2 `e−1 r̀i ⊕ yi ] = Qdlog2 `e−1 [r̀i ⊕ yi ]. Then,
Alice computes [r̀i ⊕ yi ] for 0 ≤ i < dlog2 `e and then [d]
i=0
i=0
` with another (dlog log `e + κ)-bit random number R, computes [t] ← [d` + R], and
she additively masks [d]
2
2
sends [t] to Bob in packed form [t̂].
Bob decrypts [t], computes ti , 1 < i ≤ dlog2 `e, and sends ti to Alice in encrypted form.

i
Pi
Qi
e
Alice unmasks [ti ] by computing [d`i ] ← [ti − e=1 ei d`i−e Re ] = [ti ][ e=1 [d`i−e ](e)R ], 1 < i ≤ dlog2 `e.
Pdlog `e
Qdlog `e
Alice constructs a dlog2 `e-degree polynomial [ϑ] ← [ i=0 2 αi · d`i ] = i=0 2 [d`i ]αi , where it maps d` = 1 to
1, and d` ∈ {2, 3, . . . , dlog `e} to 0.
2

Protocol 3 Secure exponentiation (LT13)
Input: [d]
Output: [di ] for 1 < i ≤ `
−1
, and Ri , 1 < i ≤ `. Then, Alice multiplica1: Alice chooses a random number R ∈ Z∗
N , computes its inverse R
−1
R−1
tively masks [d] ← [d + 1] with R that is [t] ← [d + 1]
and sends [t] to party B. Note that 1 is added to [d]
to make sure d ∈ Z∗N 2 , which is needed to get the correct result after performing unmasking.
2: Party B decrypts [t], computes ti , 1 < i ≤ `, and sends ti to party A in encrypted form.
i
3: Party A unmasks [ti ] by computing [di ] ← [ti ]R for 1 < i ≤ `.

private information from each other. Recall that Alice only receives encrypted messages from Bob and she cannot
distinguish ciphertexts, since the encryption scheme used in the protocols is semantically secure. Thus, it suffices to
show that there is no information leakage to Bob in order to prove the improved equality testing protocols are privacypreserving. It is clear that using packing technique does not leak any information since it uses homomorphic properties
of the Paillier crypto-scheme. Therefore, we need to show that additive blindings used in the NEL-I are secure. In
Steps 1, 3, and 5 of Protocol 2, Alice blinds her encrypted values additively before sending them to Bob. Thus, the
decrypted messages in Bob are statistically indistinguishable from the original values before blinding. For blinding an
`-bit value a additively, Alice chooses a random value r that is κ bits longer than the actual a (κ = 80 bits), and then
computes a + r. The security proof of additive blinding is related to statistical indistinguishability of x = a + r from
a random number xR , which is drawn uniformly from {0, 1, . . . , 2`+κ+1 }, as described in [9].

6

performance analysis

In this section, we compare the performance of the EQT protocols based on analyzing computational complexities and
the experimental results.
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Protocol 4 Secure exponentiation (NEL-I)
Input: [d]
Output: [di ] for 1 < i ≤ `
1: Alice chooses a random number R, where R is a (dlog2 de + κ)-bit value, and then she sends [t] ← [d + R] to
Bob.
2: Party B decrypts [t], computes ti , 1 < i ≤ `, and sends ti to party A in encrypted form.
3: Alice has [d] and R values and she can easily compute [p1 ] ← [dR], and then [d2 ] ← [t2 − 2p1 − R2 ]. To

P2
compute [d3 ], she computes [p1 ] ← [d2 R] and [p2 ] ← [p1 R], and then [d3 ] ← [t3 − e=1 3e pe − R3 ]. In
order to obtain [d` ], she computes [p1 ] ← [d`−1 R] and [pi ] ← [pi−1 R], 1 < i < `, and then she computes
P`−1 
[d` ] ← [t` − e=1 e` pe − R` ].
Protocol 5 NEL-II
1: Alice computes [z] ← [a − b], [x] ← [z + r], where r is a (` + 1 + κ)-bit random number, and sends [x] to Bob
in the packed form.
2: Bob decrypts and unpacks [x], decomposes first ` bits xi , 0 ≤ i < `, and sends [xi ] to Alice.
3: Alice computes [c0 ] ← [x0 ]r0 , [z0 ] ← [x0 ][r0 ][c0 ]−2 , and sets i = 1.
4: Alice chooses ` − 2 random bits R to mask [ci−1 ] such that [θ] ← [ci−1 ⊕ R]. Afterward, Alice sends [θ] to Bob.
Note that the [θ] are encrypted one-bit values, which means Alice can pack n messages into one ciphertext, ρ = n
that decreases the Paillier decryption and communication costs significantly.
[θ̂] =

n−1
X

[θj · 2j ] ,

(2)

j=0

5:
6:

7:

8:
9:

6.1

Bob decrypts and unpacks the [θ̂] to obtain θ, then computes α ← θ × xi and sends [α] to Alice.
Alice unmasks [α] to obtain [βi ] ← [ci−1 ] ⊗ [xi ] by distinguishing R = 0 and R = 1. If R = 0, [βi ] ← [α], else
[βi ] ← [1][α]−1 . Then, Alice computes [ci ] ← [xi ]ri [ci−1 ]ri [βi ]1−2ri and [zi ] ← [xi ][ri ][ci−1 ][ci ]−2 . Afterward,
Alice sets i ← i + 1 and jumps to step 4 until i = ` − 1. In order to get the equality testing result Alice computes
Q`−1
[ϑ] ← i=0 [1 − zi ] by running secure multiplication protocol as follows:
Alice chooses two random bits ri and rj and computes [α] ← [zi ⊕ ri ] and [β] ← [zj ⊕ rj ]. Then, Alice sends
[α] and [β] to Bob in packed form. Similar to step 4, using packing technique decreases number of decryption and
communication cost significantly.
Bob decrypts and unpacks [α] and [β], multiply them, and sends [θ] ← [α × β] to Alice.
Alice computes [zi × zj ] ← [θ][zi ]2ri rj −rj [zj ]2ri rj −ri [−ri rj ]1/(1−2ri −2rj +4ri rj ) .

Computational complexity

Table 2 presents the computational complexities of the secure equality testing protocols in terms of multiplication and
exponentiation. As an example, the exponentiation complexity of the ST06 protocol is (6`)−1 , which means there are
6` exponentiations with a negative 1-bit exponents. It is clear that LT13 is the most expensive protocol because of
the unmasking technique described in 3. To simplify the complexities and compare the protocols easier, we represent
the complexities of exponentiation as multiplication. We can represent a ciphertext modulo n with an x-bit exponent
as 3x/2 multiplications modulo n. In Table 2, overall complexity shows the complexity of each protocol represented
as the number of multiplications. It can be observed that LT13 has a polynomial complexity, while ST06, NEL-I,
and NEL-II are linear. Note that the complexities of encryption and decryption are not included in Table 2 since
the protocols are crypto-scheme-independent and homomorphic crypto-schemes may have different encryption and
decryption complexities.
Table 2 also presents the complexities of the secure exponentiation protocols used in LT13 and NEL-I, that
are LT13(Expo) and NEL-I(Expo), respectively. Clearly, our new unmasking technique reduces the complexity of
LT13(Expo) from O(n` ) to O(`2 log `). Note that the d value used in NEL-I(Expo) is between 0 and `, resulting the
exponential complexity to be (`(` − 1)/2)(dlog2 `/2e+κ) + (2(` − 1))−1 . However, in NEL-I, the input of the secure
exponentiation protocol is d` that is between 0 and dlog2 `e. Given the range of d` in NEL-I, the complexity of the secure
exponentiation protocol is (dlog2 `e(dlog2 `e − 1)/2)(dlog2 (log2 `/2)e+κ) + (2(dlog2 `e − 1))−1 , which is O((log `)2 ).
Table 3 presents the number of decryptions of the protocols, where ST06 has the highest number of decryptions.
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Table 2: Computational complexities of the secure equality testing and the exponentiation protocols.
Protocols
Multiplication
Exponentiation
Overall complexity
LT13
(3/2)` + 3
1−1 + (`/2)−1 + 1(n/2)
(1024)`−1 + 3`2 /4
O(n` )
P`−1
+ i=2 1(n/2)i + `(`/2)
+3` + 1540
ST06
11` + `/2 − 1
(6`)−1
71`/2 − 1
O(`)
NEL-I
1/2(dlog2 `e(dlog2 `e + 4) + `) 3ρ`+κ + (dlog2 `e(dlog2 `e − 1)/2)κ dlog2 `e(120dlog2 `e − 115)
O(`)
+3ρ
+((` + dlog2 `e)/2)−1
+7`/2 + 9366
NEL-II
11` + `/2 + 3ρ − 1
(6`)−1 + ρ`+κ + (2ρ)2
71`/2 + 3321
O(`)
P`−1
`−1
LT13(Expo)
1
1(n/2) + i=2 1(n/2)i
(1042)
+ 1537
O(n` )
2
2
NEL-I(Expo)
(` + 3`)/2 − 2
(`(` − 1)/2)(dlog2 `/2e+κ)
3/4` dlog2 `/2e
O(`2 log `)
2
+(2(` − 1))−1
+60` − 55` − 5
Table 3 shows that NEL-II has far fewer number of decryption compared to ST06, which results in a significantly
much more efficient protocol when we consider the decryption cost.
Table 3: Decryption complexities of the protocols.
Protocols
Decryption
LT13
2N
ST06
N (3` − 1)
NEL-I
N (` + κ + 1)/n
NEL-II
` + N (` + κ + 4)/n + 2dlog2 `e

6.2

Experimental results

We implemented the protocols using C++ and external libraries: MPIR, Boost, and SeComLib on a single Linux
machine running Ubuntu 14.04 LTS, with 64-bit microprocessor and 8 GB of RAM. The cryptographic key length
of the Paillier is chosen according to NIST standards [20], which are valid until 2030. Table 4 shows the parameters
used in the implementation of the secure equality testing protocols. We analyze the performance of the protocols with
different input sizes.
Table 4: Parameters used in the implementation.
Parameter
Bit size of inputs
Number of performed equality test
Security parameter
Paillier message space

Symbol
`
N
κ
n

Value
2-30
1000
80 bits
2048 bits

Figure 1 shows the run-time of the unmasking operations in LT13, NEL-I(a), and NEL-I. NEL-I(a) is another
version of NEL-I, where the data packing is not used and the number of rounds is two (the degree of Lagrange polynomial is `). As it is presented in Figure 1, NEL-I(a) is much more efficient than the LT13 due to the use of proposed
secure exponentiation protocol. It also can be observed that adding one more round decreases the unmasking cost
remarkably. Recall that adding one more round reduces the degree of polynomial from ` to dlog2 `e. Consequently,
number of unmasking operations are also decreased to dlog2 `e, which makes the protocol computationally much more
efficient.
Figure 2 presents the run-times of three different components of the protocols LT13, NEL-I, and NEL-I(a). These
components are Paillier decryption, computation of [ϑ], and unmasking. Figure 2 shows that the unmasking cost of
NEL-I(a) is significantly less than LT13. Figure 2 also shows that adding one more round and using data packing
reduce the unmasking and decryption costs, respectively.
Figure 3 shows the run-times of the protocols. As expected, LT13 has the highest run-time among the others. It is
clear that NEL-I has a much lower run-time compared to LT13, where the improvement is 99% for the 20-bit inputs.
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Figure 1: Performance of the unmasking protocols.
Figure 3 also shows a considerable improvement in NEL-II, where it’s performance outperforms ST06 by 95% (for
the 20-bit inputs) because of using data packing.
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Figure 2: Run-times of the protocols (4-bit inputs).
According to Figure 3, NEL-II outperforms slightly NEL-I in terms of computation. However, Table 5 shows ST06
and NELII both suffer from the high number of communication rounds because of bit-decomposition. Therefore,
NEL-I is definitely a better choice for the applications with limited communicational resources.
Table 5: Number of communication rounds of the protocols.
Protocol LT13
ST06
NEL-I
NEL-II
Round
2
2` + 2dlog2 `e + 2
3
2` + 2dlog2 `e + 2

7

conclusion

As one of the core building blocks, testing the equality of two encrypted integer values is very important. In this work,
we describe the state-of-the-art cryptographic equality tests and propose two new protocols that are significantly more
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Figure 3: Run-times of the protocols.
efficient. We achieve high performance by introducing algorithmic changes, an efficient exponentiation subroutine and
deploying data packing. Experimental results show that our protocols are much more efficient in terms of computation
than the existing works: achieving up to 99% improvement in run-time compared to the prior works in the field.

Acknowledgements
This publication is supported by the Dutch national program COMMIT.

References
[1] Ahmad-Reza Sadeghi, Thomas Schneider, and Immo Wehrenberg. Efficient privacy-preserving face recognition.
In Information, Security and Cryptology - ICISC 2009, 12th International Conference, Seoul, Korea, December
2-4, 2009, Revised Selected Papers, pages 229–244, 2009.
[2] Zekeriya Erkin, Martin Franz, Jorge Guajardo, Stefan Katzenbeisser, Inald Lagendijk, and Tomas Toft. Privacypreserving face recognition. In Privacy Enhancing Technologies, 9th International Symposium, PETS 2009,
Seattle, WA, USA, August 5-7, 2009. Proceedings, pages 235–253, 2009.
[3] Reginald L. Lagendijk, Zekeriya Erkin, and Mauro Barni. Encrypted signal processing for privacy protection:
Conveying the utility of homomorphic encryption and multiparty computation. IEEE Signal Process. Mag.,
30(1):82–105, 2013.
[4] Arjan Jeckmans, Andreas Peter, and Pieter Hartel. Efficient privacy-enhanced familiarity-based recommender
system. In Computer Security–ESORICS 2013, pages 400–417. Springer, 2013.
[5] Benny Pinkas. Cryptographic techniques for privacy-preserving data mining. SIGKDD Explorations, 4(2):12–
19, 2002.
[6] Zhiqiang Yang, Sheng Zhong, and Rebecca N. Wright. Privacy-preserving classification of customer data without
loss of accuracy. In Proceedings of the 2005 SIAM International Conference on Data Mining, SDM 2005,
Newport Beach, CA, USA, April 21-23, 2005, pages 92–102, 2005.
[7] Chen Li, Rongxing Lu, Hui Li, Le Chen, and Jie Chen. Pda: a privacy-preserving dual-functional aggregation
scheme for smart grid communications. Security and Communication Networks, 8(15):2494–2506, 2015.
[8] Zekeriya Erkin and Gene Tsudik. Private computation of spatial and temporal power consumption with smart
meters. In Applied Cryptography and Network Security - 10th International Conference, ACNS 2012, Singapore,
June 26-29, 2012. Proceedings, pages 561–577, 2012.

174

[9] Thijs Veugen. Encrypted integer division. In 2010 IEEE International Workshop on Information Forensics and
Security, WIFS 2010, Seattle, WA, USA, December 12-15, 2010, pages 1–6, 2010.
[10] Majid Nateghizad, Zekeriya Erkin, and Reginald L. Lagendijk. An efficient privacy-preserving comparison
protocol in smart metering systems. EURASIP J. Information Security, 2016:11, 2016.
[11] Berry Schoenmakers and Pim Tuyls. Efficient binary conversion for paillier encrypted values. In Advances
in Cryptology - EUROCRYPT 2006, 25th Annual International Conference on the Theory and Applications of
Cryptographic Techniques, St. Petersburg, Russia, May 28 - June 1, 2006, Proceedings, pages 522–537, 2006.
[12] Geoffroy Couteau. Efficient secure comparison protocols. Cryptology ePrint Archive, Report 2016/544, 2016.
[13] Cong Wang, Ning Cao, Jin Li, Kui Ren, and Wenjing Lou. Secure ranked keyword search over encrypted cloud
data. In 2010 International Conference on Distributed Computing Systems, ICDCS 2010, Genova, Italy, June
21-25, 2010, pages 253–262, 2010.
[14] Takashi Nishide and Kazuo Ohta. Multiparty computation for interval, equality, and comparison without bitdecomposition protocol. In Public Key Cryptography–PKC 2007, pages 343–360. Springer, 2007.
[15] Helger Lipmaa and Tomas Toft. Secure equality and greater-than tests with sublinear online complexity. In
Automata, Languages, and Programming - 40th International Colloquium, ICALP 2013, Riga, Latvia, July 8-12,
2013, Proceedings, Part II, pages 645–656, 2013.
[16] Pascal Paillier. Public-key cryptosystems based on composite degree residuosity classes. In Advances in Cryptology - EUROCRYPT ’99, International Conference on the Theory and Application of Cryptographic Techniques,
Prague, Czech Republic, May 2-6, 1999, Proceeding, pages 223–238, 1999.
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Abstract
Caching is technique that alleviates networks during peak hours by transmitting partial information before a request for any is made. We study this method
in a lossy source coding setting with Gaussian databases. A good caching strategy minimizes the data still needed on average once the user requests a file.
We identify two important parameters: the prior preference for a file and the
correlation among files. This paper characterizes the trade-off between cache
and average update communication rate to meet a user’s demand using Gaussian codebooks. It is argued that what information needs to be cached not only
depends on preference and correlation, but also on the size of the cache.

1

Introduction

‘On-demand’ is key in the current state of communication technology. In this millennium, downloading videos of one’s own choice replaced (or at least offered an alternative to) traditional broadcast of TV and radio. Then, instantaneous streaming replaced
downloading. While providing great flexibility for the user, this demand for personal
and instantaneous data streams also greatly increased the load on the network.
A second cost is often overlooked: on-demand services also increase the imbalance
of network load. Notoriously data-heavy applications like Netflix and Amazon Prime
are hardly popular during the day; almost all users use the service sometime between
dinner and their bedtime. Network and server capacity suffer from this imbalance;
they are installed to withstand peak traffic, not average.
A challenge for IT is to combine the user experience of on-demand streaming with
a balanced network load; caching can be the tool to break that impasse. The key of
caching is that a server does not wait for a user to make a request for data. Instead the
server tries to anticipate what data will be requested and sends it in advance. Netflix,
for example, could transmit parts of the next episode of your favorite series at night,
assuming that you will continue your viewing habits tomorrow. Imperfect prediction
of the user’s request will increase the overall need for data, but a well designed system
can reduce the average network load during peak hours. This is the trade-off we study.
We model this caching problem in a way that resembles the Gray–Wyner network
[1]. The same model was introduced in a lossless discrete setting before [2] and was
extended to lossy in [3, 4] Also others studied the lossy setting, but took a worstcase metric [5]. This paper has its focus on Gaussian sources. An effective caching
strategy weighs two parameters: the amount of correlation between the elements of
the database, and the user’s preference for one of them. The case of correlation was
presented before, but not in combination with preference [3].
The end goal is twofold: To obtain a plot of the optimal rate trade-off between
caching and updating, and to understand the coding strategy that achieves it. The
latter question shows the most interesting insight: what is the best caching strategy
relies heavily on knowledge of the user’s preference, but surprisingly also on the size of
the cache. As cache size grows larger, the encoder should care less about correlation
and more about preference.
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(a) The Caching set-up.

(b) The Gray–Wyner network.

Figure 1: Caching is equivalent to the Gray–Wyner network by drawing the update
events for X1 and X2 as two separate links.

2
2.1

Problem Statement
Definitions

We study the network in Figure 1a in the classical length-N block coding sense. We
model caching with a database that does not consist of ‘Netflix series’, but equally
exciting Gaussian random variables. The i.i.d. sequence of vectors Xn is the database,
whereas X1n and X2n refer to its ‘files’. X is Gaussian distributed ∼ N (0, ΣX ), with
correlation ρ and both Xi having unit variance. The decoder, though, only needs a lossy
description of one of the Xi . Which one is announced in the user’s request, modeled
as side information U that is a simple Bernoulli random variable with p(U = 1) = p.
The first encoder, the cache, has no knowledge of the user’s request and produces
a messages using NRcache bits. The second encoder, the update, learns the request
U = i ∈ {1, 2} and proceeds to code a message using NRu,i bits. The decoder should
be able to combine the cache and update messages to reconstruct X̂i at the desired
final distortion level Dfinal . A rate-distortion quadruple (Rcache , Ru,1 , Ru,2 , Dfinal ) is said
to be achievable if there exists such encoders and a decoder that for both i = 1, 2
lim sup E(
N →∞

N
2
1 X
Xi (n) − X̂i (n) ) ≤ Dfinal
N n=1

The main question we pose is: What does one need to cache in order to minimize
the update rate that is needed on average? To that end define the average update rate:
Rupdate = pRu,1 + (1 − p)Ru,2 .
We say (Rcache , Rupdate , Dfinal ) is achievable if there is at least one achievable tuple
(Rcache , Ru,1 , Ru,2, Dfinal ) whose average update rate is exactly Rupdate .
An important tool will be the rate-distortion function for Gaussian sources:
1
1
log ,
2
D
but also the more important joint rate-distortion function of two Gaussians under
individual mean squared error distortion constraints [6]:

 2
1−ρ
1

log
if (D1 , D2 ) ∈ D1 ,

2
D1 D2


!


1−ρ2
 √
2
R(D1 , D2 ) = 21 log
if (D1 , D2 ) ∈ D2 ,

D1 D2 − ρ− (1−D1 )(1−D2 )






1
 1 log
if (D1 , D2 ) ∈ D3 ,
2
min(D1 ,D2 )
R(D) =
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contour lines of R(D1 , D2 ).

(a) R(D1 , D2 ).

Figure 2: Visualization of the Gaussian joint rate-distortion function R(D1 , D2 ).
where different combinations (D1 , D2 ) are grouped into subsets of D = [0, 1] × [0, 1]:
D1 = {D1 , D2 : (1 − D1 )(1 − D2 ) ≥ ρ2 },

(1)

D2 = {D1 , D2 : (1 − D1 )(1 − D2 ) ≤ ρ2 ≤ min
D3 = D1c ∩ D2c .




1 − D1 1 − D2
,
},
1 − D2 1 − D1

(2)
(3)

Figure 2 makes R(D1 , D2 ) tangible through visualization. The plane of distortion levels
for X̂1 and X̂2 is cut into different regions in which the rate-distortion function exhibits
different behavior. At each coordinate, there will be a 2 × 2 error matrix
D = E[(X − X̂)(X − X̂)T ].

(4)

In D1 this matrix is diagonal, whereas in D2 it is correlated. D3 is degenerate: the
distortion Di on one Xi is so small (in comparison to the other) that the best strategy
is to only code that Xi . One can then achieve any distortion in D3 on the other
component by an estimator. We call Figure 2b in its entirety the D−plane.

2.2

Caching as an application of the Gray–Wyner Network

From an operational perspective and the existence of codes, there is a complete equivalence with the Gray–Wyner network [1], as depicted in Figure 1b. Namely, even though
only X1 or X2 needs to be transmitted, any code should be capable of doing both as the
user could request either. Comparing Figures 1a and 1b the equivalence is as follows:
R0 ↔ Rcache ,

R1 ↔ Ru,1 ,

R2 ↔ Ru,2 .

The Gray–Wyner network was introduced in [1], but also featured more recently in
an explicit lossy source coding setting similar to ours [7, 8] The region of achievable
rate-distortion tuples on the Gray–Wyner network is the union over joint densities
p(X, V, X̂) of all (R0 , R1 , R2 , D1 , D2 ) satisfying
R0 ≥ I(X; V )

Ri ≥ I(Xi ; X̂i |V )

for i = 1, 2

Di ≥ E[dXi (Xi , X̂i )] for i = 1, 2
for some distortion measure dX (·, ·) (in our case squared error). Hence, by this equivalence one knows which caching strategies are achievable:
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Theorem 1. The caching rate-distortion region is the union over all joint densities
p(X, V, X̂) of tuples (Rcache , Rupdate , Dfinal ) satisfying the following inequalities
Rcache ≥ I(X; V )

Rupdate ≥ pI(X1 ; X̂1 |V ) + (1 − p)I(X2 ; X̂2 |V )
Dfinal ≥ E[dXi (Xi , X̂i )]

for i = 1, 2

The rest of the paper is dedicated to understanding the boundary of this (Rcache , Rupdate )
trade-off, to understand which strategies are not only achievable, but are also good.

2.3

The Gaussian Case

One major difficulty is that the source X being Gaussian does not imply that on the
boundary of the achievable region V and X̂ are necessarily jointly Gaussian as well.
Whenever it holds that Rcache + Ru,1 + Ru,2 = R(Dfinal , Dfinal ), Gaussian auxiliaries
are sufficient for optimality. This requires Rcache to be large. For small Rcache , one
necessarily has Rcache + Ru,1 + Ru,2 > R(Dfinal , Dfinal )∗ . This discussion is, however,
beyond the scope of this paper and we will further restrict ourselves to all variables
being Gaussian. From here onward, we therefore speak of the Gaussian achievable
caching rate-distortion region.
Corollary 1. The boundary of the Gaussian caching rate-distortion region is characterized by
Rcache (d, Dfinal ) =

min

Dfinal ≤D1 ,D2 ≤1

R(D1 , D2 )

s.t. D1p D21−p = d.

(5)

Defined for d ∈ [Dfinal , 1]; picking d = Dfinal 22Rupdate relates the above back to Rupdate .
Proof. To characterize the boundary, we fix one rate and minimize the other like
Rcache (γ) = min Rcache

s.t. Rupdate = γ.

For Gaussian random variables, the bounds of Theorem 1 are characterized by:
Rcache =

|ΣX |
1
log
,
2
|D|

(6)
p

1−p

D1,1 D2,2
p
D1,1
1−p
D2,2
1
Rupdate = log
+
log
= log
.
(7)
2
Dfinal
2
Dfinal
2
Dfinal
Any positive semidefinite matrix D that satisfies D  ΣX can be uniquely associated
to a random variable V that is jointly Gaussian with X, and vice versa (see, e.g., [6]).
D is the mean-squared error distortion (as in (4)) after caching, but before the update!
Observe that both rates are completely specified by this D. However, Rupdate only
depends on the diagonal entries. Hence, in the cache one can always pick a matrix D
that is rate-distortion optimal w.r.t. R(D1 , D2 ) and then minimize over just these two
scalar distortions D1 and D2 .
As a matter of definition, instead of fixing Rupdate one can equivalently fix D1p D21−p
to emphasize that the distortions up to which one caches the sources are truly the
intrinsic variables of this problem: D1 , D2 are both the objective and the constraint.
Lastly, D1 , D2 ≥ Dfinal ensures that Ru,1 and Ru,2 in (7) are non-negative. In other
words, caching either X1 or X2 beyond the end distortion constraint trivially serves no
purpose; one should then instead cache the other source.
∗

for more details on when exactly, please see [7, 4])
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(a) The optimal caching strategy
requires D1 = D2 at all time.
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(b) An example of the consequent trade-off between Rcache and Rupdate .

Figure 3: If p = 12 , optimal caching strategies must lie on the diagonal line in the
D−plane. After the blue dot, the best strategy moves from D2 into D1 . For illustration
purposes, the left is drawn with ρ = 0.5 and the right with ρ = 0.8.
When we use the term ‘caching strategy’, we refer to a choice of cache distortions
(D1 , D2 ). Such a strategy is said to be optimal if it is the solution to (5) for a particular
value of Rupdate . Rcache (d, Dfinal ) is decreasing in d and its extreme ends are the following
Rcache (Dfinal , Dfinal ) → (Rcache , Rupdate ) = (R(Dfinal , Dfinal ), 0)

all cache,

Rcache (1, Dfinal ) → (Rcache , Rupdate ) = (0, R(Dfinal ))

3

all update.

Caching with either Correlation or Preference

Let us first discuss a few extreme cases. One is obvious: if either p or 1 − p equals 1,
then there is no trade-off; the encoder should always code the desired Xi only. In that
case, one can split the bits of R(Dfinal ) over the code phases, or implements successive
refinability of a single Gaussian [9]. Next, we review two other cases:
1. Preference, but no correlation: ρ = 0, but p 6= 1 − p.

2. Correlation but no preference: ρ 6= 0, but p = 1 − p = 12 .
In the first case, caching strategies are greedy:

Theorem 2. If ρ = 0 the optimal caching strategy is to cache only the most popular
Xi until it satisfies the end distortion constraint; then proceed with the other.
Due to space restrictions we omit the whole proof, but it stems from the fact that
X1 ⊥ X2 implies R(D1 , D2 ) = R(D1 ) + R(D2 ) and consequently:
Rcache (d, Dfinal ) =

min

Dfinal ≤D1 ,D2 ≤1

R(D1 ) + R(D2 ) s.t. D1p D21−p = d.

Second, symmetry in the preference probabilities means symmetry in the caching
strategy, as we investigated earlier [3, 4]. An example is plotted in Figure 3.
Theorem 3 (Op ‘t Veld, Gastpar, [3, 4]). When p = 1 − p =
strategy is to cache X1 and X2 equally:
Rcache (d, Dfinal ) = R(d, d).

180

1
,
2

the best caching

1
1-

2

1
0

1
0

1-

2

1

0 0

(a) The optimal caching strategy is where
a contour line of R(D1 , D2 ) is tangential
to the line D1p D21−p = d.

(b) A slice of R(D1 , D2 ) that is strictly
convex in (D1 , D2 ) has one unique minimum.

Figure 4: Example of Lemma 1 for p =

4

2
5

and d = 0.475.

Caching with both Correlation and Preference

Consider now any 0 < ρ < 1 and p 6= 12 . Above all, it should be clear that if p < 1 − p
then a good caching strategy should mostly cache information on X2 and must thus
result in D1 > D2 . Let us therefore cut up the D−plane in an upper and lower triangle:
Di,1 = Di ∩ {D1 , D2 : D2 ≥ D1 }

↔

Di,2 = Di ∩ {D1 , D2 : D2 ≤ D1 } .

To the best of our knowledge, there is no simple closed-form analytic expression for the
optimal caching strategy (D1 , D2 ) in terms of the parameters ρ, p and d. Numerically,
however, the optimization of Rcache (d, Dfinal ) is not hard as we lay out in two steps:
Lemma 1. If Dfinal = 0, then the cache-update trade-off has one unique minimum on
the D−plane, which is the solution to
1

p
− 1−p

Rcache (d, 0) = min R(D1 , d 1−p D1
D1

).

Proof. Neglect the constraint involving Dfinal . In (5) one does not evaluate R(D1 , D2 )
over all (D1 , D2 ) ∈ D, but only along a ‘slice’ defined by the constraint D1p D21−p = d:
1

p
− 1−p

D2 = d 1−p D1

.

(8)

This slice is strictly convex with respect to (D1 , D2 ). The contour lines (or isolines)
of R(D1 , D2 ) are also convex (and continuous!) on the D−plane. More importantly,
dD2
1
though, these contour lines end straight ( dD
= 0 in D3,2 and dD
= 0 in D3,1 ). CondD2
1
sequently, the minimum of R(D1 , D2 ) on a strictly convex curve is where that curve is
tangential with a contour line; it cannot be at a simple crossing.
This tangential part is either a unique point or a (set of) closed interval(s), the
latter if and only if ∃ a contour line that is described by the same curve as (8) on some
interval(s). This happens in D1 when p = 12 , but is not the case for other values of p.
Hence, there can be only one minimum.
An illustration of the ‘slicing’ of Lemma 1 is depicted in Figure 4.
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(a) Optimal strategies move away
from the diagonal as p decreases.
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(b) The resulting trade-off between Rcache and
Rupdate .

Figure 5: Progression of optimal strategies and rates as one evaluates Rcache (d, Dfinal )
for different d. Correlation is fixed to be ρ = 12 and p = 0.49, 0.45, 0.3 and 0.1.
Theorem 4. Without loss of generality, assume p < 12 . Then,
1

p
− 1−p

Rcache (d, Dfinal ) = R(D̄1 , d 1−p D̄1

)

where D̄1 = max(Dfinal , D1∗ ) and D1∗ is the solution to
q


−p
−p
1
1
d
1−p
1−p
−1 + D1 + d 1−p D1 + 2ρ (1 − D1 )(1 − d 1−p D1 ) = 0,
dD1
1

p
− 1−p

over (D1 , d 1−p D1

(9)

) ∈ D2,2 .

Proof. First, assume Dfinal plays no restricting role. Then, the minimum of Lemma 1
lies necessarily in D2,2 . Namely, it cannot lie in D3,2 since its boundary is strictly superior. Second, in D1,2 the equipotential lines of R(D1 , D2 ) behave as D1 D2 = constant.
Hence, they cannot be tangential to the curve D1p D21−p = d, whose derivative is ‘less
steep’ everywhere. That leaves D2,2 , where R(D1 , D2 ) is minimized by maximizing

2
p
1
− p
D1 D2 − ρ − (1 − D1 )(1 − D2 ) . By restricting (D1 , D2 ) = (D1 , d 1−p D1 1−p ) ∈ D2,2
first and only then setting this derivative w.r.t. D1 to 0, one finds the optimum.
Finally, should any Di drop to Dfinal , then Rcache (d, Dfinal ) is minimized at the
intersection of Di = Dfinal and D1p D21−p = d, since R(D1 , D2 ) is monotonic along that
curve on one side of the aforementioned unconstrained minimum.

5

Simulations and Discussion

We include two plots of the evolution of optimal caching strategies (Figure 5a) and the
resulting trade-off in (Rcache , Rupdate ) (Figure 5b). The following points match:
(D1 , D2 ) = (1, 1)
(D1 , D2 ) = (Dfinal , Dfinal )

⇔
⇔

(Rcache , Rupdate ) = (0, R(Dfinal ))
(Rcache , Rupdate ) = (R(Dfinal , Dfinal ), 0)

Tracing a curve in Figure 5a from the top-right corner to (Dfinal , Dfinal ) corresponds to
tracing Figure 5b from left to right. The differently patterned lines show how strategies
change as p changes. As p moves from 12 → 0, 1 the optimal caching distortion pairs
move from the diagonal (implying the caching of an equal mixture of X1 and X2 )
towards the border of D2 and D3 (implying to cache only the most popular Xi ).
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Corollary 2. The optimal caching strategy depends on the size of the cache.
Every point in D2 is obtained by encoding a single Gaussian random variable that
is a mixture of the two sources [6]: αX1 + βX2 + W , with α, β some constants and
W independent Gaussian noise. Had the optimal caching strategies lain on a straight
line, then α and β would have been constant regardless of Rcache . Since this is not the
case in general, these mixing coefficients change as Rcache changes.
Corollary 3. Caching is not successively refinable unless p ∈ {0, 21 , 1} or ρ = 0.

Successive refinability [9] from (D1 , D2 ) to (D1′ , D2′ ) requires these coordinates to
lie on a straight line originating from (1, 1). Instead, optimal strategies lie on a curve
(unless they are pushed to the border of D2,i which are the exceptions mentioned).
Hence, the encoder cannot spontaneously decide to cache more without losing efficiency.
Corollary 4. For Dfinal → 0 and Rcache → ∞, the optimal strategy would be to only
cache the most popular Xi .
D2 ends in two corners, i.e., (0, 1 − ρ2 ) or (1 − ρ2 , 0). if Rcache grows very large and
Dfinal plays no restricting role, the optimal caching strategy is necessarily squeezed into
one of these corners. These points are associated to a perfect description of one Xi
and the resulting MSE-estimator of the other. In other words: for very large Rcache the
best caching strategy cares more about the most popular component and less about
the correlation between the two, irrespective of the value of p.
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Abstract
Many subspace-based array signal processing algorithms assume that the noise
is spatially white. In this case the noise covariance matrix is a multiple of the
identity and the eigenvectors of the data covariance matrix are not affected by
the noise. If the noise covariance is an unknown arbitrary diagonal (e.g., for an
uncalibrated array), the eigenvalue decomposition leads to biased results and it
has to be replaced by a more general “Factor Analysis” decomposition, which
then reveals all relevant information. In this paper we consider this data model
and several extensions where the noise covariance matrix has a more general
structure, such as banded, sparse, block-diagonal, and cases where we have multiple data covariance matrices that share the same noise covariance matrix. We
propose new estimation algorithms that have much faster numerical convergence
and lower complexity compared to existing algorithms for factor analysis. The
new algorithms scale well to large dimensions and can replace eigenvalue decompositions in many applications even if the noise can be assumed to be white.

1

Introduction

Factor Analysis (FA) is a tool from multivariate statistics [1, 2] which assumes that a
covariance matrix R can be modeled as
R = AAH + D

(1)

where A is a “tall” matrix (AAH is low rank), and D is a positive diagonal matrix.
Referring to subspace-based techniques, A captures the signal subspace while D can
model the noise covariance matrix. Although FA is an important and popular tool for
latent variable analysis with many applications in various fields of science, its application within the signal processing community has been surprisingly limited.
In this contribution, we present factor analysis as a generic tool to replace EVD in
array processing applications. We build upon prior work where we applied FA to calibration and interference detection/filtering in radio astronomy [3–6]. These addressed
the case where the noise covariance matrix is diagonal with unknown elements. For
cases where the noise covariance matrix is no longer diagonal but has a known sparse
structure, we propose the “extended FA” (EFA) model, specified by a known mask
matrix M (with entries equal to 0, 1), that can specify band matrices, sparse matrices,
etc. The covariance model is
R = AAH + Ψ ,
(2)
where Ψ = M Ψ is the noise covariance defined on the mask ( denotes entrywise
multiplication). We also consider applications where the desired subspace changes
rapidly while the noise remains stationary. In this case we can compute a series of
short-term covariance matrices or “snapshots” (each of the form (1) but with a common
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matrix D). Both generalizations can be combined into Joint Extended FA (JEFA),
where we have
Rm = A m AH
m = 1, · · · , M
(3)
m +Ψ,
and we are interested in estimating Ψ and {Am } jointly.
The FA problem and its extensions can be regarded as a specific case of covariance
matching, studied in detail in [7]. In line with that work, we extend the FA model
to complex data and multi-snapshot observations, and replace the diagonal term with
a more general structure. Starting from a Maximum Likelihood formulation (which
leads to a large non-linear optimization problem), we develop fast algorithms that are
scalable to large problem sizes and very competitive in performance compared to the
currently available algorithms. The resulting Alternating WLS algorithm outperforms
existing algorithms in convergence speed, is reliable, and can often replace the EVD
even if the noise covariance is white.

2
2.1

Data Model
Classical Factor Analysis Model

We consider an uncalibrated array of P receiving elements exposed to a mixture of Q <
P sources modeled by a complex Gaussian distribution. For the classical FA model, we
assume that the noise is complex Gaussian and uncorrelated between different receiving
elements. Stacking the received signals from each receiver, the sampled output of the
system is
y[n] = A0 x[n] + n[n], n = 1, · · · , N
(4)
where y is a P × 1 vector of received signals, A0 is a P × Q array response matrix, x
is a Q × 1 vector representing the source signals, and n is a P × 1 vector modeling the
noise. N observations are available. Assuming that the sources and noise contributions
are stationary and uncorrelated, the covariance matrix for y is given by (1), where
A = A0 F for some invertible matrix F that depends on the source correlation matrix,
and D is a diagonal matrix representing the noise covariance. If the noise is spatially
white, then D = σ 2 I and the column span of A can be estimated directly from an
eigenvalue decomposition of R. For an uncalibrated array, D is an arbitrary unknown
diagonal. Classically, Factor Analysis is a set of tools to identify A and D from R, or
its finite sample estimate R̂.

2.2

Joint and Extended Factor Analysis Model

In some applications, the signal subspace (i.e. A) is not stationary, while the noise
covariance is stationary. Consider e.g., DOA estimation of moving sources and an
uncalibrated array. An available dataset is then partitioned into M short subsets or
“snapshots”, each containing N samples. This leads to M sample covariance matrices
R̂m , m = 1, · · · , M , with model
Rm = A m AH
m + D,

m = 1, . . . , M .

(5)

Am is a low rank matrix of size P × Qm with Qm < P for all m = 1, . . . , M, and D is a
positive real diagonal matrix common among the M models. We call this model Joint
Factor Analysis (JFA). In many applications we are just interested in the column span
of Am .
Another extension is to consider the noise covariance matrix Ψ to be more general
than a diagonal matrix, but with a sparse, known structure. Here we consider Ψ of
the form
Ψ=M Ψ
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where the mask matrix M is a symmetric matrix containing only ones and zeros. We
can model various types of covariance matrices using this approach. The Extended FA
(EFA) model then becomes
R = AAH + Ψ .
(6)
Both generalizations can be combined into Joint Extended FA (JEFA), where we have
(3) and we are interested in estimating Ψ and {Am } jointly.

2.3

Parametrization

All models presented in this section are covariance models, i.e. we can write R(θ)
where the complex vector θ represents the unknown parameters in the model (using
Wirtinger operators):
 
ψ
h
iT
θ Am = vect(Am )
∗

ψ
θ
=
.
(7)
θ = θ TA1 , θTA∗1 , . . . , θ TAM , θ TA∗M , θ TΨ ,
Ψ
θ A∗m = vect(A∗m )
d
Based on the mask M, ψ is a vector consisting of the non-zero elements of the strictly
upper triangular part of Ψ while d = vectdiag(Ψ) represents the diagonal elements of
Ψ which are real. Using this parameterization we have
vect(Ψ) = SU ψ + SL ψ ∗ + (Ip ◦ Ip )d
where SU and SL are selection matrices for the upper and lower triangular part of Ψ,
based on the mask matrix M. We can write this as


vect(Ψ) = JΨ θ Ψ ,
JΨ = S U S L I P ◦ I P .
(8)
Using this parameterization, we discuss in the following sections various methods to
find an estimate for θ given a series of sample covariance matrices {R̂m }. Cramér-Rao
Bounds for the presented models have been derived by us before in [8].

3

Estimation Algorithms for Classical FA

To start, we briefly review some of the approaches for the classical FA problem.

3.1

Ad-hoc Method

The estimation problem can be approached as a two stage minimization problem [1].
In this approach we minimize the LS cost function defined as
min kR̂ − AAH − Dk2F

(9)

A,D

where k·kF is the Frobenius norm, in two stages, i.e. an Alternating LS (ALS) approach.
First for a given A, (9) is minimized with respect to D and in the next stage, D is
held constant and a new A is found.
Let the subscript (k) denote the iteration count. The iteration steps are
D(k+1) := diag(R̂ − A(k) AH
(k) )
U(k+1) Λ(k+1) UH
(k+1) := R̂ − D(k+1)
1/2

A(k+1) := U0,(k+1) Λ0,(k+1)
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[EVD]

(10)
(11)
(12)

where U(k+1) and Λ(k+1) follow from an eigenvalue decomposition, and U0,(k+1) and
Λ0,(k+1) are the Q dominant eigenvectors and corresponding eigenvalues.
As for most ALS approaches, the rate of convergence is slow. The EVD required at
each iteration makes this prohibitive for large problems. Nonetheless, a single iteration
of this Ad-Hoc method is often used to initialize other iterative techniques.

3.2

EM-based Algorithm

Since the sources and noise are modeled as complex Gaussian, the complex log-likelihood
function is easily derived. The Maximum Likelihood (ML) approach aims to find A
and D that maximizes this function. This leads to iterative techniques such as the
scoring method (based on gradient descent) and approximations thereof [9].
Alternatively, the Expectation Maximization (EM) technique may be used to optimize the likelihood function. This leads to the following algorithm [10]: Let Φ(A, D) =
IQ − AH R−1 A + AH R−1 R̂R−1 A, then
−1
A(k+1) := R̂R−1
(k) A(k) Φ(A(k) , D(k) )

(13)

D(k+1) := diag(R̂ − A(k+1) A(k) H R−1
(k) R̂).

(14)

While simple to implement, simulations show that the rate of convergence of this
technique is slow.

4

Estimation Algorithms for JEFA

Factor Analysis can be viewed as a special case of covariance matching, studied in
detail in [7]. In there, A(θ) is modeled parametrically, while the noise covariance Ψ
has a linear parametrization as in (8), but for a more general (known) matrix JΨ .
This fits the formalism of Extended Factor Analysis. In [7], the problem is solved by a
Weighted Least Squares (WLS) fitting of the sample covariance, solved using gradient
descent techniques.
In this section we consider the generalization towards the JEFA model (3). Starting
from a covariance matching formulation, estimating the parameters for JEFA also
leads to a non-linear weighted least squares problem. As the number of parameters
grows quickly, we need to consider scalable approaches. Fortunately, the Kronecker
structure of the Jacobians allows us to develop a method that also avoids storing the
Jacobians but does an exact computation of the matrix vector product. This leads to
a computationally attractive algorithm for the classical FA as well.

4.1

Non-Linear Weighted Least Squares

Define r̂ = vect(R̂) and r(θ) = vect(R(θ)). Estimation of the unknown parameters θ
using non-linear WLS can be defined as
θ̂ = arg min kW1/2 [r̂ − r(θ)]k22
θ

(15)

where W is a weighting matrix. The optimum weighting matrix is the inverse of the
(asymptotic) covariance matrix of the entire dataset, but because we only have access
to the sample covariance matrices R̂m we use
−1
W = blockdiag{R̂−T
m ⊗ R̂m }
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(16)

which will give an asymptotically optimal solution for a Gaussian distributed data
matrix (asymptotically equal to the Maximum Likelihood solution) [7]. A very common
iterative technique for solving nonlinear optimization problems is the Gauss-Newton
algorithm. The updates are of the form
θ (k+1) = θ (k) + µ(k) δ

(17)

where δ is the direction of descent. To find δ we need to solve
B(θ (k) )δ = g(θ(k) ),

(18)

where g(θ) is the gradient and B(θ) the corresponding Gramian,
g(θ) = JH (θ)W[r̂ − r(θ)]
B(θ) = JH (θ)WJ(θ)

(19)
(20)

. The iterations given by (17) are
and the Jacobian J(θ) is defined by J(θ) = ∂vect(R(θ))
∂θ T
repeated until kg(θ (k) )k2 <  where  > 0 depends on the desired accuracy. The key
step is solving the linear system in (18). For the JEFA model the matrix dimensions
can quickly become large, making the construction of B and its inversion unattractive.
However, the structure of B allows for a symbolic inversion of B, presented next.

4.2

Direct Method for Direction of Descent

A block LDU (lower-diagonal-upper, or Cholesky) decomposition of the Hermitian
matrix B can be computed symbolically in closed form and leads to the following
solution for the descent direction δ. Define Wm = R̂−1
m ,
−1 H
W̃m = Wm − Wm Am (AH
m W m Am ) Am W m
!
X
T
B̃Ψ = JH
W̃m
⊗ W̃m JΨ
Ψ

(21)
(22)

m

g̃Ψ = JH
Ψ

X
m


T
W̃m
⊗ W̃m vect[R̂m − Rm (θ)] .

(23)

A tedious derivation (omitted here) shows that the computation of

T
δ = vect(∆A1 )T vect(∆A∗1 )T · · · δ TΨ
reduces to the computation of δ Ψ from

B̃Ψ δ Ψ = g̃Ψ .

(24)

Subsequently defining ∆Ψ from unstacking vect(∆Ψ ) = JΨ δ Ψ , closed-form expressions
for the ∆Am are
1
−1
−1
∆Am = (I + Wm
W̃m )(R̂m − Rm (θ) − ∆Ψ )Wm Am (AH
,
m W m Am )
2

(25)

and ∆A∗m = ∆∗Am . Hence, the original matrix inversion problem reduces to solving for
δ Ψ in (24), which has a dimension equal to the number of nonzero entries in the mask
M, much smaller than in δ. Since Ψ is well defined if the JEFA model is identifiable,
this problem is well-posed (in contrast to the initial problem).
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4.3

Alternating WLS method

The approach from Sec. 4.2 can be further developed into a new Alternating WLS
method that provides much faster convergence than classical techniques. We consider
(k+1)
(k)
the update equation for θ Ψ . If we take the step size µ(k) = 1 we have θ Ψ
= θ Ψ +δ Ψ .
(k)
Starting from (24) and subsequently using vect(Ψ(k) ) = JΨ θ Ψ and the definition of
B̃Ψ in (22), we obtain
X
(k+1)
(k)
(k)
T
B̃Ψ θ Ψ
= B̃Ψ θ Ψ + JH
(W̃m
⊗ W̃m )vect(R̂m − Am AH
Ψ
m −Ψ )
m

X
T
H
= JΨ
W̃m ⊗ W̃m vect(R̂m − Am AH
m)
m

where to simplify the notation we have dropped the dependency on k from B̃Ψ , W̃m
and Am . Since W̃m Am = 0 as a result of (21), this reduces to

X
(k+1)
T
B̃Ψ θ Ψ
= JH
W̃
⊗
W̃
(26)
m vect(R̂m )
Ψ
m
m

(k+1)

Using the definition of B̃Ψ in (22), the solution θ Ψ can also be written as the solution
to
2
1/2
(27)
min W̃(k) [r̂ − J̃Ψ θ Ψ ]
θΨ

2

T
where J̃Ψ := [JTΨ , . . . , JTΨ ]T , and W̃(k) := blockdiag{W̃m
⊗ W̃m }. The latter matrix
can be interpreted as “projecting out” the contribution of the terms Am AH
m in r̂ (incorporating an optimal weighting), after which the remaining term Ψ can be estimated.
Estimation of Ψ from (27) is computationally efficient, compared to the original problem (18).
This approach can be formulated as a new Alternating Weighted Least Squares
(AWLS) algorithm. Starting from an initial estimate for Ψ, in the iteration we estimate
the Am using the EVD of Ψ−1/2 R̂m Ψ−1/2 (for Wm = R̂−1
m ), similar to Sec. 3.1. Next,
we calculate W̃m using (21) which depends only on Am and Wm , followed by solving
(26) or equivalently (27). For classical FA, this leads to the following iterations (where
with abuse of notation we write W instead of W1 ):

U(k+1) Λ(k+1) UH
[EVD]
(k+1) := D(k) R̂D(k)
1/2
1/2
A(k+1) := D(k) U0,(k+1) (Λ0,(k+1) − I)
W̃ := W − WA(k+1) (AH
WA(k+1) )−1 AH
(k+1) W
h
i−1 (k+1)
d(k+1) := W̃T W̃
vectdiag(W̃)
D(k+1) := diag(d(k+1) )
−1/2

5
5.1

−1/2

Simulations
Convergence Speed

We evaluate the convergence speed of the proposed algorithms using simulations. An
array with P = 100 elements is simulated. The matrix A is chosen randomly with a
standard complex Gaussian distribution (i.e. each element is distributed as N (0, 1))
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Figure 1: Convergence for P = 100 sensors, for (a) Q = 20 and (b) Q = 80 sources.
and D is chosen randomly with a uniform distribution between 1 and 5. The same
initial point is chosen for all the algorithms.
For the simulated array the maximum number of sources is Qmax = 89. We show
simulation results for Q = 20, representative for low rank cases, and for Q = 80 for
high rank cases.
The algorithms that are compared are the proposed AWLS (Sec. 4.3), the proposed
Direct NLWLS (Sec. 4.2), and further the classical Ad-Hoc (Sec. 3.1) and EM (Sec.
3.2) algorithms.
Fig. 1 shows the convergence rate of the different ML algorithms based on the
magnitude of the gradient, for two values of Q. We observe that AWLS outperforms
all other presented algorithms in terms of the number of iterations needed to reduce
the gradient to a given threshold. It is followed by Direct NLWLS.
In case of a large Q and the presence of finite sample noise the performance of all
algorithms is affected (Fig. 1(b)). However, classical Ad-Hoc and EM algorithms suffer
the most. In some cases the number of iterations needed is increased by an order of
magnitude. The number of iterations in these classical methods can become one or
two orders of magnitude larger than P which makes them very expensive for a large
number of receivers.

5.2

Subspace Estimation Performance

If we take a simulation scenario with Ψ = σ 2 I (spatially white noise), we can compare
the subspace estimation performance of FA and JFA to that of EVD. This gives an
indication of the performance penalty if we use FA even if the noise is white and EVD
is suitable.
Omitting the simulation results themselves, we report that the use of (J)FA does
not result in a significant performance loss, while this model is more general than the
white-noise model, making it applicable in many practical situations, e.g., cases where
the sensor array is not (yet) accurately calibrated.

5.3

Experimental Results

Several applications to array calibration and interference cancellation using LOFAR
radio telescope experimental data have been reported in [8, 11, 12].
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6

Conclusions

We proposed extensions of the Factor Analysis model to multiple matrices and more
general noise covariance structures, and we presented efficient estimation algorithms
based on Gauss-Newton iterations. For the classical FA model, a straightforward to
implement Alternating WLS algorithm resulted that converges much faster than the
currently used techniques.
The simulations indicated the reliability and efficiency of the proposed algorithms,
showing them feasible for moderately large problem sizes (P = 100 sensors).
We consider FA as an extension of the eigenvalue decomposition (EVD) to cases
where the noise is not white. Simulations indicate that even if the noise is white,
the performance penalty with respect to EVD is minor. Therefore, the more general
structure of the extended FA data models enable their application in a wide range of
signal processing applications.
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Progress in Constrained Codes
Kees Schouhamer Immink
Turing Machine Inc.
Abstract:
Constrained, or line, coding is a somewhat nebulous term which we may define by
either inclusion or exclusion (Cattermole). A constrained code converts to a signal
format which facilitates detection in the presence of channel impairments. It further
caters for receiver timing on bit, codeword, and frame level. The speaker will present
a survey of constrained codes that have found application in mass storage devices.
Specifically, he will discuss spectral shaping, run-length limited, two-dimensional, and
Pearson codes.
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Abstract
Detection of buildings and other objects from aerial images has various applications in urban planning and map making. For human experts, manual extraction
of objects from aerial imagery is a time-consuming and expensive task. However,
aerial images are often prone to varying lighting conditions, shadows and occlusions. Aerial images also differ quite significantly from region to region. In
order to offer both robust and reliable building detection, we use Convolutional
Neural Networks (CNN) to account for these variations. We train detection
from RGB-D images to obtain a segmented mask by employing the CNN architecture DenseNet. To improve the performance of the model, we apply the
statistical re-sampling technique called Bootstrapping. Through Bootstrapping,
we demonstrate that more informative examples are retained that improves the
results. Finally, the proposed methodology outperforms the non-bootstrapped
DenseNet by utilizing only one-sixth of the original training data and it obtains a
precision-recall break-even point at 95.10% score on our aerial imagery dataset.

1

Introduction

Detecting objects in aerial imagery is essential for applications such as urban planning,
map making, change detection and disaster management. Due to advancements in
computer vision and machine learning in the recent years, it is now possible to automate
various object recognition and detection tasks. However, building extraction from aerial
imagery has a few inherent difficulties that make it a challenging problem. Varying
lightning conditions, different camera sources, shadows and occlusions are common
problems in aerial images.
Hence, we propose to improve the building detection process in three ways. First,
we incorporate an additional depth channel with the RGB input. Second, we use
the recently introduced state-of-the-art Convolutional Neural Network (CNN) called
Densely Connected Convolutional Network (DenseNet). In a DenseNet, every convolution layer is connected to all its subsequent convolution layers, which results in a
rich representation of the input with a low number of parameters. Third, to improve
the performance of the CNN further, we couple the DenseNet model with a statistical
re-sampling technique called Bootstrapping. CNNs typically require a large amount
of training data. Therefore, it is imperative to choose the most informative training
samples to have the best sampling of the target distribution. However, feeding in difficult samples to improve the learning procedure is not an easy task. Therefore, a good
balance must be established between the easy and difficult samples. Bootstrapping
re-samples the observed data using the trained DenseNet model and discards samples
that have a lower contribution to the learning process.
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2

Related Work

Satellite imagery has grown steadily over the past decades and a large amount of
research has been conducted in extracting buildings and other objects from aerial imagery. Rule-based classification of buildings and other terrestrial objects from LIDAR
data was introduced by Forlani et al. [1]. Ali Özgün Ok [2] proposed a rule-based
method to detect buildings from aerial imagery. It involves a series of operations,
featuring removal of irrelevant objects, multi-stage processing of edges and generation
of vector polygons to detect buildings. Sirmaçek et al. [3] have proposed a method
to detect buildings using structural features from a steerable filter set and probability
theory. This is tested on multiple aerial images taken from different sensors and is
found to have high robustness.
Inference of roads from aerial images by exploiting Neural Networks was introduced
by Mnih and Hinton [4]. An extension of this work to detect roads and buildings
simultaneously was recently presented by Saito and Aoki [5]. They trained Convolutional Neural Networks (CNNs) with image patches and the resultant output is a
multi-channel segmented output. Recent growth of research efforts in Convolutional
Neural Networks (CNNs) has led to a multitude of CNN architectures. Networks such
as GoogLeNet, ResNet and DenseNet have proven their effectiveness in various image
recognition challenges. GoogLeNet [6] features a 22-layer deep architecture with inception modules: a component which processes the same input with multiple convolution
filters. ResNet or Deep Residual Network [7] introduce identity mapping to fit the
underlying representation. A similar approach is taken by DenseNet [8], where every
layer is connected to every other layer. The remainder of the paper is organized as
follows. The dataset and preliminary experiments are described in Section 3. DenseNet
and its performance on our dataset are discussed in Section 4. Finally, in Section 5,
we introduce Bootstrapping for CNNs.

3

Methodology

For the experiments in this research, we use aerial images that are based on RGB and
depth signals. Very few publications have utilized the depth signal as an additional
resource within aerial images. We conduct preliminary experiments with AlexNet to
determine ideal input, output patch sizes and depth normalization range. To improve
the performance, we apply DenseNet for our segmentation problem. Finally, to extract
maximum information from our training data, we apply bootstrapping [9].

3.1

Dataset

The available dataset consists of five municipalities in The Netherlands, namely Arnhem, Eindhoven, Hellevoetsluis, Heerenveen and Zutphen. Each municipality covers
an area of roughly 5 km2 with a pixel resolution of 0.1 m2 per pixel. The ortho-rectied
aerial images are obtained from projecting point clouds on a plane. The dataset consists of the RGB signals along with an additional depth signal. The depth signal consist
of the vertical distance of the pixel relative to an estimated ground level. The depth
information is provided as an additional component to the RGB image as an input to
the CNN. The ground-truth for all buildings in the five municipalities are also provided as binary masks. The dataset is divided into training, validation and test sets
approximately in the ratio 70:10:20 for all the experiments in this research. An RGB
image with the two possible depth signals and its respective ground truth are shown
in Figure 1.
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(a) RGB image

(b) Height depth signal

(c) Ground truth.

Figure 1: RGB image, depth signal and its respective ground truth in our dataset. The
shown depth signal is normalized to an intensity between 0 and 32.

3.2

Optimization of Input and Network

The aerial images and their corresponding ground truth cover a total area of 25 km2
with a pixel resolution of 10 cm2 per pixel. Since building and their surrounding
context are present in the images, we adopt for patch-wise training for the network.
From [4], [5], it is evident that the addition of the context area to the input improves
the quality of the prediction. The depth map provided ranges from -32 meters to +321
meters. However, we have prior information that most buildings in the considered
municipalities have a height less than 100 meters. To account for the error in the
depth map, we optimzed the depth intensity range between 0 and 32 meters. Finally,
to determine the ideal patch size, we modify the CNN architecture AlexNet [10]. The
original network consisted of five convolution layers, three pooling layers and three
fully connected layers. For our application, we modify the architecture by using larger
convolution kernels. We choose a kernel size of 11 × 11, 9 × 9, 7 × 7 pixels for the first
layers, as information of a building from context is necessary. We also remove a fully
connected layer (FC) and resize the final FC to an n × n patch. We implemented and
trained the network in the deep learning library, Caffe [11]. The network is initialized
with Xavier weights [12] and trained with Stochastic Gradient Descent optimizer. We
have conducted experiments for various input and output patch sizes and the optimal
input size is empirically found to be 80 × 80 pixels, whereas the output patch size is
24 × 24 pixels. Extending the context area did not improve the performance, whereas
reducing the context reduced the performance.

3.3

Evaluation Metric

The output produced by the CNN is evaluated by the number of successfully segmented
buildings. The common metric used for evaluation is the precision-recall curve. At
building level evaluation, recall implies the number of buildings detected out of the
total number of buildings whereas precision is the number of buildings detected from
the total number of segmented buildings. The quality of the results is analyzed using
the precision-recall break-even point, i.e. the point where the precision and recall
values are equal. Segmentation of buildings with perfect overlap is difficult to achieve.
Even a single missing pixel over the prediction heavily penalizes the results. This
leads to inaccurate quantification of the results. Hence, an additional parameter called
”overlap” is introduced. The overlap parameter is the number of building pixels in the
output that is present with respect to its ground-truth pixels. For example, an overlap
of 50% implies that 50 % of the building pixels are correctly segmented with respect to
its ground truth. For the experiments in this research, we measure the precision-recall
curve at different overlaps to give a broader perspective of the performance.
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3.4

Results

As described in the previous subsection, the optimized depth signal is added to the
RGB signals as additional input for the CNN. We also perform a K-fold analysis on the
provided data by holding out one municipality for testing when the model was trained
with four others. In the K-fold analysis, the performance stays consistent ensuring the
reliability and generalization of the trained model. This results in a break-even point
of 78.69 ± 0.26% at 90% building overlap with the ground truth and 92.82 ± 0.15%
break-even at 50% building overlap.

4

DenseNet for Building Segmentation

A typical CNN connects the output of the `th layer to the (`+1)th layer. As the network depth increases, this type of connectivity tends to overfit and the error gradients
decrease exponentially, as they propagate back into the lower layers. To combat this
effect, recent work has introduced architectures that do not follow the strict sequential
pathways [7], [8]. An architecture that utilizes such a topology is the Densely Connected Convolutional Network (DenseNet), where every layer is connected to all lower
layers. This type of connectivity enables feature re-usability and has high parameter
efficiency. The resulting connectivity for a layer x` of this network is defined as:
x` = F` ([x`−1 , x`−2 , ....,
˙ x0 ]),

(1)

where [...] is the concatenation operation. F (·) is defined as a composition of Batch
Normalization, ReLU (Rectified Linear Unit), convolution and dropout [13], [14]. In a
DenseNet, the output of the convolution layer along with its subsequent transformations are concatenated. To prevent the network from growing too wide, the number
of concatenations are fixed. After each set of concatenations in a dense block, a transition layer is added which is composed of convolution and pooling layers that reduce
the spatial dimensions. An attractive property of this network during backpropagation
is that each layer receives weight updates from all its higher layers. Updating a layer
x` in a Dense block is given as:
k
k
∂L  X  Y  ∂xd  ∂xi−1 
∂L
=
·
,
∂x`
∂xk i=`+2 d=i ∂xd−1
∂x`

(2)

where k is the growth of the dense block and L the error obtained from the loss
function. For our segmentation problem, we modify the DenseNet by adding a maxpooling layer after the first convolution layer and replacing the global pooling layer
with a max-pooling layer. We add two fully connected layers of which the last one is
reshaped into a 24 × 24 pixel patch. We use three dense blocks and set the growth rate
of the network to 12. In addition, we have applied dropout with a ratio of 0.1 to all
the convolution layers in a dense block. DenseNet is shown in Figure 2. For training
this network, the initial learning rate is set as 10−5 and decremented by a factor of
10 every 10,000 iterations. The stochastic gradient descent momentum is 0.99, the
mini-batch size is 128 samples and the network is initialized with Xavier weights. The
resulting architecture has 39 convolutional layers, 4 pooling layers and 2 fully connected
layers. We use a kernel size of 3 × 3 in all the convolution layers. With DenseNet, the
precision-recall break-even improves to 94.78 % at 50 % building overlap. Although
this network gives better results, an interesting observation is that both networks
behave differently on the same training data. In some buildings, AlexNet classifies
the pixel more accurately than DenseNet. We further investigate this phenomenon in
the following section.
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5

Bootstrapping DenseNet

Figure 2: DenseNet with the Bootstrapping framework. An RGB-D patch is given
as the input to the trained DenseNet model and for each training sample, the loss is
computed and assigned to a bin. All the samples are selected from the bins with high
loss whereas samples are randomly selected from bins with low loss.
From the results in the previous section, we observe that AlexNet outperforms
DenseNet on certain buildings. Although both networks are trained until convergence,
this behavior implies that both networks learn in a slightly different way from the
same data. It is an arduous task to optimize the parameters of the network to improve
performance of certain buildings while retaining a high performance globally. Hence,
instead of training a network for long periods of time, which may or may not improve
the performance, we focus on improving the performance by presenting the network
with more informative samples. Typically during training, the samples contribute to
the learning process have equal priority in the mini-batches. Therefore we provide the
samples in a controlled manner. The naive solution is to re-train only on the difficult
samples, but as CNNs are highly sensitive to the input data, it would start to overfit
on the difficult samples. To have a robust learning, in addition to the difficult samples
from the training set, we also add a limited number of easy samples.
Let (xn , yn ), n = 1, ..., N represent the training data where xn and yn are the
input sample (RGB-D image) and its ground truth, respectively. We describe our model
as yˆn = ϕ(xn , D) where yˆn is the predicted output of the input sample xn with a model
ϕ trained over the data D. We minimize the loss L(yn , yˆn ) on our training set until it
reaches a minimum on the validation set. The cross-entropy loss L(yn , yˆn ) ∈ [0, 1] of a
prediction yˆn with respect to its ground truth yn is defined as:
L(yn , yˆn ) = −

P
i
1 Xh
pi · log(p̂i ) + (1 − pi ) · log(1 − p̂i )
P i=1

(3)

where pi is the probability of the pixel in the ground truth yn and p̂i is the probability of the same pixel in the prediction yˆn . We classify each xn in the training set
into bins (a, b] with respect to its loss L(yn , yˆn ). A separate bin for lossless samples
is also maintained, so as to add the learned samples for training. Instead of training the model on the complete dataset D, we train on data Dk ⊂ D, such that the
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Percentage of samples in each bin (Training set)
Loss bin
Iter 0
Iter 1
Iter 2
Iter 3
0.0
36.34
54.48
59.34
65.03
(0.0, 0.2]
53.11
38.14
33.01
27.8
(0.2, 0.4]
6.68
5.43
5.36
5.13
(0.4, 0.6]
2.27
1.29
1.48
1.35
(0.6, 0.8]
1.01
0.44
0.52
0.46
(0.8, 1.0]
0.56
0.19
0.25
0.21
Average loss
0.0569 0.04109 .04078 0.03914
Test set
Break-even (90% overlap) 0.8398 0.8669 0.7539 0.8593
Table 1: Percentage of samples in each loss bin of the training set for each bootstrap
iteration and its corresponding break-even point on the test set.
PN

n=1 L(yn , yˆn ) obtained from ϕ(xn , Dk ) has lower loss than that of the model ϕ(xn , D).
The Bootstrapping scheme is shown in Figure 2.
Initially the DenseNet is trained with the original dataset which has approximately
425K patches. Each training sample is tested using the trained model and the crossentropy loss is computed. After computing the loss, the samples are assigned to bins
with a given step size and the lossless samples (zero loss) are assigned to a separate
bin. We conducted our experiments with a step size of 0.2. With a step size of 0.2, we
have six loss bins [0], (0, 0.2], (0.2, 0.4], (0.4, 0.6], (0.6, 0.8] and (0.8, 1.0]. We limit the
total number of selected samples to 70,000 and select all the samples from the from
the bins (0.2, 0.4], (0.4, 0.6], (0.6, 0.8] and (0.8, 1.0].
The number of samples in the zero and (0, 0.2] bins constitute approximately 90% of
the entire training set. Therefore, we limit the number of samples from these two bins
for re-training our network, assuming that it is possible to generalize the model from the
easy samples. It is often seen that easy-to-learn samples often mask the difficult samples
in learning algorithms. Consequently, discarding samples with redundant features and
including samples with large loss results in a larger cross-entropy loss for the training
set. The total number of samples are fixed to 70,000 and after including all the difficult
samples, the remaining set of samples are taken randomly from the zero and (0.0, 0.2]
loss bin.

Overlap
AlexNet
25%
50%
3901 (92.82%)
75%
90%
3307 (78.69%)

DenseNet
4,033 (95.95%)
3,984 (94.78%)
3,852 (91.64%)
3,529 (83.98%)

With bootstrapping
4,045 (96.24%)
3,997 (95.10%)
3,886 (92.45%)
3,644 (86.69%)

Table 2: Detected buildings and break-even points at different building overlaps.
After the first iteration of bootstrapping, the performance improves on the test set.
Because we select random samples from the zero and (0, 0.2] bins, we repeatedly resampled from these bins each time from the entire training set. After the first iteration,
we obtain a break-even point of 95.03 ± 0.14 at an overlap of 50% and a break-even
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(a) RGB image

(b) modified AlexNet

(c) modified DenseNet (d) modified DenseNet
+ Bootstrapping

Figure 3: RGB image and their respective output for different networks. All the
networks are trained with RGB-D inputs. With Bootstrapping not only new buildings
are detected but also the existing detections are improved.
point of 86.77 ± 0.19 at an overlap of 90%. We find that out of a total of 4,203 buildings
on the test set, 12 extra buildings are found because of the bootstrapping at an overlap
of 25%. As the overlap ratio is increased, the performance gap widens, resulting in
a gain of 115 buildings at an overlap of 90%. We infer that through bootstrapping,
there is not only a gain in the detection rate, but also improvements in the overlap of
the existing detections. On further rounds of bootstrapping, we found that difficult
and easy examples are swapped resulting in poorer performance. Hence, we limited
the experiments to only a single bootstrap iteration. Examples and performance of
the improved results obtained through bootstrapping, are shown Figure 3 and Table 2
respectively.
Although bootstrapping enhances performance and is useful in extracting more
information from the given dataset, it is not perfect. In a few cases, buildings that
were already learned had lower confidence after bootstrapping. In conclusion, there is
room for improvement in the re-sampling strategy. There are few cases we expect that
even CNNs cannot resolve. Problems such as occlusion, especially from tall structures
like trees, can be challenging as the depth maps around such structures prove to be
complicated for building detection.

6

Conclusions

In this paper, we have proposed a method to semantically segment buildings in aerial
RGB images supplying depth as an extra information signal. Through K-fold analysis,
we found that height depth maps were consistent and reliable. However, we have
found that the DenseNet architecture was sometimes outperformed by AlexNet in
a few regions. For this reason, we have increased the relevance of difficult samples
during training through Bootstrapping. Our method of bootstrapping considers the
whole training set to generate bootstrap samples. Using the newly generated bootstrap
training set, we have trained a model from scratch, utilizing only one-sixth of the
training data. As a result, the bootstrapped model outperforms the original at all
the overlaps and improves the performance by a significant margin at larger overlaps.
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Finally, we have studied the effects of further iterations of bootstrapping and found that
the oscillatory performance during different bootstrap iterations is largely explained by
the swapping of difficult and easy samples in each bootstrap iteration.

References
[1] G. Forlani, C. Nardinocchi, M. Scaioni, and P. Zingaretti, “Complete classification of
raw lidar data and 3d reconstruction of buildings,” Pattern Analysis and Applications,
vol. 8, no. 4, pp. 357–374, 2006.
[2] A. Ok, “Robust detection of buildings from a single color aerial image,” Proceedings of
GEOBIA 2008, p. 6, 2008.
[3] B. Sirmacek and C. Unsalan, “A probabilistic framework to detect buildings in aerial
and satellite images,” IEEE Transactions on Geoscience and Remote Sensing, vol. 49,
no. 1, pp. 211–221, Jan 2011.
[4] V. Mnih and G. E. Hinton, “Learning to detect roads in high-resolution aerial images,”
in European Conference on Computer Vision. Springer, 2010, pp. 210–223.
[5] S. Saito and Y. Aoki, “Building and road detection from large aerial imagery,” in
SPIE/IS&T Electronic Imaging. International Society for Optics and Photonics, 2015,
pp. 94 050K–94 050K.
[6] C. Szegedy, W. Liu, Y. Jia, P. Sermanet, S. Reed, D. Anguelov, D. Erhan, V. Vanhoucke,
and A. Rabinovich, “Going deeper with convolutions,” June 2015.
[7] K. He, X. Zhang, S. Ren, and J. Sun, “Deep residual learning for image recognition,”
in Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition,
2016, pp. 770–778.
[8] G. Huang, Z. Liu, and K. Q. Weinberger, “Densely connected convolutional networks,”
arXiv preprint arXiv:1608.06993, 2016.
[9] B. Efron and R. J. Tibshirani, An introduction to the bootstrap.

CRC press, 1994.

[10] A. Krizhevsky, I. Sutskever, and G. E. Hinton, “Imagenet classification with deep convolutional neural networks,” in Advances in neural information processing systems, 2012,
pp. 1097–1105.
[11] Y. Jia, E. Shelhamer, J. Donahue, S. Karayev, J. Long, R. Girshick, S. Guadarrama,
and T. Darrell, “Caffe: Convolutional architecture for fast feature embedding,” in Proceedings of the 22nd ACM international conference on Multimedia. ACM, 2014, pp.
675–678.
[12] X. Glorot and Y. Bengio, “Understanding the difficulty of training deep feedforward
neural networks.” in Aistats, vol. 9, 2010, pp. 249–256.
[13] N. Srivastava, G. E. Hinton, A. Krizhevsky, I. Sutskever, and R. Salakhutdinov,
“Dropout: a simple way to prevent neural networks from overfitting.” JMLR, vol. 15,
no. 1, pp. 1929–1958, 2014.
[14] A. L. Maas, A. Y. Hannun, and A. Y. Ng, “Rectifier nonlinearities improve neural
network acoustic models,” in Proc. ICML, vol. 30, no. 1, 2013.

200

On the Relationship Between PDMM and a
Distributed ADMM Variant
Thomas Sherson

Richard Heusdens

W. Bastiaan Kleijn

Delft University of Technology (NL)
t.sherson@tudelft.nl

Delft University of Technology (NL)
r.heusdens@tudelft.nl

Delft University of Technology (NL),
Victoria University of Wellington (NZ)
w.b.kleijn@tudelft.nl

A BSTRACT
In this work we demonstrate a connection between the
recently proposed primal dual method of multipliers (PDMM)
[1] and a distributed variant of the alternating direction method
of multipliers (ADMM) [2]. In particular, these algorithms are
designed to solve distributed optimization problems, characterised by separable node based objective functions and affine
edge based constraints.
By utilising monotone operator theory, we provide an
alternative derivation of PDMM and in doing so connect
it with other classic first order methods such as DouglasRachford splitting and Forward-Backward based schemes. For
the aforementioned class of optimisation problems we show
how PDMM combines a lifted dual form in conjunction
with Peaceman-Rachford splitting to provide a node-based
distributed optimisation scheme.
Furthermore, for the same problem class, we derive a
distributed variant of ADMM. As ADMM is equivalent to
Douglas-Rachford splitting applied to the dual problem, the
aforementioned link with PDMM again hints at a connection
between the algorithms. However, this point is masked by
the typical change of variables performed in the standard
representations of PDMM and ADMM.
By again considering the monotone based derivation of
both schemes, it can be noted that whilst begin based on an
different lifting schemes (primal lifting for ADMM in contrast
to the dual approach used in PDMM), the update equations
for both problems are in fact nearly identical. Importantly. it
is demonstrated that ADMM is in fact half averaged PDMM.
This results also lends itself to a direct comparison of both
schemes. In particular, as it is the un-averaged variant, it
is intuitive that PDMM should provide a faster worst case
convergence rate than ADMM for problem classes for which
it converges. An example of this is demonstrated in Figure
1 which compares the convergence of PDMM and ADMM
in solving an arbitrary instance of the distributed averaging
problem. In both cases the optimal step size ρ has been
heuristically selected to compare the best case convergence
of each approach. Furthermore, it was observed that PDMM
exhibits reduced sensitivity to parameter selection in contrast
to ADMM, as demonstrated in Figure 2. This often leads
to PDMM being an easier algorithm to tune in addition to
improving the rate of convergence.
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Fig. 1: A comparison of the optimal convergence rate of
PDMM and ADMM for distributed averaging problem.
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Fig. 2: A comparison of the convergence rates of PDMM and
ADMM with varying step size.

Overall this link provides a useful insight into relating
two previously disjoint distributed optimisation schemes whilst
also allowing for the direct translation of results derived
for PDMM to distributed ADMM via the guise of operator
averaging.
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1

Problem formulation

In this work we address the identification of (2D) spatial-temporal dynamical systems
described by the Vector-AutoRegressive (VAR) form. Modeling large-scale networks
has been studied so far assuming different structures to alleviate the computational
requirements, for example using sparsity in the interconnection pattern, [1]. A datasparse structure has been investigated in [2] to model 1D strings of interconnected
subsystems. The so-called Sequentially Semi-Separable (SSS) structure represents each
of the subsystem in a 1D array with a mixed causal anti-causal linear time varying
model which shares unknown interconnections with the closest neighbors. A datasparse representation may not be achieved as the dimension grow as modeling multidimensional systems within the SSS framework requires an exponential number of
parameters.
To overcome this curse of dimensionality, we present in this work a new class of
structured matrices to model 2D spatial-temporal systems. The class of Kronecker
networks is first introduced and the identification of Vector Auto-Regressive models
is subsequently addressed within this framework. Such a Kronecker structure leads
to high data compression and benefits from the efficient linear algebra operations as
described in [3]. The challenge lies in deriving algorithms that are, on the one hand,
scalable in terms of data storage as well as in terms of computational complexity in
identifying and using these models, e.g in subsequent control design, and on the other
hand, that still ensures similar prediction performances compared to the unstructured
least-squares estimates.

2

QUARKS models

Let us consider a network with N × N nodes, each of which is associated with a scalar
sensor signal. The sensor readings at time instance k are stored in the matrix Sk as:


sk (1, 1) sk (1, 2) · · · sk (1, N )
 sk (2, 1) sk (2, 2)
sk (2, N ) 


Sk = 
(1)
 ∈ RN ×N
..
..
..
.
.


.
.
.
.
sk (N, 1) sk (N, 2) · · · sk (N, N )
We will consider that the temporal dynamics of this array of sensors is governed by
the following VAR model:
p
  X


 
vec Sk =
Ai vec Sk−i + vec Ek

(2)

i=1

 
where the noise term vec Ek is assumed to be zero-mean white noise with identity
covariance matrix.
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The coefficient matrices Ai in the VAR model (2) are in general highly structured.
Definition. The class of sums-of-Kronecker product matrices contains matrices of the
following kind:
r
X
(i)
M=
Ma(i) ⊗ Mb
i=1
(i)
(i)
with Ma ∈ Rm1 ×n1 and Mb ∈ Rm2 ×n2 .
(i)
(i)
Ma , Mb are called factor matrices.

This class is denoted with Kr . The matrices

We consider the case the coefficient-matrices Ai belong to the set Kr with r  N 2 . To
address an identification problem we parametrize these coefficient matrices as:
Ai =

ri
X

(j)

(j)

M (bi )T ⊗ M (ai )

(3)

j=1
(j)

(j)

(j)

(j)

with the vectors ai and bi parametrizing the matrices M (ai ) and M (bi ) in an
affine manner. The VAR(X) model (2) with the Kronecker parametrization (3) is
called Kronecker ARX network models, or briefly QUARKS models.
(j)
(j)
In this work we formulate an identification problem on the factor matrices M (ai ), M (bi ),
which gives rise to a bilinear estimation problem. The latter is tackled using an Alternating Least-Squares algorithm which we prove to converge to the global minimum
(in the particular case r = 1) provided the data is persistently exciting and the initial
guess is non-zero.
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Security analysis of RRDPS Quantum Key Distribution
Boris Škorić, TU Eindhoven (b.skoric@tue.nl)
Round-Robin Differential Phase-Shift (RRDPS) is a Quantum Key Distribution (QKD) scheme
proposed by Sasaki, Yamamoto and Koashi in 2014 [1]. It works with high-dimensional quantum
digits. Its main advantage is that it tolerates more noise than qubit-based schemes while being easy
to implement. The security of RRDPS has been discussed in several papers [1, 2, 3]. However,
these analyses do not have the rigor that is customary in cryptology. In this short paper we compute
the min-entropy of the key bit distributed in one quantum transmission; this can serve as a step
towards a full proof of security.
RRDPS works as follows. Alice generates a random bitstring a ∈ {0, 1}d . She prepares the state
d−1

1 X
(−1)at |ti
|µ(a)i = √
d t=0
def

(1)

and sends it to Bob. Bob chooses a random integer r ∈ {1, . . . , d − 1}. Bob performs a POVM
(r)
measurement M (r) described by a set of 2d operators (Mks )k∈{0,...,d−1},s∈{0,1} ,
(r)

Mks =

1 |ki + (−1)s |k + r mod di hk| + (−1)s hk + r mod d|
√
√
.
2
2
2

(2)

The result of the measurement M (r) on |µ(a)i is an random integer k ∈ {0, . . . , d − 1} and a
bit s = ak ⊕ ak+r . Bob announces k and r over a public but authenticated channel. Alice and
Bob now have a shared secret bit s. This procedure is repeated multiple times, after which the
standard procedures of information reconciliation and privacy amplification are carried out.
Eve intercept a quantum transmission. The min-entropy of the bit S given K, R, and the intercepted quantum state is given by [4, 5]
(KR)

Hmin (S|KRρS

) = − log Ekr max Es tr ρ(kr)
Qs .
s
Q

(3)

(kr)

where Q is a POVM and ρs is the mixed state from Eve’s point of view after learning k and r.
(kr)
(KR)
mod dihk|
= 1d + (−1)s |kihk+r mod d|+|k+r
We prove [6] that ρs
and that Hmin (S|KRρS
) =
d
2 − log(1 + 2/d). This result means that Eve’s (Shannon) knowledge is upper-bounded by log(1 +
e
2/d) < 2 log
d , which is much less than in qubit-based QKD schemes.
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Quantum Key Recycling without quantum computers
Boris Škorić and Manon de Vries, TU Eindhoven (b.skoric@tue.nl)
One of the interesting properties of quantum channels is that key material can be safely re-used,
with unconditional security, if a quantum ciphertext is received undamaged. This is called ‘key
recycling’. Key recycling schemes [1, 2] typically need a quantum computer to perform encryption
and decryption. A recent proposal by Fehr and Salvail [3] does not need quantum computers but has
very limited noise tolerance. We construct a key recycling scheme similar to [3] with significantly
improved noise tolerance [4].
We consider the case of classical plaintext encrypted as quantum states. The crucial step is to
properly encode a classical bit into a qubit state. The usual 4-state encoding (on the Bloch sphere
| ± zi in one basis, | ± xi in the other) and 6-state encoding (| ± xi, | ± yi, | ± zi) have the problem
that the cipherstate reveals a lot about the plaintext. For instance, in the 6-state case Eve has
to distinguish between the logical ‘0’, represented as either | + xi, | + yi or | + zi, and the logical
‘1’, represented as | − xi, | − yi or | − zi. There exists a (projective) measurement that gives Eve
0.256 bits of Shannon information about the √
plaintext bit. In contrast, we use 8-state encoding.
A plaintext bit is represented as ±(1, 1, 1)T / 3 on the Bloch sphere; then Quantum One Time
Pad (QOTP) encryption, i.e.
√ acting on the qubit with a random Pauli matrix or 1, yields a point
on the cube (±1, ±1, ±1)T / 3. We write |ψbx i for plaintext x encrypted with key b ∈ {0, 1, 2, 3}.
QOTP encryption is information-theoretically secure and hence perfectly hides the plaintext.
Our key recycling scheme is a modification of [3]. We present the basic primitive. The classical
message is µ ∈ {0, 1}` . Let β be the Bit Error Rate on the quantum channel. The scheme needs a
Secure Sketch S : {0, 1}n → {0, 1}r , an extractor Ext: {0, 1}n → {0, 1}` and a MAC function M .
We have r ≈ nh(β). The key material consists of a classical OTP key KSS ∈ {0, 1}r , a MAC-key
KMAC and a basis sequence b ∈ {0, 1, 2, 3}n .
Encryption. Generate random x ∈ {0, 1}n . Compute s = KSS ⊕ S(x) and z = Ext x. Compute
the ciphertext
Nnc = µ ⊕ z and authentication tag T = M (KMAC , x||c||s). Prepare the quantum
state |Ψi = i=1 |ψbi xi i. Send |Ψi, s, c, T .
Decryption. (The recipient gets |Ψ0 i, s0 , c0 , T 0 .) Measure |Ψ0 i in the b-basis. This yields
x0 ∈ {0, 1}n . Recover x̂ from x0 and KSS ⊕ s0 . Compute ẑ = Ext x̂ and µ̂ = c0 ⊕ ẑ. Accept the
message µ̂ if the syndrome decoding succeeded and T 0 == M (KMAC , x̂||c0 ||s0 ).
Key update. If Bob accepts, replace KSS . If Bob rejects, replace KSS and update b using n
fresh secret bits.
If Bob accepts, this primitive sends an `-bit message (with ` limited by β) while requiring only
r ≈ nh(β) bits of key material to be refreshed (namely KSS ). The primitive can be ‘fed into
itself’: we can send s as a quantum-encrypted message instead of plaintext. (Further recursion is
possible.) This yields better efficiency, i.e. less key material needs to be refreshed.
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Alternative Spectral Minutiae Representations For
Fingerprint Verification
Taras Stanko, Boris Škorić, TU Eindhoven (t.stanko@tue.nl)
Helper data systems (HDS) are a cryptographic primitive that allows for the reproducible extraction
of secrets from noisy measurements, such as biometrics. A HDS typically requires the biometric
template to have a fixed length representation. The spectral minutiae (fixed length) representation
of a fingerprint was introduced by Xu et al [1]. In their approach every minutia is individually
mapped into the frequency domain. We introduce an alternative method where every minutia pair
is mapped into the frequency domain.
In Xu et al [1] a translation invariant spectral function is obtained by taking the absolute value
of a Fourier transform, discarding a lot of information.
We introduce spectral functions based on minutia pairs. Let (xa , ya ) be the coordinates of the
a’th minutia and θa its orientation. Our spectral functions are:
Z
X
(R−Rab )2
(1)
Mxθ (q, R) =
eiqφab e− 2σ2 ei(θb −θa )
a=1,b>a

Mx (q, R) =

Z
X

eiqφab e−

(R−Rab )2
2σ 2

(2)

a=1,b>a

p
b
where Rab = (xa − xb )2 + (ya − yb )2 , φab = arctan xyaa −y
−xb , and Z is the number of minutiae in the
image. We compute the spectral functions on a grid Rab ∈ {16, 22, . . . , 130} and q ∈ {1, 2, . . . , 16}.
For Mx we take only even values of q which result in a grid size 20 × 8. We evaluate our approach
on the MCYT database [2], which contains fingers from 100 individuals. We calculate similarity
score based on the absolute value of Pearson correlation. As a benchmark with respect to Xu et
al we calculate correlation score based on 10 individuals, for every function and a fused score as
an average of the previous two. Results for the whole database and comparison with Xu et al are
in the table below. Our approach requires fewer grid points and fewer operations to calculate the
spectral representation. Additionally the approach does not require an angular search to maximize
the correlation score as in Xu et al. Experiments show that improvement in EER with the angular
search is modest.
Function
M (10 individuals)
Xu et al (10 individuals)
M (100 individuals)

Equal Error Rate
x
xθ
Fusion
0.65 % 0.35 % 0.15 %
0.47 % 0.42 % 0.22 %
4.02 % 2.53 % 2.23 %
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Abstract
In this paper, we provide a lower bound to the causal and zero-delay rate distortion function (RDF) of a scalar and possibly unstable Gaussian autoregressive
(AR) source of any finite memory under average mean squared error (MSE) distortion. We use an information measure called information nonanticipative rate
distortion function (INRDF) which provides a lower bound to the optimal performance theoretically attainable (OPTA) by causal and zero-delay codes and
a simple realization scheme with noiseless feedback introduced in [1]. In this
scheme, the feedback path comprises a Kalman filter, which produces an estimate of the source.We use the fact that any scalar Gaussian AR source model
can be represented as a vector Gaussian AR(1) source. This feature of state
space models gives the opportunity to evaluate a scalar Gaussian AR(2) source
as a modified two-dimensional Gaussian AR(1) source. For this modified vector
Gaussian AR(1) source, we give a parametric solution in the time-domain using
the realization scheme with feedback of [1]. Among other results, we extend the
previous result to any scalar Gaussian AR model of any finite memory and we
give conditions to ensure system’s stability when the modified vector Gaussian
AR(1) source is unstable. Finally, we demonstrate our theoretical framework via
numerical simulations.

1

Introduction

Zero-delay processing of information in source coding is the reproduction of each source
sample at the same time instant that the source sample is encoded. Zero-delay source
coding is desirable in various applications, like for instance, signal processing [2] and
network control systems [3]. The class of zero-delay codes is a subclass of the socalled causal source codes (for details see [4]) where the reproduction of the current
source sample depends only on the present and past source samples but not on the
future source samples. Since the current and emerging communication systems take
into account the factor of delay (or latency) in their operations, it is desirable to have
a preference for zero-delay source coding over causal source coding because the latter
does not exclude the possibility of entropy coding long blocks of quantized samples,
which allows for arbitrary end-to-end delays. Of course, every zero-delay code needs
to be causal, but the opposite is not true.
It is well known that causal and zero-delay codes in contrast to non-causal codes
cannot achieve the operational performance of classical rate distortion function (RDF)
[5], namely, the optimal performance theoretically attainable (OPTA) by the class of
non-causal codes. In fact, an open problem in information theory is quantifying the
gap between the OPTA by non-causal, denoted hereinafter by R(D), and the OPTA by
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op
(D), respectively.
causal and zero-delay codes, hereinafter denoted by Rcop (D) and RZD
Exceptions where this gap is explicitly found are memoryless sources [4], stationary
sources in high rates [6], and zero mean stationary scalar Gaussian sources with average
mean square error (MSE) distortion [7].
Recently, the interest in studying operational achievable bounds via information
measures that perform as tight as possible to the OPTA by causal or zero-delay codes
received great attention. For instance, the authors in [7] utilized nonanticipatory entropy (for details on this information measure see [8]) to improve the achievable rate
regions for causal and for zero-delay source coding of stationary Gaussian sources under
an average MSE distortion criterion. In [1], the authors used the so-called information
nonanticipative RDF (INRDF), hereinafter denoted by Rna (D), to draw connections
between filtering and information theories. Specifically, the authors used a vector
(and possibly unstable) Gaussian first-order autoregressive (AR(1)) source to find a
parametric solution of INRDF which acts as a lower bound to the OPTA by causal
and zero-delay codes because the solution is obtained by optimizing over randomized
strategies instead of deterministic quantizers, while no entropy coding is considered.
This lower bound can be achieved by a feedback realization, where a Kalman filter
provides an estimate of Xt at the encoder, which then “encodes” via analog source
coding over a noisy channel the residual error Xt − X̂t|t−1 .
In this paper, we use the scheme developed in [1] and the fact that any scalar
(stable or unstable) Gaussian AR source can be reformulated as a vector Gaussian
AR(1) source, to present the following results:

(1) for scalar and possibly unstable Gaussian AR(2) sources we give the finite time
horizon INRDF with respect to average MSE distortion which is the objective
function that needs to be minimized. This minimization can be established using
for instance the semidefinite programming (SDP) algorithm [13]. We explain how
this result can be generalized to scalar Gaussian AR sources of any finite order;
(2) we give conditions to ensure stability of the dynamical Gaussian source and to
guarantee existence of the infinite time horizon INRDF;
(3) we demonstrate an example of a scalar unstable AR(2) source to verify the validity
of our theoretical framework.
This paper is organized as follows. In Section 2 we give the notation and some
preliminaries. In Section 3 we give the main results and present a numerical simulation
to support our theoretical findings.

2

Preliminaries

Notation: We let R = (−∞, ∞), N0 = {0, 1, . . .} and Nn0 = {0, 1, . . . , n}. For t ∈ N0 ,
we denote random variables (RVs) with X ∈ R and p-dimensional vectors with boldface
letters, i.e., X ∈ Rp , respectively. We denote by X n the sequence of RVs {X0 , . . . , Xn },
where the realizations of Xt = xt take values in a continuous alphabet set denoted by
Xt . The output alphabet is denoted by Y. We denote probability density functions
(PDFs) of a RV X taking values in X by PX (x) ≡ p(x). The transpose of a matrix or
vector Z is denoted by Z T . For a square matrix Z ∈ Rn×n with entries ζij on the ith
row and j th column, we denote by diag{Z} the matrix having ζii , i = 1, . . . , n, on its
diagonal and zero elsewhere. We denote by Ip×p a p × p identity matrix. We denote
the time index by “t” and the dimension index by “i”.
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2.1

Lower Bounds to the OPTA by Causal and Zero-Delay
Codes

In this subsection, we recall the definition of INRDF that is a lower bound on Rcop (D)
op
and RZD
(D). The reason for which only bounds exist in the literature related to
op
op
Rc (D) and RZD
(D) has to do with the fact that the latter operational definitions
are defined via optimization problems which are non-convex. As a result, it is very
hard to find analytic solutions and for this reason often bounds are suggested (see, for
example, [6, 7]).
First, we note that in nonanticipative rate distortion theory (see e.g., [7, 9]), the
mutual information [10] can be written as
I(X n ; Y n ) =

n
X

I(X t , Yt |Y t−1 ) =

t=0

n
X

E log(

t=0

p(Yt |Y t−1 , X t )
)
p(Yt |Y t−1 )

where E{·} is the expectation with respect to the joint PDFs
p(xn , y n ) , p(xn ) ⊗ p(y n ||xn ),
Q
Q
with p(xn ) , nt=0 p(xt |xt−1 ), p(y n ||xn ) , nt=0 p(yt |y t−1 , xt ), while {p(yt |y t−1 ) : t ∈
Nn0 } are the marginal PDFs induced by the joint PDFs p(xn , y n ). Next, we state the
definition of INRDF, Rna (D), as given in [9, Definition 6.1].
Definition 1. (INRDF)
(1) The finite time horizon INRDF is defined by
1
I(X n ; Y n )
n+1
1
s.t.
E{d(X n , Y n )} ≤ D
n+1

na
R0,n
(D) , inf

(1)

where E{d(X n , Y n )} ≤ D is the averageP
distortion, with D > 0 being the prespecified distortion level and d(X n , Y n ) = nt=0 ||Xt −Yt ||22 . Note that the infimum
in (1) is taken with respect to the sequence of conditional PDFs {p(yt |y t−1 , xt ) :
t ∈ Nn0 }.
(2) The INRDF rate is defined by
1
na
R0,n
(D)
n−→∞ n + 1
1
s.t. lim
E{d(X n , Y n )} ≤ D.
n−→∞ n + 1

Rna (D) = lim

(2)

The main advantage of INRDF given by (1) is that it is a convex optimization problem
for which an optimal solution exists (see e.g., [11]) and this solution is of the form
{p∗ (yt |y t−1 , xt ) : t ∈ Nn0 } [1].
Following [7], the OPTA by zero-delay codes is a subset of the OPTA by causal
codes hence
op
Rcop (D) ≤ RZD
(D).
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(3)

Moreover, for general sources the following bounds hold (see, e.g., [7, equation (11)]).
(a)

(b)

R(D) ≤ Rna (D) ≤ Rcop (D).

(4)

Note that, inequality (a) is strict, in general, and becomes equality when the source is
i.i.d.. Both inequalities (a) and (b) hold with equality at zero rate.
For a Gaussian source, inequality (a) becomes equality when the source is white or
when the rate tends to infinity. In contrary, inequality (b) is strict at high rates (high
resolution) due to space-filling loss and becomes equality at zero rate and at infinite
dimensional sources with MSE distortion.
By combining (3) and (4) we obtain
op
(D).
R(D) ≤ Rna (D) ≤ Rcop (D) ≤ RZD

2.2

(5)

Scalar AR Models and Structural results on INRDF

In this subsection, we draw connections between scalar Gaussian AR models and vector Gaussian AR(1) models. Then, we state an important structural result that is
fundamental for the development of the main contributions of this paper.
AR models are popular mathematical models in describing dynamical systems because of their mathematical simplicity and their ability to create models of many real
processes, like for example, sampled speech waveforms and diffusion processes [5, Chapter 6]. Here, we focus in time-invariant scalar Gaussian AR models.
A scalar-valued time-invariant Gaussian AR(p) model is defined as
Xt = c +

p
X

ακ Xt−κ + Wt

(6)

κ=1
2
where c is a constant, α1 , . . . αp are the parameters of the model and Wt ∼ N (0; σW
).
Without loss of generality one can assume c = 0.
An important property of scalar Gaussian AR(p) models is that they can be reformulated as a vector Gaussian first order autoregressive (VAR(1)) model as follows [12].



Xt
Xt−1
..
.





α1 α2

 1 0

 

 =  ..
..

 .
.
Xt−p+1
0 0
|

  

Xt−1
Wt
. . . αp−1 αp




...
0
0  Xt−2   0 

..
..   ..  +  ..  .
..




.
.
.
.
. 
...
1
0
Xt−p
0
{z
}

(7)

A

By letting Xt = (Xt , . . . , Xt−p+1 )T ∈ Rp , A being the parameter matrix, Xt−1 =
(Xt−1 , . . . , Xt−p )T ∈ Rp and Wt = (Wt , . . . , 0)T ∈ Rp , we can modify (6) as
2
Xt = AXt−1 + Wt , Wt ∼ N (0; σW
Ip×p ).

(8)

Before we proceed, we state an important structural result relating Gaussian dynamical sources such as the sources described by AR models and the optimal minimizer
of (1). This result can be found in [1].
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Lemma 1. (Structual result)
If in (1), the source model is described by a (vector or scalar) Gaussian AR(p) process, where p is a positive finite integer, and the distortion measure is a square error distortion function, then, the optimal PDFs which minimize (1) are of the form
p∗ (yt |y t−1 , xt ) ≡ p∗ (yt |y t−1 , xtt−p+1 ). If in addition p = 1, then
p∗ (yt |y t−1 , xt ) ≡ p∗ (yt |yt−1 , xt ).
In the next section, we use Lemma 1 to create a realization scheme for computing
scalar Gaussian AR sources of any finite memory.

3

Main Results

In this section, we consider a scalar (and possibly unstable) time-invariant Gaussian
AR(2) source defined as follows:
Xt = α1 Xt−1 + α2 Xt−2 + Wt , t ∈ N0

(9)

2
where (α1 , α2 ) ∈ R are known, X0 ∈ R ∼ N (0; σX
) is the stationary starting variable,
0
2
and Wt ∈ R ∼ N (0; σW ) is an i.i.d. Gaussian process independent of X0 .
Using the approach of (11), we can reformulate (9) as follows.

Xt = AXt−1 + Wt

(10)

2
I2×2 ) and A ∈ R2×2 has the structure shown in
where Xt ∈ R2 , Wt ∈ R2 ∼ N (0; σW
(11) for p = 2, i.e.,

 

  
Xt
α1 α2 Xt−1
Wt
=
+
.
(11)
Xt−1
1 0 Xt−2
0

The modified two-dimensional Gaussian AR(1) source model in (10) can now be assessed using Lemma 1 and the methodology proposed in [1, Section IV]. This is explained next (see also Fig. 1).
Two-dimensional
Gaussian AR(1)
Source

Xt   2

Innovations Encoder
Kt
Et


Γt

two-parallel
AWGN channels

t





t  2

t

Γ t

Decoder

E Tt




K
t

Vt  N(0; V)

X̂t|t 1 Kalman
Filter

Yt

Figure 1: Realization of the optimal minimizing distribution p∗ (yt |yt−1 , xt ).
Preprocessing at Encoder: Introduce the estimation error {Kt ∈ R2 : t ∈ N0 } of
{Xt : t ∈ N0 } based on the previous estimates {Y0 , . . . , Yt−1 } defined by

Kt , Xt − X̂t|t−1 , X̂t|t−1 , E Xt |Yt−1 = AYt−1 , t ∈ N0
(12)
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and its (error) covariance Λt , defined by
Λt , E{Kt KT
t }, t ∈ N0 .

(13)

The covariance matrix Λt is diagonalized by introducing a unitary transformation Et
(invertible matrix) such that
Et Λt EtT = diag{λt,1 , λt,2 }.

(14)

To facilitate the computation, we introduce the scaling process {Γt ∈ R2 : t ∈ Nn0 },
where Γt , Et Kt , t ∈ N0 , has independent Gaussian components.
Preprocessing at Decoder: Analogously, we introduce the estimated error process
{K̃t : t ∈ N0 } defined by K̃t , Yt − X̂t|t−1 and the scaling process {Γ̃t : t ∈ N0 }
defined by Γ̃t ,Θt Bt , with Bt , (Φt Et Kt + Vt ) , Vt ∼ N (0; V ), and Φt , Θt being
diagonal scaling matrices.
Following [1], it can be shown that the resulting parametric expression of finite time
horizon INRDF that needs to be minimized is of the form
n

na
R0,n
(D)

T
|AEt−1
∆t−1 Et−1 AT + ΣW |
1X
= 1 Pn min
log
,
T
2 t=0
|EtT ∆t Et |
t=0 trace(Et ∆t Et )≤D
n+1

(15)

where ∆t , diag{δt,1 , δt,2 }. Clearly, (15) can be considered as a log-determinant minimization problem that can be transformed into the standard form of SDP∗ problem
following for instance [13, Ch. 4].
Remark 1. (Generalization)
The results of this section, continue to hold for scalar Gauss AR(p) source by simply
augmenting the state-space model of (10) to p-dimensional Gauss AR(1) sources. This
is straightforward and we do not treat it here.
Remark 2. (Connections to existing literature)
Note that the INRDF is also used in [7] to give bounds to the OPTA by causal and
zero-delay codes using a realization scheme with four filters instead of only one that
we use in our scheme. In addition that result holds for scalar and stable Gaussian AR
sources of any order whereas our result takes into account unstable Gaussian sources
too. For stable sources, the two bounds coincide.

3.1

Infinite Horizon: Conditions for Stability of (15)

In this subsection, we give conditions for the finite time horizon expression of (15) to
achieve its stationary expression.
Conditions 1. (conditions for stability of (15))
Consider the modified two-dimensional Gaussian AR(1) source of (10). Then,
(a) if A is stable, i.e., its eigenvalues have magnitude less than one, then, Rna (D) =
na
limn−→∞ R0,n
(D) exists and it is finite;
(b) if ΣW = QQT , where Q ∈ R2×r , with r being a non-negative integer, and if
na
the pair (A,Q) is stabilizable† , then, Rna (D) = limn−→∞ R0,n
(D) exists and it is
finite.
∗

The standard form of SDP algorithm is an optimization problem of the form minhC, Xi s.t.
A(X) = B, X  0 (positive-semidefinite matrix).
†
For details on this definition see cf. [14].
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It is interesting to observe that Condition 1 (a), i.e., stability of matrix A, is equivalent to the stability conditions of scalar Gaussian AR(2) sources, i.e., in (9) we have
that a1 + a2 < 1 and a2 − a1 < 1 and |a2 | < 1 (for details see cf. [15, Chapter 5]).
Condition 1, (b), is a sufficient condition to ensure stability of the system when matrix
A is unstable.

3.2

Numerical example

In this subsection, we apply the theoretical framework of Section 3 to evaluate INRDF
for a scalar unstable Gaussian AR(2) source
Consider the following scalar unstable Gaussian AR(2) source
Xt = 0.9Xt−1 + 0.5Xt−2 + Wt , Wt ∼ N (0, 1).

(16)

By (11) we can write (16) as a modified two-dimensional Gaussian AR(1) process of
(10) as follows


0.9 0.5
Xt−1 + Wt
Xt =
1
0
| {z }
A

where matrix A is unstable because one of its eigenvalues, denoted by λi (A), has
magnitude greater than 1, and Wt ∼ N (0; I2×2 ).
The rate-distortion curve of INRDF rate subject to an average MSE distortion can
be plottedP
by employing SDPT3 [16]. This is illustrated in Fig. 2. Interestingly,
Rna (D) ≥ λi (A)>1 log |λi (A)| ≈ 0.365 bits/source sample.
8
7
6

Rate [bits]

5
4
3
2
1
0
0

1

2

3

4

5

6

Distortion (D)

Figure 2: Numerical evaluation of the INRDF for a scalar and unstable Gaussian AR(2)
source.

4

Conclusions

We used the versatile scheme proposed in [1] to address the INRDF for scalar Gaussian
AR(p) sources under average MSE distortion criterion. We gave a finite-time horizon
solution to the INRDF in log-determinant terms. This expression can be minimized
using for example SDP algorithm which can optimize log-determinant terms directly.
We stated conditions that ensure stability of the scheme and existence of the infinitetime horizon solution. A simulation example is presented to demonstrate our findings.
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Abstract
Visible Light Communications (VLC) is an optical wireless technology suited
for short-range indoor settings. VLC systems using high brightness LEDs can
be merged with the illumination functionality and achieve reduced infrastructure
costs and high power-efficiencies. As a result, Joint Illumination and visible-light
Communication (JIC) systems attract technological interest and can be used
as network access points of high throughput and small area coverage, usually,
known as femtocells. In this paper, we study the dependence of Signal-to-Noise
Ratio (SNR) within each femtocell on the distance from the transmitter and
show that up to a critical distance, this behaviour is similar to radio links, while
for distances larger than the critical distance the SNR attenuates faster. This
strange SNR dependence on distance is very attractive for cellular applications,
since it allows engineering similar performance to radio systems within a cell
combined with reduced interference compared to radio systems between adjacent
cells. Furthermore, we examine the impact of illumination constraints on the
formation of JIC femtocells and investigate how the illumination pattern affects
the aforementioned SNR dependence on distance. Finally, we show that practical
networks of JIC femtocells could be designed with reuse factors as low as one.

1

Introduction

In the digital era, as our personal and professional lives increasingly depend on cloudbased services and social media applications, the number of devices requiring Internet
access as well as ever higher data-rates grows rapidly [1]. For instance, Cisco predicts
that the number of interconnected devices will reach tens of billions within the next
decade [2]. At the same time, the contribution from communication systems to today’s
global power consumption is already non-negligible [3]. Given the demand for more
interconnected devices with even higher speeds than today, energy-efficient communications are evolving into one of the most crucial research challenges. To satisfy the
aforementioned demands, already the discussions regarding the 5th Generation (5G) of
communication systems focus on the issue of increasing the energy-efficiency and the
provided data-rates of communication networks by three orders of magnitude [1].

1.1

Femtocells in Wireless Network Architectures

One of the recent trends in wireless network topologies is the use of small cells, usually
known as femtocells, in order to achieve lower power consumption and higher network
capacity [4]. Femtocells are small, inexpensive, low-power base stations that are usually installed by the users [5]. Using femtocells to serve as network access points in
indoor settings is particularly important, since the largest portion of exchanged data
is handled by indoor systems such as WiFi systems [2]. Furthermore, by reducing the
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size of a cell, the spatial reuse factor is also reduced. The latter implies that more
network resources can be reused, which increases the capacity of the network. At
the same time, the power consumed by the installed femtocells can be lower than the
power of a macrocell providing the same data-rates across the entire coverage area
[4]. Thus, increasing the number of spatial dimensions by using smaller area cells can
also be more energy-efficient. Finally, small cells can be deployed by the users in a
plug-and-play manner and they can usually automatically integrate into the existing
networks. As a result, femtocells reduce the costs of network deployment. For all
the above reasons, femtocells are technologically attractive. Currently, research looks
into different candidate technologies to serve as femtocell access points, such as LTE
systems, millimetre-wave systems, and Visible Light Communication (VLC) systems.

1.2

Towards VLC Femtocells for Intra-Room Connectivity

Recently, a broad academic and industrial interest in VLC systems has emerged due
to the adoption of the high-brightness LED (HB-LED) in general illumination applications. Nevertheless, the research field of VLC systems is only a branch of Optical
Wireless Communications (OWC), which are being studied for more than 30 years now.
To understand the potential advantages of VLC femtocells, we have to examine the
impact of OWC on indoor short-range communication systems so far.
A brief literature survey reveals that OWC systems using LED sources as transmitters had found only a limited number of applications in the past, e.g., in remote control
systems. While the cost of OWC systems using LEDs is low, various technological limitations kept wireless optical systems back compared to their radio competitors. A first
reason explaining this reality relates to the incoherent nature of communications with
LED sources, which dictates the use of intensity-modulation/direct-detection (IM/DD)
[6]. With IM/DD, a significant part of the transmitted power is wasted (as DC power)
to satisfy the non-negativity constraint of intensity modulation (IM). Furthermore,
IM/DD systems can result in a 1/d4 free-space dependence on the distance d between
the transmitter and the receiver (compared to the 1/d2 dependence found in coherent
radio systems) [7]. Thus, for the same data-rate, an IM/DD system usually transmits
more power than a coherent radio system. A second reason is that an incoherent system accommodates only half the number of dimensions of the corresponding coherent
system. Finally, another reason stems from the fact that early OWC systems operating
in indoor environments were unable to satisfy the requirement for inter-room mobility.
For instance, microwaves are not obscured by physical obstacles (e.g., walls) contrary
to infrared or visible-light radiation, a property that favoured the popularity of radio
systems, such as WiFi systems.
Nowadays the impact of HB-LEDs in illumination applications revitalised the research on OWC systems, now operating mainly in the visible part of the spectrum
(VLC systems) [8]. By using HB-LEDs for illumination and data transmission simultaneously, Joint Illumination and visible-light Communication (JIC) systems obtain
a number of competitive advantages. For instance, JIC systems can have low infrastructure costs. More importantly, JIC systems recapitalise over the higher power
consumption of OWC compared to coherent radio systems by using the DC power to
provide illumination. Thus, JIC systems offer the potential for carbon footprint and
costs reduction compared to independent illumination and communication systems [5].
In [9], we studied the power consumption of JIC systems and we showed that extra
power is always required to enable the communication functionality in addition to the
illumination functionality compared to the power consumed by an illumination-only
system. Nevertheless, our results indicated that JIC systems providing data-rates up
to tens of Mb/s require only marginal extra power-consumption with respect to an
illumination-only LED system when operating under typical illumination conditions
(e.g., around an illuminance level of 500 lux).
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At the same time, as we mentioned earlier, the trend in wireless radio systems has
shifted nowadays towards the design of high-capacity hotspots of small-area coverage
(femtocells) on top of lower-capacity systems with large-area coverage (macrocells),
resulting in the so-called heterogeneous networks (HetNets). The creation of indoor
cells with small area coverage favours mostly short-range communication technologies
able to provide high data-rates such as VLC systems. Consequently, research now
focuses on the creation of VLC femtocells and the gains they achieve in area spectral
efficiency compared to radio systems, e.g., the very promising published results in [5].

1.3

The Scope of this Work

In this paper, we investigate the unique signal propagation characteristics within JIC
femtocells and examine the design of cellular networks formed by JIC femtocells when
certain illumination constraints are imposed. In particular, we show that:
• The dependence of Signal-to-Noise Ratio (SNR) on free-space distance within
a JIC femtocell is similar to radio links up to a critical distance, after which
this dependence becomes stronger. This SNR versus distance behaviour is further affected by the illumination pattern of the JIC transmitter. We show that,
for typical illumination conditions, this critical distance ranges between a few
centimetres and a few metres (depending on the noise level) and can be chosen
accordingly to control the intercell interference levels.
• The unique SNR-versus-distance behaviour of JIC systems and the rectangular
grids of installed luminaires, typically found in illumination applications, enable
reuse factors for JIC cellular networks as low as one or two.

2

Optical Femtocells

Most femtocells deployed so far as part of HetNet topologies involve wireless radio
technologies, such as WiFi, LTE, and 60-GHz systems. Although radio femtocells
provide a way to increase the network capacity and to reduce the power consumption,
increasing the number of installed radio femtocells without properly adjusting their
power levels and their coverage-areas first can reduce the total system throughput [5].
The latter is due to the fact that radio femtocells do cause interference to one another.
As a result, when the femtocells are very densely packed, the interference caused by
neighbouring cells imposes a limit on the density of the femtocell deployment. After
this limit, the gains of resource reuse in every femtocell vanish, since high levels of
interference can cause delays in the reception of packets or even lead wireless nodes
within a femtocell to complete inability to exchange data [5].
Interestingly, the femtocell concept can be extended to JIC systems. JIC femtocells
are VLC enabled luminaires, which can act as optical access points [5]. There are
compelling reasons to design HetNets that include optical femtocells. First of all,
lightwaves do not interfere with radio waves. As a result, JIC femtocells can be installed
among radio femtocells, even in the presence of a macrocell, in order to spread the radio
cells far apart, so that the latter do not cause high interference levels from frequency
reuse to one another [5]. Second of all, optical femtocells using illumination HBLEDs as transmitters can have a modulation bandwidth of tens of MHz, which allows
for transmission speeds in the range of tens to hundreds of Mb/s. In addition, the
physical properties of lightwaves confine the signal from each optical femtocell within
the boundaries of a room. Thus, JIC femtocells could form a complimentary solution to
radio systems in future 5G indoor HetNets, since JIC femtocells can help in mitigating
interference accumulation across the network.
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In the rest of this section, we formulate a model to calculate the SNR at the JIC
receiver when the latter is positioned within a JIC femtocell and certain illumination
constraints are applied with respect to the quality of light and the dimming level.

2.1

JIC Femtocell Model

We model the communication link between the transmitter (Tx) and the JIC receiver
(Rx) using the Square-Root (SR) channel model, as described in [10]. The SR model
accounts for both the signal-dependent noise due to the inherent Poisson nature of
optical channels and the thermal and ambient-light noise contributions. The advantage
of the SR model is that the only noise source is additive Gaussian with constant
variance σ 2 = 1/4, while the signal degradation due to thermal and ambient light noise
is expressed by the constant parameter λ0 ≥ 0. In particular, for channel input the
r.v. Λ ≥ 0, expressing the expected number of received photons per symbol, the SR
channel output is:
Y =S+N =

q

Λ + λ0 + N,

(1)

with N ∼ N (0, 1/4). Note that λ0 expresses the number of virtual non-signal photons
that can cause the same signal degradation as the combined effect of thermal noise and
ambient-light noise. Eq. (1) corresponds to an AWGN channel
√ equation with the only
restriction that the input distribution of S is limited to S ≥ λ0 .
To simplify the analysis, we assume that the JIC transmitter uses equiprobable
binary signaling. We let λ1 and λ2 denote the expected number of photons within the
duration T > 0 of each of the two symbols, respectively, and we define the effective
bandwidth of the transmitted symbols as B = 1/(2T ). For reasons related to the
practical implementation of a JIC modulator, one might only want to allow a small
variation around a certain number of photons per symbol, µλ (corresponding to a
predetermined average light level). To achieve the latter, we can choose λ2 = (1 + l)µλ
and λ1 = (1 − l)µλ , where l is the modulation index with 0 ≤ l ≤ 1.
Note that for the JIC transmitter the communication and the illumination functionalities are coupled. This implies that the illumination requirements for a certain
quality level and a certain dimming level affect the communication performance of the
JIC link. While the quality of illumination (correlated color temperature, color rendering index, etc.) can be controlled by choosing a specific type of LED luminaire,
the choice of a certain dimming level imposes a constraint on the average number of
received photons by the JIC detector over many symbol-intervals, i.e., on µλ . Thus,
we examine the impact of the dimming level requirement on the values of λ1 and λ2 .
LED luminaires used in illumination applications usually have Lambertian illumination patterns. In particular, the illuminance level, L(d, φ) [lux], at distance d and
angle φ with respect to the luminaire, i.e., at point (d, φ), is given by the expression
L(d, φ) = (m + 1)Φ/(2πd2 ) cosm (φ) ≡ ΦH(d, φ, m), where m is the Lambertian order
that controls the spreading of the light, H(d, φ, m) is the DC-channel gain and Φ [lm] is
the luminous flux level provided by the luminaire. We assume that for a fixed m = m0 ,
the illumination constraint dictates that the average illuminance level at a specific position (d0 , φ0 ) remains fixed, i.e., E[L(d0 , φ0 )] = µL (see Fig. 1(a)). As a result, for the
average luminous flux provided by the luminaire, we find that:
E[Φ] = µL

2πd20
≡ g(µL ).
(m0 + 1) cosm0 (φ0 )

(2)

Thus, the average illuminance at the position of the JIC receiver (dr , φr ) is equal to
E[L(dr , φr )] = g(µL )H(dr , φr , m0 ). Note that the detector need not be positioned at
the point where the illumination constraint is defined, i.e., (dr , φr ) and (d0 , φ0 ) need not
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coincide. In order to account for the illumination constraints, we need to relate the average illuminance level at the detector position, E[L(dr , φr )] to the average photon-rate,
µλ /T . Following the analysis in [9], we translate the illuminance level L into an equivalent number of photons/second (relevant for evaluating the communication performance
of the system) by multiplying L with the conversion coefficient cf (as defined in [9]),
which is constant and LED-specific, and with the equivalent collection area of the photodetector, A cos(φr ) (assuming that the detector faces towards the horizontal plane of
the transmitter). As a result, we obtain that µλ = cf Ag(µL ) cos(φr )H(dr , φr , m0 )/(2B).
Furthermore, for a JIC link without any ambient-light noise and with thermal noise of
single-sided Spectral Power Density (SPD) equal to N0 , we obtain that λ0 = N0 /(4q 2 B),
where q is the electron charge. As a result, we can now determine the values of the
received symbols λ1 and λ2 of the JIC system.

3

SNR in JIC Femtocells with Binary Signaling

From the SR model, we know that the SNR in the case of a binary input distribution
can be written as SNR = Var(S)/Var(N
√ ) [10]. Thus, in√the case of binary signaling
with equal probabilities, where s1 = λ1 + λ0 and s2 = λ2 + λ0 , we can write that:
2

SNR = (s2 − s1 ) =

q

(1 + l)µλ + λ0 −

q

(1 − l)µλ + λ0

2

.

(3)

Eq. (3) allows us to analytically calculate the SNR of a JIC link at any position (dr , φr )
for any value of the modulation index, for any Lambertian order, and for any LED
luminaire under any fixed illuminance level constraint imposed at any point (d0 , φ0 ).
Below, we investigate two cases of SNR dependence on the Rx position: (a) the
case that the Rx moves away from the Tx at an angle φr = 0 and (b) the case that the
Rx moves on a horizontal plane positioned at a fixed vertical distance from the Tx. In
both cases, the illumination constraint E[L] = µL is imposed at the position (d0 , 0).

3.1

Case (a): SNR Versus Vertical Distance

In this case, the Rx moves away from the Tx at an angle φr = 0 and it can be
easily shown that µλ (dr ) = cf AµL d20 /(2Bd2r ). In essence, the SNR depends only on
the separation distance between the Tx and the Rx, dr , and not on the Lambertian
order of the illumination pattern. In most common illumination settings, the JIC Tx
is located on the ceiling facing downwards and the separation distance between the Tx
and the Rx, dr , corresponds to a vertical distance, as shown in the inset of Fig. 1(b).
By applying Eq. (3) in the examined setting, we can distinguish two regions with
different SNR dependence on the vertical distance, dr . When λ1 , λ2  λ0 , using a
Taylor expansion of Eq. (3), we obtain that SNR(dr ) ≈ l2 µλ (dr ) = constant/d2r , and
the dependence of the SNR on the free-space distance dr is similar to radio links. On
the contrary, when λ1 , λ2  λ0 , using a Taylor expansion of Eq. (3), we obtain that
SNR(dr ) ≈ l2 µ2λ (dr )/λ0 = constant/d4r , which reveals a stronger dependence of the
SNR on the distance dr compared to radio links (faster attenuation with distance).
Remark 1: We call critical vertical distance, dv,c ≥ 0, the separation distance
between the Tx and the Rx after which the dependence of the SNR on the distance
changes from ∼ 1/d2r to ∼ 1/d4r . For specific illumination conditions and for a fixed
modulation index, we can change the value of dv,c by controlling the level of the PSD
of the thermal noise (i.e., the value of N0 ). Note, though, that for most typical optical
receiver front-ends, there is a tradeoff between the level of the PSD of thermal noise and
the response speed of the receiver. For instance, optical front-ends with bandwidths of
tens of MHz typically have thermal noise with a PSD higher than 10−24 A2 /Hz.
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Figure 1: (a) The illumination pattern of a JIC transmitter. We set the constraint
E[L] = µL at (d0 , φ0 ), while the Rx is positioned at (dr , φr ). (b) SNR as a function of
dr when we require 500 lux at d0 =2 m, l = 0.1, A=1 cm2 , Philips Luxeon L1T2 LEDs
are used, and B=100 MHz. The inset illustrates the scenario of Subsection 3.1.
Remark 2: Intuitively, we can approximate the value of dv,c , q
as the distance at
which λ0 = (λ1 + λ2 )/2 = µλ (dv,c ). As a result, we obtain dv,c ≈ d0 2cf AqµL /N0 .
Fig. 1(b) shows the SNR as a function of dr for different N0 values in the case of
a JIC system with an illuminance requirement of 500 lux at a position 2 metres below
the luminaire. The curves correspond to an analytical calculation of the SNR using
Eq. (3). The magenta dots indicate the dv,c values derived as described in Remark 2.

3.2

Case (b): SNR Versus Horizontal Displacement

This case corresponds to the practical scenario in which we position the JIC Rx on a
planar surface underneath the Tx (inset of Fig. 2(a)). In particular, the Rx can move on
a horizontal plane that is at a fixed vertical distance h from the Tx. We call horizontal
displacement, dh , the distance of the Rx from the centre of the illumination footprint
of the luminaire on the considered plane. As a result, we have that d2r = h2 + d2h . For
this case, we set the illuminance constraint at point (h, 0). The analysis of this case
closely follows the one presented in Subsection 3.1. Note, though, that now the SNR
dependence on dh is affected by the illumination pattern of the luminaire.
Fig. 2 shows the SNR dependence on dh for (a) m=2 and (b) m=10, and for different
levels of N0 , when µL =500 lux, h=1.5 m, l = 0.1, and B=100 MHz. We notice that the
SNR dependence on dh becomes stronger (faster attenuation) after a critical horizontal
distance, dh,c . Following the analysis of Remark 2, we approximate the value of dh,c as:
q

dh,c ≈ h (2qcf AµL /N0 )2/(m+3) − 1

(4)

The purple dots in Fig. 2(b) indicate the approximate values of dh,c , as given by Eq. (4).
Remark 3: In general, a physical explanation of the two-branch SNR dependence
on distance d stems from the fact that the signal-dependent noise dominates when the
Rx is close to the Tx. Therefore, although the signal power attenuates ∝ 1/d4 , since
the signal-dependent noise attenuates ∝ 1/d2 , the SNR decreases only ∝ 1/d2 .

220

(a) 45

(b)
40

m=2

m = 10

40

30

25
500 lux
20

0

SNR [dB]

1.5 metres

SNR [dB]

20
35

0

N0 = 0
−26 2

−20

Horizontal
Displacement

N0 = 10

−25 2

A /Hz

−24 2

N0 = 10
1

A /Hz

N0 = 2.5 10

2

3

−40
0

1

A /Hz
2

3

Horizontal Displacement, dh [m]

Horizontal Displacement, dh [m]

Figure 2: SNR as a function of dh when the illuminance requirement 1.5 m below the
Tx is 500 lux, B=100 MHz, l = 0.1, A=1 cm2 , Philips Luxeon L1T2 LEDs are used,
and (a) m=2 and (b) m=10. The inset illustrates the scenario of Subsection 3.2.

4

JIC Cellular Indoor Networks

In this section, we consider an indoor cellular network created by deploying JIC femtocells within a large office area. We assume that we have 9 JIC transmitters (nodes)
placed on a rectangular grid (typically used for luminaires) with a separation distance
between adjacent nodes equal to ra , as shown in the inset of Fig. 3(a). All nodes
provide the same average level of luminous flux and use the same binary modulation.
We assume that a JIC Rx is placed underneath the central node and wants to
decode the transmitted signals of the latter. At the same time, the Rx receives the
interfering signals transmitted by the surrounding nodes. We examine the case when
(a) only the four distant nodes (reuse factor RF=2) and (b) all neighbouring nodes
(reuse factor RF=1) cause interference. In the worst possible scenario, when the central
node transmits the λ2 symbol, none of the other nodes transmits a symbol, but when
the central node transmits the λ1 symbol, all other nodes transmit the λ2 symbol
(perfect symbol synchronisation is assumed). We examine how the interference affects
the decoding capability of the Rx, by calculating the distance between the binary
signals λ2 and λ1 when the Rx treats the interference as noise.
Fig. 3 shows the dependence of the signal distance, D = (s2 −s1 )2 , on the separation
distance ra of the nodes in the worst case scenarios of (a) and (b). The Rx is positioned
at a distance h=1.5 m underneath the central node, exactly on the point where the
illuminance requirement is set to 500 lux. Each of the other nodes provides 500 lux at a
point 1.5 m below its location. We assume l = 0.1, B=10 MHz, and N0 =10−23 A2 /Hz.
In the case that only the four distant nodes cause interference (RF=2), the nodes can
be placed closer than 1.2 m (see Fig. 3(a)) apart, while when all neighbouring nodes
cause interference (RF=1) the nodes can be placed at a distance of 1.7 m apart. The
presented results show that JIC cellular networks corresponding to typical illumination
conditions can be deployed in indoor settings with reuse factors as low as one or two.

5

Concluding Remark

In this work, we have examined JIC femtocells. Our reported results together with
the work presented in [9], which shows the ability of JIC systems to achieve datarates up to several Mb/s with competitive power consumption with other short-range
communication technologies (e.g., 60-GHz systems, WiFi systems, etc.), indicate that
JIC systems could be exploited in future 5G systems. For instance, JIC systems could
be used as an access point technology in intra-room settings.
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Figure 3: The effect of interference on signal distance, D, as a function of the nodes
distance ra when B=10 MHz, l = 0.1, N0 =10−23 A2 /Hz, A=1 cm2 , and (a) RF=2 and
(b) RF=1. For LED sources we used Philips Luxeon L1T2 LEDs.
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Abstract
A binary puzzle is a Sudoku-like puzzle consisting of a square array where each
entry consists of a zero, a one, or a blank. Let n ≥ 4 be an even integer. A solved
binary puzzle is an n × n binary array that satisfies the following conditions: (1)
no three consecutive ones and no three consecutive zeros in each row and each
column; (2) the number of ones and zeros must be equal in each row and in each
column; (3) there are no repeated rows and no repeated columns. We outline
several mathematical problems related to the binary puzzle in [4]. We refer to [2]
for further results on the rate of constrained arrays based on the binary puzzle.
This paper discusses the Boolean satisfiability (SAT) problem related to binary puzzles. A binary puzzle can be represented as an instance of a SAT problem. Each of the three constraints above is expressed by its equivalent logical
expression. De Biasi showed that this puzzle is NP-complete [5]. We notice that
there is one main drawback using this technique: the exponential blowing up in
the conversion, both in the conversion to a SAT problem and also in the conversion from the SAT problem into a CNF [3]. The aim of this research is to create
an algorithm that will result in a polynomial size CNF in terms of the size of
the puzzle. In doing so, we apply the Tseytin transformation and a recursive
formula for the second constraint.

1

Binary puzzle

The game of Binary puzzle is a one person board game where the player has to put a
bit 1 or 0 in a partially filled array such that
1. No three consecutive ones and also no three consecutive zeros in each row and
each column,
2. Every row and column is balanced, that is the number of ones and zeros must be
equal in each row and in each column,
3. No repeated rows and no repeated columns are allowed.
The constraints above imply that the number of rows and the number of columns are
even, and we will consider only the case that these numbers are the same. An example
of an initial puzzle can be seen in the Figure 1 and the solution is given in the Figure
2.
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Binary puzzle as SAT problem

Let Γ be a logical formula, that is a grammatical correct expression in a set of binary
variables, the constants 0 and 1, and the operations ¬ (negation), ∧ (conjunction), ∨
(disjunction), and ⊕ (exclusive or). The satisfiability (SAT) problem is the problem
to find an assignment to all variables such that Γ is true. We call a literal a binary
variable or its negation and a clause a disjunction of a finite set of literals. If Γ consists
only of a conjunction of clauses, we say that Γ is in the Conjunctive Normal Form
(CNF).
Recall that each cell in the solved binary puzzle can only take the values ‘0’ and
‘1’. Hence we can represent the puzzle as an array of binary variables, where false
corresponds to ‘0’ and true to ‘1’. We can express each condition in terms of a logical
expression. After representing the puzzle in the form of a expression, we use the SAT
solver to solve the puzzle. But, since many SAT solving algorithms often assume that
the proposition is in the CNF, it is necessary to convert our expression into the CNF.
However, conversion to the CNF can lead to an exponential blow up of the formula. It
is also known that the complexity of converting a formula into the CNF in general is
NP-hard [8].

2.1

The 1st constraint

To illustrate the derivation of the first constraint, let x1 , x2 , x3 be any three consecutive
cells. There will be no three consecutive ones and zeros if and only if the following
expression is true ( x1 ∨ x2 ∨ x3 ) ∧ ( ¬x1 ∨ ¬x2 ∨ ¬x3 ).
Now, suppose we have an 2m×2m array in the variables xij . The array satisfies the
first condition, that there are no three consecutive ones and also no three consecutive
zeros in each row and each column, if and only if the expression below is true:
(2m−2 "k+2 # "k+2
#!)!
2m
^
^
_
_
xij ∧
¬xij
∧
i=1
2m
^
j=1

k=1

j=k

(2m−2 "k+2
^
_
k=1

j=k

#
xij ∧

i=k

"k+2
_

#!)!
¬xij

.

i=k

This formula of the first constraint is already in CNF. Moreover, each three consecutive cells have two clauses with three literals in each clause. Since there are 4m vector
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and every vector has 2m − 2 three consecutive cells, we have 8m(2m − 2) clauses, and
each clause has 3 literals.

2.2

The 2nd constraint

For satisfying the second constraint, that is the balancedness of a vector of length 2m,
every m + 1 cells must have at least one 1 and one 0. In other words, the following
formula must be true for every possible way of selecting m + 1 cells:
!
!
m+1
m+1
_
_
xk ∧
¬xk .
k=1

k=1

Hence, for a whole puzzle, the following expression must be true
 
!  2m 
!
2m
m+1
m+1
^
^
_
^
^
_
 
xik j  ∧  
xijk  ∧
1≤i1 <···<im+1 ≤2m

j=1



2m
^




^

m+1
_


j=1

1≤i1 <···<im+1 ≤2m

i=1

k=1

k=1

!



¬xik j  ∧ 

2m
^

1≤j1 <···<jm+1 ≤2m



k=1

^

m+1
_

1≤j1 <···<jm+1 ≤2m

k=1


i=1

!
¬xijk  .

Since for each row or column we need to check every m + 1 cells from 2m
 cells for
2m
both symbols 0 and 1, the complexity of this expression grows as 8m m+1
which is

2m
exponential in m. This also implies that there are 8m m+1 clauses, where each clause
has m + 1 literals.
An alternative polynomial expression for the satisfiability of the second constraint
can be obtained as follows: Let x = (x1 , . . . , x2m ) be a row or column of the puzzle and letPy = (y1 , . . . , yp ) be the binary representation of the weight of x, that is
p
i−1
. Let b = (b1 , . . . , bl ) be the binary representation of m. So
wt(x) =
i=1 yi 2
Pl
m = i=1 bi 2i−1 . The second constraint is satisfied if p = l and bi = yi for all i .
Our next step is to find a polynomial algorithm to compute the weight of x. The
idea is that we iteratively sum the vector x from length 1 up to length n. In doing so,
we need a temporary variable for storing the memory of the summation. Moreover,
since we are working with formulas and variables, we need to store all the memory.
We will illustrate this by doing the addition of two integers m and n in
repP2-ary
l
resentation, a = (a1 , . . . , al ) and b = (a1 , . . . , bl ) respectively, where m = i=1 ai 2i−1 ,
P
and n = li=1 bi 2i−1 . Then let c = (c1 , . . . , cl ) be the representation of m + n, that
P
means m + n = li=1 ci 2i−1 . Here we assume that m and n have the same length of the
binary representation and moreover that al = bl = 0. Let t = (t1 , . . . , tl ) be the memory variable for calculating c, such that t1 = 0 and ti+1 = (ai ∧ bi ) ⊕ (ai ∧ ti ) ⊕ (bi ∧ ti ).
Then ci = ai ⊕ bi ⊕ ti .
In our case, since we sum a vector recursively, it is easier to store the calculation in
a matrix. Let n = 2m and l = dlog2 (n + 1)e. Let Z be an n × l matrix with entries zij
and let T be an n × l matrix with entries tij . Here T serves as a memory variable and
the i-th row of Z is the binary representation of the weight of (x1 , . . . , xi ). Hence the
last row of Z is the binary representation of wt(x).
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Then the definitions of zij and tij are given as follows.

x1



z
i−1,1 ⊕ xi
zij =

zi−1,j ⊕ tij



0


0
tij = xi ∧ zi−1,1


ti,j−1 ∧ zi−1,j−1

if i = j = 1
if i > 1 and j = 1
if i > 1 and j > 1
elsewhere,
if i = 1 or j = 1
if i > 1 and j = 2
if i > 1 and j > 2.

Hence, the second constraint is satisfied if the following equation znj = bj is satisfied
for all j and for all columns and for all rows.
One drawback of this construction is that the formula is not in CNF. We proceed
with the Tseytin transformation since it will give an exponential blow up if we convert
it using the logical equivalence rules, such as the double negation law, De Morgan’s law,
and the distributive law. The idea of Tseytin transformation is to make a CNF from
Boolean formula by introducing some fresh variables representing a clause subformula
[9, 7]. With this approach, the transformation will output a formula whose size is linear
in terms of the input formula. For example, the 2-variable x, y and OR operator with
the Tseytin variable z gives the following CNF, which has 3 clauses.
(¬z ∨ x ∨ y) ∧ (z ∨ ¬x) ∧ (z ∨ ¬y).
For simplicity, we only show the transformation of the first and second part of zij .
Since zij = x1 for i = j = 1, we will get (¬z11 ∨ x1 ) ∧ (z11 ∨ ¬x1 ) for the first part. For
the second part, that is zi1 = zi−1,1 ⊕ xi , will be transformed into
(¬zi1 ∨ ¬zi−1,1 ∨ ¬xi ) ∧ (zi1 ∨ zi−1,1 ∨ ¬xi ) ∧ (zi1 ∨ ¬zi−1,1 ∧ xi ) ∧ (¬zi1 ∨ zi−1,1 ∨ xi ) .
Now, we determine the size of the formula in CNF. Each row and each column will
produce two matrices Z and T of size n × l. From the definition of zij , since the most
expensive transformation is ⊕, each cell will have at most 4 clauses and each clause will
have at most 3 literals. From the definition of tij , each cell will have at most 3 clauses
and each clause will have at most 3 literals. Hence for a single vector, we have at most
7nl clauses where each clause has at most 3 literals. Enumerating for all columns and
rows, we will have at most 14ln2 clauses where each clause has at most 3 literals. So
this recursive construction has polynomial complexity in space.

2.3

The 3rd constraint

The last constraint is straightforward. Suppose we have two vector x and y with length
2m. Since x must be different with y, then the following formula must be satisfied:
¬

2m
^

[(xi ∧ yi ) ∨ (¬xi ∧ ¬yi )] .

i=1

The satisfiability of the third condition, that every two rows and every two columns
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must be distinct, is given by
)!
( 2m
^
^
¬ [(xij1 ∧ xij2 ) ∨ (¬xij1 ∧ ¬xij2 )]
∧
1≤j1 <j2 ≤2m

i=1

(
^

¬

1≤i1 <i2 ≤2m

2m
^

)!
[(xi1 j ∧ xi2 j ) ∨ (¬xi1 j ∧ ¬xi2 j )]

.

j=1

The easiest way to make a CNF from this expression is by using the following
procedure. Suppose we want to check the ith W
and j th column, x and y respectively.
2m 2m
Then we can enumerate all 22m combinations of 2m
i=1 (xi ∨yi ) . Hence we have 2·2
2
clauses where each clause has 4m literals for the third constraint. One can see that
this will blow up exponentially in terms of m. One way to overcome this is by using
the Tseytin transformation which is briefly explained in [3]. In this section, we will
give more detail for the transformation.
We will now illustrate the Tseytin transformation of the third constraint only for
the columns, that is the first part of the expression:
( 2m
)!
^
^
¬ [(xij1 ∧ xij2 ) ∨ (¬xij1 ∧ ¬xij2 )]
.
1≤j1 <j2 ≤2m

i=1

Since the outer operator is already in conjunction, we only need to transform the inner
part,
( 2m
)
^
¬ [(xij1 ∧ xij2 ) ∨ (¬xij1 ∧ ¬xij2 )] .
i=1

We define the Tseytin variable ai , bi , ci for i = 1, . . . , 2m, and d as follow.
ai = xij1 ∧ xij2 ,
bi = ¬xij1 ∧ ¬xij2 ,
ci = ai ∨ bi ,
m
^
d = ¬ ci .
i=1

Each transformation for the equations having ai , bi , and ci as the Tseytin variable
will produce three clauses for each i. Enumerating for all transformations in aV
i , bi , and
ci for i = 1, . . . , 2m, we have 3 · 3 · 2m clauses. Meanwhile, the CNF of d = ¬ m
i=1 ci is
!
!
2m
2m
_
^
¬d ∨
¬ci ∧
(ci ∨ d) ,
i=1

i=1

and it has 2m + 1 clauses. Therefore, we have 20m + 1 clause for the transformation
of the
 inner part. Hence the CNF transformation of the third constraint will have
2m
2 2 (20m + 1) clauses and each clause will have at most 2m + 1 literals.

2.4

Experiment and conclusion

From the CNF derivation of the constraints, we conclude that each constraint has a
polynomial size in CNF as a function of the puzzle size. For the first constraint, we
have 8m(2m − 1) clauses and each clause has 3 literals.
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Table 1: Comparison of the number of literals.
m
2
3
4
5
6
7
8
9

Polynomial formula Exponential formula
4572
1824
17634
24768
52152
238912
117750
1894560
233268
13243680
419874
84840224
713328
509908608
1123830
2919287520

Table 2: Comparison of execution time (in seconds) for each method.
Size
4×4
6×6
8×8
10 × 10
12 × 12
14 × 14
16 × 16
18 × 18

Exp. formula
Exp. form. for 2nd cons.
SMT
Pre-comp. Solver Pre-comp.
Solver
Pre-comp.
0.02
0.00
0.18
0.001
0.002
0.14
0.02
0.66
0.003
0.003
1.45
0.10
1.59
0.01
0.004
10.80
0.69
3.24
0.02
0.006
81.87
4.67
6.09
0.08
0.009
10.74
0.32
0.010
19.42
1.43
0.015
45.33
6.56
0.015

Polynomial
Solver Pre-comp.
0.012
0.29
0.013
0.89
0.013
2.28
0.015
4.21
0.019
7.01
0.020
10.81
0.023
16.79
0.027
23.35


2m
For the second constraint, the trivial exponential formula has 8m m+1
clauses
where each clause has m + 1 literals. Meanwhile, the recursive polynomial formula
with the Tseytin transformation has at most 14 · (2m)2 log2 (2m) clauses and each
clause has m + 1 literals. For small m, the trivial formula will have less literals than
the recursive formula, but as soon as m ≥ 5, the recursive formula has the advantage
over the trivial formula in the number of literals.
For the third constraint, we also
 have two version in the CNF, the trivial exponential
formula where it has 2 · 22m 2m
clauses and each clause has 4m
2
 literals, and the
2m
polynomial CNF from the Tseytin transformation which has 2 2 (20m + 1) clauses
where each clause has 4m literals. Here the polynomial CNF will have smaller number
of literals if m ≥ 3.
For the whole puzzle, the comparison of the number of the CNF literals is shown
in Table 1. For brevity, we only compare up to m = 9.
We also did a simulation in solving a binary puzzle with various sizes. In this
puzzle, around 70% of the cells were blank. We measure the computation time which
is shown in Table 2. The dash in the table means that the computer is running out of
memory.
For each case, we do 18 experiments, and then take the average timing. The result
for the polynomial formula is shown in the last column of the Table 2. Here we only
show the timing up to m = 9, but the largest puzzle we had solved so far using the
polynomial formula is 34 × 34 with the pre-computation time equal to 159.65 second
and the solver time is equal to 0.186 second. As a comparison, we show the result from
our previous work in the second column [3] and the third column [1]. The result in the
third column is acquired by applying satisfiability modulo theory (SMT) to solve the
puzzle.
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formula
Solver
0.001
0.002
0.005
0.007
0.011
0.016
0.027
0.035

The experiment has been done under 64 bit Debian 8, with hardware specification:
Intel(R) Core(TM) i7-4700MQ CPU @ 2.40GHz, 10GB RAM. The software used for
the experiment is SageMath 7.5.1 as the wrapper and front-end programming language,
CryptoMiniSat 2 for the SAT solver, and Yices 2.5 for the SMT solver.
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Semidefinite programming methods
for continuous sparse optimization
Lieven Vandenberghe
UCLA
Abstract:
Recent applications of convex optimization in signal processing extend 1-norm
techniques for sparse vector optimization to continuous sparse optimization
problems, in which signals are decomposed as sums of a few elements from an
infinite dictionary. Methods of this type have been proposed for superresolution,
gridless compressed sensing, and line spectrum and direction of arrival estimation.
The subject of the talk will be the semidefinite optimization problems encountered in
these applications. Simple, constructive derivations will be presented for the
semidefinite representations of the underlying penalty functions. Convex geometry
and duality play a central role, and connections with classical results in system
theory, such as the Kalman-Yakubovich-Popov lemma, lead to several useful
extensions. We will also comment on algorithms for solving the challenging
semidefinite optimization problems that arise in signal processing applications of
continuous sparse optimization.
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Abstract
Nowadays, light fixtures mainly contain LEDs. Governments promote them as
the green solution for the inefficient and power consuming incandescent light
bulbs. Due to their ubiquitous indoor availability and fast switching capacity,
LEDs are recently being used for both illumination and communication. This
research domain is known as Visible Light Communications (VLC). Several modulation schemes for VLC already exist, but they do not take into account one or
more of the following illumination constraints: a variable dimming level, no color
shifting and a flicker free operation. Since illumination is the main purpose of a
light fixture, these constraints must be taken into account to make VLC feasible
in realistic scenarios.
Recently, a new modulation scheme for VLC is proposed: Single Edge Position
Modulation (SEPM). SEPM is a power switched baseband modulation technique
that enables the users to set a specific dimming level and maintain a communication link at the same time. Due to its power switched nature, color shifting is
avoided. To omit flickering, one can use Run Length Limited (RLL) coding.
In this paper the principle of SEPM is explained and its dimming robustness
under different illumination scenarios is investigated by means of Monte Carlo
simulations and experimental validation. The results show that the reliability
of SEPM remains invariable over a wide range of dimming levels. Furthermore,
SEPM can carry more bits per symbol opening the opportunity to achieve higher
data rates with VLC.
The features of the experimental setup and the modular software framework are
also included in this paper to provide a basis for future research.

1

Introduction

Over the last decade, LEDs are massively integrated into modern light fixtures because
of their high efficiency in comparison with incandescent light bulbs. LEDs also provide
a fast switching capacity which opens the opportunity to communicate by means of
visible light, known as Visible Light Communications (VLC) [1]. Due to the exponential increase of expected data throughput for high-end devices such as smart phones
and tablets, the possibilities with the current radio frequency (RF) technology are running scarce [2]. Therefore, many researchers consider VLC as a promising solution to
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complement RF communications.
The main purpose of LEDs is to provide illumination and this should never deteriorate
due to the communication aspect. Thus, VLC has to conform with the following three
constraints: a flicker-free operation, no color shifting and a variable dimming level.
Data is modulated onto the LED by changing its intensity. Power switched modulation
techniques are preferred because they mitigate the non-linearity of the LED and as a
result avoid color shifting [3]. Flickering can be suppressed by Run Length Limited
(RLL) coding. To introduce dimming, the IEEE 802.15.7 standard [4] describes two
power switched modulation techniques: Variable On-Off Keying (VOOK) and Variable
Pulse Position Modulation (VPPM).
In VOOK, bit ’0’ represents a low power level (OFF-state) and bit ’1’ a high power
level (ON-state) during the symbol period Ts . Thus, VOOK can only send one bit each
Ts . Dimming is achieved by setting a portion of Ts , depending on the dimming level δ,
to a high (if δ > 0.5) or low (if δ < 0.5) power level, while the value of the remaining
part of Ts depends on the bit to be transmitted.
VPPM is a combination of 2-Pulse Position Modulation (2-PPM) and Pulse Width
Modulation (PWM). 2-PPM indicates that a pulse can occur at two positions inside
Ts . Bit ’0’ is represented by a pulse at the beginning and bit ’1’ by a pulse at the
end of Ts . Thus, VPPM also sends only one bit in each symbol period. To introduce
dimming, the duration of the pulse is adjusted in a similar way as PWM, in which the
dimming level δ determines the duration of the pulse. The IEEE 802.15.7 standard
defines a maximum achievable throughput for VOOK and VPPM for indoor scenarios
(PHY II). At this moment, this is 96 Mbps for VOOK while VPPM is defined up to 5
Mbps [4].
Single Edge Position Modulation (SEPM) is recently introduced in [5] as a power
switched modulation technique for VLC that supports dimming. SEPM can carry
multiple bits per symbol period Ts , opening the opportunity to achieve higher data
rates.
In this paper, Section 2 explains the principle of SEPM and presents a mathematical
description of the used Bit Error Rate model for SEPM. Section 3 describes the hardware and software aspects of the test setup. Section 4 contains the results obtained by
Monte Carlo simulations and experimental validation. Section 5 summarizes the main
conclusions of the work.

2

SEPM for VLC

2.1

SEPM waveform

SEPM [5] phase modulates the rising edge of a pulse inside the symbol period Ts . The
phase of the rising edge, ∆, depends on the symbol m (out of M possible symbols with
log2 (M ) = bits per symbol) to transmit and enables the communication aspect. To
introduce dimming, the duration of the pulse, δ, can be adjusted by the user. Two
possible examples of a phase modulated pulse, f∆ (t), inside Ts are given in Fig. 1.
First, if the value of ∆ ≤ (1 − δ), then the pulse fits completely inside Ts (Fig. 1a).
Second, if ∆ > (1 − δ), then the pulse exceeds Ts and the excrescent part is moved
towards the beginning of Ts (Fig. 1b).
In general the SEPM waveform depends on the following parameters:
 δ ∈ ]0, 1[ the duration of the pulse inside Ts .
 ∆ ∈ [0, 1[ the phase of the rising edge of the pulse and depends on the symbol
m ∈ M to transmit.
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 M represents the number of possible symbols to transmit, with log2 (M ) the
corresponding bits per symbol.
 γ ∈ [0, 0.5] is related to δ: it equals δ in case δ ≤ 0.5 and (1 − δ) in case δ > 0.5.
This variable will be used in subsection 2.2.

f∆ (t)

f∆ (t)

∆

1

1
δ

0

1

∆
δ+∆−1

0

t/Ts

(a) ∆ ≤ (1 − δ)

1−∆
1

t/Ts

(b) ∆ > (1 − δ)

Figure 1: Phase modulated pulse f∆ (t) inside Ts in two possible situations [5].

2.2

Bit Error Rate Model

This subsection describes the Bit Error Rate (BER) in terms of the Signal to Noise
Ratio (SN R) and the energy per bit (Eb /N0 ). According to the definition in [6], the
SN R is calculated as the ratio of the expected value of the received signal power (including the DC level, which is equal to the mean of the received signal over Ts ) and
the average noise power (1). Although the DC level is usually subtracted from the
signal, this is not done here since the DC level is required to preserve the illumination
functionality. Due to the Intensity Modulation with Direct Detection (IM/DD) communication technique [6], the received electrical signal strength is proportional to the
received optical power. Therefore, the square of the optical power is used to compute
the electrical power. Eb /N0 can be written as in (2).
Ps
(R Poptical )2 δ
=
Pn
N0 fsample
Eb
Es
P s Ts
=
=
N0
N0 log2 (M )
N0 log2 (M )

SN R =

(1)
(2)

with Ps the signal power, Pn the noise power, R the responsivity of the receiver, Poptical
the optical signal power captured by the receiver, Ts = 1/fs the symbol duration where
fs represents the symbol rate and fsample the sample rate of the Data Acquisition device
(DAQ). This leads to the relationship (3) between Eb /N0 and SN R.
Eb
fsample
1
= SN R
N0
fs log2 (M )

(3)

Depending on the dimming level and the number of symbols M , two possibilities can
occur. In case γ ≥ M1 , the approximated BER in high SN R scenarios is described by
!
r
2
Ts
BER =
Q R Poptical
,
(4)
log2 (M )
2 N0 M
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as presented in [5] where Gray coding is applied for subsequent symbols. Using (1)
and (2), the approximated BER in function of SN R and Eb /N0 can be derived and is
given in (5) and (6).
s
!
1 fsample √
2
Q
SN R
(5)
BER =
log2 (M )
2 δ M fs
r
r !
log2 (M ) Eb
2
BER =
Q
(6)
log2 (M )
2δM
N0
For γ <

1
,
M

the union bound BER(U ) can be derived [5] and is shown in (7).
!
r
2
Ts γ
(U )
BER =
Q R Poptical
log2 (M )
2 N0

In terms of SN R and Eb /N0 , this leads to expression (8) and (9).
s
!
√
f
M
γ
sample
Q
SN R
BER(U ) =
2
2 δ fs
r
r !
M
log
(M
)
γ
Eb
2
BER(U ) =
Q
2
2δ
N0

3
3.1

(7)

(8)
(9)

Evaluation setup
Hardware components

Fig. 2 gives an overview of the evaluation setup used to elaborate the experiments. In
Matlab, symbols are generated and translated into a digital waveform. This waveform
is sent to the DAQ via USB. The DAQ converts the digital waveform into an analog
waveform and delivers it to the LED driver, which intensity modulates the optical
power of the LED. A Photo Detector (PD) converts the incident light into an electrical
signal. The DAQ quantizes this signal in time and amplitude and sends it to the
PC, where Matched Filtering (MF) is performed to estimate the transmitted data. To
test SEPM under various SN R scenarios, two linear polarizers are used. The rotation
between these polarizers controls the attenuation of the incident light coming from the
LED and thus determines the SN R. Table 1 contains the technical details of each
component from Fig. 2.

3.2

Software framework

Fig. 3 presents the software framework developed in Matlab. Due to real-time limitations of Matlab, only off line processing is investigated. To mitigate the impact
of synchronization errors on the performance, the transmitted and received waveform
are perfectly aligned before further processing. For the Monte Carlo simulations, we
assume an Additive White Gaussian Noise (AWGN) model as commonly considered in
VLC applications. To achieve accurate BER measurements, the number of symbols
Nsymbols is chosen such that on average at least 100 bit errors occur [7]. To estimate
the SN R from experimental measurements, the signal and noise power should be determined. The signal power is calculated as the mean received signal power in optical
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Table 1: Hardware specifications evaluation
setup

LED
USB
LED
driver

DAQ
Matlab

Polarizers
PD

Figure 2: Overview hardware components
of evaluation setup.

Vcc = 36.2 V
Icc = 700 mA
Pelec = 25.3 W
Bridgelux
LED
BXRA-56C2600-B-00 Efficacy = 124 lm/W
CCT = 5600K
Half power semi-angle = 60◦
Linear Technology
LED driver
Switching frequency = 1 MHz
LTC3783
Response = 200 nm to 1100 nm
Bandwidth = 150 MHz
Thorlabs
PD
Field Of View (FOV) = 60◦
PDA10A
Dark offset = 20 mV
National Instruments fsample = 217 Hz ≈ 131 kHz
DAQ
USB-6212
Input range = ± 0.2 V
Edmund Optics
Polarization efficiency = 95 %
Polarizers
Linear Glass Polarizers Transmission (crossed) = 0.15 %

active periods (LED in the ON-state). Since the noise power in optical active periods
is higher than in optical inactive periods (LED in the OFF-state) due to the increased
shot noise at the PD, the noise power is computed as the dimming level δ weighted
average of the noise variance in these two periods.
Monte Carlo
simulation
AWGN
channel

Data
visualization

Signal
transmission
modulation
type
dimming
level
# symbols

Signal
reception

Experimental
validation

Matched
filter

Data
analysis
BER
SNR

Real
channel

Eb/N0
...

Figure 3: Overview of the software components in the Matlab framework.

4

Simulation and Experimental results

Fig. 4 presents the BER characteristics of SEPM for different symbol rates fs . A fixed
sample rate of 131 kHz is used, resulting in a maximum symbol rate of 2048 symbols
per second in order to ensure enough samples per symbol. Although this maximum
symbol rate is limited, the aim of this work is to provide an experimental proof of
concept. It is clear from the figure that the experimental results match with the Monte
Carlo simulations for all the symbol rates. For a given SN R, which is determined by
the rotation between the two polarizers, the BER increases for higher symbol rates.
This is due to the lower number samples per symbol that can be used to obtain the
same sample frequency, reducing the detection capability of the matched filter.
In order to assess the BER robustness of SEPM with respect to dimming, the BER is
measured for a wide range of dimming levels δ. Fig. 5 presents the result in terms of
throughput, which is computed as T P = (1−BER)fs log2 (M ). For this measurement,
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Figure 4: BER curves of SEPM with log2 (M ) = 2 as a function of SN R for different
symbol rates fs and Nsymbols = 10000. The solid lines represent the Monte Carlo
simulations, while the markers represent the experimental measurements.
log2 (M ) = 2 and SN R = −6.4 dB. If γ ≥ 0.25, equation (5) is valid in high SN R scenarios, resulting in a BER invariant dimming range for δ ∈ [0.25, 0.75] corresponding
to 50% of the full dimming range. In other words, changing the illumination level by
altering δ in this range will not affect the achievable throughput and thus the communication performance. From Fig. 5, we observe that both the Monte Carlo simulation
and the experimental validation match the theoretical formulas and as a result a BER
invariant dimming range of 50% is achieved. Therefore, we can deduce that the used
SN R = −6.4 dB is sufficient to ensure the validity of equation (5).
According to the theoretical equations in [5], a higher number of possible symbols M
should enlarge the BER invariant dimming range. To verify this, measurements ranging from log2 (M ) = 2 to log2 (M ) = 4 bits per symbol were performed. Theoretically,
this should lead to a BER invariant dimming interval ranging from δ ∈ [0.25, 0.75] to
δ ∈ [0.0625, 0.9375]. Fig. 6 shows the result of the Monte Carlo simulation. For a
higher number of bits per symbol, the distance between the symbols decreases, resulting in a higher BER for the same SN R. Therefore, a higher reference SN R is chosen
in order to get similar BER values and make the results comparable.
To quantify the increase in the BER invariant dimming range for a larger number
of bits per symbol, we use an error bar of width ∆BER centered around the BER
result of the simulation at the dimming point δ = 0.5. The width of the error bar is a
function of the dimming range over which the BER is considered to be invariant. This
relationship is presented in Fig 7. SEPM with log2 (M ) = 2 achieves a BER invariant
dimming range of 50% for ∆BER = 1 × 10−2 . For this width of the error bar, SEPM
with log2 (M ) = 3 and log2 (M ) = 4 achieves a range of 62% and 78% respectively,
approximating the theoretical results. This confirms our expectation: an increasing
number of bits per symbol leads to a larger BER invariant dimming range.
In Fig. 8, the experimental result is presented. In this case, the reference SN R is
controlled by the rotation between the polarizers and cannot be chosen very precisely,
resulting in less similar BER values. Fig. 8 shows the same trend as Fig. 6: a larger
BER invariant dimming range for a higher number of bits per symbol.
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log2 (M ) = 2, SN R = −10.0 dB
log2 (M ) = 3, SN R = −7.5 dB
log2 (M ) = 4, SN R = −5.0 dB
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Figure 5: Theoretical result, Monte Carlo
simulation and experimental validation of
the throughput T P as a function of the
dimming level δ for log2 (M ) = 2, fs =
1024 and Nsymbols = 50000 with a reference
SN R = −6.4 dB at δ = 0.5.

Figure 6: Monte Carlo simulation of BER
for 2, 3 and 4 bits per symbol as a function of the dimming level δ for fs = 512
and Nsymbols = 40000. The given reference
SN R values are valid for δ = 0.5.
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Figure 7: Width of the error bar ∆BER
in function of the BER invariant dimming
range for SEPM with 2, 3 and 4 bits per
symbol. The error bar is centered around
the BER result of the the Monte Carlo simulation at δ = 0.5.

5

0

Figure 8: Experimental validation of BER
for 2, 3 and 4 bits per symbol as a function of the dimming level δ for fs = 512
and Nsymbols = 40000. The given reference
SN R values are valid for δ = 0.5.

Conclusion

In this work, the principle of SEPM is explained and a mathematical description of
the BER is derived. Monte Carlo simulations and experimental validation show the
validity of the theoretical BER model. Also the dimming robustness of SEPM over a
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wide range of dimming levels is demonstrated. It is shown by means of Monte Carlo
simulation and experimental validion that an increasing number of bits per symbol
leads to a larger BER invariant dimming range. Therefore, SEPM is an interesting
alternative for the described power switched modulation techniques VOOK and VPPM
in the IEEE 802.15.7 standard.
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Abstract. The Smart Home market will grow vastly over the upcoming years.
Smart Homes are meant to make our lives more convenient. In order to do
so, the devices gather a large amount of privacy sensitive data. If this collected,
transmitted, stored and analyzed data is not handled with adequate care, the risk
of privacy violations will increase. Despite the fact that data is usually sent (endto-end) encrypted to cloud based services, the cloud owner can see and process
the data, in order to increase their service quality. Therefore, adversaries in the
sense of privacy related risks are not only found in the form of external hackers,
but mostly as internal players at (third party) applications. Smart Home systems
that are in use nowadays, such as Samsung SmartThings and Apple Homekit,
have many useful applications, but gather a lot of personal data. The service
provider has to make a trade-off between privacy and utility. In state-of-theart services, data is already processed at the client side and data is sent to
the service provider in a private fashion. However, the service provider uses
this data to increase user experience, e.g. by suggesting features, and thus the
privacy of the user is not ensured. In this paper, the current market of Smart
Home Ecosystems is analyzed, and privacy issues are pointed out.

1. Introduction
The Smart Home market is growing vastly, as the amount of connected Smart Devices in
home environments is increasing: it is estimated that by 2020, 12.5% of homes worldwide and even 25% of homes in The Netherlands will have Smart Home properties [1].
The concept of Smart Homes has risen to make our lives easier, more efficient and fun
by e.g. scheduling and automating tasks. There is a large variety of applications available to install at home, such as adjustable lighting, planned coffee machines, locks that
can be locked from anywhere and even whole presets that combine many devices into a
predefined state.
As stated above, Smart Home ecosystems have useful advantages for users. On the other
side, they could also cause various problems. In Smart Home ecosystems, every connected product or accessory collect and/or use data, which is usually communicated with
online servers in order to function properly. This could cause severe and dangerous threats
from a cyber security perspective. One of the most serious threats from a user’s point of
view are caused by the risk of privacy violation [2, 3].
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At the moment, there is a multiple of Smart Home systems available, such as Amazon
Echo, IFTTT (If this, then that) and Samsung SmartThings. Such systems are shown to
have security and privacy flaws in their design or in the used protocols they trust [4, 5, 6].
Although such vendors are improving the security of their products, many of these systems still have a relatively poor privacy or security design. A weak applied secuirty in
Smart Home ecosystems increases the risk of privacy violation, due to threats such as
data-profiling, over-privilege of (third) parties and insufficient sensitive data protection
[4]. An adequately designed smart home system however, is Apple Homekit. In the
Apple Homekit architecture, the design for privacy preserving and security of the Apple
Homekit systems is overall well constructed. In this system, the user’s privacy is enhanced
by applying relatively heavy end-to-end encryption, based on an asymmetric encryption
scheme with good authentication methods. Additionally, sensitive data from accessories
is stored at an encrypted part at the client side. Furthermore, the IDs of the used devices
and accessories are randomized and not linkable to user accounts and thereby user information. Apple Homekit is a fairly privacy preserving system and is definitely a big
improvement on (earlier) other existing systems.
In general, we can categorize the privacy risk profile in three categories: regulatory risks
(regulatory non-compliance), security risks (data breaches and leakage) and commercial
risks (data profiling and monitoring) [7]. For the Smart Home inhabitant, the security
and commercial risks cause the most concern, as it can affect them directly. The privacy
related security risks are mostly caused by adversaries trying to gain privacy sensitive
data about the home environment. Examples of attack profiles could be eavesdropping
or learning sensitive information about home occupation, financial statuses, health information or information with which users could be influenced. Many examples of such
incidents can be found, such as a the Samsung SmartTV used to spy on inhabitants [8],
baby monitors creating exploitable unprotected Wi-Fi networks [9] and speech command
services which do not only listen but also record sound data [10]. The privacy related
commercial risks are formed by the service providers of Smart Home applications. As
we all use the Internet to obtain information, products and services, we also leave a digital footprint. Information about our online activities is gathered, connected and analyzed,
leaving a personal profile of many users, containing a big collection of information. Many
online services and products are focused onto a specific profile of such users. The online
generated profiles could be sold to interested parties which can approach specific users (or
their social environment) with e.g. customized advertisements. As online users usually do
not give a specific (and voluntary) consent to use this data, discussions about its ethics are
raised due to data profiling. Data profiling is performed on the highest scale on internet
behaviour. However, it is very imaginable that the profiles could also be generated based
on smart home behaviour, to create even more detailed insights on individual preferences
and behaviour.
In this survey paper, the concept of privacy is reviewed to the current market of Smart
Home systems, based on the three threat categories stated above. We aim to determine
and describe the current leading problems in Smart Home privacy. In our analysis, the privacy and security related aspects of the designs and implementations are examined. The
most important of these aspects in terms of privacy preserving are the used communication methods, the applied encryption methods, the data storage location and content, the
device-user linkability and the level of compliance to the General Data Protection Regu-
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lation (GDPR). This analysis reveals the most important problems with the current Smart
Home market and will thereby give helpful insights for several future research directions
in this field.
This paper is structured as follows: in Section 2, the most important related work is
discussed. Section 3 addresses the preliminaries briefly. Afterwards, in Section 4 current
state of Smart Home ecosystems is analyzed according to its privacy related issues. The
paper will conclude with a discussion in Section 5and conclusion in Section 6.

2. Related Work
Fernandes et al. [4] performed a very insightful security analysis of Samsung Smartthing,
focusing on technical security aspects and attack trees in order to show vulnerabilities.
The work shows five main threat directions: over-privileged apps, insufficient sensitive
data protection, insecurity of third-party integration, possibility of method invocation and
insufficient API access control. Vulnerabilities in Smartthings that cause these threats
make privacy violation for Smartthings users relatively easy.
Langheinrich [11] states that there is a variety of guidelines applicable regarding privacy
enhancing in Smart Home environment, where the users physical appearance is mapped to
digital space using a variety of sensors. These guidelines generally speaking include the
following statements: 1. A subject must know that he is being sensed; 2. A subject must
be able to choose whether he being sensed or not; 3. A subject must be able to remain
anonymous.
Cavoukian et al. [12] state 7 key principles towards achieving Privacy by Design (PbD),
which is essentially what we want to achieve in Smart Home environments. PbD aims to
ensure privacy with a maximum control over one’s personal information by data subjects
and efficient management of the information by organizations. The stated key principles
are the following: 1. Proactive - not reactive. Preventative not remedial; 2. Privacy as the
default; 3. Privacy embedded in the design; 4. Functionality - positive-sum, not zero-sum;
5. End-to-end lifecycle protection; 6. Visibility and transparency; 7. Respect for users’
privacy.
In the analysis in Section 4, Langheinrichs general statements and Cavoukians key principles are taken into account for the analyzed properties of Smart Home systems.

3. Preliminaries
In order to assess the current market, we first explain what a Smart Home actually is, how
the communication in general is organized and which stakeholders are involved. Figure
1 shows a general outline of a Smart Home ecosystem schematically. In the image, three
communication paths are highlighted. Communication path 1 is between the user and
the actual Smart Devices. This communication is in most systems forwarded by a Smart
Home hub device. In this communication, no third parties are needed, and the communication is executed using the Internet protocol, or even via Bluetooth, Wi-Fi or other low
level protocols. The messages contain initial set-up, key management and device specific
functional messages such as commands. Communication path 2 is between the user and
the vendor’s server. The communication is also executed via the regular Internet protocol.
This communication is needed for initial set-up, usage of third party applications, communication forwarding when the user is not in the same network as the Smart Home and
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back-ups. Communication path 3 is the communication between hub (or device) and
the vendor’s server. This communication is needed for software updates, back-ups and
command forwarding.
Figure 1 highlight also three other charetaristics of components in the ecosystem:
• A indicates that these devices are possibly capable giving the accessories commands via speech commands (which are analyzed at the vendor’s server;
• B indicates that the device has a user specific ID, which is linkable to the personal
data of the inhabitant;
• C indicates that the device has a device specific ID, which is used for authentication, routing, etcetera.

Figure 1. Schemetic overview of eneral smart home environments

4. Current state analysis of Smart Home systems
As explained in Section 1, the body of this survey exists of an analysis of existing Smart
Home systems, in order to find helpful insights for future work. In this Section, based
on privacy enhancing or violating properties, we compare the most used 1 : Smart Home
systems: Apple Homekit [13], Samsung Smartthings [14], Amazon Echo [15] and IFTTT
[16]. First, we discuss the regulatory compliance of the systems according to the GDPR,
second the commercial threats and finally the security threats.
In all three comparisons the systems are compared based on binary properties. These
properties are derived from a topic analysis which are not elaborated in this survey. The
properties state which functionality is required (or behaviour that should be banned), in
order to create a privacy enhancing yet utility maintaining Smart Home ecosystem.
4.1. Regulatory compliance
On May 25th, 2018, the new GDPR will be applied in the European Union. This regulation will replace the Data Protection Directive and is designed to harmonize data privacy laws across Europe [17]. As the regulation applies to all companies which process
(and hold) personal data about subjects in the European Union, it very much applies
to vendors of Smart Home Systems. Apart from many (good) general regulations, the
1

Calculation based on statistics, app downloads, OS’s market shares and sold devices.
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most important actual privacy related content state the following rights for the data subjects: mandatory breach notification, right to access, right to be forgotten, data portability,
privacy-by-design and data protection officers. These rights in the GDPR are compared
in the existing systems. The rights are translated into a set of suggested implementable
features or properties for a smart home system. The Smart Home systems are compared
based on these properties in Table 1.
Reconmmended property
Intrusion Detection System
Insider Behavior monitoring
Ability to verify if personal data is
processed
Data deletion functionality
Ability to download data sheets
Privacy by design applied

Homekit
No
No
No

Smartthings
No
No
No

Echo
No
No
No

IFTTT
No
No
No

Yes
No
Yes

Yes
No
No

Yes
No
No

No
No
No

Table 1. Comparison of Smart Home systems based on properties which are
derived from the data subject’s rights stated in the GDPR.

4.2. Commercial threats
The second domain of privacy related problems in Smart Homes lies in the field of commercial threats with data profiling. Data profiling means that vendors create profiles about
their users, based on the collected data about these users, and vendors use these profiles
for their own benefit, targeted advertisement or the profiles could be sold to third parties.
The analyzed data can violate the end user’s privacy in a serious way. Although profilers
do not use actual names or IDs of the user in the profiles, the profiles usually contain
much information about the users, and thus the subject could usually be derived from this
profile.
In Smart Home systems, such profiling activities should - at least from a user’s perspective
- be avoided. Like in Section 4.1, we are analyzing the Smart Home systems based on
properties. Now, however, the stated properties are to be avoided, as they could indicate
profiling which is unpleasant for the home inhabitants. Table 2 shows the comparison of
the current most used Smart Home Systems.
4.3. Security threats
Finally, we now analyze the Smart Home systems on their design of the security with
regard to end user privacy. Of course, the main risks which could lead to privacy violation
are formed if leakage of privacy sensitive information is only even possible. These risks
will grow higher when the applied security is weaker, as more necessary properties are
not met. Therefore, we analyse the implementation of the systems on data integrity and
confidentiality in Table 3.

5. Discussion
From the analysis in the previous Section, several interesting observations can be derived,
which could lead to future work in the field of privacy enhancing in Smart Home ecosystems. The four key observations are discussed below.
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Unreconmmended property
Data is stored unencrypted
Data is stored at the vendor’s
servers
Vendor suggests products or uses
targeted adverting
Vendor does not separate user ID
with device ID’s
Data is processed by vendors
Vendor does not use data minimisation techniques

Homekit
No
No

Smartthings
No
Yes

Echo
No
Yes

IFTTT
No
Yes

Yes

Yes

Yes

Yes

No

No

No

Yes

Yes
No

Yes
No

Yes
No

Yes
Yes

Table 2. Comparison of Smart Home systems based on properties which indicate
that user profiling is used or at least is possible.

First, for the big Smart Home vendors, the privacy is not evidently guaranteed. As the
awareness on privacy and security grows, it should seem logical that such systems have
a well designed and implemented privacy policy. This is clearly not always the case.
Apple’s Homekit shows the best result, as it has taken the design for security and privacy
the most serious. For Homekit, this is one of the reasons that Homekit has been launched
relatively late. Other players launched their products way earlier in order to fear less
competition in the market, and have accepted a less well developed product in the sense
of security and privacy.
Second, all vendors have chosen to process data on the vendors locations. This varies from
only speech recognition to detailed commands with rich meta data. This is in the sense
of privacy not a very appropriate property. As the user must choose between no privacy
or no utility in many cases and many Privacy by Design practices are not embedded in
most systems, we can say that the current state of Smart Home ecosystems is not yet in
the desired state.
Third, it is very much noticeable that the shown ecosystems are in their current state
not yet ready to be compliant with the upcoming GDPR. Of course, the regulation is
not applicable yet, but as it is based on the Data Protection Directive, it shows that most
systems are not mature enough, and are very much challenged to ensure that the regulatory
requirements are met in time.
Forth and final, unfortunately, some properties which are best-practice for security, are
not implemented in all ecosystems, such as direct communication with the Internet and
the possibility for third party to access data. This is because the utility of the systems
would then not be enhanced, which of course would not make sense. When creating a
Smart Home ecosystem, a trade off is thus needed between privacy, security and utility.
How these compromises should be made, is interpreted in a different way by different
vendors, creating a diversity in their designs.

6. Conclusion
We performed a privacy analysis on four common Smart Home ecosystems: Apple Homekit, Samsung Smartthings, Amazon Echo and IFTTT. The analysis is based on three areas
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Necessary property
End-to-end encryption with strong
encryption
Security-by-design applied
Strong authentication methods
Strong privilege management
No user identification communicated
Secure communication protocol /
technique used
Communication noise applied
No data access by third party possible
No shown proofs of data leakage
possibility
Automated software updates
Devices are not communicating directly with the internet

Homekit
Yes

Smartthings
No

Echo
No

IFTTT
No

Yes
Yes
Yes
Yes

No
Yes
No
Yes

No
No
No
Yes

No
No
No
No

Yes

No

No

No

No
No

No
No

No
No

No
No

Yes

No

No

Yes

No
No

No
No

No
No

No
No

Table 3. Comparison of Smart Home systems based on properties are necessary
to create an ecosystem where the chance of data leakage is minimized.

of privacy preserving: regulatory compliance to the upcoming GDPR, commercial threats
due to data profiling activities and data leakage due to insufficient security implementation. These four systems have a different approach on the implementation of privacy and
security. Apple Homekit has taken the implementation of privacy enhancing properties
the most serious and outstands the other systems, which has been launched much earlier.
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Abstract
Bayesian optimization is an efficient approach to find the optimum of an
unknown function which is expensive to observe. In this paper, we address a
problem setting where each observation is a stochastic binary variable. To increase the search efficiency, expected entropy, an information-theoretic acquisition function for Bayesian optimization is proposed. Empirical results show that
compared with the state-of-the-art, binary expected improvement, using the expected entropy as the acquisition function for Bayesian optimization will lead to
a better performance.

1

Introduction

Many real world problems can be summarized as or simplified to optimization problems,
such as finance [1], advertisement selection [2], preference learning [3], and robot control
[4]. The goal of these problems is to find the global optimum of a generally non-convex
function f which is expensive to evaluate.
For example, under the pay-per-click agreement, the advertisement publishers such
as search engines and video sharing websites are paid only when the published advertisements are clicked. For every user, the probability to click an advertisement is
determined by his/her interest about it. Thus as a publisher, it is wise to display every user personalized advertisements with high predicted click rates instead of random
chosen ones.
In this particular problem, the user interest can be modeled as a black box function
f which is defined on the domain of advertisements. Since f is influenced by many
factors such as the attractiveness of the advertisement, the preferences and needs of the
user, it is very difficult to find a clean mathematical formulation of f . The only way
to get information of f is to display the user an advertisement and observe whether it
is clicked or not. This action can be done iteratively and the observations are used to
predict the advertisement with the highest click rate for this user.
The challenge of this problem is twofold. Firstly, whether an advertisement will
be clicked is a probabilistic event. It is not guaranteed that the same user will always
have the same response for the same advertisement. Secondly and more importantly,
for the advertisement publisher, the opportunity cost of displaying an advertisement is
expensive.
A naive solution for this problem is to display every advertisement multiple times
and use the average behavior of the observations to locate the advertisement with
the maximum click rate. However, obviously it is not efficient. Not only because
the publisher could have earned more but also too many advertisements will have
a potential negative influence on the user experience of their main service such as
searching and video watching.
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A more advanced approach to address this problem is Bayesian optimization. Bayesian
optimization is a sequential optimization method which utilizes the Bayesian technique
of setting a prior of f and combining it with the observations to form a posterior
distribution of f over the function space [5]. The more a function agrees with the
observations, the higher posterior probability it is assigned.
In Bayesian optimization, a commonly used non-parametric and versatile prior is
the Gaussian process, which allows us to encode our assumption about f into the
optimization. In the Gaussian process, we use a covariance function to describe the
similarity between two elements. By selecting covariance functions defined on different
spaces such as Euclidean, graph and string space, Bayesian optimization can be applied
to different areas [6].
Since f is expensive to observe, every observation location should be carefully selected. Thus a so-called acquisition function, which is constructed from the posterior
distribution of f , is used to determine the location of every observation. Generally
speaking, the acquisition function is defined on the same domain as f and describes
the potential of every element to be the optimum, which might be because of the high
predicted value, the large uncertainty, or both of them [7].
To our best knowledge, the binary expected improvement proposed by [8] is the
only acquisition function that tackles the optimization problem with stochastic binary
observations. However, it is a purely exploitation oriented acquisition function so that it
is easily trapped by local optima. As an improvement, in this paper, we propose a novel
acquisition function called expected entropy which is capable to deal with stochastic
binary observations and to make the trade-off between exploration and exploitation
implicitly.

2

Problem Statement and Background

Let f : X → R is a function that is expensive to evaluate, where X = {x1 , x2 , . . . , xN }∗
is a finite set. Moreover, when f is observed at x, the corresponding observation y is
a stochastic binary variable where p(y = +1|x) = Φ(f (x)), where Φ(·) is the standard
normal cumulative distribution function.
To find x∗ , the maximum of f , the Bayesian optimization approach is applied.
We are interested in designing an acquisition function which is able to smartly select
observation locations for a Bayesian optimizer so that x∗ can be found more efficiently.

2.1

Bayesian optimization and Gaussian Process

Bayesian optimization is a widely used method in optimizing objective functions which
are costly to evaluate or do not have a clear mathematical formulation [5]. As its name
suggests, the famous Bayes theorem is applied. For this particular problem, we have
p(f |D1:t ) ∝ p(D1:t |f )p(f ),

(1)

where D1:t = {xl1:t , yl1:t } are the previous observed locations and the corresponding
binary observations; l1:t is the index sequence of observed locations † ‡ .
As can be seen in (1), the posterior is determined by the likelihood and the prior.
In this paper, we choose a Gaussian process GP(m, k) with mean function m : X → R
and covariance function k : X × X → R+ as the prior of f . Without loss of generality,
we can assume that m ≡ 0 [6].
∗

If not specified, in this paper, vectors are in bold and matrices are both bold and capitalized.
The subscript with colon is used to represent a sequence of data, i.e., l1:t = {l1 , l2 , . . . , lt }, xl1:t =
{xl1 , xl2 , . . . , xlt }.
‡
Every index of observation location is a positive integer that is not larger than N .
†
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Under the framework of the Gaussian process, f is represented by a vector f =
[f1 , f2 , . . . , fN ]T , where each fi ≡ f (xi ) is a Gaussian distributed random variable with
mean µi and variance σi2 , i = 1, 2, . . . , N .
Given the observations D1:t , the posterior distribution of fi can be updated as
Z
p(fi |D1:t ) = p(fi |xl1:t , fl1:t )p(fl1:t |D1:t )dfl1:t
Z
(2)
p(yl1:t |fl1:t )p(fl1:t |xl1:t )
= p(fi |xl1:t , fl1:t )
dfl1:t ,
p(yl1:t |xl1:t )

Then the expected probability of getting a positive observation at xi given D1:t can
be further derived as
Z
p(yi = +1|D1:t ) = p(yi = +1|fi )p(fi |D1:t )dfi .
(3)
Unfortunately, since the likelihood p(yl1:t |fl1:t ) is not Gaussian, both (2) and (3) are
analytically intractable. Various approximation methods such as Laplace approximation and expected propagation can be used to approximate them [6]. A more advanced
discussion about approximation methods for binary Gaussian process classification can
be found in [9]. In this paper, the expected propagation is applied since it is fast and
accurate.
Given the previous t observations D1:t , the location to observe in iteration t + 1 is
selected by
xlt+1 = arg max α(x|D1:t ).
(4)
x

If the maximum exists at multiple locations, then xlt+1 is randomly chosen from those
locations.

2.2

The State-of-the-art: Binary Expected Improvement

The only known acquisition function for the Bayesian optimization that is capable to
deal with binary observations is the binary expected improvement (BEI) proposed by
[8], which is a generalization of the classical acquisition function expected improvement.
As discussed in Section 2.1, given previous observations D, we can infer the expected
probability of getting a positive result at every x ∈ X . Among all the expected
probabilities, the maximum is denoted as ΦD
+ , i.e.,
ΦD
+ = max p(y = +1|D, x),
x∈X

(5)

where the expected probability can be calculated from (3). Note that in (3), since
the subscript of y is able to indicate the observation location, x is not necessary and
omitted from the condition.
Then with respected to ΦD
+ , the improvement of observe f at x is defined as
D
I(x|D) = max{0, ΦD
x − Φ+ },

(6)

where ΦD
x is the estimated probability of getting a positive observation at x given
previous observations D, which is a random variable with expectation p(y = +1|D, x).
As the name suggests, the acquisition function is defined as the expectation of
I(x|D)
Z 1
Z +∞
D
D
D
D
D
D
D
αBEI (x|D) =
(Φx − Φ+ )p(Φx )dΦx =
(ΦD
(7)
x − Φ+ )p(fx )dfx ,
ΦD
+

Φ−1 (ΦD
+)

D
where similar as ΦD
x , fx is the posterior estimated value of f at x.
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3

The Acquisition Function Expected Entropy

Under the Gaussian process classification framework, given previous observations D, f
is a random vector with posterior distribution p(f |D). Since every f 0 drawn from the
posterior distribution has its own maximum, we can define a discrete random variable
X∗ on X to indicate the location of the maximum of f .
If the posterior entropy of X∗ can be reduced to zero, then x∗ becomes known. As
can be seen from (8), the posterior entropy H(X∗ |D) is the difference between H(X∗ )
and the mutual information between X∗ and the observation sequence D
H(X∗ |D) = H(X∗ ) − I(X∗ ; D).

(8)

Since H(X∗ ) is independent of D, to increase the efficiency of the Bayesian optimization, a natural idea is to select D such that the mutual information I(X∗ ; D) is
maximized.
Using the chain rule for mutual information §
X
I(X∗ ; D) =
I(X∗ ; xli , Yli |D1:i−1 )
i

=

X
i

=

X
i

I(X∗ ; xli |D1:i−1 ) + I(X∗ ; Yli |D1:i−1 , xli )



(9)

I(X∗ ; Yli |D1:i−1 , xli ).

The last equality is because the ith observation location is fully determined by the
previous i − 1 observations.
However, it is infeasible to use the global optimum observation sequence D∗ which
maximizes I(X∗ ; D) to locate x∗ , because f can only be accessed by observing and a
few exploring observations are necessary to avoid being trapped by local maxima.
As a compromise, for Bayesian optimization, we select every observation location
by greedily maximizing the mutual information I(X∗ ; Y |D1:t , x)
xlt+1 = arg max I(X∗ ; Y |D1:t , x)
x

= arg max H(X∗ |D1:t ) − EY H(X∗ |D1:t , x, y)
x

(10)

= arg max −EY H(X∗ |D1:t , x, y).
x

From (10), it can be seen that maximizing the mutual information is equivalent to
minimizing the expected entropy EY H(X∗ |D1:t , x, y), which can be used as an acquisition function for the Bayesian optimization
αEE (x|D1:t ) := −EY H(X∗ |D1:t , x, y).
Note that the minus sign is intentionally added to keep consistency with (4).
Further, the expected entropy can be expanded as
X
EY H(X∗ |D1:t , x, y) =
p(y|D1:t , x)H(X∗ |D1:t , x, y),

(11)

(12)

y∈{+1,−1}

where p(y|D1:t , x) can be inferred by (3) and H(X∗ |D1:t , x, y) is determined by p(x∗ |D1:t , x, y).
§

Here the capital Y is a binary random variable and y is its realization.
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To calculate the latter, for any index of observation locations j,
Z
Y
p(x∗ = xj |D1:t , x, y) = p(f |D1:t , x, y)
θ(fj − fi ) df

(13)

1≤i≤N
i6=j

where θ is the Heaviside’s step function. Unfortunately, (13) is also analytically intractable. Similar as (2) and (3), we use the expectation propagation to approximate
(13).

4

Simulation Results

4.1

Experimental Setup

In this section, we will compare the performance of using the expected entropy and the
binary expected improvement as the acquisition function of the Bayesian optimization.
The Bayesian optimizer is used to find the maximum of a quadratic function and a
Forrester function [10]. As can be seen from Figure 1, the quadratic function is a
concave function; the Forrester function has a global maximum, a local maximum and
a zero-gradient inflection point.
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Figure 1: The three test functions and their input domains. Left: the quadratic
function f (x) = −3x2 + 0.75, x ∈ [−1, 1]. Right: the Forrester function f (x) = −(3x −
1)2 sin(12x − 4), x ∈ [0, 1]. For both test functions, N is set to 21 and x1 , x2 , . . . , xN
are uniformly distributed in the input domain.
Moreover, the widely used squared exponential kernel
k(x, x0 ) = ρ2 exp −


1
0 T
0
(x
−
x
)
(x
−
x
)
2γ 2

is used as the covariance function of the Gaussian process.
Compared with finding a x0∗ which is close to x∗ but p(y = +1|x0∗ )  p(y = +1|x∗ ),
we would rather like to find a x0∗ such that p(y = +1|x0∗ ) is close to p(y = +1|x∗ ). As
a result, the performance of the acquisition functions is measured by the probability
that x0∗ is approximately correct, which is defined as the probability of
Φ (f (x0∗ ))
≥ 1 − ,
Φ(f (x∗ ))
where  is a predefined non-negative constant that is not larger than 1. In following
text, we say x0∗ is -correct if it is approximately correct for a certain .
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4.2

Numerical Results

The numerical results are shown in Figure 2, which is an average of 50 simulations. First
it can be seen that the Bayesian optimization is indeed capable to find the optimum
of a black box function using binary observations because all curves gradually step up
as t increases.
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(a) The quadratic function, ln γ = 0.5, ln ρ = 1.
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Figure 2: The probability that x∗ is approximately correct using different acquisition
functions, which is an average results of 50 simulations. The solid lines, dashed lines,
and dotted lines represent  = 0.1 and  = 0.2, respectively.
Generally speaking, as an acquisition function, the expected entropy outperforms
the binary expected improvement. With the same number of observations, at most
(t)
times, the probability that x∗ is -correct using the expected entropy as the acquisition
function is higher than using the binary expected improvement.
When the test function is the simple quadratic function, both acquisition functions
behave quite well. It is almost guaranteed that using the expected entropy as the
acquisition function will find a 0.1-correct x0∗ after 30 observations while the probability
to find a 0.1-correct x0∗ slightly decreases to 0.8 if the binary expected improvement is
used as the acquisition function.
Compared with the quadratic function, the global maximum of the Forrester function locates at a sharper peak. As a result, the 0.1-correct set, {0.7, 0.75, 0.8}, is also
the 0.2-correct set. As illustrated in Figure 2b, if we use the binary expected improvement as the acquisition function of the Bayesian optimization and constrain the number
of observations to 50, the probability to find a 0.1-correct x0∗ is around 70% while by
using the expected entropy as the acquisition function, the probability remarkably increases to 95%. Actually this is because the binary expected improvement is always
exploiting. In this particular case, it is very easy to be stuck in the local maximum
and the inflection point.
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4.3

Trade-off between exploration and exploitation

Similar as the classical acquisition function expected improvement, the binary expected
improvement is also purely exploitation oriented acquisition function. It always chooses
the location with the largest expected improvement according to the current belief of
f to observe.
The exploitation behavior of the binary expected improvement can also be seen from
Figure 2. Compared with the expected entropy, it is more likely to find an approximate
correct x0∗ when t is small. For instance, in Figure 2a, when t < 15, the binary expected
improvement behaves better than the expected entropy does.
Nevertheless, in that case, the average probability of finding an approximate correct
x0∗ stops increasing after the first 15 observations if the binary expected improvement is
used as the acquisition function, which means the Bayesian optimizer is stuck. On the
contrary, when the expected entropy is used as the acquisition function, after the first
few exploring observations, the average probability of finding an approximate correct
x0∗ steadily grows up as t increases.
When not trapped by local maxima, the behavior of the binary expected improvement is exactly what we want. The variance around x∗ is much less than other locations,
which means that relatively speaking, the optimizer mainly focuses on learning around
x∗ and try to avoid meaningless exploration by ignoring locations where it believes
cannot be x∗ . However, Bayesian optimizers with the purely exploitation oriented acquisition function cannot always get rid of local maxima. As illustrated in Figure 3, the
optimizer is stuck in the inflection point. It is so shortsighted that many locations are
ignored before they are fully explored. A solution might be to use an extra parameter
to tune the trade-off between exploration and exploitation, like what [12] did for the
expected improvement.
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Figure 3: The posterior beliefs of the Forrester function (solid lines) after 50 iterations
using the two acquisition functions. The posterior distribution of two test functions
(blue dashed lines with triangles) using the expected entropy as the acquisition function. The blue solid lines indicate the posterior mean functions and the shaded areas
represent the 95% confidence interval. The green bar and the hatched red bar illustrate
the number of positive and negative responses, respectively.
For Bayesian optimizers with the acquisition function expected entropy, the tradeoff is implicitly made because in every iteration, it maximizes the mutual information
I(X∗ ; Y |D, x). This will naturally avoid the occurrence of large variances. In other
words, it is purely exploitation in minimizing the expected entropy but it automatically
makes the trade-off between exploration and exploitation in finding x∗ . As shown in
Figure 3b, it is clear that the variances of x around x∗ is less than other locations, but
the difference is not much.
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5

Conclusion

In this paper, we focus on the problem of finding the maximum of a black box function
using Bayesian optimization. The black box function is generally non-convex and
expensive to observe. Every observation is modeled as a stochastic binary random
variable.
A novel acquisition function, expected entropy, is proposed to select observation
location for the Bayesian optimization algorithm. It greedily maximizes the mutual
information between every observation and the distribution of the maximum. As a
result, the trade-off between exploration and exploitation in finding the maximum is
implicitly made.
Empirical results show that for various test functions, compared with the binary
expected improvement, using the expected entropy as the acquisition function will increase the performance of a Bayesian optimizer. Given the same number of observation
chances, mostly it has a larger probability to find an approximately correct result.

References
[1] W. T. Ziemba and R. G. Vickson, Stochastic optimization models in finance. Academic Press, 2014.
[2] S. Pandey and C. Olston, “Handling advertisements of unknown quality in search
advertising,” in Advances in neural information processing systems, 2006, pp.
1065–1072.
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Abstract
Neurons communicate with each other by generating action potentials, also
known as spikes, which can be recorded with an extracellular electrode placed
in the vicinity of the neurons. An electrode will generally pick up spikes from
several neurons near the electrode. Therefore, to decode brain processes, neuroscientists have to identify and sort these spikes according to their underlying
neuronal sources, a source separation process which is often referred to as spike
sorting [1].
A typical algorithm pipeline employed by state-of-the art spike sorting algorithms [2], [3] is to first detect spikes in the high pass filtered and preprocessed
raw data, followed by feature extraction on the aligned detected spikes, which
capture the energy and shape of the spike waveform. As each neuron has a distinctive signature spike waveform defined by the neuron’s morphology and its
distance to the electrode, these features can be clustered to identify the spikes
that originated from the same neuron. Finally, the cluster centroids are used to
estimate spike templates, followed by a template matching step to resolve overlapping spikes when neurons fire simultaneously.
Recently, on the hardware side, we’ve seen a shift from conventional extracellular
recording devices with a couple of electrodes to high-density neuroprobes with
around 1000 electrodes and electrode pitches of less than 20 µm [4]. This high
electrode density results in a spatial subcellular recording resolution such that a
spike is picked up by multiple electrodes and hence significantly increases spikerelated spatial information. Decreasing electrode size also leads to a decreasing
difference in spike waveform between morphologically different neurons. Thus,
spatial information is becoming key to spike sorting for high-density neuroprobes,
yet is left widely unexplored.
We propose a novel spatial filtering-based template matching procedure, in which
the spatial filter design allows to optimally discriminate between a target spike
and interfering spikes. Our approach has the advantage that it is computationally more efficient compared to conventional template matching algorithms,
facilitating a real-time implementation for closed-loop brain-computer interfaces.
Furthermore, because the filter is trained using only spatial information, it is robust against bursting non-stationarities, i.e., a special state in which a neuron
fires at a fast rate, which temporally alters its signature spike waveform. We
validate our method on real spike data, and show a significant increase in accuracy compared to conventional convolutive template matching algorithms [5]
employed in currently available state-of-the-art spike sorting algorithms.
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Abstract
This note∗ provides an instrumental-variable nuclear-norm subspace identiﬁcation (IV-N2SID) method for the identiﬁcation of state-space models with measurement noise. The key diﬀerence of the proposed method against the classical
N2SID method is that the measurement-noise inﬂuence is suppressed by the IV
technique rather than the regularization scheme for which the regularization parameter is usually diﬃcult to tune.

1

Introduction and problem formulation

In this note, we consider the identiﬁcation of the following state-space system model:
x(k + 1) = Ax(k) + Bu(k)

(1)

y(k) = Cx(k) + Du(k) + v(k),

where u(k) ∈ Rm , x(k) ∈ Rn , y(k) ∈ Rp are system input, state and output, respectively. v(k) ∈ Rp is the measurement noise which is assumed to be uncorrelated with the
input signal u(k).
The problem of interest is to identify the Markov parameters {D, CAi B} of the
system (1) using the input and output data available.
To cope with this problem, a nuclear-norm subspace identiﬁcation method was proposed in [1], which will be brieﬂy revisited below. For the sake of notational simplicity,
we introduce the following matrix operators:


y(1)
y(2)
···
y(h)
 y(2)
y(3)
···
y(h + 1) 


Hs,h (y(1), · · · , y(s + h − 1)) =  .
,
..
..
.
.
.
 .

.
.
.
y(s) y(s + 1) · · ·

H1
 H2 H1

Ts (H1 , · · · , Hs ) =  . .
.. ...
 ..
Hs · · · H2 H1

y(s + h − 1)



.


The data equation of the system (1) can be written as
Y = Ox + T U + V,
∗

(2)
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where

Y = Hs,h (y(1), · · · , y(s + h − 1)) ,

and the matrices U, V constructed respectively from u(k) and v(k) are deﬁned similarly.
The extended observability matrix O and the convolution matrix T are deﬁned by


C
 CA 


O=
 , T = Ts (D, CB, · · · , CAs−2 B).
..


.
CAs−1
The initial state sequence x is deﬁned by x = [x(1) x(2) · · · x(h)]. The dimension
parameters s and h are chosen such that Y is a fat matrix, i.e., ps ≪ mh.
Based on the data equation (2), the N2SID method is to solve the following regularized nuclear-norm method
min
Hi ,Ỹ

s+h−1
∑

∥y(k) − ỹ(k)∥2 + λ∥Ỹ − T U ∥∗

k=1

s.t. Ỹ = Hs,h (ỹ(1), · · · , ỹ(s + h − 1))

(3)

T = Ts (H1 , · · · , Hs ),
where ∥ · ∥∗ denotes the nuclear norm, ỹ(k) represents the noise-free system output,
and λ is a regularization parameter to balance the two terms in the objective function.
There are two shortcomings of the above N2SID method:
1. There too many variables to be determined, which is caused by the estimation of
the noise-free system outputs.
2. The regularization parameter λ is diﬃcult to choose without any prior knowledge
of the system model.
To cope with the above shortcomings, an instrumental-variable (IV) N2SID method
will be developed.

2

IV-N2SID method

To develop an IV-based system identiﬁcation method, the relation between the past
and future input/output data will be employed. To this end, the data equation corresponding to the future data is given as follows:
Yf = Oxf + T Uf + Vf ,
where
Yf = Hs,h (y(s + 1), · · · , y(2s + h − 1))
Uf = Hs,h (u(s + 1), · · · , u(2s + h − 1)) .
The instrumental variable constructed by the past system inputs is deﬁned as
Up = Hs,h (u(1), · · · , u(s + h − 1)) .
The IV-N2SID will be derived by taking following two steps.
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(4)

Step 1. Following the PI-MOESP method [2], a RQ factorization is given as
 



Up
R11
Q1
  Q2  .
 Uf  =  R21 R22
Yf
R31 R32 R33
Q3

(5)

From the above RQ factorization, we can obtain that
[R31 R32 ] = O[xf QT1 xf QT2 ] + T [R21 R22 ] + Vf [QT1 QT2 ].

(6)

As the measurement noise is uncorrelated with the input signal, the right-most term
in the above equation can be neglected as h → ∞.
Step 2. Based on the low rank property of the term O[xf QT1 xf QT2 ] in equation (6),
a nuclear-norm optimization problem can be formulated as
min ∥[R31 R32 ] − T [R21 R22 ]∥∗
Hi

s.t. T = Ts (H1 , · · · , Hs ).

(7)

By solving the above convex-optimization problem, the estimate of system Markov
parameters can be obtained.

3

Conclusions

In this note, an IV-N2SID method has been provided for the identiﬁcation of statespace models with measurement noise, which aims to coping with the drawbacks of
the classical N2SID method. In our future work, this method will be used for the
closed-loop system identiﬁcation.
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Abstract
Recently, an increased amount of attention has been paid to wireless acoustic sensor networks
(WASNs). In a large-scale WASN, it is questionable whether including all of the sensors is helpful
to a certain estimation task, e.g., speech enhancement, target localization. Due to the fact that the
energy usage and the lifetime of the network heavily depend on the number of the involved sensors, it
would be beneficial to involve a subset of the most informative sensors while satisfying a prescribed
inference performance. This is termed as microphone subset selection, or so-called sensor selection.
In this work, we investigate microphone subset selection for the spatial filtering based noise reduction problem. The optimization problem is formulated by minimizing the total transmission power
while constraining the noise reduction performance. The resource usage in terms of power aﬀects the
battery lifetime of the sensor, so it is taken as our objective function. Although the classical sensor
selection problem formulation [Joshi and Boyd 2009] maximizes the inference performance while constraining the number of selected sensors, in the speech enhancement context the desired number of
sensors is typically unknown and heavily depends on the scenario, e.g., the number of sound sources.
Hence, it would be more useful to relate the constraint to a certain performance in terms of noise
reduction or intelligibility of the final estimated signal. The sensor selection problem is therefore
reformulated to be constrained to a certain expected output performance. In such a way, the selected
subset of sensors always has the minimum transmission power.
The minimization problem is solved by convex optimization techniques exploiting the available
complete joint statistics (i.e., correlation matrices) of the microphone measurements of the complete
network, such that the selected subset of microphones is optimal in a model-driven sense. Compared to a weighted sparse minimum variance distortionless response (MVDR) beamformer (which is
weighted by the transmission costs between sensors and a fusion centre. If a coeﬃcient is very small,
the corresponding sensor will be not selected.) or a radius-based beamformer (given a radius γ, the
γ-closest sensors with respect to the fusion centre are chosen for the MVDR beamformer), experiments show that the proposed method can guarantee the desired performance with significantly less
transmission costs, which can be seen from Fig. 1(a). Fig. 1(b) and Fig. 1(c) illustrate two typical
selection examples of the proposed approach for a signal target source and two target sources, respectively, where the selected sensors are denoted by the blue solid circles. We can conclude that in
order to enhance the speech source(s) as well as to save transmission costs, the sensors close to the
target source(s), those close to the FC and some close to the interferences are of larger probability
to be selected, and they are helpful to enhance the target source(s), to save transmission costs and
to cancel the interfering sources, respectively. More importantly, the proposed approach is adaptive
not only to a single target source, but also to multiple sources.
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Figure 1: Results: (a) noise reduction performance of diﬀerent approaches vs normalized transmission
costs, (b) selection example for a single target source and (c) selection example for two target sources
based on the proposed method in a 2D (12 × 12) m room with 169 microphones uniformly distributed.
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