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Preface
The Werkgemeenschap voor Informatie- en Communicatietheorie (WIC) has organized
the annual Symposium on Information Theory in the Benelux (SITB) since 1980. This
year’s symposium, the 31st in the series, takes place in Rotterdam, The Netherlands.
It is organized by the Wireless and Mobile Communications Group of Delft University
of Technology.
These proceedings contain the papers which are presented during the symposium.
For the first time, the proceedings are not only offered in the traditional hard copy
booklet format, but also as soft copy on a memory stick. We are grateful to the
authors for submitting their latest results.
This year we are extremely fortunate to have two renowned invited lecturers: Prof.
Urbashi Mitra (University of Southern California, USA) and Prof. Emre Telatar (Ecole
Polytechnique Federale de Lausanne, Switzerland).
We gratefully acknowledge the sponsorship provided by the Gauss Foundation (presenting the Best Student Paper Award) and the IEEE Benelux Chapter on Information
Theory. We also express our sincere thanks to Mrs. Marjon Verkaik-Vonk for her assistance in the organization of the symposium.
We hope that this symposium offers a good opportunity to exchange knowledge
and improve personal contacts among the participants.
Delft, The Netherlands, May 2010,
Jasper Goseling and Jos Weber (Symposium Organizers)
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Cognitive Engine for Neighbor Discovery Scheduling in 60 GHz Home
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185
J.-W.H. van Bloem, R.J. Boucherie, J. Goseling, M. de Graaf, G. Heijenk,
J.C.W. van Ommeren and R. Schiphorst,
Effective Scheduling for Coded Distributed Storage in Wireless Sensor
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 193

ix

List of authors
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Underwater Acoustic Channels: Opportunities for
Information and Communication Theories
Urbashi Mitra
University of Southern California
Abstract
The oceans cover 71% of the earths surface and represent one of the least explored
frontiers, yet the oceans are integral to climate regulation, nutrient production,
oil retrieval and transportation. Future scientific and technological efforts to
achieve better understanding of oceans and water-related applications will rely
heavily on our ability to communicate reliably between instruments, vehicles
(manned and unmanned), human operators, platforms and sensors of all types.
Underwater acoustic communication techniques have not reached the same maturity as those for terrestrial radio communications thus presenting some unique
opportunities for new developments in information and communication theories.
Key features of underwater acoustic communication channels are examined: slow
speed of propagation, significant delay spreads, sparse multi-path, time-variation
and range-dependent available bandwidth. Each of these features necessitate specific methods to enable high fidelity communication while exploiting the unique
features of underwater acoustic channels. We review a host of solutions targeting
these key features.

Biography
Urbashi Mitra received the B.S. and the M.S. degrees from the University of California
at Berkeley. In 1994, she received her Ph.D. from Princeton University in Electrical
Engineering. Dr. Mitra was a member of the faculty of the Ohio State University and in
2001, she joined the Department of Electrical Engineering at the University of Southern
California, Los Angeles, where she is currently a Professor. Dr. Mitra is currently an
Associate Editor for the IEEE Transactions on Information Theory and the Journal
of Oceanic Engineering. She was an Associate Editor for the IEEE Transactions on
Communications from 1996 to 2001. Dr. Mitra served on the IEEE Information Theory
Society’s Board of Governors (2002-2007). She is the recipient of: Best Applications
Paper Award 2009 International Conference on Distributed Computing in Sensor
Systems, the Viterbi School of Engineering Deans Faculty Service Award (2009), a USC
Remarkable Woman Award (2009), USC Mellon Mentoring Award (2008), IEEE Fellow
(2007), Texas Instruments Visiting Professor (Fall 2002, Rice University), 2001 Okawa
Foundation Award, 2000 Lumley Award for Research (OSU College of Engineering),
1997 MacQuigg Award for Teaching (OSU College of Engineering), and a 1996 National
Science Foundation CAREER Award. Dr. Mitra has held visiting appointments at: the
Technical University of Delft, Stanford University, Rice Unviersity, and the Eurecom
Institute. She served as co-Director of the Communication Sciences Institute at the
University of Southern California from 2004-2007.
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Polar Codes and Applications
Emre Telatar
Ecole Polytechnique Federale
Lausanne, Switzerland.
Abstract
Discovered recently by E. Arikan, Polar Coding is a technique to construct codes
for binary input channels. These codes are provably capable of achieving the
‘symmetric capacity’ of a channel, have low encoding and decoding complexity
(O(n log n) in the block length n), and have block error probability that decays roughly like exp(-sqrt(n)). The talk will describe the polar construction,
and discuss how the technique extends to channels with arbitrary discrete input
alphabets and to multiple access channels.

Biography
Emre Telatar received the B.S. degree in electrical engineering from the Middle East
Technical University, Ankara, in 1986 and the S.M. and Ph.D. degrees in electrical engineering and computer science from the Massachusetts Institute of Technology, Cambridge, in 1988 and 1992 respectively. From 1992 to 1999 he was with the Mathematical
Sciences Research Center, Bell Labs, Murray Hill, New Jersey. Since then, he has been
a professor at the Ecole Polytechnique Federale, Lausanne, Switzerland. Dr. Telatar
was the recipient of the 2001 Information Theory Society paper award.
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E-voting: Individual verifiability of public boards
made more achievable
Jérôme Dossogne
Olivier Markowitch
Université Libre de Bruxelles
Fac. Sciences, Dept. Computer Sciences
Boulevard du Triomphe - CP212, 1050 Bruxelles, Belgium
jerome.dossogne@ulb.ac.be olivier.markowitch@ulb.ac.be
Abstract
In this paper we present two publishing methods for the votes and the result
of an election, the TreeCounting and alternative TreeCounting method. These
methods make the verifiability of public boards more achievable by publishing
the result of an election as a tree. Both can be parametrized to increase the
average number of times each node of that tree has been checked.

1

Introduction

In e-voting systems, any step of the chain of events from the setup of the system and the
participation of individuals to the publication of the results is a potential place where
fraud can occur. In this paper we propose to focus on the verifiability [1] process.
We define the individual verifiability property as the possibility for an individual
alleged to participate in an election as a voter to check that his own vote is in the
tally. While the purpose of this article is not to demonstrate how the user can find his
own vote in the published list or even to design a voting protocol ensuring his right
to stay anonymous, let us notice that such technique exists relying for example on
designated verifier signatures [2, 4]. The universal verifiability [1] is the possibility for
any individual alleged to participate in an election as a voter to check that every vote
of that election was correctly recorded and that every recorded vote was taken into
account in the global result of the election. The eligibility verifiability [1] property is
the possibility for anyone to check that only eligible votes are included in the declared
outcome. This paper focuses on the two first properties.
To achieve the individual verifiability property, most e-voting systems rely on the
publication of the votes as a list on a public board [2, 3, 4, 5, 6]; the verifiability is
achieved in two steps: (1) each voter checks that his vote is correctly published, (2)
each voter sums all the published votes and checks whether the total is equal to the
published one which means that his vote is taken into account and did influence the
result.
In this paper we propose an alternative publishing method of the votes on a public
board, we will refer to it as TreeCounting. In theory, when publishing the votes as a
list, any participant could indeed perform the two steps mentioned above. In practice,
when the number of participants exceeds a rather low threshold, we think that no
human being can nor will perform the second step in an accurate manner. Of course,
it could be possible to rely on tools to check the published sum, but the voters would
have then to trust these tools that could have been programmed by others.
Therefore, we propose a method who will ensure that any individual can contribute
to validating the sum of all the votes by calculating simple sums of a reasonable number
of values.
This method does not completely solve the problem: a perfect method should allow
any voter to validate the sum of all the votes without relying on anyone or anything
but himself. However our method allows each participant to easily contribute, in a
positive way, to this validation.

5
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In short, we propose to publish the votes as a tree in which the leaves are labeled
with the different votes and each internal node of the tree is labelled with the sum of
the labels of its sons. Then each voter can choose to check one or several nodes (he
checks whether the sum of all labels of the sons of a node a is equal to the label of that
node a), if he agrees to the published values of the labels, he validates these values,
and these validations appear on the public board.
Therefore, everyone and anyone can observe the coverage of the validations, how
many times each node has been validated or not and thus can evaluate the trust he
can have in the published results.

2
2.1

TreeCounting
Common listing method

Currently, most e-voting systems that use boards to publish the result of an election
simply publish them as a list. For an election with l candidates or possible choices
and n citizen, the publication can be modeled in the following form: n lines, each one
representing a vote and an additional line with the result as illustrated with the table
1. In this example, for a ballot i, if a candidate m is the selected choice, then ci,m = 1
and ∀j ∈ [1, l] , m 6= j : ci,j = 0. In this example, each voter can only vote for one
candidate. The example can be generalized to any election where a voter can vote for
n candidate since such election can be transformed into n elections where the voters
can vote for only one candidate.
Ballot 1
Ballot 2
...
Ballot n
Result

Candidate 1
c1,1 = 1
c2,1 = 0
...
cn,1 = 0
Pn
i=1 ci,1

Candidate 2
c1,2 = 0
c2,2 = 0
...
cn,2 = 1
Pn
i=1 ci,2

...
...
...
...
...
...

Candidate l
c1,l = 0
c2,l = 1
...
cn,l = 0
Pn
i=1 ci,l

Table 1: Example of a simple listing method
To achieve individual verifiability, each voter has to perform the following two steps:
(1) each voter checks that his vote is correctly published, (2) each voter sums all the
published votes and checks whether the total for his candidate is equal to the published
one. While the first step is relatively easy, the second one requires each voter to sum n
numbers where n is the number of voters. Therefore, when the number of participant
n exceeds a rather low threshold, we think that no human being has the ability to
manually perform the second step.
The universal verifiability requires the second step to be applied on all the votes
for all the candidates. Performing the eligibility verifiability requires to complete the
voting scheme with additional feature since no one knows what the other votes are
supposed to be. The second step requires the voter to sum l ∗ n digits where l is the
number of candidates and n the number of voter. As we explained for the individual
verifiability, while any voter is allowed to perform this verification, we think that no
human being can nor will perform the second step.
In this paper, we propose a set of alternative publishing method that intends to
help performing the second step.
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2.2
2.2.1

The proposed method
Presentation

Figure 1: TreeCounting with a binary tree and 3 candidates
In the figure 1 we present another method to display the results. We define a vote
as the expression of a choice by the voter. In our example, each voter has 3 choices
Ci , i ∈ [1, 3], in other words, each voter can choose one candidate out of 3.
Instead of publishing the votes and the result as a list, we propose to publish the
votes as a complete binary tree ∗ in which the leaves are labeled with the different votes
and each internal node of the tree is labeled with the sum of the labels of its sons as
illustrated with the figure 1. We will refer to such trees as complete binary counting
trees.
In our example, each node has the attributes x, y and z. x, y and z are used to
count the number of votes respectively for the first, second and third candidate † . In a
leaf, each of these attributes can either be equal to 1 or to 0. The results of the election
is contained within x, y, and z of the root node of the tree.
In other word, the list previously published is now represented by the leaves of a
tree and the published result is now displayed in the root of the tree. The internal
nodes represent the intermediary calculations from the leaves to the root. All the
information previously published still appear, we only add information, the result of
the intermediary calculations.
From this point on, each voter can choose to check one or more nodes (he checks
whether the sum of all labels of the sons of a node a is equal to the label of that node
a), if he agrees to the published value of the label, he validates this value, and this
validation appears on the public board.
This method can be generalized to any complete k-ary tree. In order to keep the
calculations easily computable, k should be reasonably small.
2.2.2

Induced properties

Every property induced by the publication of the information via the common listing
method [2, 3, 4, 5, 6] still exist since those information are still displayed and can be
read/recovered as easily as in the listing.
Since we display more information, there is an overhead. Indeed, in a common
listing method, only the votes are displayed. As we suggest to publish the vote as the
leaves of a k-ary counting tree, the additional information is strictly inferior to the
amount of information represented by the votes. For example, the worst case scenario
∗

A binary tree in which every level, except possibly the deepest, is completely filled. At depth n, the
height of the tree, all nodes must be as far left as possible.
†
In the figure, we numbered x y and z in each node in order to show the details of the calculations.
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in term of overhead happens if we have a complete binary counting tree. In that case,
the number of votes, thus of leaves, is x = 2n where n is theP
height of the tree. The
i
total number of nodes in the tree including the leaves equals n−1
i=1 2 which is inferior
n
to 2 . In other word, even in the worst case scenario, the overhead in information is
doubled. While this overhead might seems relatively excessive, its absolute size and
cost are quite reasonable.
Here is a concrete example. With 10 billion votes ‡ in an election with 100 candidates, by encoding each number with 32 bits, the amount of information to store for
the election is 109 ∗ 100 ∗ 32 = 800 GigaBytes. As previously indicated, using a binary
counting tree would increase this amount by less than the actual amount, thus the
total amount of information would be inferior to 1.600 TeraBytes. A hard disk drive
of such size can be bought in 2010 for less than 150e.
This method does not completely solve the problem: a perfect method should allow
any voter to validate the sum of all the votes without relying on anyone or anything
but himself. However our method allows each participant to easily contribute, in a
positive way, to this validation.
Therefore, this method increases the universal verifiability in practice since anyone
can perform the second step of the universal verifiability and thus can verify every
vote was taken into account. Since the verification rate of the universal verifiability is
increased, this method increases also the verification rate of the individual verifiability
in practice. Indeed, since anyone can verify that all the votes were correctly taken into
account, that same person can do the same verification for his own vote.
By adding a field in each node that indicates each time a node was validated by
a voter, this method allows everyone to observe the coverage of the validations, how
many times each node has been validated or not and thus to evaluate the trust he can
have in the published results. Furthermore, a second field must be added to each node
that indicates each time a node was considered non-valid.
Since voters are the one responsible of validating the tree, it is possible for a group
of attackers to incorrectly validate the tree. However, each voter will validate only the
internal nodes of the tree and has to identify himself to do so.
Since we wish to escape the psychological effect where each voter validates especially
the nodes nearest to his vote, we suggest to publish the tree with colour based code
relative to the score of each node (the score being the number of times it has been
validated minus the number of times a voter indicated the node was invalid). This
would help the voters selecting which node to check.
Obliviously, a complete k-ary counting tree can be created by using a complete kary tree instead of binary tree. Using such trees increases the coverage of the validation
by reducing the number of internal nodes for a constant number of votes. Indeed the
height of the tree and thus the amount of nodes decreases when k increases. Therefore,
each voter agrees to check a constant number of nodes, the coverage of validation is
increased. Of course, the complexity of validating one node increases also with k which
could lead to an increased error rate.

2.3
2.3.1

Alternative method
Presentation

We illustrate this alternative method with the following example: an alternative TreeCounting for an election of 3 candidates and 20 votes with 3 alternative binary counting
trees. In our example, see figure 2, the first candidate has 8 votes, the second 5 and
the third 7.
‡

Note that the entire Earth’s population is currently estimated by the United States Census Bureau
to be around 6.8 billions
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First candidate

Second candidate

Third candidate

Figure 2: Alternative binary counting trees

First of all, as shown in our example, let us indicate that the alternative TreeCounting method can no longer be used when a voter has the possibility to vote for multiple
candidates.
Indeed, instead of publishing the whole listing of votes for the l candidates as one
k-ary complete tree, we publish that information as l k-ary complete trees and sort all
the votes for each candidates in separate trees.
By doing so, the verification process speed is increased by tenfolds. The value in
a node belonging to a perfect k-ary§ subtree is predictable. If the node is the root of
such a tree where the distance to the leaves is h, its value should be k h . Knowing this,
it is now very easy and fast for a voter to validate nodes, levels of a tree or even trees.
If predicting this value seems too complicated since it implies the use of power,
tables of powers of k can be pre-distributed and pre-validated. With such table, a
voter only has to compare the values in the tree with the values in his table. If the
tree is not perfect, then the rightmost node of a level has to be validated summing the
values in his sons since, as illustrated in our example, that node is not the root of a
perfect k-ary subtree.
2.3.2

Induced properties

While the use of alternative complete k-ary counting trees allows to speed up the
validation process, the alternative TreeCounting method can no longer be used when
a voter has the possibility to vote for multiple candidates nor for elections where the
voter has to indicate his order of preferences.
As we previously mentioned, the first case can be easily overcomed by transforming
an election where a voter can vote for n candidates into n elections where the voters
can vote for only one candidate. The second case is as easy to solve but more difficult
to implement since each permutation has to be transformed into one possible choice.
Therefore, in that scenario, if the number of candidates is too important, we do not
recommend the use of TreeCounting.
We define the validation coverage of a tree as the average number of times each
node of that tree has been checked. Therefore, the validation coverage of an election
using TreeCounting is the average number of times each node of all counting trees of
§

Definition: A k-ary tree with all leaf nodes at same depth. All internal nodes have degree k.
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that election has been checked. Since each vote is present in only one tree, the alternative TreeCounting method could lead to an overall decrease of the election validation
coverage. Indeed, in this method, if an individual only cares for his own vote and
performs the individual verifiability process, the result would be an increase in the validation coverage only of the tree of his own candidate. In other word, while increasing
the universal verifiability in practice is still possible with this method, the behavior of
the individuals could lead to a diminished election validation coverage. This could be
avoided by combining the TreeCounting and alternative TreeCounting method. If we
publish the counting tree and the alternative counting trees we provide the voter with
the right of double checking the implication of his vote.
If the implemented system forbids a voter to validate only the label of one candidate in a node instead of all the labels of that node, notice that the TreeCounting
method should improves more the universal verifiability process than the alternative
TreeCounting since we suppose that voters will be more inclined to validate only the
tree of their candidate in the latter.

3

Conclusion

In this paper, we present two publishing methods for the votes and the result of
an election, the TreeCounting and alternative TreeCounting method. Both can be
parametrized to increase the average number of times each node of that tree has been
checked, i.e. the validation coverage. The two methods can be easily used at the same
time leading to a more flexible system. Such system would benefits from a more practical verifiability process thanks to the TreeCounting and from a more practical and
faster verifiability process thanks to the alternative TreeCounting.
From the observation that publishing the votes as a simple list leads only to a theoretical individual of universal verifiability, we think that implementing the proposed
methods and thus increasing the verifiability in practice is worth the effort.
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Abstract
The stream cipher Pomaranch uses so called jump controlled linear finite state
machines in a cascade to generate cryptographically secure key streams. One of
the drawbacks of Pomaranch is its hardware complexity versus speed tradeoff. In
this paper we explore the fundamental method of pipelining a hardware design
as applied to the hardware implementation of Pomaranch. It is shown that this
approaches can lead to a smaller hardware complexity and higher speed.

1

Introduction

Version 3–the latest version published in the eSTREAM project–of Pomaranch is specified in [4]. It uses multiple linear finite state machines (LFSM) in a cascade. The
basic LFSM used is a so called jump register of the Fibonacci type (aka Linear Feedback Shift Register, or LFSR). Jump registers are introduced in [1] and the theory and
application further developed in [2, 3]. The Pomaranch jump registers are of length
18 and have primitive characteristic polynomials. The odd-numbered jump registers
differ from the even-numbered ones, giving rise to two different characteristic polynomials. In this paper we focus on the implementation of Pomaranch in hardware and
explore the techniques of pipelining and parallelization to obtain a high speed cipher
that is either compatible with or has similar properties as version 3. One section of
the cipher consists of a jump register and a key map, with C(x) denoting the characteristic polynomial of the jump register, and C the corresponding transition matrix.
The transition matrix of the register is denoted by T and register states are denoted
t
by σ t = (σ17
, . . . , σ0t ), where t is a time index of this 18-bit state vector. The jump
mechanism implies the following relation between T and C: T = C + jit I, where jit
denotes the jump control input signal to the register at time index t.
The Pomaranch Key Map is a key dependent nonlinear function of the register state,
denoted by Sk (σ t ). In fact Sk depends only on 9 register state bits and so one could
introduce an 18 × 9 matrix U and write Sk (σ t U) for convenience. One Pomaranch
section is defined by the following three equations.
σ t+1 = σ t (C + jit I)
jot = Sk (σ t U)
st = σ t V
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The matrix V in (3) is an 18 × 1 matrix representing the selection of a key stream
contribution bit.
Pomaranch comprises N sections, where N = 9 for the 128-bit key cipher and
N = 6 for the 80-bit key version, but N can have an arbitrary value greater than 2.
The entire cipher is given by the equations below.
t
σ t+1
= σ tn (Cn + ji,n
I)
n
t
t
jo,n = Skn (σ n U)
t
t
t
ji,n
= jo,(n−1)
+ · · · + jo,1
;n > 1

(4)
(5)
(6)

stn = σ tn V
K t = st1 + st2 + · · · + stN

(7)
(8)

In Equations (4) through (7) n ranges from 1 to N . Pomaranch is depicted in Figure 1.
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Figure 1: The Stream Cipher Pomaranch

2

A Pipelined Pomaranch

The righthand side of Equations (4) through (8) comprise logic calculations that take
some small amount of time to execute, usually in the order of nanoseconds, depending
on the chip technology used. These calculation times–in hardware designs referred to
as propagation delays–therefore limit the overall clock frequency of the hardware and,
hence, the throughput speed in bits per second. Pipelining is a technique that breaks
up a chain of logic calculations into two or more smaller parts by adding delay cells
at certain places. By doing so, the total latency of the design hardly changes, but the
throughput can increase enormously due to the fact that the achievable clock frequency
usually increases substantially. By applying the principles of pipelining to Pomaranch
a much faster stream cipher is obtained, which does not have the low latency property
as we will see.
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Let us consider a Pomaranch design where d delay cells are inserted in between the
t
t
accumulated jump control signal jo,m
+ ji,m
of the mth section and the jump control
t
input signal ji,(m+1)
of the (m + 1)st section. If we require the output stream K t to
remain unaltered, then the states of the first m sections must be advanced by d time
units and the corresponding outputs st+d must be delayed by d. This situation is shown
in Figure 2 for m = 2. The above approach can be extended to place one or more delay
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Figure 2: Pomaranch with d delay cells after the second section
cells in between each pair of consecutive sections. Starting at the accumulated jump
control signal between the N th and (N − 1)st sections, we proceed until the output of
the first section. Although all delay cells are usually taken equal to d units, it should be
clear that the number of delay cells may vary with each section, i.e. having dN −1 , . . . , d1
units delay. Although in practice there is not much reason for having d > 1 units delay
in one signal line, in the Pomaranch cipher delay cells can be distributed backwards
over the XOR-gate and into the section’s key map, so as to improve overall timing.
This approach is illustrated in Figure 4, which shows the locations in the Pomaranch
key map, where delay elements (denoted by the symbol ) could be placed. In this
way the total propagation delay of the key map can be reduced by a factor of 2 or
more. It is even possible to break up the calculations inside the S-box into two or more
parts as is shown in Figure 5 for the so called compact S-box, in which the structure
of the underlying finite field is used to calculate the inverse in GF (23 )3 as opposed to
using a table lookup for the inverse in GF (29 ), (see [5]).
An important observation is that there is no need to advance the states of the
delayed sections. This can be seen by considering that these states are the result of the
initialization process, and therefore, non-advanced states can be regarded as resulting
from different key-IV combinations. Also, as the periods of the partial key stream do
not change by the pipelining approach, the delay cells at the partial key stream outputs
of the sections are redundant. More importantly, there is no latency, because the key
stream output can be used directly, without having to wait for (N − 1)d clock pulses.
One of the possible architectures is shown in Figure 3. The pipelined design is not the
same as Pomaranch according to the specification in [4], i.e. it is not interoperable, but
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Figure 3: Pomaranch variant with delay cells at timing critical places
rather it behaves in a similar way as the original from a cryptographic point of view.

3

A Parallelized Pomaranch

Hardware implementations of finite state machines like ciphers, usually increment the
time index by 1 with each clock pulse. This is, however, restrictive for a high speed
implementation. Let us explore the situation where the time index is incremented by
2 or more with a clock pulse, and see what happens to the section equations.
It is rather straightforward to generalize Equations (1) through (3), describing a
section for two or more steps per clock pulse. The following equations hold for n steps
per clock pulse.
σ

t+n

=σ

t

n−1
Y

(C +

jit+k I)

t

= σ Tn = σ

k=0

t

n
X

Cn−k Bkn

(9)

k=0

(jot , jot+1 , . . . , jot+n−1 ) = (Sk (σ t U), Sk (σ t T1 U), . . . , Sk (σ t Tn−1 U))

(10)

(st , st+1 , . . . , st+n−1 ) = (σ t V, σ t T1 V, . . . , σ t Tn−1 V) = σ t V′′

(11)

The compound transition matrix Tn for the n-step case is given by the righthand
side of (9) making use of the notation for symmetric Boolean functions introduced
in [6]. We write Bkn for the symmetric Boolean function of order k, 0 ≤ k ≤ n of n,
n ≥ 1 jump control input signals jit , . . . , jit+n−1
The matrix V′′ in (11) is an 18 × n matrix, with the second through nth columns
depending on the jit+1 , . . . , jit+n−1 . So we observe that generating n key bits in one
clock pulse is not n-times as expensive in hardware as running n sections in parallel,
because the jump register itself needs to be implemented only once, albeit somewhat
more complex due to the n jump control inputs and n outputs. Results of the parallel
and pipelined implementation are in [7], which describes that clock speeds of 2 to 3
Gb/s are achievable.
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4

Conclusions

Pipelining of the Pomaranch design seems to result in an enormous increase in clock
frequency. This is due to the fact that the longest delay path–the accumulated jump
control signal–is broken up into short paths. With parallelism it looks as if we can get
double the speed for less than double the hardware complexity. It is to be expected
that a combination of parallelism and pipelining will give the best results.
The bottleneck in the current Pomaranch cipher is the Key Map with its S-box
and Perfect Nonlinear Boolean Function of seven variables. If we could simplify the
key map, e.g. by getting rid of the S-box altogether, or by using a less complex 7–1
function the performance/footprint ratio would increase significantly. This, however,
requires additional cryptologic research.
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Abstract
In this paper we review a non-exhaustive list of online banking systems used in
Belgium in regard of man in the browser attacks. We focus our attention to the
signature on each transaction and suggest simple solutions that would prevent
and/or detect attacks attempts.

1

Introduction

Nowadays, most financial institutions propose online accesses to some of their services; called online banking, net banking, . . . the security of these systems (identification/authentication, signature of transactions, . . . ) are based on different tools.
Meanwhile, man in the browser attacks become increasingly worrying [6, 5, 4, 3, 1] .
In this kind of man-in-the-middle attacks, the user’s web interface of the online banking
systems is under the control of the attacker.
In this paper we review the online banking systems of the main belgian banks in
regards to such attacks. We propose reasonable solutions to detect when an attack
happens as well as to prevent them.

2

A man in the browser attack based on the signature of a transaction

When considering online banking services, we can formalize a transaction and its
M,C
notation as such: AU −−→ AE , U wants to send the amount M from his account
D

AU to the account AE of another entity E with a communication C at the time D.
M,C
The signature of U on the transaction AU −−→ AE and expressed with the notation
D

σ = SignU (AU , AE , M, C, D) would be considered as a proof of the identity of U and of
M,C
his request to perform the transaction AU −−→ AE . This set of variables on which the
D

signature should depend is the minimum set we recommend for all systems of signature.
Depending on the signature protocol, it can be advised to sign more parameters, for
example a random value R generated by the online banking service to prevent replay
attacks, i.e. σ = SignU (AU , AE , M, C, D, R).
It is obvious to anyone that signing an unfilled check is, regarding security, hazardous. The same can be said about the behavior of a bank’s customer that sign a
check without paying attention to the amount. The digital equivalent to these situations happens when the user performs a signature on a document which value is not
dependent of all the parameters/sections/elements of the document.
If the document is a transaction and if such signature is not computed using all
the elements of the transaction, it is possible for an individual in control of the user’s
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browser’s view and or behavior to modify that aspect and still forward the same signature coming from his victim to the bank. Such attacks can be, for example, conducted
by impersonating the bank’s website (phishing) or even by distributing or installing a
modified version of the web browser used to access such service. Since the signature is
computed using only the secret (a PIN code, a password or a code out of list distributed
to the user) and parts of the transaction, for example σ = Sign(U, M ) without using
AU , AE , C nor D, another transaction could be created by an attacker with modified
values A′U , A′E , C ′ and D′ and σ would be a valid signature for the second transaction
too. In our case, such attacks can take as targets the customer’s browser and its rendering function, it’s cache or even configure the browser to use a proxy which will alter
the pages while the user browses the website.
To protect the user against a modified version of it’s web browser, it is usually
suggested to use anti-malwares softwares. Such suggestions are quite relevant but we
have to keep in mind that these protection techniques are far from perfect. Moreover,
recent polls [7, 8] on websites with a computer oriented content and communities,
reveals on increase since last year from 15.06% to 15.84% of their community that does
not use any antivirus program. Therefore, the security of an online banking service
should not suppose that every of its customer are shielded against software based
attacks such as virus and spywares.
Our objective is to bring the importance of signing a transaction using all the
parameters of the transaction (AU , AE , M , C and D) to the attention of the reader.
To secure further online banking services, it is possible to detect attempts of attacks
on their customers. Indeed, it is possible to include other aspects in the signature such
as the IP address of the user and of the server. An educated user would be able to
detect if it is his own or not. Otherwise the name of the Internet provider (obtained
through a reverse dns lookup request) would already help and force the attacker to use
the same Internet provider as his potential victim.
When signing all the elements for each transaction is considered too fastidious, i.e.
of a too high cost for the user, it is possible to ease this process with the creation of
pre-approved list. For example, a user could create a pre-approved list made of AE ’s
and decide that any transaction that does not sign the AE variable must have an AE
included in that list. This limit the scope of an attack since the attacker could still
modify the value of AE in the transaction but only to one present in the contact list.
When creating or adding items to such list, it would be mandatory for the user to sign
each request or else an attacker would simply have to insert his own account number
in the list.

3

The Belgian situation

We propose to look at the main Belgian net banking services at the light of the attacks
such as the ones discussed in section 2. The four first banks we present, Dexia, Fortis,
KBC and Centea are using an unconnected security token called Digipass in different
ways, we will show the consequences of their choices. ING is using another kind of
device which they also call Digipass. The Deutsche Bank is using a Code Card and the
Keytrade bank requires the use of an RSA SecurID device to authenticate the user.

3.1

Dexia

The Dexia online banking service[10], called Dexia Direct Net, requires the use of a
standalone unconnected smart card reader equipped with a numeric keypad and a
screen (called Digipass). When a customer completes a transaction, he is asked to sign
the transaction through his Digipass wherein the user inserts his bank card and with
the knowledge of the card’s PIN code.
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M,C

However a user U signs a transaction AU −−→ AE using that service, the website
D

does not ask the user U to sign the whole transaction but only the amount M and
a number R which appears random to the user. This allows an attacker to modify
the value of some parameters (AE for example), i.e. σ = SignU (M, R). While this
apparently random value could well be dependent on the transaction’s parameters it
can only increase the security of the transaction by protecting the system against replay
attacks. Indeed, even if that value was dependent on AE for example, an attacker could
easily modify AE , ask the website for another apparently random value and submit it
for signature to the user who will sign it without noticing the difference between the
received random and a genuine value.
To improve the level of security, a signature σ involving all the parameters of the
transaction (AU , AE , M , C and D) should be considered, σ = SignU (AU , AE , M, C, D, R).
The service also offers the possibility to memorize transactions in a list L for a
future reuse. These transactions can be partially defined, leaving some parameters
undefined (AU , M , D and C for instance). When a user wishes to add an item to
that list the website does not ask the user U to sign the whole transaction but only
a number which appears random to the user. This allows an attacker to modify the
value of all the transaction’s parameters.
To improve the level of security, a signature σ = SignU (AU , AE , M, C, D) involving
all the parameters of the transaction (AU , AE , M , C and D) should be considered
when performing a request to insert such a transaction in the list L.
After applying the improvement suggested for the creation of L, a cost effective
way to improve the overall security of the service could be to allow a user to sign only
the parameters that are not already pre-approved. For example, if there is an entry
in L with only AE = x and M = y, when the user U ask to execute a transaction
M =y,C
AU −−−−→ AE = x, the service will only ask him to produce a signature involving (AU ,
D

C and D) σ = SignU (AU , C, D, R) since the couple AE = x and M = y were already
pre-approved.

3.2

BNP Paribas Fortis

The BNP Paribas Fortis online banking service[11], called PC banking, requires the use
of the same device called Digipass by Dexia. When a customer completes a transaction,
he is asked to sign the transaction through his Digipass wherein the user inserts his
bank card and with the knowledge of the card’s PIN code.
M,C
When a user U signs a transaction AU −−→ AE using that service, the website asks
D

the user to sign the parameters M and AE , i.e. σ = SignU (M, AE ). To prevent itself
against replay attacks, the server will deny any transaction with the same M and AE
in a short interval of time.
This system is an improvement from the system proposed by Dexia since the destination account AE cannot be modified anymore by an attacker without the user’s
knowledge and approbation. While the two parameters M and AE are now protected,
AU , C and D are still subjects to the attack we mentioned in section 2.
Therefore, it is still possible to improve the level of security by producing a signature
σ involving all the parameters of the transaction (AU , AE , M , C and D), i.e. σ =
SignU (AU , AE , M, C, D).
Moreover, when a user wishes to sign multiple transactions at once, as the system
permits it, the signature generation protocol changes and falls back to the system used
by Dexia and is, in such case, subject to the same vulnerabilities and recommendations
we mentioned for Dexia’s online banking service.
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3.3

KBC

The KBC online banking service[12], called KBC online, requires the use of the same
device called Digipass by Dexia. When a customer completes a transaction, he is asked
to sign the transaction through his Digipass wherein the user inserts his bank card
and with the knowledge of the card’s PIN code.
M,C
When a user U signs a transaction AU −−→ AE using that service, the website only
D

asks the user to sign a challenge R which enables the server to prevent any kind of
replay attack, i.e. σ = SignU (R).
However, as you can see, neither AU , M , C, D, or AE are part of the signature
generation. Therefore, the man in the browser attack we described in section 2 can be
applied on any of those parameters.
To improve the level of security, a signature σ involving all the parameters of the
transaction (AU , AE , M , C and D) should be considered, σ = SignU (AU , AE , M, C, D, R).

3.4

Centea

The Centea online banking service[13], called Centea-Online, has the same requirement
and behavior regarding the signature of a transaction than the KBC online banking
service.

3.5

ING

The ING online banking service[14], called Home’Bank, proposes two methods for its
identification’s process. The first requires the use of ING’s software called security
module and the other requires the use of a device with a screen and a numeric keypad
called Digipass. Depending on the method used, ING has different policies. More
restrictions on the maximum amount to be transfered per transaction or per week are
applied when the security module is used than when the Digipass is used.
3.5.1

Using the security module

We will now study the first method proposed by ING. To log in and execute a transaction, the user has to launch the security module and ask, via the Home’Bank website,
the authentication process that calls the security module which is listening to the port
1234 on the localhost ip address (127.0.0.1). The security module then asks the user
to provide his password. From this point on, the user is considered as logged in and
can browse the Home’Bank to ask of a transaction to be executed. After filling in all
the fields needed for a transaction and asking the website to validate it, the security
module is called and prompt the user for his password. If the password is correct the
transaction is executed.
When called, the security module executes its task using a safety file created earlier
by the module. To create the safety file, the module ask the user to provide a code
distributed by ING.
It is here unclear of what is really signed since the communications between the
website and the security module are not visible to the user. Therefore, the mentioned
attack can clearly be applied by modifying the user’s web browser’s behavior. One
would simply have to display values for the transaction’s parameters different than the
ones sent to the security module.
In general, security systems where the communications are under the solely control
of the browser are unsecure. Such systems are obviously subject to attacks where the
installed browser can be modified without the user’s knowledge. As we explained in
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section 3.1, the user knows what he signs∗ but he does not sign enough parameters for
the system to be fully secure. On the other side, in ING’s case, the user does not know
what he signs at all, which leaves open a possibility for an attacker in control of his
web browser to modify all the parameters of the transaction.
It is possible to prevent the use of a modified browser by trying to enforce the use
of certified and signed programs conjointly with the security module. However, the
use of an external device that cannot be modified without the user’s knowledge, that
are distributed and verified by the bank and work on challenge-response base is better
than any security module installed on a complex and unsecure environnement like a
personal computer. More generally, any software present on a computer is potentially
a source of weaknesses since it can be attacked/modified. Such environment should
therefore be considered as more insecure.
3.5.2

Using ING’s Digipass

The second method for ING’s website’s identification process requires the use of a standalone unconnected device with a digital screen and a numeric keypad called Digipass
by ING. However, Contrary to the Digipass used by Dexia, Fortis, KBC and Centea,
ING’s Digipass is not a smart card reader and therefore does not require the use of
the user’s bank card.When a customer completes a transaction, he is asked to sign the
transaction through his Digipass and with the knowledge of the Digipass’s 5 digits PIN
code.
M,C
When a user U signs a transaction AU −−→ AE using that service, the website only
D

asks the user to sign a 12 digits value R, i.e. σ = SignU (R).
To improve the level of security, a signature σ involving all the parameters of the
transaction (AU , AE , M , C and D) should be considered, σ = SignU (AU , AE , M, C, D, R).

3.6

Deutsche Bank

The Deutsche Bank online banking service[15], called Online Banking, requires the use
of card, called Code card, associated to the user, identified by a serial number and
used for the array of 5x8 ([A; E] × [1; 8]) codes of four 10-based digits displayed on its
surface.
Prior to performing a transaction, the user has to use his login, password and the
Code card to identify himself with the website. In this case, no unconnected security
device are used, the password is verified by the website itself. When a user U confirms
M,C
a transaction AU −−→ AE using that service, the website asks the user one of the 40
D
possible codes present on the Code card. In this case, as you will by now have guessed,
all the parameters of the transaction are subject to man in the browser attacks.
Moreover, if a user loses his password, he simply has to call the helpdesk of the
company and identify himself. The human operator will ask him 1 of the 40 codes of
the Code card (for example A3). Afterwards, a new password will be sent by mail.
Notice that the Code card will not be renewed even if the user just revealed a part
of his secret (i.e. one code) on an unsecure channel to an unindentified human (the
operator could be dishonest, the call might have been redirected or someone might
have been listening to the line or to the user’s room door).
Since the website awaits for the code only for a limited amount of time, the browser
can easily reveal all the secret codes. Indeed, if the user takes too much time to
answer, the website will ask another code. Therefore, the browser could slow himself
down when asked to submit the confirmation code to the website. The browser could
∗
Even though, even if the user inputs the amount in his Digipass to generate the signature, he has
no proof that the values he inserted in his device were really used to generate the signature.
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do so by faking a slow network and/or computer without the user suspecting anything.
Moreover, the browser could even faking the sending of the code to the website and
ask the user to enter several codes each times he wishes to authenticate with the online
banking service.
One might argue that the Deutsche Bank’s website, using virtual keyboards, is
protected against malwares trying to capture the codes. However, it has been demonstrated that such systems are not secure [2]. Moreover virtual keyboards are sometimes
even less secure than regular keyboard regarding an attacker in the same room who
can watch the user interact with the website since the user interact slower with the
virtual keyboard than the real one.

3.7

KeyTrade

The KeyTrade online banking service [16] requires the use of a standalone RSA SecurID
device [9] equipped with a screen (called Keytrade ID) of which the serial is associated
to his login.† Prior to performing a transaction, the user has to authenticate with the
website using the knowledge of his login, password and a code, called Keytrade ID code,
generated with his Keytrade ID. Afterwards, the user can complete the various fields
required for his transaction and confirm that transaction using a secondary password,
which is different from the authenticating password.
In other word, once again, the code inserted by the user in the browser which will be
sent to the bank’s website to confirm the transaction does not depend on the parameters
of the transaction. Therefore, a modified browser could send false informations to the
bank’s website using the same code of confirmation without the user’s knowledge.

4

Conclusion

In conclusion, none of the systems we had the opportunity to observe did protect all
the parameters of the transaction. To the best of our knowledge, the one protecting
the most each transaction is the one provided by BNP Paribas Fortis which only
protects the amount to be transferred and the account of destination in case of a single
transaction. We discovered the existence of identification systems for video-games
that ensure a stronger security than the one used by some online banking systems.
For instance, a version of the identification system of Activision-Blizzard’s Massively
Multiplayer Online Role-Play Game, World of Warcraft (used by approximatively 11
millions paying subscribers i.e. around the size of the whole Belgian population) has
a procedure similar to the KeyTrade online banking system which appears to be more
secure than the Code card system of the Deutsche Bank since the pool of confirmation
codes asked when a user wishes to identify himself is not limited to the contrary of the
system used by the Deutsche Bank.
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Abstract
In this paper, we propose a secure anti-counterfeiting solution based on the extraction of a unique identifier out of the random profile of laser marks that are
engraved on the surface or in the bulk of physical objects. Given today’s technology, the 3D profile of a laser mark can be considered uncloneable. Indeed,
reproducing a mark would be so expensive that it thwarts any attempt to build
a twin of a given mark. Actually, we rely on the resolution difference that can
be achieved between the engraving which can be seen as pretty coarse, and the
much more precise reading process. The solution we propose exploits these physical features in the design of a comprehensive anti-counterfeiting system based
on existing tools. Experimental results demonstrate the feasibility of using the
framework for real applications.

1

Introduction

The growing trade in counterfeit goods continues to affect every economy worldwide.
Many companies use the so-called overt physical identifiers such as hologram and inks
that visibly alter under light. Despite their simplicity, overt physical identifiers normally can be easily cloned [1, 2]. Covert technology, instead, apply identifiers that are
not readily visible by naked eye. Invisible inks and proprietary photonic inks [1] are
examples of covert physical identifiers. Another widely used covert physical identifier
is Radio Frequency Identification (RFID) Tag that contains digital identifier used to
authenticate the product [2]. Uncloneability is still a big concern for covert identifiers
and if the digital identifier is cloned, the counterfeit product could easily cheat the
anti-counterfeiting system.
Intrinsic random features of physical objects seem a good indicator of their unique
identity; because they are random and there is no extra effort needed to add physical
identifier to the object and they cannot be removed from one object or copied into
another one. For example, almost all paper documents, plastic cards and product
packaging contain intrinsic random features that can serve as an unique identifier [3, 4].
Nevertheless, generating identifiers using intrinsic random features of physical objects
is highly dependant on the object material, which raises some difficulties in the design
procedure. Furthermore, for some materials, these features may not be sufficiently
random and/or robust against some likely changes such as paper shrinking and etc.
Another alternative is to adhere a tag containing sufficient physical random features to the product. In 2002 Pappu introduced optical Physical Uncloneable Function
SS and MAS are funded by the Walloon Region. LJ is the Postdoctrol Researcher and F.X.S is
the Associate Researcher of the Belgian National Science Foundation (FNRS). SS thanks Dr. Philippe
Bulen (ICTEAM/UCL) for sharing his experiments in the subject and help writing the paper.
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(PUF) [5]. Optical PUF consists of a transparent material containing randomly distributed light scattering particles. It is attached to a physical object like a credit card
and serves as an identification tag. For a more in-depth view of PUF and its use in
cryptography, we refer to Pim Tuyls et al.’s book [6]. When using a dedicated tag as
physical identifier, the authentication process should include an integrity check of the
product/tag link to ensure it was not broken.
In our method, we use the random 3D profile of laser marks engraved either on the
surface or in the bulk of material as a Physical Uncloneable Function. The detail profile
of laser marks is practically uncloneable since it cannot be reproduced or at the cost of
such an expensive manufacturing process that it renders it worthless. This method provides some advantages over current methods: given the tiny size of the marks (in range
of micrometer), the density of the random information generated out of laser marks is
high. Furthermore, it offers the benefits of being more robust against normal distortion
like ageing. The main contribution of this paper is to introduce Laser-written PUF
(or LPUF) and propose a secure anti-counterfeiting system based on this PUF. The
rest of the paper is organized as follows: Section 2 briefly describes the proposed anticounterfeiting system. Section 3 presents the system ingredients and gives a detailed
description of the main components, i.e. LPUF and identifier extractor using binarized
robust Gabor coefficients of the LPUF images. Finally, Section 4 demonstrates the
applicability of the proposed system by providing experimental results on a database
of LPUFs.

2

Description of Anti-Counterfeiting Scheme

In this section, a general view of the proposed anti-counterfeiting system is sketched
(Fig. 1). The scheme is split in two different parts. The first one (registration) is
performed once on the object before it is released on the market while the second step
(verification) can be performed each time someone wants to be convinced the good is
a genuine one. The components of the scheme will be discussed afterwards.
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Figure 1: Anti-counterfeiting Scheme based on LPUF.
First, during the registration phase, a unique physical identifier is built from the
object and embedded on it as follows:
• Laser marks are engraved on the surface or in the bulk of the object material.
• The 3D profile (or topography) of one or more engraved marks are accurately
measured by means of optical interferometry.
• A string of bits consisting of the identifier (s) and the helper data is generated
out of 3D profile of the selected marks.(The exact descriptions of these terms are
given in Section. 3.2)
• The string of extracted bits is signed by the private key of authority that forms
the marks signature.
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• The signature is encoded into a tag T1 and engraved into the object by means
of conventional laser marking (e.g. Datamatrix).
Second, in order to check whether the object is a genuine one or not, the verification
phase performs as follows:
• The 3D profiles of the selected laser marks are accurately measured again.
• Tag T1 is scanned, decoded and decrypted by public key of authority that provides the identifier and the helper data.
• The new identifier of the marks is built out of their 3D shape with the aid of the
helper data.
• If both identifiers (s and s’ ) match, the object is accepted as the genuine one;
otherwise it is rejected as a fake.

3

Anti-Counterfeiting Ingredients

Proposals for the system ingredients are given in the present section. We mention that
these choices are not expected to be optimal but they provide a solution that reasonably
fits the requirements of our target application. Hence, they could be improved or tuned
for other applications. Due to the significance of the LPUF and identifier extractor
in our contribution, we pay a particular attention in describing them in detail. And
for other ingredients, namely Digital Signature and Tag En-/De- Coding, we rely on
existing solutions and references.

3.1

Laser-written PUF

Physical systems that are produced by an uncontrolled production process, i.e. one
that contains some intrinsic randomness, turn out to be good candidates for PUFs. In
this paper, as a technological achievement of the TOMO3D project [7], we propose a
PUF based on the 3-D profile (or topography) of laser marks, with a diameter of 60µm,
engraved on the surface of a physical object.
The uncontrollability of the laser marking process is mainly caused by laser instability and characteristic of the object material. The mark profile shows therefore
a spatial variability that cannot be reproduced, at least with reasonably inexpensive
technology. Fig. 2(a) shows the laser engraving principle illustrating the two main
sources of randomness. To exploit this randomness, it requires to measure the profile
with a (reading) resolution finer than the laser beam diameter (writing resolution). In
our scheme, this reading (not illustrated) is performed by White Light Interferometry
(WLI) that achieves a sub-micrometer transverse resolution and a nanometer longitudinal resolution [8]. Fig. 2(b) is an illustration of the profiles of two marks engraved
in identical conditions (as far as controllable by engraving method) measured by WLI
method. The measurement is done twice for each mark. Each column corresponds to
the measured profiles of the same mark. The comparison of the four images clearly
indicates that the profiles of the two marks are far more different than the profiles of
two measurements of the same mark. In other words, the accuracy of the measurement
is well adapted to pinpoint the differences between the profiles of marks.

3.2

Fuzzy Extraction of LPUF Images

The simple image of a PUF cannot be used as an identifier of the marked object. First,
different observations of the same PUF are subject to noise (e.g., for LPUFs, due to
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Figure 2: (a) Laser engraving principle. (b) Topographic profiles of two different laser
marks (left/right) engraved in identical conditions. Top and bottom rows are two
different WLI observations.
small variations in the measurement setup or because of slight mark degradations) and
therefore they cannot be perfectly reproduced. Second, any observation needs to be
reduced and digitized in a limited binary string, or fingerprint, for further comparison, storage or transmission of data for object authentication. Finally, the extracted
fingerprints from a set of similar objects may not produce the uniform distributions
required by most of the cryptographic applications. Turning noisy physical information
into cryptographic keys can be achieved using fuzzy extractors [9]. A fuzzy extractor
reliably extracts nearly uniform randomness from its noisy input; the extraction is
error-tolerant in the sense that the output will be the same even if the input changes,
as long as it remains reasonably close to the original. In this Section we adapt the
scheme proposed by [9, 10] to our special database. The whole pipeline follows a Fuzzy
Extractor procedure [9] composed of a Registration stage and a Verification stage, as
summarized in Fig. 3 on the left and on the right sides respectively.
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Figure 3: LPUF Fuzzy Extractor: registration stage (left) and verification stage (right).

Image Preprocessing: A WLI observation is obtained from the PUF with some
preprocessing aiming at reducing observation noises corresponding to the changes in
the relative position of the object and camera. We use a synchronization scheme based
on the boundary of each mark. First, to avoid oversegmentation, we use gray scale
morphological filtering to simplify the image and remove small details. Then, the
boundary detection tool is applied to the image and the exact area of each mark is
extracted from the original image.
Registration Stage: The registration stage consists in the reduction of a preprocessed image I ∈ RN1 ×N2 = RN of N = N1 N2 pixels into a robust string ϕ ∈ B M =
{0, 1}M of M bits, or fingerprint, followed by the encoding of this reduction with an
identifier for further verification into a helper data.
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Similarly to [10], the reduction relies on the use of 2-D Gabor filters. These are
elementary functions gγ (x) ∈ R defined on x = (x1 , x2 ) ∈ R2 and parameterized by
γ = (a, ν, b) ∈ R+ × R2 × R2 in the following way
gγ (x) =

√1
a 2π

sin(ν · (x − b)) exp(− 4a12 kx − bk2 ),

(1)

with u · v = u1 v1 + u2 v2 and kuk2 = u · u for u, v ∈ R2 . The function gγ (x) is the
product of a plane wave with wave vector ν ∈ R2 and a Gaussian with variance (or
scale) a ∈ R+ centered on b = (b1 , b2 ) ∈ R2 . It is a efficient directional feature detector
used in many image processing applications [11].
The image identifier of I is built from its Gabor coefficients, i.e. from the values
Z
G(γ) = hgγ , Ii =
d2 x gγ (x)I(x),
(2)
R2

where the last integral is well approximated by a finite sum for a larger than few pixels.
In our experiment, we restrict γ to a finite set of values Γa,ν0 ,∆ ⊂ R+ × R2 × R2
defined as

Γa,ν0 ,∆ = (a, νℓ , bm ) : νℓ = ν0 (sin θℓ , cos θℓ ), θℓ = 2πℓ/L, 0 ≤ ℓ < L,
bm = (m1 ∆, m2 ∆), 0 ≤ mi < ⌊Ni /∆⌋, i ∈ {1, 2} .

(3)

The size of Γa,ν0 ,∆ is #Γa,ν0 ,∆ = L⌊N1 /∆⌋⌊N2 /∆⌋, and it induces the coefficient set
Ga,ν0 ,∆ = {G(γ) : γ ∈ Γa,ν0 ,∆ } of same size. The effects of a, ν0 and ∆ are evaluated in
the experimental tests of Section 4.
The M components of the fingerprint ϕ ∈ B M of the image I are simply given by
ϕi = Q[G(γ (i) )], where Q[λ] is the 1-bit quantizer equals to 1 if λ > 0 and 0 else, and
γ (i) is the parameter vector of the ith strongest value∗ of Ga,ν0 ,∆ .
The M parameter vectors of {γ (i) : 1 ≤ i ≤ M } constitutes the first part of the
helper data and they can be efficiently encoded into a string w1 of Mγ < #Γa,ν0 ,∆ bits.
In parallel, an identifier s of K < M bits is generated by a Random Number
Generator (RNG) and extended into a string se ∈ B M by an Error Correcting Code
encoding (ECC) of error-correction capability T < K < M . Finally, ϕ is XORed (⊕)
with se to form w2 = se ⊕ ϕ ∈ B M . The full helper data of M + Mγ bits is composed of
(w1 , w2 ). This data constitutes, together with the identifier s, the information required
to authenticate the object. In our anti-counterfeiting scheme (See Fig. 1), this data is
signed, encoded and embedded in the Tag T1.
Verification Stage: During the verification stage, the PUF is reobserved into a
image I ′ ∈ RN undergoing the same preprocessing and extraction of Gabor robust
components. From the helper data, w1 is decoded into the M parameter vectors γ (i) to
compute ϕ′i = Q[hgγ (i) , I ′ i]. After XORing this later with w2 and sending the output to
the ECC decoder (ECC−1 ), a final K-bits string s′ is produced. Since (u ⊕ v) ⊕ v = u
for any two strings u, v ∈ B M , if the ECC capability T is set higher than the maximal
hashing distortion of different observations of the same PUF, and if we do observe the
same object with the same PUF, then the system guarantees s = s′ [9].
To avoid confusion, it is worth clarifying that in this work, fingerprint denotes ϕ
or ϕ′ bit strings built from the physics (during registration or verification), whereas
identifier stands for the K-bit string s generated from a RNG. The properties of the
proposed method are evaluated in Section 4.
∗

In absolute value sense.
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3.3

Digital Signature

Digital signature is a well-studied field in cryptography and a variety of solutions are
available for different applications. Some well-known schemes are: RSA signature,
Digital Signature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm
(ECDSA) [12]. Based on the size of the key and security requirements of the system,
one of the mentioned schemes can be used to sign laser marks identifier.

3.4

Tag En-/De- Coding

There are a large number of existing visual codes such as 1-D or 2-D Barcode, Aztec
Code, Data Matrix and so on [13]. Out of these, the Datamatrix seems a good candidate
for our application thanks to its high density.

4
4.1

Experimental Results and Analysis
Robustness

We need to ensure that a mark will provide the same identifier through different scanning. So, essentially we have to evaluate the robustness of the framework against misalignment and noises that usually happen during the image acquisition process. For
that, an automatic scanning procedure was set up to provide different sets of images
and we have recorded a database S = {Ipq = τp + npq , 1 ≤ p ≤ P, 1 ≤ q ≤ Q} ⊂ RN
of P = 20 different marks τp of N = 115 600 pixels (i.e. 340×340) observed Q = 10
times each in Ipq with an unknown noise npq ∈ RN . Notice that each image has been
preprocessed to reduce misalignment by selecting only the framed region of each mark.
We have also renormalized all images so that kIpq k = 1. For each of 20 mark images,
the registration phase is performed once with one of the scan to build the uncloneable
identifier and its corresponding helper data by the method described in Section 3.2.
Then, the verification phase is performed for the remaining 9 scans. Robustness is
estimated through the success rate that is simply computed as the ratio between the
amount of correctly extracted identifiers and the amount of measures.
Apparantly, we deal with the trade-off between robustness and randomness. However, we focus our attention to the cases where enough entropy, extracted from the
fingerprint, can be robustly recovered. As the entropy is upper bounded by the number of bits extracted, we aim at the longest possible fingerprint that can be recovered
with high confidence. To this end, in order to select the extraction parameters, we
used the scheme excluding ECC. We first examined group of wave vector ks and finally
we select ω0 = π/3 and t = 4 (See Eq. 3). Then, we examined the success rate for
different values of the parameters, namely s, the variance of the gaussian, ∆, the filter
interval (in pixels) and M , the number of robust Gabor components. An excerpt of the
results obtained are shown in Fig. 4(a) where the success rate of exactly reproducing
fingerprints versus M are given for different choices of s and ∆.
Notice that for fixed ∆ and s, increasing the fingerprint’s length, M , leads to a
reduction of SR (because of interfering more noise components). On the other hand,
by decreasing s, we focus on more details of mark image (higher probability of noise
incidence)and we see that robustness is increasing. According to the results shown
in Fig. 4(a) , s = 15 seems an appropriate choice showing the highest SR. We then
investigate the success rate after the ECC, i.e. BCH(M, K, T ), where M is set to 127,
K is the length of the identifier and T is the error-correction capability of the ECC code
(Fig. 4(b)). For each ∆, maximum M is selected providing that success rate is higher
than 90 % In Section 4.2, we compare the entropy of two cases: (∆ = 30, M = 90) and
(∆ = 50, M = 30).
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(a)

(b)

Figure 4: (a) Success rate and entropy versus M for different s and ∆ before ECC. (b)
Success rates after BCH (127, K, T ) for ∆ = 30 and ∆ = 50.

4.2

Entropy

We need to estimate the real amount of information contained in each mark and then
determine how many physical objects can be identified by each laser mark. For that, we
have recorded another database of S ′ = {τp +np ∈ RN , 1 ≤ p ≤ P ′ } ⊂ RN of P ′ = 1000
different marks, each of them scanned once and run well-known entropy estimators to
evaluate how much randomness is in the physical fingerprints (assuming the noise np
negligible). The fingerprints need to be unique for every physical object to prevent
copy-paste attack. The basic idea behind utilized entropy estimators is that it should
not be possible to significantly compress the bit sequence when it behaves randomly.
The results obtained from Maurer ’s test [14] and the Context Tree Weighting (CT W )
methods [15] are shown in Table 1. It is done for two sets of {∆ = 30,M = 90} and
{∆ = 50,M = 30} as discussed in Section 4.1.
Table 1: Estimated entropy (bits per fingerprint).
∆ = 30,M = 90 ∆ = 50,M = 30
Maurer 90 × 0.64 = 57.6 30 × 0.73 = 21.9
CTW 90 × 0.65 = 58.5 30 × 0.82 = 24.6
In case of (∆ = 30, M = 90), a fingerprint of approximately 57-bit can be built
from each laser mark profile. This can be further increased by using more than one
mark.

4.3

Security Analysis and Uncloneability

In the proposed anti-counterfeiting system, we avoid forgery at two different levels:
first the attacker cannot reproduce a physical structure (laser marks) that builds the
same identifier, and second if he attempts to introduce his own laser marks with own
randomness, he does not have the correct private key of the authority to generate the
correct signature. In general, according to the object to be protected, it is sufficient that
the cost of forgery per object is roughly more than the price of the genuine object. We
may use this lower bound of forgery cost as a criterion to estimate the resolution needed
to engrave laser marks (writing resolution). Then, it suffices to measure the profile a
much higher resolution than the engraving resolution. The ratio between the resolutions
of writing and reading is dependent on the amount of entropy needed. Evaluation of
the relation between the unclonability of the laser marks and the read/write resolution
of current technologies is an interesting scope for further research.
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5

Conclusion

In this paper, we have presented a complete method to utilize random characteristic
of the laser mark pattern to produce Laser-written PUF. Since laser engraving can
be performed on various types of material, it will have many advantages over current
anti-counterfeiting methods: laser engraved marks can serve as complex PUF as the
density of the random information is high (about 57-bits with a 60 micron diameter). This offers the possibility to protect small objects or to be combined with other
authentication methods.
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Abstract
Recommender systems are widely used in online applications since they enable
personalized service to the users. The underlying collaborative filtering techniques work on user’s data which are mostly privacy sensitive and can be misused
by the service provider. To protect the privacy of the users, we propose to encrypt
the privacy sensitive data and generate recommendations by processing them under encryption. With this approach, the service provider learns no information
on any user’s preferences or the recommendations made. The proposed method
is based on homomorphic encryption schemes and secure multiparty computation (MPC) techniques. The overhead of working in the encrypted domain is
minimized by packing data as shown in the complexity analysis.

Keywords: Recommender systems, user privacy, secure multiparty computation, homomorphic encryption, data packing.

1

Introduction

In the last decade, we have experienced phenomenal progress in information and communication technologies. Cheaper, more powerful, less power consuming devices and
high bandwidth communication lines enabled us to create a new virtual world in which
people mimic activities from their daily lives without the limitations imposed by the
physical world. Online shopping, banking, communicating and much more have become common for millions of people [1].
Personalization is a common approach to attract even more people to online services. Instead of making general suggestions for the users of the system, the system
can suggest personalized services targeting only a particular user based on his preferences [2]. Since the personalization of the services offers high profits to the service
providers and poses interesting research challenges, research for generating recommendations, also known as collaborative filtering, attracts attention both from academia
and industry.
The techniques for generating recommendations for users strongly rely on the information gathered from the user. This information can be provided by the user himself
as in profiles or the service provider can observe user’s actions like click logs. On one
hand, more information on the user helps the system to improve the accuracy of the
recommendations. On the other hand, the information on the users creates a severe
privacy risk since there is no solid guarantee for the service provider not to misuse
the user’s data. It is often seen that whenever a user enters the system, the service
provider claims the ownership of the information provided by the user and authorizes
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itself to distribute the data to third parties for its own benefits [13].
In this paper, we propose a cryptographic solution for preserving the privacy of
users in a recommender system. In particular, the privacy-sensitive data of the users
are kept encrypted and the service provider generates recommendations by processing
encrypted data. The cryptographic protocol developed for this purpose is based on
homomorphic encryption [3] and secure multiparty computation (MPC) techniques
[14]. While the homomorphic property is used for realizing linear operations, protocols
based on MPC techniques are developed for non-linear operations (e.g. finding the
most similar users). The overhead introduced by working in the encrypted domain is
reduced considerably by data packing as shown in complexity analysis.

2

Related Work

In [4], Canny proposes a system where the private user data is encrypted and recommendations are generated by applying an iterative procedure based on conjugate
gradient algorithm. The algorithm computes a characterization matrix of the users in a
subspace and generates recommendations by calculating reprojections in the encrypted
domain. Since the algorithm is iterative, it takes many rounds for convergence and in
each round users need to participate in an expensive decryption procedure which is
based on a threshold scheme where a significant portion of the users are assumed to be
online and honest. The output of each iteration, which is the characterization matrix,
is available in clear. In [5], Canny proposes a method to protect the privacy of users
based on a probabilistic factor analysis model by using a similar approach as in [4].
While Canny works with encrypted user data, Polat and Du suggest to protect the
privacy of users by using randomization techniques [11, 12]. In their paper, they blind
the user data with a known random distribution assuming that in aggregated data this
randomization cancels out and the result is a good estimation of the intended outcome.
The success of this method highly depends on the number of users participating in the
computation since for the system to work, the number of users need to be in vast
amounts. This creates a trade-off between accuracy/correctness of the recommendations and the number of users in the system. Moreover, the outcome of the algorithm
is also available to the server who constitutes a privacy threat to the users. Finally,
the randomization techniques are believed to be highly insecure [15].

3

Generating Recommendations

A centralized system for generating recommendations is a common approach in ecommerce applications. To generate recommendations for user A, the server follows
a two-step procedure. In the first step, the server searches for users similar to user
A. Each user in the system is represented by a preference vector which is usually
composed of ratings for each item within a certain range. Finding similar users is
based on computing similarity measures between users’ preference vectors. Pearson
correlation is a common similarity measure (Eq. 1) for two users with preference vectors
VA = (v(A,0) , . . . , v(A,M −1) )T and VB = (v(B,0) , . . . , v(B,M −1) )T , respectively, where M is
the number of items and v̄ represents the average value of the vector v.
simA,B

= qP

PM −1

i=0 (v(A,i) − v A ) · (v(B,i) − v B )
PM −1
M −1
2
i=0 (v(A,i) − v A ) ·
i=0 (v(B,i) −

v B )2

.

(1)

Once the similarity measure for each user is computed, the server proceeds with
the second step. In this step, the server chooses the first L users with similarity values
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above a threshold δ and averages their ratings. These average ratings are then presented
as recommendations to user A.
In e-commerce applications the number of items offered to users are usually in the
order of hundreds or thousands. Apart from many smart ways of determining the
likes and dislikes of users for the items, we assume the users are asked to rate the items
explicitly with integer values in the range of [0, K]. Regarding the vast number of items
and users’ rating behavior, the data matrix is usually highly sparse, meaning that most
of the items are not rated. Finding similar users in a sparse dataset can easily lead
the server to generate inaccurate recommendations. To cope with this problem, one
approach is to introduce a small set of items that is rated by most users. Such a base
set can be explicitly given to the users or implicitly chosen by the server from the
most commonly rated items. Having a small set of items that is rated by most users,
the server can compute similarities between users more confidently, resulting in more
accurate recommendations. Therefore, we assume that the user preference vector V is
split into two parts: the first part consists of R elements that are rated by most of the
users and the second part contains M − R partly rated items that the user would like
to get recommendations on [2].

4

Cryptographic Primitives and Security Model

We use encryption to protect user data against the service provider and other users.
A special class of cryptosystems, namely homomorphic cryptosystems, allows us to
process the data in the encrypted form. We chose the Paillier cryptosystem [10] as it
is additively homomorphic meaning that the product of two encrypted values [a] and
[b], where [·] denotes the encryption function, corresponds to a new encrypted message
whose decryption yields the sum of a and b as [a] · [b] = [a + b]. As a consequence of
the additive homomorphism, any ciphertext [m] raised to the power of a public value c
corresponds to the multiplication of m and c in the encrypted domain: [m]c = [m · c].
In addition to the homomorphism property, the Paillier cryptosystem is semantically
secure implying that each encryption has a random element that results in different
ciphertexts for the same plaintext.
As a part of a cryptographic protocol introduced in Section 6, we use another
additively homomorphic and semantically secure encryption scheme, DGK [7, 6]. The
DGK is replaced with the Paillier cryptosystems in a subprotocol for efficiency reasons.
Due to its much smaller message space, encryption and decryption operations are more
efficient than Paillier cryptosystem.
We use the semi-honest security model, which assumes that all players follow the
protocol steps but are curious and thus keep all messages from previous and current
steps to extract more information than they are allowed to have. Our protocol can be
adapted to the active attacker model by using the ideas in [9] with additional overhead.

5

Privacy-Preserving Recommender System

In this section we propose a protocol based on additively homomorphic encryption
schemes and MPC techniques. In particular the service provider, i.e. the server, receives
the encrypted rating vector of user A and sends it to the other users in the system
who can then compute the similarity value on their own by using the homomorphism
property of the encryption scheme. Once the users compute the similarity values, they
are sent to the server. After that, the server and user A runs a protocol to determine the
similarity values that are above a threshold δ. The server, being unaware of the number
users with a similarity value above a threshold and their identities, accumulates the
ratings of all users in the encrypted domain. Then, the encrypted sum is sent to user A
along with the encrypted number of similarities above the threshold, L. User A decrypts
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the sum and L and, computes the average values, obtaining the recommendations. Each
step of the proposed protocol is detailed in the following sections.

5.1

Key Generation and Preprocessing

Any user in the system who wants to get recommendations generates personal public
key pairs for the Paillier and the DGK cryptosystems. We assume that the public keys
of the users are available publicly.
Since the Pearson correlation given in (1) for user A and B can be also written as:
simA,B =

R−1
X

(v(A,i) − v A )

i=0

qP

|

R−1
i=0 (v(A,i)

− v A )2

{z

· qP

} |

C1

(v(B,i) − v B )
R−1
i=0 (v(B,i)

− v B )2

{z

,

(2)

}

C2

the terms C1 and C2 can be easily computed by users A and B, respectively. Each
user computes a vector from which the mean is subtracted and normalized. Since the
elements of the vector are real numbers and cryptosystems are only defined on integer
values, they are all scaled by a parameter f and rounded to the nearest integer result′
′
ing in a new vector Vi′ = (v(i,0)
, . . . , v(i,R−1)
)T whose elements are now k-bit positive
integers. Note that the threshold value δ should also be adjusted accordingly.

5.2

Computing Similarity Measures

The similarity value between user A and any other user B is computed over the rat′
′
ing vectors of size R. The elements of the user vector VA′ = (v(A,0)
, . . . , v(A,R−1)
) are
encrypted individually by using the public key of the user A. Then, the encrypted
vector [VA′ ]pkA is sent to the server. The server then sends the encrypted vector to the
other users in the system. Any user B who receives the encrypted vector [VA′ ]pkA can
compute the encrypted similarity as follows:
R−1
X

[simA,B ] = [

′
′
′
′
′
′
v(A,i)
· v(B,i)
] = [v(A,0)
· v(B,0)
+ . . . + v(A,R−1)
· v(B,R−1)
]

i=0

=

v′
′
[v(A,0)
] (B,0)

·

v′
′
] (B,1)
[v(A,1)

· ... ·

v′
′
] (B,R−1)
[v(A,R−1)

=

R−1
Y

′
v(B,i)

′
[v(A,i)
]

.

(3)

i=0

Note that we omit the encryption key pkA above and in the rest of the paper for the
sake of readability. The computed similarity value is then sent back to the server in
encrypted form.

5.3

Finding the Most Similar Users

Upon receiving similarity values from users, the server initiates a cryptographic protocol
with user A to determine the most similar users whose similarity values are above a
public threshold δ. The protocol receives N encrypted similarity values and outputs
en encrypted vector [ΓA ] = ([γ(A,0) ], [γ(A,1) ], . . . , [γ(A,N −1) ]). The elements of this vector
γ(A,i) are either an encryption of 1, if the the similarity value between user A and user i
is above the threshold δ, or an encryption of 0, otherwise. The details of this protocol
can be found in Section 6.
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5.4

Generating Recommendations

After obtaining the vector [ΓA ], the server can generate the recommendation for user A.
For this purpose, the server sends [γ(A,i) ] to the ith user in the system. User i, referred
as user B, can raise [γ(A,B) ] to the power of each rating he has left in his ratings vector
to obtain another encrypted vector [Φ(A,B) ] = ([φ(A,R) ], [φ(A,R+1) ], . . . , [φ(A,M −1) ]) where
v′
′
φ(A,j) = [γ(A,B) · v(B,j)
] = [γ(A,B) ] (B,j) for j = R to M − 1. Notice that user B does not
know the content of γ(A,B) . The resulting vector [Φ(A,B) ] is either the encrypted rating
vector of user B or a vector of encrypted 0’s. Vector [Φ(A,B) ] then is sent to the server
to be accumulated with other vectors from every user.
The above procedure can be improved in order to minimize the computational and
communication cost. Instead of raising [γ(A,B) ] to the power of each rating, the ratings
can be represented in a compact form and then used as an exponent:
′
′
′
v(B,R)
|v(B,R+1)
| . . . |v(B,M
−1) ,

(4)

′
where | represents the concatenation operation. Assuming that each v(B,j)
is k-bits and
N of such vectors are to be accumulated by the server, where N is the number of users
participating in the protocol, each compartment should have a bit size of k + log(N ).
Thus, packing is achieved by the following formula:

vB′′

=

M
−R
X

′
.
2j(k+log(N )) · v(B,j+R)

(5)

j=0

By packing values, the communication cost reduces significantly as we obtain a packed
value rather than a vector of encrypted vectors. Packing also reduces the number
of exponentiations which is a costly operation in the encrypted domain, introducing
a gain in computation. However, depending on the message space of the encryption
scheme, n, and the number of ratings, M − R, it may not be possible to pack all
values in one encryption. The number of values that can fit into one encryption is
T = n/(k + log(N )). Therefore, we may need S = ⌈M − R/T ⌉ encryptions.
Once user B packs his ratings to obtain vB′′ , he can compute [Φ(A,B) ] as follows:
h

i

′′
vB

Φ(A,B) = [γ(A,B) ]


[v ′′ ]

if γ(A,B) = 1
if γ(A,B) = 0,

= B
[0]

(6)

and sends [Φ(A,B) ] to the server. Upon receiving [Φ(A,i) ] values from all users, the server
accumulates them:
[ΦA ] =

N
Y

N
X

[Φ(A,i) ] = [

i=0

Φ(A,i) ].

(7)

i=0

Notice that the result will be equal to the sum of ratings of the users who have similarity
values above threshold δ. The server also accumulates the [γ(A,i) ] values to obtain the
number of users above the threshold:
[L] =

N
Y

N
X

[γ(A,i) ] = [

i=0

γ(A,i) ].

(8)

i=0

These two values, [ΦA ] and [L] are then sent to user A. After decrypting, user A
decomposes ΦA and divides each extracted value by L, obtaining the average ratings
of L users. This concludes our protocol.
An important observation at this point is the value of L. If L = 0, the user can
notify the server to repeat the second step of the protocol with a new threshold. If
L = 1, the user obtains exactly the same ratings vector of some user but he does not
have the identity of that particular user.

39

Thirty-first Symposium on Information Theory in the Benelux

6

Cryptographic Protocol for Finding Similar Users

Finding similar users is based on comparing the similarity value between user A and B,
simA,B , to a public threshold δ. As the similarity value is privacy sensitive and should
be kept secret both from the server and the user, we compare it in the encrypted
domain. For this purpose, we use a comparison protocol that has been introduced
in [8]. The cryptographic protocol in [8] takes two encrypted values, [a] and [b], and
outputs the result λ again in the encrypted form: if a > b [λ = 1], and [λ = 0] otherwise.
For the completeness of the paper, we give a brief description of the protocol. More
explanation and implementation details on the comparison protocol can be found in
[8].
Given the similarity value simA,M and public threshold δ, both of which are ℓ bits,
the most significant bit of the value z = 2ℓ +simA,B −δ is the outcome of the comparison.
However, we need to obtain the most significant bit of z in the encrypted domain. While
the encrypted value [z] can be computed by the server, the most significant bit of [z]
requires running a protocol between the server and user A who has the decryption key.
Note that the similarity value cannot be trusted to the user as it leaks information
about other users in the system. Therefore, the server adds a random value r to z:
[c] = [z+r] and sends it to user A who then decrypts it. Notice that the most significant
bit now can be computed as
h

i

γ(A,i) = [2−ℓ (c mod 2ℓ − r mod 2ℓ ) + α · 2ℓ ],

(9)

where the last term is necessary depending on the relation between c and r. The
variable α is a single bit representing whether c > r or not. At this point, we convert
the problem of comparing [simA,i ] and δ to the problem of comparing c and r which
are owned by the user and the server respectively.
Comparing c and r requires another cryptographic protocol in which the server and
user A evaluate the following formula for each of ℓ bits:
[ei ] = [1 − ci + ri + 3

ℓ−1
X

cj ⊕ rj ],

(10)

j=i+1

where ci and ri are the ith bits of c and r, respectively. The value of ei can be 0 if and
only if c > r, when ci = 0, ri = 1 and the upper part of c and r are the same. After
these computations, the server sends the randomized and shuffled [ei ] values to the
user A. User A decrypts them and checks whether there is a zero among the values ei .
Existence of a 0 value indicates that r > c. However, this leaks information about the
comparison of simA,B and δ thus, the server randomizes the direction of the comparison
by replacing 1 − ci + ri in Eq. 10 with −1 − ci + ri at random. User A then returns [α]
which is either [1] or [0] depending on the existence of a 0 among the ei values. The
server can correct the direction of the comparison and obtain the [γ(A,i) ] by replacing
α in Eq. 9.
By using this comparison protocol, each similarity value is compared to threshold δ
simultaneously. The outcomes of the comparisons, [ΓA ] = ([γ(A,0) ], [γ(A,1) ], . . . , [γ(A,N −1) ]),
are then used in the subsequent steps.

7

Complexity Analysis

The performance of our protocol is mainly determined by the interaction among the
server, and user A, who asks for recommendation, and other users in the system.
In our construction, the server participates in the computation and relays messages
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Table 1: Computational complexity.
Server
Paillier DGK
Encryption
O(N )
O(N ℓ)
Decryption
Multiplication
O(N S) O(N ℓ2 )
O(N ℓ)
Exponentiation -

User
Paillier
O(R)
O(1)
-

A
User B
DGK Paillier
DGK
O(ℓ) O(ℓ) O(R)
O(R + S) -

among users. User A, on the other hand, only participates in the protocol in two
stages: 1) when he asks for a recommendation and uploads his encrypted data and 2)
when he receives the encrypted recommendation. Other users help the server with the
recommendation generation.
Round Complexity. Our protocol consists of 5 rounds. The data transfer from
users to the server in the initialization stage is 0.5 round. To determine the similar
users and generating the recommendation, the server needs 4 rounds of interaction.
Notice that during the comparison protocol to obtain [ΓA ], all encrypted values are
compared to a public value δ, and all comparisons can be done in parallel. In the
last stage, the server sends the recommendation to user A which requires another 0.5
round. This gives O(1) rounds.
Communication Complexity. The amount of data transferred during the protocol is primarily influenced by the size of the encrypted data. For user A, the amount
of encrypted data to be transferred is O(R + N ℓ). The server, on the other hand, has
to receive and send O(N (R + S + ℓ)) encrypted data which is heavily influenced by
the data transmission during the comparison of N similarity values. Other users in the
system need to receive and send data in the order of O(R + S).
Computational Complexity. The computational complexity depends on the cost
of operations in the encrypted domain and can be categorized into four classes: encryptions, decryptions, multiplications and exponentiations. In Table 1, we provide the
average numbers for each operation in the Paillier and the DGK cryptosystems. One
exception is for the decryption operation, which is actually a zero-check which is a fast
and less expensive operation compared to original decryption in DGK cryptosystem.

8

Conclusion

In this paper we proposed a cryptographic approach for generating recommendations
to the users within online applications. The proposed method is constructed by homomorphic encryption schemes and MPC techniques. As shown in the complexity
analysis, the overhead introduced by working in the encrypted domain is reduced significantly by packing data and using the DGK cryptosystem. Unfortunately, we do not
have the chance of comparing our result with previously proposed systems due to space
problems. However, we conclude that our proposal is based on a realistic scenario and
the required technology is not overly demanding compared to the cryptographic tools
like thresholding schemes that other approaches are using [4]. Compared to randomization techniques [11, 12], our proposal is provably secure and does not rely on the
number of users in the system.
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Abstract
This paper studies the performance of optimum combining (OC) using modulation diversity in wireless communication systems in environments with co-channel interference
(CCI). The performance analysis of such a system over Nakagami-m fading channels in
the presence of CCI and additive white Gaussian noise (AWGN) is presented. An upper
bound on the average probability of bit error (Pb ) for M -ary phase shift keying (M PSK)
is derived. It is shown that the system employing modulation diversity and optimum
combining has a better performance in terms of Pb than the conventional system using
OC. Furthermore, we also analyze the eﬀect of diﬀerent rotation angles and the signal
constellation mappings.

1

Introduction

Short range wireless communication systems are expected to play a critical role in the realization of wireless personal area networks (WPANs). However, one of the major bottleneck
is the promised quality of service (QoS); as most of the devices are targeting the industrial,
scientiﬁc and medical (ISM) band of 2.4 GHz. Some of the standards operating on 2.4 GHz
are: IEEE 802.15.4, IEEE 802.11x, IEEE 802.15.1, and ISO 18000-4. Thus, the issue of
coexistence and co-channel interference (CCI) needs to be addressed in order to provide a
minimum QoS.
In this paper, we present modulation diversity (MD) as a candidate scheme coupled with
optimum combining (OC) to cope with a scenario in which an interferer is always present,
for instance, wireless local area network (WLAN IEEE 802.11x) transmitting with the same
average power as the desired signal. The results we present are preliminary in nature as
certain assumptions about the channel state information and perfect analog circuitry are
assumed. However, they are important steps to the evolution of a system which can coexist
in this interference plus noise environment and can provide minimum QoS.
Diversity tries to exploit the low probability of occurrence of simultaneous deep fades in all
the diversity branches and, therefore, is able to lower the overall average probability of error
and outage. An attractive option is signal space diversity (SSD), also know as modulation
diversity (MD), that can improve system performance without using extra bandwidth and
power expansion [1–3]. The basic premise of MD systems is to use rotated multidimensional
signal constellations, where the components of the signal constellation points are sent over
independent fading channels. The independence of fading channels can be accomplished, for
instance, by the use of interleavers. Throughout this paper, we will use the terms of SSD and
MD interchangeably.
In literature, e.g., [1–3], the analysis on systems employing MD is mostly limited to the
case when no other diversity reception technique is employed. In [3], a true upper bound on
Pb is derived for a ﬂat Rayleigh fading channel and it is shown that the nearest neighbor
approach results in an expurgated bound. In [2], a Chernoﬀ upper bound on the pairwise error
probability (PEP) for a MD system in frequency-selective channel was presented by assuming
no inter-symbol interference (ISI) and no CCI. The entire analysis was carried out with an
assumption of a single symbol transmission; also referred to as one shot transmission. Under
this assumption, the frequency selective channel reduces to a multilink fading channel [4]. The
emphasis, however, was on the derivation of linear equalization techniques for MD systems
in frequency-selective channels.
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Figure 1: Simpliﬁed block diagram of an equivalent baseband transmission model.
In this paper, we present exact closed form expressions for the PEP over multilink fading
channels with MD and CCI for an L-branch multichannel receiver. We derive the exact PEP
for a single interferer with a goal to maximize the instantaneous signal-to-interference plus
noise ratio (SINR) (for optimum combining (OC)). We also analyze the case of no CCI and
derive the exact PEP with an aim to maximize the instantaneous signal-to-noise ratio (SNR)
(for maximum ratio combining (MRC)). The exact PEP, substituted in the union bound, for
a scenario with no CCI allows us to calculate an upper bound on the maximum achievable
performance in terms of Pb . It is shown that the new derived upper bounds (evaluated by
substituting the PEP in the union bound) are tight at high signal-to-noise ratio (SNR). We
also, analyze the eﬀect of diﬀerent rotation angles and signal constellation mapping on system
performance.
The remainder of this paper is organized as follows. Section 2 brieﬂy outlines the main
blocks of the system model. In Section 3, the performance analysis of a system employing
MD with and without CCI in a Nakagami-m fading environment is presented. Results are
presented in Section 4, followed by the conclusions in Section 5.

2

System Model

A system employing coordinate interleaving and constellation rotation is, hereafter, referred
to as an “MD system”. Furthermore, we conﬁne ourselves to M PSK signal constellations and
assume perfect channel state information (CSI) at the receiver. A conventional M PSK signal
constellation is denoted by SM = {sl = ej2π(l/M ) : l = 0, 1, . . . , M − 1}, where the energy has
been constrained to unity and each symbol corresponds to mf = log2 M bits. Anti-clockwise
rotation over an angle θ leads to the constellation
θ
SM
= {sl = ej(2π(l/M )+θ) : l = 0, 1, . . . , M − 1}.

(1)

The symbol mapper can be represented by a one-to-one mapping function ℘ : {0, 1}mf →
θ , s = ℘(b), where, b = (b , · · · , b ), b ∈ {0, 1} represents the binary sequence and
SM
1
mf
j
θ consisting of M complex signal points. In the case of N
s is chosen from the set SM
symbol transmission, let the sequences of rotated I and Q - components be denoted as
x = (x0 , x1 , . . . , xN −1 ) and y = (y0 , y1 , . . . , yN −1 ), respectively. Let η and µ represent the I
and Q interleavers, resulting in the interleaved sequences x̃ = η(x) = (x̃0 , x̃1 , . . . , x̃N −1 ) and
ỹ = µ(y) = (ỹ0 , ỹ1 , . . . , ỹN −1 ), respectively.
A simpliﬁed block diagram of an equivalent baseband transmission model is shown in
Figure 1. A communication receiver that provides space diversity via an L-element antenna
array is assumed. The array elements are assumed to be suﬃciently apart to ensure independent fading paths. Furthermore, we assume coherent detection. The received signal
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r(t) at the output of the array elements, in the baseband (corresponding to ideal coherent
demodulation), is given as [4]
r(t) = cd sd (t) + ci si (t) + n(t),

(2)

where sd (t) and si (t) are the desired and the interfering signals, respectively, such that Pd
and Pi represent their respective powers. The channel propagation vectors for the desired and
L
the interference signal are cd and ci , respectively. The fading amplitudes, {αdl }L
l=1 , {αil }l=1 ,
corresponding to cd and ci , respectively, are statistically independent random variables with
2 ] = Ω , E[α2 ] = Ω , respectively, and a PDF described by any of
a mean-square value E[αdl
dl
il
il
the family of distributions, e.g., Rayleigh, Nakagami-n (Rice) or Nakagami-m. The complex
additive white Gaussian noise (AWGN) vector is represented by n(t), with each element
having a zero mean and a variance of σ 2 . Each vector is of dimension L. In this paper, the
PDF of the fading amplitudes is assumed to be Nakagami-m. The PDF of the Nakagami-m
distribution for m ≥ 0.5 is given as [4]
(
)
( )m m−1
γ
mγ
m
exp −
, γ ≥ 0,
p(γ) =
(3)
γ̄
Γ(m)
γ̄
where γ is the instantaneous SNR per path, γ̄ is the average SNR per path, m is the Nakagamim fading parameter which ranges from 12 to ∞ and Γ(·) is the gamma function [5]. A Rayleigh
distribution is obtained by choosing m = 1. The desired signal instantaneous SNR for path l
2 P /σ 2 and the average SNR per path as γ̄ . Similarly, γ = α2 P /σ 2
is denoted as γdl = αdl
d
d
il
il i
is the instantaneous interference to noise ratio for path l and γ̄i , is average interference to
noise ratio per path.
We consider an L-branch OC receiver which maximizes the SINR at the combiner output.
OC receiver has been extensively studied in the literature e.g., [4, 6–9] and the references
therein. The basic diﬀerence between MRC and OC is in the selection of the weight vector
w. For MRC to maximize the instantaneous SNR at the combiner output the weights are
chosen as w = cd ; whereas, for OC to maximize the instantaneous SINR at the combiner
−1
output the weights are chosen to be w = Rni
cd . Rni is the noise plus interference covariance
matrix deﬁned as [4]
{[
][
]H }
Rni = E ci si (t) + n(t) ci si (t) + n(t)
(4)
Using a unitary matrix U , the diagonalization of Rni is possible, i.e., Λ = U H Rni U , where Λ
is a diagonal matrix with elements λ1 , λ2 , · · · , λL . From Λ, the inverse of Rni can be found
−1
as Rni
= U Λ−1 U H . In case of a single interferer, it can be shown that only λ1 is a random
variable. This fact has been reported in literature and we refer the reader to [4, 6–9], and the
references therein, for further details. The eigenvalues of the covariance matrix for a single
interferer, therefore, can be given as
{
∑
2
2
Pi L
n=1 |cin | + σ , l = 1,
λl =
(5)
σ2,
l = 2, 3, · · · , L,
where λ1 for a Nakagami-m fading channel has a PDF given as [4]
(
2)
−m λ−σ
P

(
)Lm−1
mLm
p(λ1 ) =
λ1 − σ 2
e
Lm
Γ(Lm)Pi

i

λ1 ≥ σ 2 ,

(6)

For this receiver, the instantaneous SINR at the combiner output is given as [4, 7]
−1
γt = Pd cd H Rni
cd .

The above equation can be rewritten in terms of the eigenvalues and for a single interferer
case using (5) as [4]
γt =

∑
σ2
γl =
γ1 +
γl .
λl
λ1

L
∑
σ2
l=1

L

l=1

45

(7)

Thirty-first Symposium on Information Theory in the Benelux

3

Performance Analysis

The average probability of bit error Pb is upper bounded by
∑ ∑
1
Pb ≤ PbUB =
a(s, ŝ)P (s → ŝ),
mf 2mf
θ
θ

(8)

s∈SM ŝ∈SM
s̸=ŝ

θ is the signal constellation of size |S θ | = M = 2mf and P (s → ŝ) is the PEP that
where SM
M
the receiver chooses ŝ when s was transmitted; given that s and ŝ are the only two signal
constellation points under consideration. a(s, ŝ) represent the Hamming distance between
the bit sequences s and ŝ under consideration.
Coordinate interleaving is employed so that the I and the Q- channels experience independent fades. In order to calculate the average probability of error Pb , for a system
employing coordinate interleaving and multichannel reception, the conditional PEP needs to
L
be averaged over the joint PDF of the instantaneous SNR sequences {γlI }L
l=1 , {γlQ }l=1 and
λl , given as

√
∫ ∞∫ ∞
∫ ∞∫ ∞∫ ∞
∫ ∞[∏
L ∫ ∞
) σ2
(

P (s → ŝ) =
···
Q
···
γlI d2I + γlQ d2Q
λl
2
σ
0
0
0
0
0
0
|
{z
}|
{z
} l=1
L−fold

L−fold

]

p(γλl )p(γlI )p(γlQ )dλl dγ1I dγ2I · · · dγLI dγ1Q dγ2Q · · · dγLQ ,
where Q(x) is the Gaussian Q-function deﬁned as [4]
∫
−x2
1 π/2 2 sin
Q(x) =
e 2 (ψ) dψ,
π 0

(9)

x ≥ 0,

(10)

and d2I and d2Q are the squared Euclidean distances between two diﬀerent signal constellation
points in the I and Q-directions, respectively. The distances are given as
d2I = (cos(φ1 + θ) − cos(φ2 + θ))2 ,
d2Q = (sin(φ1 + θ) − sin(φ2 + θ))2 ,

(11)

where φ1 , φ2 represent the phases of the two signal constellation points under consideration,
respectively.
If the fading is assumed to be identically distributed with the same fading parameter and
the same average SNR of the desired signal γ̄d for all L channels, then (9) can be simpliﬁed,
for a single interferer case, using (5) and (10) as
)L−1
∫ π ( ∫ ∞ ∫ ∞ −(γI d2I +γQ d2Q )
1 2
2 (ψ)
sin
2
e
p(γI )p(γQ )dγI dγQ
P (s → ŝ) =
π 0
0
0
( ∫ ∞ ∫ ∞ ∫ ∞ −(γI d2I +γQ d2Q )σ2
)
e 2λ1 sin2 (ψ) p(λ1 )p(γI )p(γQ )dλ1 dγI dγQ dψ
0

0

(12)

σ2

Using (3), (12) is evaluated to as given below,
)m (
)m
∫ π ∫ ∞(
2
mLm
sin2 (ψ)
sin2 (ψ)
P (s → ŝ) =
γ̄d d2Q σ 2
πΓ(Lm)PiLm 0 σ2 sin2 (ψ) + γ̄d d2I σ2
sin2 (ψ) +
(

2

sin (ψ)
2

sin (ψ) +

γ̄d d2I
2m

)m(L−1) (

2mλ1

2

sin (ψ)
2

sin (ψ) +
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γ̄d d2Q
2m

)m(L−1)

2mλ1

(
)
λ −σ 2
−m 1P

(λ1 − σ 2 )Lm−1 e

i

dλ1 dψ (13)
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A closed form expression from (13) is not possible. However, (13) can be reduced to a single
integral for integer values of Lm. A further simpliﬁcation of (13) can be carried out by using
an assumption of replacing λ1 by its mean value λ̄1 = σ 2 + LPi . This assumption is used
widely in the literature, e.g., [4, 6–9]. For no interferer case, i.e., λ1 = σ 2 , (12) reduces to
Lm
)Lm 
∫ π/2 (
2
2
sin (ψ)
1
sin (ψ)

 dψ.
P (s → ŝ) =
(14)
γ̄d2I
γ̄d2Q
2
π 0
2
sin (ψ) +
sin (ψ) +
2

2

For L = 1 and m = 1 (14) simpliﬁes as [3]
(√
)
(√
)
γ̄d2I
γ̄(C − d2I )
C − d2I
d2I
1
+
,
P (s → ŝ) =
−
2 2(2d2I − C)
2 + γ̄d2I
2(2d2I − C)
2 + γ̄(C − d2I )
where C = d2I + d2Q . Using the results from [6] we can simplify (14) for any integer value of
Lm as

d2
(
)
)k
(
(
)k
Lm−1
( d2I )Lm−1
2 Lm−1
2
∑ d2Q
∑
γ̄d2Q
d
d
Q

P (s → ŝ) =
− 2I
Bk Dk
1 − 2I
Ck
2 −1
d2I 2Lm−1
2m
d
d
dQ
I
Q
2(1 − d2 )
k=0
k=0
Q
( 2 )]
γ̄dI
,
(15)
Dk
2m
where
Ak

(2Lm−1) ,

Bk =

Ck =

k

and

Dk (c) = 1 −

(k )
n
(2Lm−1
) An ,
n
Lm
∏

n=0

(Lm−1)

Ak = (−1)Lm−1+k
√

Lm−1
∑

k

(Lm − 1)!

(2Lm − n)

n=1
n̸=k+1

[
]
k
∑
c
(2n − 1)!!
1+
,
1+c
n!2n (1 + c)n
n=1

with the double factorial notation (2n − 1)!! denoting the product of only odd integers from
1 to 2n − 1.
The worst case scenario for a system employing constellation rotation and coordinate
interleaving (MD) is when one branch has been completely removed, i.e., d2I or d2Q = 0. In
such a case, the performance of a MD system reduces to that of a conventional system. For
the proof of the above statement we refer the reader to [3] and the references therein.

4

Results & Discussion

In the subsequent analysis we take QPSK signal constellation as an example signal constellation from M PSK and present a performance comparison of a MD QPSK system with a
conventional QPSK system using MRC and OC receivers with and without CCI. Also, we
take m = 1, i.e., Rayleigh fading, as an example fading environment. The average probability
of bit error Pb of a conventional QPSK system for i.i.d multipath Rayleigh fading channel
using MRC receiver is given as [4]
(
Pb =

1−µ
2

)L L−1
∑(
l=0

L−1+l
l
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)(

1+µ
2

)l
,

(16)
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Figure 2: Pb versus average SNR per path
(γ̄) of a conventional system and an MD
system using QPSK over Rayleigh fading channel with perfect CSI and no CCI.
Gray signal constellation mapping is used.
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Figure 3: Pb versus rotational angle θ of
an MD using QPSK over Rayleigh fading channel with and without CCI. Perfect CSI for desired and interfering signal
is assumed at average SNR (Lγ̄d ) of 15 dB.
For CCI case it is assumed that γ̄d = γ̄i .
Gray signal constellation mapping is used.

γ̄
.
1 + γ̄

The average probability of bit error Pb of a conventional QPSK system for i.i.d multipath
Rayleigh fading channel using OC receiver with CCI is given as [4]
Pb =

1
π

∫

∞∫

σ2

0

π
2

(

sin2 (ψ)
sin2 (ψ) + γ̄d

)L−1 (

sin2 (ψ)
sin2 (ψ) + γ̄d σ 2 /λ1

)
p(λ1 )dψdλ1 ,

(17)

where p(λ1 ) can easily be evaluated from (6) by inserting m = 1.
In the subsequent subsections we analyze diﬀerent aspects of the performance of a MD
system in environments with and without CCI in comparison with conventional systems
(communication systems not employing MD).

4.1

Union Bound

Figure 2 shows the comparison of the simulation results in an environment without CCI with
the upper bound for Pb for Gray mapped QPSK signal constellation calculated by (8) and
(15) in comparison with a conventional system (16). Perfect channel state information is
assumed. Furthermore, Gray signal constellation mapping is employed. The ﬁgure shows
that the upper bound, at high SNR, is tight. The ﬁgure also shows that at θ = 45◦ , one
branch has been completely removed, i.e., d2I or d2Q = 0, and thus, the performance reduces
to the conventional case for any number of diversity branches. The ﬁgure also emphasizes
the gain that is achievable by using MD coupled with MRC over the conventional system.
For instance, for L = 2 with a rotational angle of θ = 15.4◦ , the MD system using MRC
has a gain of 9.7 dB at a bit error rate of 1 × 10−6 . Furthermore, the simulation results
commensurate the closed form expressions presented for a MD system.

48

Thirty-first Symposium on Information Theory in the Benelux

0

10

Gray Mapping
Natural Mapping

L=2

−2

10

−3

10
−4

10

L=4

−6

P

Pb

b

10

−8

10

Conv. QPSK Eqn(17)
MD Eqn (9) & (14)

−10

10

MD θ = 45°
°

MD θ = 15.4

−12

10

−4

10
−14

10

0

5

10

15

20

25

30

Average SNR [dB]

Figure 4: Pb versus average SNR (Lγ̄d )
of a conventional system and an MD system using QPSK signal constellation over
Rayleigh fading channel with CCI. Perfect CSI for desired and interfering signal
is assumed. Furthermore, it is assumed
that γ̄d = γ̄i . Gray signal constellation
mapping is used.

4.2

0

10

20

30

40

θ°

50

60

70

80

90
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fading channel with CCI for L = 3. Perfect CSI for desired and interfering signal
is assumed at average SNR (Lγ̄d ) of 15 dB.
Furthermore, it is assumed that γ̄d = γ̄i .

Optimal Theta

The optimum rotation angle θ for Pb maybe found by minimizing (8). This can be accomplished by taking the derivative of the objective function (8) (i.e., PEP) with respect to θ.
Figure 3, shows the comparison of Pb of MD system in Rayleigh fading environment with CCI
and without CCI. Perfect channel state information for the desired and the interfering signal
is assumed at average SNR (Lγ̄d ) of 15 dB. Furthermore, it is also assumed that γ̄d = γ̄i .
One important conclusion that can be drawn from the ﬁgure by visual inspection is that the
optimal rotation angle with CCI and without CCI does not dramatically change for diﬀerent
values of L. This conclusion leads to an easy calculation of the optimal rotation angle by
taking the derivative of (15), which is comparatively a simpler task than taking the derivative
of (13). In (8), for instance, for L = 1 and m = 1, the derivative of (15) is given by [3].
Similarly, for integer values of Lm the derivatives can be evaluated. The steepest descent
algorithm is used to ﬁnd the optimum angles. For QPSK signal constellation and m = 1 the
optimum angle of θ = 17.6◦ , 15.4◦ and 14.4◦ is calculated for L = 1, 2, and 3, respectively.
It is clear that the optimum constellation rotation angle does vary but the variation is very
small as the number of branches are increased.

4.3

Performance Improvement

Figure 4 shows the comparison in a CCI environment with γ̄d = γ̄i of a conventional QPSK
system (17) with a system employing MD. It is important to note that in the ﬁgure Pb
has been plotted against the average SNR (Lγ̄d ). The ﬁgure reemphasizes the fact that the
performance of MD system is critically dependent upon the choice of the rotation angle. For
a rotational angle of θ = 45◦ , the performance reduces to the conventional QPSK system.
Furthermore, the ﬁgure also shows a signiﬁcant performance improvement over conventional
QPSK systems. For instance, for L = 2, with a rotational angle of θ = 15.4◦ , the MD system
using OC and Gray signal constellation mapping has a gain of 9.4 dB at a bit error rate of
3 × 10−4 .
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4.4

Mapping Eﬀect

Figure 5 shows the comparison of QPSK with Gray and Natural signal constellation mapping
employing MD with CCI. It is assumed that γ̄d = γ̄i . The ﬁgure shows that Gray mapped
signal constellation is not necessarily the best choice for the entire θ range. At θ = 0◦ , for
instance, Natural mapped signal constellation outperforms Gray mapped signal constellation.
This provides a possibility to design signal constellation mapping for higher M PSK signal
constellations which are capable of outperforming Gray signal constellation mapping at a
wider range of θ.

5

Conclusions

In this paper, we have investigated the performance of a system employing modulation diversity using L− branch OC receiver in a Nakagami-m fading channel with co-channel interference. An expression for the upper bound of Pb is derived for M PSK signal constellations.
The new derived bound is shown to be tight for the entire range of the constellation rotation angle at high SNRs. The optimum rotation angles are found by minimizing the upper
bound. It is shown that MD system with an optimized choice of rotation angle provides the
necessary degree of freedom to achieve the desired quality of service in crowded spectrum.
Furthermore, we have also shown that the Gray mapping in a system employing MD is not
necessarily the best option over the entire range of rotational angle θ.
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Abstract
In this paper, energy detectors are developed for wideband and ultra-wideband
(UWB) pulse position modulation (PPM). Exact bit error probability (BEP) expressions are presented under different assumptions about the channel. More
specifically, we present an expression for the instantaneous BEP for a specific
channel realization as well as an expression for the average BEP for an i.i.d.
zero-mean Gaussian channel. Simulation results corroborate the precision of the
expressions.

1

Introduction

Pulse position modulation (PPM) is an M -ary orthogonal modulation scheme that has
enjoyed great interest with the advent of ultra-wideband (UWB) communications [1, 2].
Different symbols are realized by shifting a pulse to distinct positions in time within
the specified symbol duration. PPM is advantageous because of its simplicity and
the ease of controlling delays [1] but the disadvantage is the relatively large bandwidth
associated with it. This large bandwidth causes a large number of multipaths [3]. Thus
channel estimation becomes a very important but complicated process. A number of
solutions have been provided to circumvent this issue, e.g., as proposed in [4, 5, 6]. In
order to reduce the overall system complexity and power consumption, we concentrate
on noncoherent reception of PPM signals through energy detection [7, 8]. The resulting
detection procedure is akin to a generalized maximum likelihood (GML) detector.
The symbol decision is determined by the pulse position that contains more energy
than the rest of the positions. We derive the optimal energy detectors for wideband
and UWB PPM reception, and provide the corresponding bit error probability (BEP)
expressions. We obtain expressions for different assumptions on the channel, and verify
them through simulations. First of all, we consider a deterministic channel and present
the instantaneous BEP for a specific channel realization. Next, we consider a stochastic
channel and present the average BEP for an i.i.d. zero-mean Gaussian channel. We
finally point out that the UWB PPM detector proposed in [7], whose performance
degrades with an increasing spreading factor, is suboptimal, and we show that the
performance of the optimal UWB PPM detector does not depend on the spreading
factor.

2

Signal Model

Define the pulse position modulated transmitted signal sk (t) of length T for the kth
information symbol ak ∈ {0, 1, . . . , M − 1} as sk (t) = g(t − kT − ak T /M ) where g(t)
is the unit-energy pulse waveform with support [0, Tg ]. If p(t) represents the impulse
This work is supported in part by NWO-STW under the VICI program (project 10382).

51

Thirty-first Symposium on Information Theory in the Benelux

response of the physical communication channel, then the received signal corresponding
to the kth information symbol is given by
xk (t) = sk (t) ∗ p(t) + nk (t) = h(t − kT − ak T /M ) + nk (t)
where nk (t) is the additive noise corresponding to the kth information symbol, and
h(t) = g(t) ∗ p(t) is the received pulse waveform with support [0, Th ]. Following
Nyquist-rate sampling at rate N/T , the sampled received signal corresponding to the
kth information symbol is given by
xk,i = xk (iT /N ) = hi−kN −ak N/M + nk,i ,
for i = 0, 1, . . . , N − 1, where hi = h(iT /N ) and nk,i = nk (iT /N ), and where we
have assumed that N/M is an integer. The support of hi is given by [0, L − 1], where
L = ⌈N Th /T ⌉. Since we want to make the detection process separable in the different
symbols, we do not want the symbols to overlap and we thus require Th ≤ T /M or
L ≤ N/M .

3

Energy Detection of PPM

In order to reduce the overall system complexity and power consumption, we concentrate on noncoherent reception of PPM signals [7], which is akin to a GML detector.
The symbol decision is based on finding the pulse position that contains the maximum
energy. The symbol-by-symbol detection process does not require the estimation of the
channel parameters. The energy of the multipath components is collected to increase
the detection probability of the actual transmitted pulse. Let us focus on 2-PPM for
simplicity (M = 2) and let us assume that we have knowledge of L (in practice this
can be an overestimate of L). In that case, the detector can be built by incorporating
only those samples in xk,i that contain symbol information, and we obtain
uk,1 =

L−1
X
i=0

x2k,i

N/2+L−1

0

≷ uk,2 =
1

X

x2k,i .

(1)

i=N/2

In the following, we present the theoretical performance of the above detector. We
consider two different situations. First of all, we consider a deterministic channel hi and
present the instantaneous BEP given a specific channel realization. The average BEP
for a certain channel distribution can then be estimated in simulations by averaging the
BEP over different channel realizations drawn from the channel distribution. For one
specific channel distribution, we can present the average BEP in closed form, namely
when the channel hi is i.i.d. zero-mean Gaussian distributed. This is discussed in the
second part. Note that since all symbols are treated separately, we can simply consider
k = 0 and drop the subscript k in the sequel of this section whenever it offers notational
convenience.

3.1

Instantaneous BEP

We assume that the channel hi is deterministic and that the noise ni is i.i.d. zeromean Gaussian distributed with variance σ 2 , i.e., ni ∼ N(0, σ 2 ) for i = 0, 1, . . . , N − 1.
Assuming a zero has been transmitted, this results into xi = hi + ni ∼ N(hi , σ 2 ),
i = 0, 1, . . . , L − 1. From (1), we can write the instantaneous BEP for the case a zero
is transmitted as
Pe = P (u1 < u2 ),
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PL−1 2 PL−1
PN/2+L−1
PN/2+L−1
where u1 = i=0
xi = i=0 (hi + ni )2 and u2 = i=N/2 x2i = i=N/2 n2i . Since
xi = hi + ni ∼ N(hi , σ 2 ), i = 0, 1, . . . , L − 1, u1 is a non-central chi-square distributed
random variable where
P the2 noncentrality parameter equals the instantaneous channel
energy, s2 = Eh = L−1
i=0 hi . The pdf of u1 is given by [9]


√ s 
1  u1 (L−2)/4
−(s2 + u1 )
u1 2 , u1 > 0,
I
pU1 (u1 ) = 2
exp
L/2−1
2σ s2
2σ 2
σ
where Iν (z) is the modified Bessel function of the first kind [11, Eq. (8.445)]. Further,
u2 is a central chi-square distributed random variable since only the noise is involved.
The pdf of u2 is given by [9]


1
−u2
(L−2)/2
pU2 (u2 ) =
exp
, u2 > 0.
 u2
L
2σ 2
σL 2 2 Γ L
2

The instantaneous BEP is

−s2
1
2σ 2
e
Pe = 1 −
2σ 2 Γ( L2 )s(L−2)/2

Z

∞

γ
0




√ s 
L u1
(L−2)/4 −u21
u1 2 du1 (2)
, 2 u1
e 2σ IL/2−1
2 2σ
σ

Ru
where γ(., .) is the lower incomplete gamma function given by γ(n, u) = 0 tn−1 e−t dt.
Details regarding the derivation of (2) can be found in [10]. (2) only contains a single
integral and can easily be computed numerically. Remark that Pe is the expression for
the instantaneous BEP given a specific channel realization hi . The average BEP P̄e
for a certain channel distribution can then be estimated in simulations by averaging
the instantaneous BEP Pe over different channel realizations drawn from the channel
distribution.

3.2

Average BEP for an i.i.d. zero-mean Gaussian Channel

In this subsection, we consider a specific channel distribution for which we can find an
expression of the average BEP P̄e in closed form. More specifically, we assume that the
channel hi is i.i.d. zero-mean Gaussian distributed with variance 1, i.e., hi ∼ N(0, 1)
for i = 0, 1, . . . , L − 1, and that the noise ni is i.i.d. zero-mean Gaussian distributed
with variance σ 2 , i.e., ni ∼ N(0, σ 2 ) for i = 0, 1, . . . , N − 1. Assuming a zero has been
transmitted, this results into xi = hi + ni ∼ N(0, 1 + σ 2 ), i = 0, 1, . . . , L − 1. Although
this might not be the most realistic channel model, it provides us the opportunity to
study the influence of certain channel and noise parameters on the average BEP P̄e .
From (1), we can write the average BEP for the case a zero is transmitted as
P̄e = P (u1 < u2 ),
P
PL−1
PN/2+L−1 2 PN/2+L−1 2
2
2
where u1 = L−1
xi = i=N/2 ni . Since
i=0 xi =
i=0 (hi + ni ) and u2 =
i=N/2
2
xi = hi +ni ∼ N(0, 1+σ ), i = 0, 1, . . . , L−1, u1 now is a central chi-square distributed
random variable instead of a non-central chi-square distributed random variable. The
pdf of u1 is given by [9]
L

pU1 (u1 ) =

u1 2 −1
L
σ1L 2 2 Γ

L
2

e
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Further, u2 is again a central chi-square distributed random variable. The pdf of
u2 is given by [9]
L

pU2 (u2 ) =

u22

−1

L

σ2L 2 2 Γ

The average BEP is

−u2
2

 e 2σ2 , σ22 = σ 2 .
L
2


L


σ1 σ2
2Γ(L)
L
σ12
P̄e = 1 −
+ 1; 2
2 F1 1, L;
2
σ1 + σ22
L[Γ( L2 )]2 σ12 + σ22

(3)

where 2 F1 (., .; .; .) is the Gaussian hypergeometric function that is defined by [11, Eq.
(9.14.2)]. Details regarding the derivation of (3) can be found in [10]. Hence, we have
obtained a closed form expression for the average BEP for an i.i.d. zero-mean Gaussian
channel hi .

3.3

Simulation Results

In this subsection, we will illustrate the above BEP expressions by means of some
simulation examples. We consider a 2-PPM system with samples taken at Nyquist
rate and a channel of length L = 3. Let us first focus on the instantaneous BEP
and make the same assumptions as in Section 3.1. The instantaneous BEP will be
plotted
the instantaneous SNR. Defining the instantaneous channel energy as
Pagainst
2
Eh = L−1
h
,
and
the instantaneous SNR can be written as
i
i=0
η=

Eh
.
σ2

Note that the instantaneous BEP Pe only depends on this instantaneous SNR η, and
not on the distribution of the energy over the different channel taps. We compare our
exact expression (2) with the approximate expression derived in [7]
"

 2 #−1/2
1
1
,
Pe ≈ Q  2 + L
(4)
η
η2

where Q(.) is the Q-function. Note that we have adapted the expression of [7] to our
context and notation. We will come back to this equation later on when we discuss
energy detection for UWB PPM signals. The results are plotted in Figure 1. We clearly
observe that the Gaussian approximation of the channel energy made in [7] does not
hold for this example since L is too small. That is why the approximate instantaneous
BEP of [7] severely underestimates the exact instantaneous BEP of (2). Let us next
focus on the average BEP for an i.i.d. zero-mean Gaussian channel and make the same
assumptions as in Section 3.2. The average BEP will P
be plotted against the average
2
SNR. Defining the average channel energy as Ēh = E{ L−1
i=0 hi } = L and the average
SNR is defined as
Ēh
L
η̄ = 2 = 2 .
σ
σ
In Fig. 2, we compare our exact expression (3) with two other curves: the simulated
average BEP and the average BEP obtained by averaging (4) over different channel
realizations. We can clearly see that our exact expression matches the simulations,
whereas the result based on [7] again underestimates the exact average BEP.
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Figure 1: Instantaneous BEP of 2-PPM
with L = 3 taps.
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Figure 2: Average BER of 2-PPM with
L = 3 taps.

Energy Detection of UWB PPM Signals

In this section, we extend the analysis to single-user UWB systems employing PPM.
We follow the model presented in [7] and improve upon it. Every symbol now consists
of Nf frames, each with frame time Tf , so that the symbol time is given by T = Nf Tf .
The motivation for a multiple frame transmission has been attributed to the FCC limits
on the signal power spectral density. Repeating a pulse Nf times, reduces the energy of
an individual pulse for a constant symbol energy. The transmitted and received signal
for the kth information symbol can now respectively be written as
Nf −1

sk (t) =

X

g(t − (j + kNf )Tf − ak Tf /M )

j=0

and
Nf −1

xk (t) = sk (t) ∗ p(t) + nk (t) =

X

h(t − jTf − kT − ak Tf /M ) + nk (t).

j=0

Following Nyquist-rate sampling at rate N/Tf , the sampled received signal corresponding to the kth information symbol is now given by
Nf −1

xk,i = xk (iTf /N ) =

X

hi−jN −kN Nf −ak N/M + nk,i ,

(5)

j=0

for i = 0, 1, . . . , Nf N − 1, using the same definitions and assumptions as before. Separating the detection process in the different symbols now also means that the different
frames may not overlap, and thus we require Th ≤ Tf /M or L ≤ N/M . Stacking the
N Nf received samples related to the kth symbol, xk = [xk,0 , xk,1 , . . . , xk,N Nf ]T , we can
write (5) as
xk = u(ak , h) + nk
where h = [h0 , h1 , . . . , hL−1 ]T and nk = [nk,0 , nk,1 , . . . , nk,N Nf ]T . u(ak , h) is the useful
signal part. Assuming nk,i is i.i.d. zero-mean Gaussian distributed with variance σ 2 ,
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the pdf of the received signal xk can be written as


1
2
p(xk |ak , h) = C exp − 2 kxk − u(ak , h)k2
2σ

(6)

where C is some positive constant. Using the generalized maximum likelihood criterion,
it is clear that in order to maximize (6), we need to minimize the squared 2-norm, which
can be written as
Nf −1 L−1

Λ(ak , h) = kxk −

u(ak , h)k22

=

XX

(h2l − 2hl xk,Pj,l )

(7)

j=0 l=0

where Pj,l = jN +ak N/M +l for notational simplicity. Now taking the partial derivative
with respect to hl while keeping ak fixed, we obtain
Nf −1
X
∂Λ(ak , h)
= 2Nf hl − 2
xk,Pj,l .
∂hl
j=0

Now minimizing the cost function with respect to h would mean setting every gradient
with respect to hl to zero, which yields the following optimal estimate for hl :
Nf −1
1 X
ĥl =
xk,Pj,l .
Nf j=0

(8)

Defining ĥ = [ĥ0 , ĥ1 , . . . , ĥL−1 ]T and substituting (8) in (7), we finally obtain Λ(ak , ĥ) =
PL−1 2
−Nf l=0
ĥl . As a result, the symbol ak can be found by solving the following problem
min Λ(ak , ĥ) = max
ak

ak

L−1
X

ĥ2l .

(9)

l=0

Let us at this point define the instantaneous SNR as
η=

Nf E h
.
σ2

From (9) and (8), it can then be observed that the decision result will be independent
of the number of frames Nf for the same instantaneous SNR η. We can explain this
as follows. The estimate of hl in (8) is obtained by averaging samples over different
frames, which on one hand decreases the noise energy by a factor of Nf but on the
other hand also decreases the signal energy by a factor of Nf due to the fact that the
instantaneous SNR η is kept constant. Hence, the performance of the estimate of hl
does not change with Nf and thus also the solution to (9) does not change with Nf
since it only involves the estimate of hl . Replacing ĥl in (9) by the value obtained from
(8), we can write

2

2
Nf −1
Nf −1
L−1
L−1
X
X
X
X
 1
 1
xk,Pj,l  = max
xk,jN +ak N/M +l  .
min Λ(ak , ĥ) = max
ak
ak
a
N
N
k
f j=0
f j=0
l=0
l=0
(10)
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So we can see that the optimal procedure consists of first averaging and then squaring, and the related performance is independent of the number of frames Nf if the
instantaneous SNR η is kept constant. The instantaneous BEP Pe can thus be computed using (2). This is in contrast to the procedure proposed in [7], consisting of first
squaring and then averaging:
Nf −1 L−1
1 XX 2
âk = arg max
xk,jN +ak N/M +l .
ak Nf
j=0 l=0

The related instantaneous BEP can be approximated by [7]
"

 
 2 #−1/2
1
1
,
+ Nf L
Pe ≈ Q  2
η
η

(11)

(12)

which increases significantly with Nf . Hence, we can conclude that the approach in [7]
is clearly suboptimal. Note that for Nf = 1 both approaches are equivalent and that is
why we could use (12) with Nf = 1 as a performance benchmark for the instantaneous
BEP in Section 3.3.

4.1

Simulation Results

Let us consider the pulse waveform g(t) given by the second derivative of a Gaussian
pulse with unit energy and a duration of 1 nsec. Further, let us generate a channel
p(t) using the IEEE 802.15.3a CM1 channel model [3], which is a line-of-sight channel
model. We focus on a bandwidth of 1 GHz, corresponding to a sample rate of N/T =
0.5 ns. Since the CM1 channel model has a delay spread of about 20 ns, we take
L = 40. Figure 3 shows the simulated instantaneous BEP for the proposed method (10)
and compares this with (12) which is an approximation of the instantaneous BEP for
the method of [7]. We observe that the performance of the proposed method does
not change with Nf , whereas the method of [7] is severely influenced by Nf . Fig. 4
finally compares the simulated instantaneous BEP of the proposed method (10) with
the exact expression of (2) and the approximated expression of (4) for L = 20 and
L = 40. Clearly, the exact expression corresponds to the simulated results, whereas
the approximated expression slightly deviates (the deviation decreases as L increases).
In this case, the difference between (2) and (4) is smaller as in Fig. 1 because we are
dealing with larger values of L here. Further, we notice that decreasing L below the
delay spread (from L = 40 to L = 20) can have a positive effect on the performance,
since we are capturing less noise energy in the considered intervals.

5

Conclusion

We have presented PPM signal models for wideband and UWB signals along with their
theoretical expressions for the BEP. We have looked at the instantaneous BEP for a
specific channel realization as well as the average BEP for an i.i.d. zero-mean Gaussian
channel. Our theoretical analysis portrays the exact behavior of the signal models. We
have also presented an UWB PPM detector along with its theoretical BEP expression
which outperforms an existing detector.
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Abstract
High order linear modulations, combined with coherent detection and signal processing at the receiver, are nowadays considered to reach the new capacity targets for the
communications over the optical fibers. In order to reduce the computational complexity of the algorithms at the receiver, it has recently been proposed to compensate for the
chromatic dispersion (CD) and polarization mode dispersion (PMD) in the frequency
domain. Singlecarrier with frequency domain equalization (SC-FDE) is an attractive
method to compensate linear channel distortions as its very low peak to average power
ratio (PAPR) is likely to limit the nonlinear distortions of the transmitted signal. The
goal of this paper is to show that SC-FDE can successfully equalize CD and PMD distorsion for PDM-WDM (wavelength-division multiplexing) optical point-to-point links
even in the presence of nonlinear effects without the assumption of channel knownledge
at the receiver.

1

Introduction

During the past decade, both capacity and reach of optical fiber communications have known
substantial evolution. Whereas the current deployed long-haul systems make use of On Off
Keying, reaching a transmission rate of 10 Gbit/s per channel, the current research aims at
transmission rates of 40 or even 100 Gbit/s per channel, combined with the motivation of
achieving higher spectral efficiency. At high bit rates, optical communications increasingly
suffer from the inherent fiber impairments which can be categorised as [1]:
• Absorbtion losses compensated by in-line amplifiers. The optical amplification through
stimulated emission always comes with spontaneous emission which manifests itself
in white gaussian noise.
• Chromatic dispersion (CD) whose origin is the frequency-dependant refraction index of the fiber. Different spectral components travel at different speeds, causing
dispersion-induced pulse broadening.
• Polarisation mode dispersion (PMD) which is a consequence of the birefringence of
the fiber. The distribution of birefringence along the fiber being random, PMD is a
linear but stochastic process.
1
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Figure 1: Simplified transmission line. Succession of fiber spans, optical amplifiers (OA)
and dispersion compensating fibers (DCF). The pattern is repeated N times (typically the
span length is in the order of 100 km and N in in the order of 10 for long-haul terrestrial
systems).
• Nonlinear effects originate in the field-dependence of the refraction index. The nonlinear effects can be categorised as self-phase modulation (SPM), through which the
intensity of a pulse modulates its own propagation, cross-phase modulation (XPM)
where the intensity of one pulse affects the propagation of another pulse (XPM is thus
an inter-channel effect) and four-wave mixing. The latter being constrained by phase
matching conditions, it can usually be ignored.
Nonlinear effects are in many cases limiting factors for optical transmission systems. In
fact, the effect increasing with optical power, nonlinear effects indirectly limit the achievable
OSNR (Optical Signal to Noise Ratio) at the receiver.
The typical optical transmission scheme can be depicted as in 1: several fiber sections
alternate with in-line amplifiers and sections of dispersion-compensating fibers (DCF). The
role of the DCF is to annihilate the effect of chromatic dispersion of the fiber spans. However,
the so-defined dispersion maps always keep a small residual dispersion. In fact, it has been
both analytically and experimentally proven [2] that a small residual dispersion decreases
the outcome of nonlinear effects as a consequence of averaging due to walk-off between
adjacent channels.
In order to respond to higher capacity requirements, high order modulation formats like
QPSK or QAM modulations are used. As these formats modulate the phase of the signal,
they require coherent detection. The combination of coherent detection and digital signal
processing is a promising alternative to optical equalization [3, 4]. In addition to wavelength division multiplexing (WDM), polarization division multiplexing (PDM), exploiting
the two polarization axes of the optical field, is another method that can be used to double
the communication capacity [4]. Orthogonal frequency-division multiplexing (OFDM) has
also been recently proposed in the literature to efficiently deal with the optical fiber CD and
PMD [5, 6, 7]. The principle of OFDM is to convert a time-domain convolutive channel into
a frequency-domain multiplicative channel that can thus be compensated at a low complexity
by scalar coefficient multiplications. In practice, inverse Fourier transform is performed on
the frequency domain symbols, and at the receiver, a Fourier transform is carried out. The
use of fast Fourier transforms (FFT) permits efficient implementation. Single-carrier with
frequency domain equalization (SC-FDE) is an interesting alternative to OFDM that benefits
from the same low complexity frequency domain channel compensation technique [8, 9].
The principle of SC-FDE is however slightly different: the signal is sent at the transmitter in
the time domain. After propagation through the channel, the receiver performs first a Fourier
transform to translate the signal to the frequency domain where the channel is compensated
at a low complexity and second an inverse Fourier transform to translate the signal back to
the time domain. Compared to OFDM, SC-FDE offers two important advantages in the case
of optical fibers:
• While OFDM is known to suffer from a high peak to average power ratio (PAPR), the
PAPR of SC-FDE is much lower. Since the instantaneous power of SC-FDE waveform
is more stable, the robustness of the system to non-linearities which is a severe limiting
factor in optical systems will be improved.
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• While a complex waveform is transmitted in the case of OFDM, simple phase shift
keying (PSK) or quadrature amplitude modulation (QAM) symbols are transmitted in
the case of SC-FDE [10]. Therefore, the implementation of the transmitter can be
significantly simplified (for example, no complex DACs are required).
A few recent papers have proposed to apply SC-FDE to optical communications to compensate for the CD [11] and PMD [12]. In [13], we firstly exploited the potential capacity
doubling of the fiber link due to the use of polarization division multiplexing. However,
none of the previous SC-FDE contributions take into account the nonlinearities of the fiber
link, as interchannel interference has been completely ignored. The nonlinear system can
no longer be implemented as a convolutive channel but is implemented by the well-known
SSFM (Split-Step Fourier Transform ) numerical propagation method. Furthermore, none of
the previous SC-FDE contributions took into account dispersion management. The goal of
the present paper is to show that a single carrier transmission scheme can efficiently achieve
chromatic dispersion and polarisation mode dispersion equalization even in presence of nonlinear distorsions in the optical fiber. In order to derive the SC-FDE receiver a linear system
model including CD and PMD and the transmitter and receiver effects is derived in Section
2 for a point-to-point PDM-WDM link. Section 3 explicits the realistic model of the channel
transmission. Nonlinear WDM propagation with PDM, CD and attenuation and a simplyperiodic dispersion map based upon a simple dispersion management criterion are presented.
In Section 5, numerical simulations are carried out using the realistic channel model and the
linear MMSE receiver.

2

System model

Figure 2 shows a block diagram of the optical communication system. We assume that the
initial bit sequence Bx (n) is mapped onto complex QPSK symbols. Furthermore, the system
capacity is doubled by modulating two independent information streams By (n) and Bx (n)
on two orthogonal polarizations. To enable SC-FDE equalization, a cyclic prefix at least as
long as the linear channel impulse response is inserted, repeating the Ncp last symbols at the
beginning of each symbol block.

Figure 2: System model.
The symbols are then parallel to serial converted for further processing. The symbols
are transformed into an optical signal using a Mach-Zehnder modulator. The output of the
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idealized quadrature Mach-Zehnder is [14]:
1
Sx (t) = Eopt (t) √ (eiπRe(Ix (t)) + eiπIm(Ix (t)) eiπ/2 )
2

(1)

where Ix (t) is the signal obtained by filtering the input sequence Ix (n) and Eopt (t) the laser
carrier. A multiplexer assumed ideal simply transmits on the fiber the x and y optical data
streams on the two orthogonal polarizations and concatenates together the different channels
used in the WDM system. The optical channel will be covered in Section 3. At the receiver,
a gaussian optical filter selects the WDM channel of interest. The x or y component of
the received field obtained through a polarization beam splitter (PBS) enters the coherent
detection chain. After sampling, we get the two polarization sequences Yx (n) and Yy (n).
After another serial to parallel conversion, the cyclic prefic is removed.

3

The transmission channel

In this Section, we present the channel model used to represent the Kerr nonlinearity of
optical fibers, the dispersion management and the optical amplification.

3.1

Scalar propagation (neglecting birefringence)

The scalar propagation of optical pulses in single mode fibers is described by the well-known
nonlinear Schrödinger equation [15]:
∂A jβ2 ∂ 2 A α
∂A
+ β1
+
+ A = jγ|A|2 A
∂z
∂t
2 ∂t2
2

(2)

where A gives the baseband representation of the optical pulse which has been separated
from the transversal pulse profile and normalized in such a way that |A|2 represents the optical power, β1 represents the group velocity of the pulses, β2 is the second order chromatic
dispersion, γ is the nonlinear coefficient whose magnitude shows the strength of nonlinear
effects in the fiber medium and α is fiber attenuation. Chromatic dispersion is easily genn
eralised by adding terms of the form jβn!n ∂∂tnA . Note that if only dispersion is considered,
the integration of (2) is straightforward in the frequency domain and yields the following
frequency response:
j
2 j
3
f iber
Hlin
(ω) = e(− 2 ∗β2 ω − 6 ∗β3 ω +...)L
(3)
In the presence of non linear phenomena, propagation must be carried out numerically. We
use the well-known Split-Step Fourier Method (SSFM), a pseudo-spectral method integrating (2) over small z steps alternating frequency domain steps for linear part of (2) and
time-domain steps for the nonlinear part. Generalisation of the SSFM to the WDM case
is straightforward in the absence of four wave mixing, the power |A|2 in the nonlinear term
simply becomes the total power of all channels.

3.2

Vector propagation with PMD

Without fiber birefringence, PDM propagation for the vector field A = [Ax Ay ]T are
trivially two independant (2) equations for Ax and Ay . In the presence of fiber birefringence,
(2) becomes [16], using the approximation of complete mixing of the nonlinear polarization
term [17], the Manakov-PMD equation:
∂A α
β2 ∂ 2 A
∆β0
∆β1
∂A
8
+ A+j
=j
(l(z).~σ )A +
(l(z).~σ )
+ jγ |A|2 A
2
∂τ
2
2 ∂τ
2
2
∂τ
9
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Figure 3: The dispersion map, showing the cumulative dispersion over link distance. The
simplest form of the dispersion map is the singly-periodic map depicted here
τ = t − β1 z. The new linear terms are due to fiber birefringence: the propagation constant
β depends on the polarization of light, which results in the presence of ∆β terms. At each
position z, the fiber owns two eigenmodes (l(z)). This feature leads to mode coupling via
l(z).~σ , a 2 × 2 Jones matrix which acts of the field A [16].
The variation of birefringence is commonly described by the evolution of the birefringence vector β~ = |∆β(z)|~l(z)/|~l(z)|. Its distribution of the eigenvecors is a random process.
Experimental results show that the distribution of the local birefringence |δβ(z)| is Rayleigh2π
distributed. The distribution is caracterised by the beat length LB = <|δβ(z)|>
of the fiber.
Second, the mean differential group delay between optical pulses propagating on orthogonal
polarizations has a maxwellian distribution. The distribution is caracterized by both the beat
length and the coupling length LC , a parameter which caracterises the autocorrelation function of the birefringence. The model used commonly to describe the distribution of β~ is the
Wai and Menyuk model [18] :
dβk
= −pβk + sηk (z) k = 1, 2 β3 = 0
(5)
dz
η1 and η2 are independant white noise samples. p and s are directly related to LC and LB
[19]. An optical fiber can be described by a concatenation of polarization maintaining fiber
sections. In order to describe PMD in the SSFM algorithm, we thus compute the birefringence distribution using 5 for each section. At each SSFM step, we project the field onto the
local eigenmodes.

3.3

In-line amplification and dispersion management

The optical equivalent of the noise normally encountered in wireless systems is the spontaneous emission in the in-line amplifiers. The quality of amplifier is expressed through its
SN Rin
noise figure: N F = SN
. The value of the OSNR is triggered by the channel power and
Rout
the presence of the optical amplifier [14].
During propagation, nonlinear effects and dispersion interact in a complex way. Consequently, the result of the detection strongly depends on the distribution of dispersion compensation. It is caracterised by the dispersion map, a graph showing the evolution of the
accumulated dispersion with distance, as shown in figure 3; in practice the maps are singly
or doubly-periodic in order to simplify the optimization problem [20]. A simplistic but convenient tool to optimize dispersion maps is the Phase to Intensity Conversion Criterion (PIC)
[20]. It is an estimation of the intensity noise caused by conversion of Kerr induced phase
shifts into Intensity noise by chromatic dispersion [15]: dP IC(z, ω) = dP (z, ω)/ < P >
where dP (z, ω) is the intensity noise generated at ω in the interval [z, z + dz] and < P >
the mean power of the channel. The integration over distance yields a simple link between
dispersion map parameters to fulfill in order to set the overall PIC to zero[20].
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4

MIMO - MMSE receiver for optical point-to-point links

The receiver reconstructs an estimate I˜i (n) based upon the observation of the received sequence Yx′ (n) and the knowledge of the pilot symbols passed through the channel. The goal
of the MMSE receiver is to account for dispersion - induced distorsion and PMD-induced
polarisation mixing. In Section 5 we will show that the detector is still usable in the case of
nonlinear propagation. We now assume a linear system input - output behaviour such that
we can write the received sequence Yx′ (n) as a convolution:
Yx′ (n)

=

Lh
XX

hij (l)Ui (n − l) + wj (n)

(6)

i=1,2 l=0

Lh is the length of the total channel response, w(n) are white gaussian noise samples.
The noise is caused by spontaneous emission in the in-line erbium doped fiber amplifiers.
hij (l) is the total channel impulse response, and thus the convolution of the linear fiber response hfliniber as in 3, the transmitter response htrans and the reception response hrec :hij (l) =
htrans (t) ∗ hopt (t) ∗ hrec (t)|t=lTs , where Ts is the symbol period.The block input - output
relationship necessary for detector design can be found in [13] For the final channel matrix,
we concatenate the receive vectors: Y ′ (n) = [Y ′x (n) Y ′y (n)]T , the matrix model becomes:
Y ′ (n) = H.U (n) + z(n)
z n are the bloc noise samples. H is defined by:
"
#
H 1,1 H 2,1
H=
H 2,1 H 2,2

(7)

(8)

The receiver optimized according to the minimum mean square error (MMSE) criterion, it is
thus designed to minimize the symbol estimation error variance. The linear MMSE detector
is given by [21]:
 2
−1
σw
H
I + H ·H
· HH .
(9)
G =
σU2 Q

5

Numerical results

For numerical simulations, we chose a standard single mode fiber (SSFM) for the fiber spans.
Chromatic dispersion is taken into account for up to third order. Nonlinear effects and thirdorder dispersion are neglected in the DCF. We consider a typical terrestrial link with 10 spans
of 100 km. Channel estimation is carried out using time-separated known symbols for the x
and y polarization.
Traditionnaly, dispersion maps were mostly designed so that the residual dispersion at
the end of the link was zero [20]. This situation changed in the past few years as coherent
detection made digital dispersion compensation possible [4]. Economically speaking, this
feature permits to save some DCF length. Figure 4 shows BER curves for different residual
dispersions for a one-channel system where nonlinear effect were neglected. The results
show that the SC-FDE detector can effectively account for fiber dispersion. For very low
residual dispersions, the receiver struggles as the channel estimation is degraded in noisedominated channel.
We carry out simulations including nonlinear effects over the defined point-to-point link.
Results are compared with the linear case in 4. We conclude that nonlinear effects degrade
the performance of the MMSE receiver.
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Figure 4: The left figure shows BER curves for different residual dispersions. The legend
shows the residual dispersions in ps/nm. The right figure shows BER curves comparing
the results at 1500 ps/nm residual dispersion, for a purely linear channel as well including
nonlinear effects for different channel power levels. The channel performance is strongly
affected by non linear effects.

6

Future works

Channel time-variance is to be implemented in the channel model. We will thus be able to
evaluate the effects of channel estimation frequency upon system performance. Furthermore,
in future works, channel power will be optimised with respect to nonlinear effects for each
value of noise figure of the in-line amplifiers. BER curves will thus be shown as a function
of noise figure and thus constant noise power.
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Abstract— Maximizing the battery life time of mobile devices
and sensor nodes increasingly becomes a challenge. In many
applications the energy consumed by the receiver is orders of
magnitude larger than the energy consumed by the transmitter.
We address the challenge of achieving the highest possible
throughput per Watt of available receiver circuit power. Our
closed form solution allows us to formalize the relation between
adjacent channel interference power and achievable throughput
for a given available receiver circuit power budget. We conclude
that for a given adjacent channel interference level, there is an
optimum receiver power that needs to be applied to operate
the link at optimum efficiency in terms of bits per Joule. If the
receiver has less power available than this optimum, it preferably
applies a duty cycling scheme, switching between an off state and
operation at the optimum power. This observation is contrast to
commonly used capacity models where throughput is limited by
transmit power.

I. I NTRODUCTION
Receiver power consumption tends to become more problematic than delivering adequate transmit power, when maximizing battery life time of mobile devices and sensor nodes.
In many applications, the mobile user spends significantly
more time receiving data than transmitting. Often, the energy
consumed in receiving mode is several orders of magnitude
larger than the energy consumed in transmit mode [1] [2],
even if the transmitter circuit power consumption is larger
than the receiver circuit power consumption when switched
on. Secondly, in a short range link, the transmit power can
be relatively small. So the transmit power amplifier is no
longer the main power consumer. Yet, the receiver front end
often needs to recover a weak signal in the presence of
strong adjacent channel interference, which requires highly
linear, thus power hungry radio frequency (RF) designs. In
the absence of disruptive new approaches, we expect that this
trend will continue for the foreseeable future.
A commonly used direct-conversion receiver architecture is
used in our analysis. In most receivers a broad band signal
is processed at radio frequency (RF) by the analog front
end, where the desired signal only occupies a small portion
of the front-end bandwidth. To present the desired signal
to the baseband (BB) ADC, the analog front end amplifies,
down-converts, and filters the received RF broadband signal.
Therefore, the first stages of our receiver usually contains
strong adjacent channel interferers, with a priori not fully
known statistical properties [3]. These signals need to be

handled with adequate linearity to avoid excessive distortion
spill-over into the band of the desired signal [4].
In [5] a top down approach for RF receiver power minimization is proposed to cope with the typical complexity of RF
circuit blocks. In the proposed approach characteristics of the
RF stages such as linearity, gain, bandwidth, and circuit power
consumption can be interchanged via structurally independent
transforms (SIT), independent of circuit topology, IC process,
lay out, and so on [6]. Designs for stages are ranked according
to their power efficiency via an effective figure of merit
(EFOM), which does depend on circuit topology, IC process,
lay out, and so on. The approach minimizes the total circuit
power of the receiver cascade by optimally interchanging the
characteristics of the stages via the SIT. Therefore the abstract
optimum is independent of circuit topology, IC process, lay out
and so on. By selecting the best EFOMs for each stage from
a circuit library and using SIT the chosen circuit topology
for a stage can be transformed to correspond to the optimal
specification. This approach was illustrated for a cascade of
two stages in [7].
From recent insights in IC design optimizations [8], we
conclude that the most dominant factor in power consumption
for low power designs is the linearity requirement (in terms
of the third order intercept point (IP3)). The optimum system
specifications for the receiver cascade that are derived, also
lead to specification for the IP3, noise figure (NF) and gain
of individual stages. Our closed form solution allows us to
formalize the relation between adjacent channel interference
power and achievable throughput for a given available receiver
circuit power budget. Therefore, the theory links the highest
achievable number of bits per Joule in a given IC technology
to adjacent channel interference robustness.
The optimum appears to depend mainly on the strength
of adjacent channel interference. Furthermore, the throughput
as a function of the receiver circuit power budget observes
an optimum. Too low receiver circuit power would lead
to a highly non-linear receiver, hence strong distortion and
low throughput. Too high values of receiver circuit power
would create an unnecessarily linear receiver, which cannot
be exploited because of the finite signal-to-channel-noise ratio
of the received signal. A main contribution of this paper is that
for very low available receiver circuit power, our results imply
that a duty cycle strategy is more efficient than continuous
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operation. The receiver is proposed to operate in bursts. This
observation is contrast to commonly used capacity models
where throughput is limited by transmit power. In such models
the link capacity appeared insensitive to the chosen waveform,
but merely determined by Eb /N0 . In modern short range low
power systems, receiver power is a more severe limitation,
and new models are required. This paper contributes to the
formulation of these.

maximum power gain of the analog receiver given by
Gtot =

(1)

here Pm is the power allocated to the mth stage of a receiver
circuit. The maximum is taken over all possible settings of the
RF stages, provided that the total consumed power does not
exceed Pr . We use the capacity expression


S
T = log2 1 +
(2)
Ntot
as a measure of achievable throughput T . Here S is the input
signal power. Yet, T should not be interpreted as the Shannon
capacity of the system in information theoretic sense: if the
sampling and ADC circuits are allowed to capture the entire
band, including the interference signal, the distortion can be
predicted by the BB DSP and its effect can be eliminated,
at least from an information theoretical perspective. Hence
one could design a receiver that has higher throughput than
the value found in (2). However, such a receiver architecture
would be at odds with our ambition to minimize the receiver
circuit power consumption. Lacking a better model, we define
the throughput T as in (2). The total noise plus distortion,
relative to power levels at the input, is
Ntot

(4)

where Gm is the gain of the mth stage in the cascade (Figure
1). We now need a more detailed model of Nd and Nr .
A. Distortion and Noise
The distortion is expressed as [8]

Simultaneously, we publish a similar text for the community
of IC design experts at ISCAS [8], where we focus on the
modeling behind our investigation. In this WIC paper, our emphasis will be more on the consequences for link optimization
and on appropriate choices for modulation, coding and packet
sizes. To make this paper self-contained we elaborate on the
IC front end design parameters in this chapter.
To operate a wireless network at the highest efficiency
possiP
ble for a given receiver circuit power budget with Pm = Pr
we strive to find

Nr
Nd
= Nth +
+
,
Gtot
Gtot

Gm ,

m=1

II. M ODELING S YSTEM T HROUGHPUT E FFICIENCY

Tb = max T |P Pm =Pr ,

M
Y

(3)

where Nth is the noise in the channel, Nr the electronics noise
added by the analog circuits of the receiver, and Nd is the
distortion caused by an interferer. Other RF impairments such
as LO leakage, DC leakage and images are not considered,
since they are related to the architecture, topology and layout,
which are beyond the scope of this paper. The AWGN noise
in the channel is given by Nth = kT B. where k = 1.38 ×
10−23 is Boltzmann’s constant, T is the temperature and B is
the bandwidth of the desired signal. Further, Gtot is the total

Nd =

3
Gtot Pint
.
IP 32tot

(5)

Here IP 3m is the third order intercept point of the mth stage.
We simplify our model by assuming that, after further channel
selectivity filtering, Nyquist sampling and A/D conversion, the
baseband processing engine of the receiver has no further
knowledge of this distortion signal, and experiences it as
AWGN [9]. The total worst case IP 3 of M stages can be
calculated via [5]
!−1
M Qm−1
X
j=1 Gj
IP 3tot =
,
(6)
IP 3m
m=1

under the worst case assumption that all distortion components
are in-phase.
Next to the distortion signals, the analog front end adds
noise Nr to the desired signal. This addition of noise is
modeled via the noise figure (NF), and is defined as NF=
10 log10 (Fm ). Here, the noise factor Fm is defined as:
Fm =

SNRm
,
SNRm+1

(7)

where SNRm is the SNR at the input, and SNRm+1 is the
SNR at the output of the mth stage in a cascade. Note that
the noise figures do not model the contribution by distortion.
The total noise-factor of M stages in a cascade, Ftot , can be
calculated via Friis forumula
Ftot = 1 +

M
X
Fm − 1
,
Qm−1
j=1 Gj
m=1

(8)

where Fm the noise-factor of the mth stage and Gj the gain
of the j th stage. Moreover, the total noise factor must satisfy
Ftot = 1 +

Nr
Gtot Nth

(9)

where Gtot is the total gain of the analog circuit and Nr is the
variance of the electronics noise added by all analog circuits
weighed with the partial gains. The electronics noise can now
be expressed as
Nr = (Ftot − 1) Nth Gtot

(10)

By combining (3) (5) and (10), the total noise plus distortion,
normalized to power levels present at the input, is now given
by
P3
Ntot = Ftot Nth + int2 ,
(11)
IP 3tot
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We call this a Maximum Throughput Cascade Optimization
Method (MTCO).
C. Minimum Power Cascade Optimization Method
1) Linearity Factor Model: A commonly used equivalent
figure of merit (EFOM) [5] is
Pm =
Fig. 1: Power consumption Pr in a receiver, to be optimized by
adapting the IP 3 and Gain G of each of the M stages.

where IP 3tot follows from (6) and Ftot from (8). Figure 1 now depicts the receiver model, where every individual stage has variable gain (G1 , · · · , GM ) and IP3
(IP 31 , · · · , IP 3M ), thus allowing for variable IP 3tot and
variable Ftot of the receiver cascade.
B. Optimum Throughput
In [8] our aim is to optimize the power budget Pr over
the various stages such that throughput T is optimum under
the constraint of a given technology, a given received power
S, total gain Gtot needed to drive the ADC and channel
parameters Nth and Pint . A commonly encountered design
problem in RF design is that of optimizing each circuit block
to meet a given spec for the total receiver. So for a chosen
Ftot and IP 3tot one needs to optimize the power budget Pr
by optimally distributing the gains (G1 , · · · , GM ) and
IP 3’s (IP 31 , · · · , IP 3M ) over the cascade. In [5] a double
Lagrangian tool is proposed for this exercise, to solve the
distribution of the gains and IP 3 for the cascade. Paper [7]
summarizes [5] for M = 2. This Minimum Power Cascade
Optimization (MPCO) solves:
!
M
X
(12)
Pmin = min
Pm ,
m=1

where Pm is the power dissipation of circuit block m, as
will be covered by (15). In [8] we extend the MPCO by
further optimizing Ftot and IP 3tot to satisfy our end goal of
maximizing the throughput, thus searching for
Tb =

max

Ftot , IP 3tot

(T ) ,

(13)

where the available receiver circuit power Pr , satisfies Pr =
Pmin as in (12). This is achieved by expressing the power
d3tot , as a closed form function (20)
optimal IP 3tot , called IP
of the figure of merits related to the used IC design process,
the available receiver circuit power Pr , the power optimal total
noise factor Fbtot and total gain Gtot . Therefore, we can write
Ntot as a function of Fbtot and the available receiver circuit
power Pr . Our claim is that in the end the maximization in
(13), for a given power budget Pr , is equal to minimizing the
total noise according to



btot = min Ntot IP
d3tot (Ftot ) .
N
(14)
Ftot

fm Gm IP 3m
,
κm

(15)

where fm is the power limiting bandwidth and κm is the
power linearity factor of the mth stage. The most appropriate
parameter to choose for fm highly depends on the circuit
functionality. For LNAs with a dominant pole, the bandwidth
is an appropriate choice. By using an EFOM, Pm theoretically
does not depend on the noise figure Fm . By using structure
independent transforms (SIT), it is possible to trade IP3, gain
and power dissipation, to transform a chosen topology for each
circuit block to a circuit with the optimal specification [6].
Creating a topology that can also change IP 3 adaptively and
stil meet (15) is a topic of current IC design research.
2) Dual Lagrange Optimization Method: So,
!
M
X
fm
Pmin =
min
Gm IP 3m , (16)
κ
G1 , · · · , G M
m=1 m
IP 31 , · · · , IP 3M

while achieving the Gtot using (4), IP 3tot using (6), and Ftot
using (8). In this optimization process, the fm , κm and Fm
of a cascade are taken as constant. The individual Fm is kept
constant because the Fm is limited by the topology and used
IC process technology. A closed form expression [5] for the
minimal analog signal conditioning (ASC) power dissipation
as a function of the overall noise factor Ftot is,
s
!2
p
Fw
Pmin = IP 3tot
Fe +
,
(17)
(Ftot − F1 )
where the ”weighed excess noise factor” Fw is defined as
!3
M
−1 r
X
3 fm
(18)
Fw =
(Fm+1 − 1) .
κm
m=1
Here the excess noise factor of the final stage is
Fe =

fM
Gtot ,
κM

(19)

which is a fixed value.
D. Maximum Throughput Cascade Optimization Method
While (17) gives the minimum power Pmin needed to
satisfy a required IP 3tot , we can conversely claim that the
d3tot that one can achieve for a given available Pr equals
best IP
s
!−2
p
Fw
d
IP 3tot = Pr
Fe +
.
(20)
(Ftot − F1 )
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TABLE I: κm for various LNA circuit designs in 90 nm CMOS.

Now, we can rewrite the total noise (3) as a function depending
on Ftot , Pint and Pr
4
√
q
P3
w
(21)
Ntot = Ftot Nth + Pint
Fe + (FtotF−F
,
2
)
1

LNA
NF [dB]
BW [GHz]
Gain [dB]
IIP3 [dBm]
Pdc [mW]
κm [109 ]
LNA
NF [dB]
BW [GHz]
Gain [dB]
IIP3 [dBm]
Pdc [mW]
κm [109 ]

r

By combining (1), (2), (3), and (21), we can maximize T
by minimizing Ntot . We require that
dNtot (Ftot )
dFtot
and obtain Fbtot as Fbtot =
F1 +

√
− Fe +

r

= 0,

(22)

btot
Ftot =F

4Fw
! .
1/3 2

Pr2
5/3
Fe + 2
Fw Nth P 3

(23)



s

− Fe +

4Fw Nth

Fe +25/3 Fw Nth

Pr2
P3
int

1/3

2 ,


and (5) turns into Nd /Gtot =
!
r
1/3 4

3
√
Pint
Pr2
1
5/3
Fe + F e + 2
Fw Nth P 3
,
P 2 16
r

[12]
1.7
1.5
16
4.0
19.6
7.65
[16]
2.9
1.35
12.3
-2.7
9.72
1.33

[13]
2.0
6.0†
15
-2.3
19.2
6.01
[17]
3.6
1.14
8.1
-7.25
1.0
1.48

[13]
3.0
4.0†
14
5.6
19.2
19.0
[18]
6.5
8
14.1
-1.7‡
86
1.62

TABLE II: κm for various Mixer circuit designs in 90 nm CMOS.

int

√

[11]
4.4
19.9
12.7
-2.5
12.6
18.0
[15]
2.1
0.6†
13.4
-10
1.2
1.18

† Estimated from the calculated maximum Power Gain.
‡ Estimated from the 1 dB compression point.

Mixer
NF [dB]
fm [GHz]
Gain [dB]
IIP3 [dBm]
Pdc [mW]
κm

Applying this value of Fbtot means that (10) turns into
Nr /Gtot =
(F1 − 1) Nth +

[10]
3.4
4.1†
12.4
-1
9.0
6.50
[14]
4.4
5†
13.5
-8‡
4.0
4.91

(24)

[19]
17.4
20
3.2
-2.1
1.8
14.3·109

[20]†
11.5
3.85
12.1
-2.8‡
9.78
3.35·109

[21]
9.1
2.1
10.2
10.7
14.5
17.8·109

† Merged Mixer and LNA.
‡ Estimated from the 1 dB compression point.

TABLE III: κm for various Output buffer circuit designs in 90 nm
CMOS.

(25)

Buffer
NF [dB]
fm [MHz]
Gain [dB]
IIP3 [dBm]
Pdc [mW]
κm
Buffer
NF [dB]
fm [MHz]
Gain [dB]
IIP3 [dBm]
Pdc [mW]
κm

int

which we insert in (2) and (3). We now have found an analytically closed-form solution which maximizes the throughput for a given circuit power budget Pr . We also found
d3tot that achieve the
closed-form solutions for Fbtot and IP
optimum throughput, respectively (23) and (20) with (23)
inserted. The individual gain (G1 , · · · , GM ) and IP 3
(IP 31 , · · · , IP 3M ) per stage follow from [5]. In Section
III we give an example of MPCO to motivate our search for
the MTCO, calculating the efficiency in terms of bits/Joule for
a target N Ftot = 2 dB, with first IP 3tot = −40 dBm, and
secondly IP 3tot = −20 dBm. Surprisingly, in our scenario,
the efficiency at IP 3tot = −40 dBm is more than an order
of magnitude larger than at IP 3tot = −20 dBm, namely 4.4
Gbit/Joule and 0.3 Gbit/Joule, respectively. The difference in
Pr is 8 dBm (5.9 mW) versus 28 dBm (590 mW), respectively.
E. Duty Cycling
Interestingly, the maximum efficiency for a given receiver
circuit power in terms of bits per Joule observes an optimum as
depicted in Figure 3. At the left hand side of the optimum, very
low receiver circuit power leads to a highly non-linear receiver,
causing strong distortion and spill over of adjacent channel
interferers, thus limiting the throughput. At the right hand side
of the optimum the receiver can not effectively exploit the
availability of more receiver circuit power, because the link
capacity is limited by Eb /N0 .
A strategy to operate at the optimal efficiency and to achieve
lower average power consumption is duty cycling. The receiver
operates at the optimal efficiency and switches on and off
according to the available circuit power. Via (2), (3), (24),

[22]
16
500
0
19
32.5
1.22·109
[25]
12.3‡
0.24
33†
-18
23.8
3.19·105

[23]
26.5‡
10
67.5† ‡
-52.5
13.3
2.37·107
[26]
17
2200
-10†
-3
2.5
4.40·107

[24]
25
2
14†
-4
1
2.00·107
[26]
30
2200
50†
-45
2.5
2.78·109

† Voltage gain.
‡ Estimated from data.

and (25) the throughput which corresponds to the maxima of
the curves in Figure 3 is calculated. Interestingly, the optimum
throughput is independent of the CIR. However, the receiver
circuit power required to achieve this throughput is not (Figure
4). The MTCO now allows us to determine when duty cycling
is an appropriate strategy when maximizing battery life time.
However, in systems with very short duty cycles, the overhead for short packages can be prohibitive. In such cases there
exists a tradeoff between the delay for merging packets versus
the optimal power consumption. Furthermore, at the right hand
side of the optimum, the throughput T expressed in bit/s/Hz
can increase by making more circuit power available. However, the throughput BT /Pr expressed in bits/Joule cannot
increase if a more power consuming circuit is used. Designing
for better linearity than does not pay off
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III. N UMERICAL R ESULTS
TABLE IV: Typical design choices for cascades in an ASC (LNA
[12], Mixer [21], and Output buffer [22]). Where, numbers denoted
in italics are considered as variable in this paper.
NF [dB]
Gain [dB]
IIP3 [dBm]
κm
fm [MHz]

LNA
1.7
16
4
7.65·109
100

Mixer
9.1
10.2
10.7
17.8·109
2500

Buffer
16
0
19
1.22·109
22

Fig. 2: Achievable Throughput (bit/s/Hz) for different values
of CIR due to adjacent channel interference, versus available
receiver circuit power Pr for a WLAN-like system in 90nm
CMOS.

Fig. 3: Bits per Joule for different values of CIR due to
adjacent channel interference, versus receiver circuit power
Pr for a WLAN-like system in 90nm CMOS.

We first start with an example of the traditional Minimum
Power Cascade Optimization (MPCO), and show how this can
lead to a non-optimum system in terms of throughput per
Joule. From our circuit library in Table I, II, and III, we select
the circuits with the best EFOM to Table IV. As an example
the target specifications for the MPCO are N Ftot = 2 dB,
with first IP 3tot = −40 dBm, and secondly IP 3tot = −20
dBm. We consider a transmitter that can provide ample S/Nth ,
namely of 30 dB. Adjacent channel interference is at + 20
dB, i.e., CIR = −20 dB. We use the EFOM of Table IV
for 90 nm CMOS. Further, T = 295 K, Gtot = 65 dB.
The characteristic frequencies fm are chosen to satisfy the
frequency requirements of an IEEE802.11b system in the 2.4
GHz band, with B = 22 MHz, fm is for the LNA f1 = 100
MHz, the mixer f2 = 2500 MHz, and the output buffer
f3 = 22 MHz. The MPCO gives the power needed to operate
this receiver. The result is very illustrative: The efficiency for
a system operating at IP 3tot = −40 dBm is 4.4 Gbit/Joule
(T = 1.1 bits/s/Hz, Pr = 8 dBm), and at IP 3tot = −20
dBm it is 0.3 Gbit/Joule (T = 9.2 bits/s/Hz, Pr = 28 dBm).
This motivated our search for a MTCO which results in the
optimal setting for N Ftot and IP 3tot in terms of maximizing
the throughput per unit of receiver circuit power.
The closed-form solution for optimum throughput as a
function of available receiver circuit power and for various
values of CIR is depicted in figure 2, using (2), (3), (24)
and (25). For large available receiver power the throughput
approaches the throughput for a signal 30 dB above thermal
noise, and for an LNA with noise figure F1 = 1.7 dB. At
small available receiver power Nr and Nd become dominant.
The figure shows that when the CIR is decreased, more power
is needed to achieve a certain throughput. The closed-form
solution for maximizing throughput can be extended to express
bits per Joule as a function of available receiver power BT /Pr ,
using (1), (2), (3), (24) and (25). The result is depicted in
Figure 3. When the CIR is decreased, the efficiency in bits
per Joule for a given available receiver power is decreased as
well.
IV. C ONCLUSIONS

Fig. 4: Optimal receiver circuit power to be allocated to
the receiver for maximum throughput efficiency (in bits/J) for
different values of adjacent channel interference, for a WLANlike system in 90 nm CMOS with SNR = 30dB,.

For a given adjacent channel interference level, there is an
optimum receiver power that needs to be applied to operate
the link at optimum efficiency in terms of bits per Joule. If
the receiver has more power available, it can not effectively
exploit this because the link capacity is limited by Eb /N0 .
If the receiver has less power available than this optimum, it
preferably applies a duty cycling scheme, switching between
an off state and operation at the optimum power. This observation is contrast to commonly used capacity models where
throughput is limited by transmit power. In such models the
link capacity appeared insensitive to the chosen waveform,
but merely determined by Eb /N0 . In modern short range low
power systems, receiver power is a more severe limitation.
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Abstract
We present an object detection system and its results for finding ships in maritime
video for the purpose of ship traffic management. We compare the process of
training the detection system for both offline and online learning. The system is
learned in an online fashion where training samples are used in an iterative cycle
and discarded after each video frame. We show that this online learning gives a
performance that approaches the offline learning case and in certain parts even
outperforms the offline detector. The online training has considerable practical
advantages, such as much smaller memory requirements, the inherent adaptivity
to changing objects and an iterative extensibility. However, due to the adaptivity,
the performance of the online system can locally degrade. An interesting feature
is that only a few images are sufficient to already obtain reasonable detection
performance.

1

Introduction

Nowadays, radar technology is commonly used in maritime traffic control systems, to
detect and follow moving vessels. Video cameras are used as visual verification tools for
the traffic guidance operators. Although radar technology is mature and gives highly
accurate detection results, interference in the radar signal from clutter makes object
detection more difficult. Clutter originates from echoes returned from targets which
are uninteresting to the radar operators such as the ground, sea, atmospheric effects
or buildings, bridges or other ships. Furthermore, small- and non-metal ships are not
detected. Next to these technical difficulties, the application of radar technology is
quite expensive.
Within the Dutch WATERVisie project∗ , we aim at developing a system for realtime ship detection and tracking by using commercially available Pan-Tilt-Zoom (PTZ)
camera systems. The new system should reduce or remove the shortcomings of the
current radar-based system. Generated detection information will be integrated with
the existing traffic waterway analysis system. An example of typical camera views is
shown in Figure 1.
Typical object detection for video surveillance applies background modeling techniques and classifies each pixel of the image into background or object. These techniques have difficulties in handling light variations and continuously need adaptation.
Randomly moving objects like flags or water, typically cause false detections. Moreover, these algorithms are constrained to stationary cameras, which requires many
The WATERVisie project is a cooperation between HITT, Vector Fabrics, Eindhoven University
of Technology, ViNotion and Havenbedrijf Rotterdam (HbR) and is supported by Point One, an
innovation program of the Dutch Ministry of Economic affairs.
∗
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Figure 1: Example of three positions of the PTZ camera in our detection system.
cameras to monitor a large viewing area. Because the speed of ships in harbors is
typically low, continuous monitoring of the complete area is too costly. Scanning the
area with a single pan-tilt-zoom camera is intrinsically sufficient for regularly sampling
the ships locations. However, camera movement poses a new problem for the detection
algorithm in such a system. Background segmentation cannot be used, as ships should
be detected for any position of the camera.
The design of such a system is subject to various system constraints of which
robustness for varying weather and daylight time conditions are most relevant. Besides
these robustness aspects, the system should handle different types of objects, which
are typical for maritime surveillance (e.g. canal ship, sailing boat, speedboat, etc.).
Another aspect is the positioning of the camera w.r.t. the waterway and the viewing
angle on the vessels passing by.
The use of a PTZ camera can contribute to the handling of difficult cases in distance (zooming) and viewing angle (rotation). We propose to use an object detection
algorithm that is independent of background information, movement in the scene and
camera motion. We aim at a robust detection that is invariant for changes in illumination and allows for some object deformations. The algorithm uses an object description
to discriminate between object and background, in which the most important features
are automatically learned from annotated training data without any user interaction.

2

Algorithm

Object Detection We use the Histogram of Oriented Gradients (HOG) approach,
as proposed by Dalal and Triggs [1]. It has shown competitive performance in a recent
survey on pedestrian detection [2]. The algorithm is based on the concept of using small
cells of pixels of which a histogram is made about the orientation of the gradients within
the cell. The gradients are computed with a simple 1×3 filter using coefficients [1, 0, −1]
in both horizontal and vertical directions. The gradient direction is then computed by
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Figure 2: Overview of the object detection architecture.
the ratio-strength of both dimensions. The gradient orientation is quantized into bins,
and the corresponding orientation bin is updated with the gradient magnitude. To
allow for small spatial and orientation shifts, linear interpolation is used in both the
two spatial directions and the gradient orientation. Object detection is obtained by
sliding a window over the image and classifying the local description for each position
into object/background. To detect objects of different size, the detection process is
repeated for scaled versions of the input image.
Online Learning With state-of-the-art machine learning algorithms, training of the
detector is typically performed offline using the initial training data. After training, the
system detects objects on a live video stream. This offline training requires the creation
of a large training dataset, covering all types of visual variation that can occur in the
monitored scene. In the case of waterway surveillance, this means that all different
types of ships should at least be sampled once prior to detector training, which is
impractical. This already implies that online learning would be highly attractive. A
solution is to learn the detector in batches of training samples, each batch covering a
certain time interval in the video stream. Because the detector is trained offline, this
requires a full retraining step, with significant computational costs.
In our online learning approach, the detector is retrained instantaneously with each
newly annotated training sample. As a result, waiting times for retraining are eliminated. The updated detector is directly applied to the input video stream, immediately
improving the results of automatic detection. This decreases the amount of manual
annotation effort and distributes the annotation work over the installation period,
monitoring and control of the system operation.
For offline learning, Support Vector Machine (SVM) classifiers are often used for
their high performance on high-dimensional feature spaces. Though efficient implementations exist, SVMs typically have high execution times and require the complete
dataset for training. In contrast, an online algorithm consecutively considers each
training sample in an independent way. For this purpose, Stochastic Gradient Descent
(SGD) algorithms have been successfully used for the training of neural networks [3].
Bottou et al. [4] have expanded this concept for the purpose of training linear classifiers, using a regularization constraint as in SVMs. They showed major speedups
in computation time with no loss in classification performance on large-scale learning
problems. Therefore, we have incorporated Stochastic Gradient Descent (SGD) in the
object detection framework [5].

3

Architecture

The architecture of an object detection framework with online learning comprises of
several components. Firstly, video is captured by the system and processed by the
object detector. The video is displayed in the annotation component and detection
results are overlayed on the video. We propose to use a component-based architecture
with a data arbiter component for managing streams of video data with the annotation
metadata. Each component has a limited set of interface functions and only communicates with the data arbiter. An overview of the architecture is depicted in Figure 2.
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Because each component only communicates with the data arbiter, the total system
can easily be extended with new components.
We now consider two modes of operation. In the installation phase, the detector
is interactively trained by manual annotation using the annotation component. After
the training phase, the detector trainer component can be removed, resulting in a fixed
autonomous detection system.
Calculation of the detection features in the image, operated at different scales, involves a significant amount of pixel operations and regular processing tasks. For this
reason, we envisage hardware accelleration with programmable components such as
FPGAs. As each scale is processed independently, the different scaled processing tasks
can be parallelized. This is done in separate FPGA logic blocks. Each single scale block
is an instantiation based on a generic HOG algorithm (as explained Section 2), see Figure 3. Quick estimations on data throughput and the required hardware resources show
that this approach may be feasible for real-time operation at typical video resolutions.
   




 

 
 




 
 


  


Figure 3: Single scale processing block for feature calculation.

4
4.1

Results
Dataset

To measure the performance of our detection system, we have created a dataset of ships
from maritime video. Video was captured at the “Botlek”, a world-leading harbor
and industrial area in Rotterdam, The Netherlands. We have used a commercially
available PTZ camera and captured images in standard resolution (4CIF). During the
experiments, the camera was fixed at one position overlooking the canal, with a view
perpendicular to the motion direction of the ships, so that ships appear in side views.
We have recorded video during daytime, over a period of three days with varying
weather conditions. In total, 150 different ships were recorded. Fifty ships are used
as training data, the remaining 100 ships are used to evaluate the performance of the
detection algorithm. We have annotate the stern (back) of the ship, because it is
the least visually varying part of the different ships. Details on the final dataset are
shown in Table 1 and some examples of the positive training samples are visualized in
Figure 4.

Figure 4: Ship training examples with large variation in appearance and image quality.
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Subset
Train
Test

Images Ships
135
50
282
100

Ship img samples Avg. img/ship
140
2.8
306
3.1

Table 1: WATERVisie dataset statistics.

4.2

Experiment 1: Offline Training

In a first experiment, we evaluate the detection performance after training with the
complete initial training set in an offline fashion. This means that the complete set of
training samples is available prior to starting the training process. Because we use an
iterative training approach that processes each training sample only once, we shuffle the
training samples prior to training. This is a typical procedure for stochastic learning
techniques and prevents local overfitting. We use Stochastic Gradient Descent as the
training algorithm. Note that this is an online learning algorithm, which is here applied
to an offline object detection problem. However, it was previously shown [5] that the
use of SGD results in a performance similar to state-of-the-art SVM implementations.
This motivates our choice for applying SGD for offline training.
We use the dataset as presented above. All 140 training ship images are flipped
horizontally to obtain a total of 280 positive samples. In this way, a detector is obtained
that is invariant to the direction of the ships. Only grayscale information is used in the
experiments. To train the detector, we use a two-stage approach as proposed by Dalal
and Triggs [1]. We randomly sample 10 descriptions from each of the training images
as the initial set of negative samples. We extract descriptions of random regions that
do not overlap with the positive object samples (for more than 50%). A first iteration
classifier is trained on the total set of 280 positive samples and the initial negative samples. This detector is then applied to the training images. All false detections are hard
negative samples and are added to the initial training set to obtain the final training
set. Note that this technique for negative sample generation is memory-constrained.
In a second iteration, the previously obtained training set is used to train the final
classifier. We search each image for hard negatives using size-scaling steps of 1.1.
To detect objects, we employ a sliding window detection technique as in [1]. For
each position in the image, the description of the detection window is classified into
“background” or “object”. To obtain scale invariance, a number of downsampled versions of the input image are processed. For our detector, we used a detection window
size of 48 × 24 pixels, 4 × 4 pixel cells, 18 orientation bins using the sign, L2 normalization and 2 × 2 block normalizations. During detection, we search at size-scaling steps
of 1.05.
To evaluate the performance of the detection system, we compare each detection of
the algorithm to the set of annotated ground-truth samples. If the detection overlaps
with at least 50%, it counts as a true detection, otherwise it is a false detection. To
combine results over the total dataset, we create a recall-precision curve. The horizontal
axis represents the percentage of ground truth objects that are detected (recall) and
the vertical axis represents 100% minus the percentage of false detections (precision).
The recall-precision curve for this experiment is shown as the dashed green curve
in Figure 5 with an Area-under-Curve (AuC) of 0.68. The figure shows that 85%
of the ships are detected, albeit with many false detections. From visual analysis of
the results we have concluded that a significant number of these false detections are
actually located at or connected to a ship. The most strong false detections appear at
the bow (front) of the ship, which can be understood because of the visual similarity
to the learned stern (back). Some example detections are shown in Figure 7.
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Figure 5: Recall-precision curve of detections using offline training.

4.3

Experiment 2: Online Training

In a second experiment, we evaluate the effect of obtaining the training samples in
an online fashion, where the detector is iteratively updated for each training image.
Instead of a randomly shuffled occurrence of the samples, samples now appear in the
order determined by the scene (video sequence). Hence, in this experiment, the classifier is trained sequentially using only the information available in the current image and
therefore optimizes locally, prior to evaluating a new video frame. Therefore, the final
classifier is different from the globally optimal classifier based on all training images.
For each image, only the positive samples are extracted and used to update the
classifier. Next, the image is scanned with the detector and false detections are used
as new negative samples. The classifier is then updated with both the positive samples
and the gathered negative samples. This process is done once for the current video
frame. As an extension, the same image can be processed in multiple iterations. The
optimization can be stopped when there are no false detections anymore and all ships
are detected, or when a maximum number of iterations is reached. Note that we do
not keep a history of training samples from previous video frames.
In the experiment, we train the detector with an increasing number of video images
from the training set, and evaluate the detection performance. Therefore, we store
the trained classifier at multiples of 10% of the total number of training images. The
resulting recall-precision curves are shown in Figure 5. For visual clarity, we show
only the curves for 2, 10, 40, 80 and 100% of the training set. The curve for the
detector trained with all training images (black solid curve, AuC 0.65) approaches the
performance of the offline training (dashed green curve).
We now measure how fast the online algorithm converges to the performance obtained using offline training. To do this, we visualize the results from the recall-precision
curves in Figure 5 by plotting the area-under-curve vs. the percentage of training samples used. The resulting curve is depicted in Figure 6. This result leads to the following
three observations and findings.
First, when learning from a limited subset of training samples, the training process
creates a useful detector (for 10% of the training images, containing only 5 different
ships of the total of 50 ships, the detection performance reaches 70% of the offline
performance). Second, it is interesting to see that the detection performance does not
always increase when adding more training samples. Because of the iterative learning
approach, certain training samples may have a negative influence on the final detector.
This can result from a non-perfect annotation, or a ship example that is visually different from the average ship appearance. Third, from the curve in Figure 6 we see that
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when learning about 70–90% of the training set, the resulting classifier outperforms the
offline detector. This is explained from the fact that more negative samples are evaluated during the online training process, whereas the negative samples for the offline
detector are fixed and depend on the first-iteration classifier. It should be noted here
that due to memory limitations, the gathered negative sample set was subsampled.
We expect that without subsampling, the offline performance will be slightly higher.
Furthermore, we remark that for each classifier (data point in the figure), the optimal
detection threshold was empirically estimated, which can result in a small variation in
the value of the AuC (±1%).
 "  








   















    ! 







Figure 6: Online learning performance (red curve) vs. offline training (blue line).

5

Conclusions

We have proposed an object detection system for the application of maritime surveillance. In contrast with conventional systems based on background segmentation, the
proposed detection algorithm can operate on video from a moving pan-tilt-zoom camera. The new system has a modular architecture and applies online learning. With
each manually annotated training sample, the detector is instantly retrained in realtime. By embedding the Stochastic Gradient Descent (SGD) optimization algorithm
in the object detection framework. Because of its online nature, SGD can be directly
applied to the ship detection problem.
Two experiments with a dataset from maritime surveillance video were performed.
First, an offline training detector performs well for the considered test set. This detector
was trained by first extracting object and background training samples. The second
detector uses training samples that are generated in an online fashion, which was
compared to the first. In this detector, samples appear in the order determined by
the scene (video sequence) and the classifier is trained sequentially using only the
information available in the current image, to save on memory costs.
The experiments have resulted in three conclusions. First, learning from a few
training samples results quickly in a useful detector. For example, learning from only
10% of the training images, gives a detection performance of about 70% of the offline
detector performance. Second, the detection performance does not always increase
when adding more training samples, due to the iterative learning approach. Certain
training examples are visually different from the average ship appearance and can
thereby negatively influence the detector performance. Thirdly, the online learning
process may sometimes result in a detector that outperforms the offline detector, due
to the technique of negative sample extraction.
In the experiments, several false detections have been found at the bow (front) and
other parts of the ships, due to the high similarity with the learned stern (back). A
closer inspection of those detector misses has revealed that they are typically of very
low visual quality and/or resolution, containing insufficient (gradient) information for
proper detection.
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(a) Typical false detection at the bow of the ship.

(b) Correct detection of uncommon ship.

(c) Missed detection and false detection.

(d) Correct detection of both ships.

Figure 7: Example ship detections. Red rectangles denote ground truth annotations,
green rectangles correspond to actual detection results. Figure best viewed in color.
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Abstract
In this paper a system for wideband extension of narrowband speech signals is described.
A re-design of an existing system (TiDoW) was made, implemented and tested. The
TiDoW system calculates from the narrowband input signal the linear prediction coefficients and infers Line Spectral Frequencies associated with wideband signal from those
of the narrowband signal. The existing system was changed by using pre- and postfilters and a more refined subdivision of the space of mapping matrices. The developed
system was used in a listening test. The test results show that a more bright wideband
signal is obtained without introducing additional artifacts.

1

Introduction

The speech signal transmitted over the traditional landline or mobile telephone networks
is limited to frequencies below 4 kHz. We are used to this frequency limitation when using handsets. However, when the speech is played back from a loudspeaker in a speaker
telephone systems, such as the ambient telephone system [1], the limitation in bandwidth
is strikingly clear. Wideband speech communication systems like VoIP and next generation
mobile telephony are available but the limitations of bandwidth remain valid for devices connected by landline. It is expected that many different telephone-band systems will be used
for quite some time. Therefore, there are large perceivable differences in speech quality depending on the transmission system. A solution for leveling this quality difference is to use
speech bandwidth extension [2] in the local terminal device.
The algorithms for speech signal processing are typically based on the models of speech
production. Those source-filter models consist of two parts: the excitation signal representing the glottal source, and a linear time-varying all-pole filter modeling the vocal tract from
the glottis to the lips. One of the first bandwidth extension algorithms based on models of
speech [3] used a bank of band-pass filters to model the missing high-frequency spectrum
envelope of the signal and white noise signal was used as an excitation. The mapping from
the autocorrelation values of the narrowband to the gains of the filters was trained using
speech data. Several filter models for the high-band filter have been proposed in the literature, see, e.g., [2], for a review. These methods are mostly based on different formulations
of linear predictive signal modeling. The excitation for the high-band part is often based on
some non-linear extension of the narrow-band excitation [4], or a trained codebook of noise
vectors.
The method presented in this paper is based on a BWE system called TiDoW [5, 6]
which uses Line-Spectrum-Frequency (LSF) representation of the vocal tract filter. Several
adaptations of the original system are considered. These concern the generation of the highfrequency content of the residual signal and the inference of the high-band spectral envelope.
The emphasis in this paper will be on the latter since this is considered to be the more critical
issue [2], [7].
A possible system to perform bandwidth extension is shown in Figure 1. The input to the
system is the 8 kHz signal x8 . This signal is processed in three branches. In the top branch
the signal is upsampled to a higher sampling frequency, let’s say 16 kHz, containing only
the original 4 kHz bandwidth content. In the middle branch, a new signal is derived from x8
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Figure 1: BWE scheme. Abbreviations: SG - Signal Generator, SS - Spectral Shaping,
SA - Spectral Analyzer, HPF - High Pass Filter. x8 and x̂16 are the narrowband and the
reconstructed wideband signals, respectively.
also at a sampling rate of 16 kHz but with a bandwidth of 8 kHz. This signal is spectrally
shaped (unit SS), whereas the shaping parameters are created in the bottom branch where the
spectral envelope of x8 is determined and an appropriate spectral envelope for the 16 kHz
signal is inferred (unit Map). After spectral shaping the signal is high-pass filtered (HPF)
and added to the upsampled version of x8 . In total this gives the 16 kHz final output signal
x̂16 . Other systems where the two top branches are intertwined are possible as well.

2
2.1

Mapping
Linear Mapping

Following existing approaches [2, 6] we use a linear mapping of narrowband to wideband
LP coefficients given by
cw = M c n
(1)
where cn is a vector of the narrowband LP coefficients, M is a mapping matrix and cw are the
wideband LP parameters. Several parameters can be used in principle. In line with previous
attempts [5, 6], we use the Line Spectral Frequencies (LSF) for representing c.
The linear mapping is a limited model where a complex problem is reduced to a linear
function.Therefore, it is common to use a combination of multiple linear models that are
optimized locally in different parts of the parameter space. This subdivision may be based
on, for example, voicing detection [6] or reflection coefficient values [5]. Furthermore, a
matrix maps a vector space onto another vector space. When using LSFs for our data c, we
are strictly speaking not in a vector space, i.e., the LSFs can not take on arbitrary values.
Therefore, it is necessary to use methods such as Constrained Least Squares (CLS) in the
optimization.
In this paper we propose a further subdivision based on the first two LARs. This reduces
the problem of model limitations even further and effectively removes the necessity of using
CLS. We only use a heuristic saturation rule on the wideband LSFs in order to guarantee that
they are in the proper range.

2.2

Code Book and Map Generation

The codebook is generated as shown in Figure 2. Wideband speech excerpts sampled at
16 kHz are taken as input. A narrowband speech signal is created by downsampling to 8 kHz
and both signals are analyzed for their spectral envelopes using linear prediction (LPn and
LPw ). The resulting pairs of polynomial coefficients, which represent the transfer function of

82

Thirty-first Symposium on Information Theory in the Benelux

Wideband
speech

?

- PrFw

- LPw

- PBw

e16-

↓2

DB
- PrFn

- LPn

- PBn

e8 -

-

Segm.
&
Map

- CB

Figure 2: Codebook generation. Abbreviations: PrF - Prefilter (narrow- and wideband), LP Linear Prediction, PB - Peak Broadener, DB - Database, CB - Codebook. e8 and e16 are the
spectral envelope data from the narrow and and wideband signal, respectively.
the spectral envelope, have the order of 12 for the narrowband signal or 24 for the wideband
signal, respectively. We use bandwidth expansion [8] with different factors in both branches
(PBn and PBw : Peak broadening). The resulting data are stored in a data base (DB). Having collected sufficient data, all the data are further processed by segmenting the parameter
space and constructing a mapping matrix M per segment (Segm. & Map). Borders of the
segmented space and mid points are calculated as well.
Both branches in the system contain prefilters (PrFw and PrFn ), which compensate the
average spectral trend. This leads to a more balanced parameter space (less outliers) and
increases the numerical stability.
The codebook (CB) consists of a number of entries. It holds the segmentation information (borders and mid points), the LSF mapping matrix per segment and a compensation for
the gain which adapts the amplitude of the 16 kHz residual signal such that it is appropriate
for the 16 kHz LP synthesis filter.
In the training the data of 4620 excerpts of the Timit database [9] were used. Each time
frame had a length of 20 ms while there was an overlap of 75% with the next frame, so there
was an update every 5 ms.

2.3

Segmentation

The training data are segmented according to the first two LARs of the narrowband signal. In
Figure 3 the measured data points l1 , l2 with li the ith LAR coefficient are plotted. A simple
intuitive division of the space created by the LARs is in this case difficult. From the plot
we infer that the two coefficients are related. Therefore, l1 and l2 are mapped to two new
variables called ˆl1 and ˆl2 , referred to as the adapted LARs, which will occupy a rectangular
space and thus allow a simple way of segmenting the space. We define these as follows:
ˆl2 = l2 − p2 (l1 ),
ˆl1 = l1 · (αˆl2 + β).
p2 is a second-order polynomial which was obtained by regression of l2 on l1 , α and β were
found to give the plane a more rectangular shape.
In Figure 4 the data points (ˆl1 , ˆl2 ) are plotted. The points roughly occupy a rectangular
space. Assuming that the variables ˆl1 and ˆl2 are uncorrelated, it makes sense to subdivide
this adapted LAR plane by a rectangular grid. The resulting grid is shown also in Figure 4
and consists of 32 bins in the horizontal and 8 ones in the vertical axis, respectively. The
horizontal boundaries of the subdivision are chosen in such a way, that the number of data
points in each horizontal segment is the same. A similar approach was used for subdivision
along the other axis. The number of subdivisions was established on basis of the (average)
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Figure 3: Plane which is spanned by the first 2 LARs of the narrowband signal. The polynomial p2 is drawn in red.
difference between predicted and estimated LSFs as a function of subdivision; beyond a certain number of subdivision, the match between the prediction and the measured data hardly
improves.
Within each bin the means are defined as the representation levels. Subdivision and
representation levels are shown in Figure 4. These representation levels will be used for
interpolation of the mapping matrices in the final system.

Figure 4: Adapted LAR plane. The boundaries (lines) and the centers (stars) of the segments
are depicted in red.
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3
3.1

BWE System
System Overview

The system that has been constructed is shown in Figure 5. The 8 kHz input signal is prefiltered (PrFn ) and then input to an upsampler (top branch). It holds the low-frequency range
of the 16 kHz output signal x̂16 . The signal x8 is also analyzed (LPn ) for its spectral envelope yielding data on the shape of the spectral envelope and its residual power. The spectral
envelope is smoothed using peak broadening (PBn , cf., Fig. 2) and mapped (Map) using a
codebook onto a 16 kHz spectral envelope data e16 and an associated residual power p16 .
Furthermore, the input signal is used to create a 16 kHz spectrally flat signal (SG). Its amplitude is adapted to the desired one in the power compensation (PC). The resulting residual
signal is filtered by a Linear Prediction Synthesis filter (LPS) using the 16 kHz spectrally flat
signal. The output of the LPS is high-pass filtered (HPF) with a cut-off frequency around
4 kHz. This high-band signal is added to the upsampled narrowband signal. The last step
in the processing chain is the wideband post-filter (PoFw ), which cancels the effect of the
pre-filter.
x8
6x̂16
?
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- ↑2
- LPn

6

-

- PBn

e8-

e16Map

?
- SG

+
LPS
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6

Figure 5: BWE scheme. Abbreviations: PrFn - narrowband prefilter, LPn - narrowband LP,
PBn , peak broadening, SG - Signal Generator, PC - Power Compensation, LPS - Linear
Prediction Synthesis Filter, PoFw - Postfilter.
The scheme of the signal generator SG is shown in Figure 6. Here, the first processing
is spectrally flattening the 8 kHz signal by a Linear Prediction Analysis (LPA). Appropriate
coefficients for the flattening can be drawn from the unit LPn . After the flattening, the signal
is upsampled. In view of the fact that the signal is spectrally flat, a low-order low-pass filter
can be used in the upsampler. In fact, the upsampling can be as simple as repeating each
sample. The nonlinear operation processed by the Rectification Unit (RU) produces content
in the high frequency range, but also a DC component in the signal. The DC suppressor
(DC-S) can be a low-order filter since only the high-frequency content will survive anyway
(see Fig. 5, HPF). It was found that a low-order linear prediction filter (FLA) can be used to
obtain the spectrally flat signal r̂16 .
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Figure 6: Signal generator SG. Abbreviations: LPA - Linear Prediction Analysis, RU - Rectification Unit, DC-S - DC Suppressor, FLA - Flattening Filter.

4

Listening test

4.1

Setup

A listening test was executed to compare the performance of the newly developed algorithm
and TiDoW system. In the test, the wideband original excerpts (16 kHz sampling rate) were
available as reference and the narrowband versions (8 kHz) were included in order to act as
an anchor. The excerpts were played back to the subjects from a loudspeaker in a listening
room using a listening test software which randomizes the items and allows subjects compare
the tracks and score the them using a graphical interface.
The task for the participants was to grade how well each excerpt matched the original
using a Mean Opinion Score on a scale from 0 to 100. There were 12 people taking part in
the test, 8 of them male and 4 female with average age below 25 years. All listeners were
inexperienced in performing listening tests.
Each participant listened to 13 excerpts. Nine out of the 13 excerpts were taken from the
Timit database [9] in which the same sentence was uttered by 4 different male and 5 female
speakers. The remaining 4 excerpts were 2 male and 2 female Dutch sentences.

4.2

Results

Screening of the scores revealed that three subjects (out of the twelve) rated several excerpts
at a score of 100. Since this would indicate that such a processed file is perceptually identical
to original where, in fact, it is clearly not, the instructions were apparently not followed.
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Figure 7: Left panel: Average scores and their 95% confidence intervals for all participants
and after screening. Right panel: Average results per excerpt based on the screened data.
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Therefore, these test results were omitted. These latter test results (i.e., over 9 subjects) are
referred to as screened results. We also include the test results over all subjects.
Figure 7 shows the results of the listening test. The mean and the 95% confidence interval are plotted for each used algorithm. The new algorithm scores on average better than
TiDoW but this difference is statistically not significant (see overlapping confidence intervals). Considering the screened test results, we find the new algorithm has a mean score of
79.7 whereas TiDoW reaches a score of 69.7. This difference is statistically significant.
When comparing both bandwidth extension algorithms a striking difference is that the
new version produces a brighter sound. This is also obvious from the spectrograms. A plot
for a excerpt after reconstruction with both methods (Figure 8) shows that the new algorithm
creates more high frequent content in comparison with TiDoW. Whereas the border between
the low frequencies and the recovered higher frequencies is still clearly visible at 4 kHz in

Figure 8: Spectrograms of the reconstructed excerpts. From top to bottom: original excerpt,
result using new algorithm, result from TiDoW.

87

Thirty-first Symposium on Information Theory in the Benelux

TiDoW, this transition is much less visible in the new algorithm and the spectrogram looks
much more similar to the one of the original excerpt. Furthermore, the spectrogram of the
new algorithm shows that the formant frequencies in the voiced parts (shown as stronger
lines in the frequency over time) are continued in the high frequencies using the correct
distances and their contour is not mirrored at 4 kHz as in TiDoW. This is a consequence of
the changed way of extending the excitation signal into the high band. Nevertheless, it is
also obvious that fricatives like ’s’ or ’f’ are very difficult to estimate within the system and
thus still sound unnatural. This could be a starting point for further improvement.

5

Conclusions

A re-design of an existing bandwidth extension system was made, implemented and tested.
The main change is the more refined subdivision of the parameter space used for creating
mapping matrices which relate the narrowband to the wideband spectral envelope. Furthermore, the generation of the excitation signal for the higher frequency range was changed
into a rectification of the narrowband signal. A first listening test indicates that the system
has a better performance than the existing system. Further benchmarking including other
bandwidth extension systems and including a complexity estimate are still to be done.
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Abstract
This paper presents our ongoing research on view synthesis of free-viewpoint
3D video for 3DTV. First we describe our rendering algorithm developed for
autostereoscopic viewing of multi-view 3D video. Then we present two solutions
for converting free-viewpoint 3D into a stereoscopic vision, while taking into
account the complexity of the algorithms since we aim at a real-time hardware
implementation. We conclude with the first evaluations of the algorithm and a
discussion of the obtained results.
Index Terms—three-dimensional television (3DTV), free-viewpoint interpolation, Depth Image Based Rendering (DIBR), stereoscopic viewing.

1

Introduction

Three-dimensional television (3DTV) at high resolution is likely to be the succeeding
step after the broad acceptance of HDTV. The introduction of depth signals along
with texture videos enables rendering views from diﬀerent angles. This technique is
called Depth Image Based Rendering (DIBR) and is a popular research topic in recent
years. One attractive feature of DIBR is Free-ViewPoint (FVP) [4, 5], where the
user chooses the view position from which he would like to watch a video. For this
purpose, we assume that we have several input video streams captured by multi-view
cameras and each stream consists of a texture and depth signal. In the European
iGlance project, we aim at combining the above-mentioned technologies, by developing
a real-time FVP 3DTV receiver. Taking into account the emerging break-through of
stereoscopic screens, we extend our FVP rendering algorithm to generate stereoscopic
vision, by rendering a left and right view for the user, thus enabling a 3D viewing
experience. To this extend, we have developed two methods to generate stereoscopic
views from multi-view video using our FVP algorithm. Other methods for generating
stereoscopic views exist, such as described in [2] and [6]. However, these methods are
not applicable in our case, since Knorr et al.[2] and Zhang et al. [6] do not use multiview video in their algorithms but only 2D video with an additional depth signal.
Our starting point is our free-viewpoint 3D system conﬁguration, from which there
are possibilities to create a stereo signal. As multi-view processing in 3D is inherently
expensive, we aim at developing options with a low complexity which is suited for
a real-time implementation. Evidently, the solutions should have a suﬃciently high
quality.
In Section 2, we brieﬂy introduce our FVP algorithm. In Section 3, we describe
the two methods we have developed for generating stereoscopic views using our FVP
algorithm. In Section 4, these two methods are evaluated and in the last section,
conclusions and recommendations are presented.
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2

View Synthesis Algorithm

In this section, we explain our FVP algorithm, which is used for generating stereoscopic
views in the next section. The FVP algorithm is depicted in Figure 1 and consists of
two main stages for virtual viewpoint rendering. This algorithm is described in detail
in [7]. In the ﬁrst stage, a virtual depth map is created for a viewpoint chosen by the
user. We perform depth map synthesis by projecting depth values from the two nearest
camera views. In the second stage, the virtual texture values are retrieved from the two
nearest camera views by reprojection of the virtual depth map, produced in the ﬁrst
stage. Our FVP algorithm is similar to [4], but it has two distinguishing properties.
• We increase the quality of disocclusion inpainting by taking into account the
depth information at the edges of the disoccluded area.
• We employ a median ﬁlter to close holes that are created by projection of one
view to another, while Mori et al. [4] use a bilateral ﬁltering which inherently
introduces small errors.
Init Camera parameters and
create lookup table for disparity
Initialization(stream-based)
Initialization (frame-based)
True
Compute projection
matrix parameters

New viewpoint?
False
Read incoming L and R frame
(texture + depth)

Depth map generation
Project depth maps from
L and R
Blend projected
depth maps
Fill cracks and
disocclusions

Texture generation
Reproject textures
from L and R
Remove Ghost contours
by dilating disocclusions
Blend left and right
texture images
Fill disocclusions in
resulting texture image

Figure 1: Rendering algorithm: depth map and texture are generated for the new view.
In the next section, we present an extension of our FVP algorithm for generating
stereoscopic views, one for each eye of the the viewer, and try to limit the amount of
operations needed.

3

Converting multi-view video to stereoscopic views

Let us now present two solutions for generating stereoscopic views by employing multiview video. Both solutions are based on generating a virtual view using our FVP
algorithm described in the previous section. In general, stereoscopic images can be
generated by applying our algorithm twice: one time for each channel of the stereo
signal. However, this leads to the double amount of operations compared to generating
a single view. To minimize the computational eﬀort, we propose two solutions. In the
ﬁrst solution, the second view is not generated with our FVP algorithm but instead, it is
created by shifting the virtual view to the right. In this case, the shift is proportional
to the baseline of the stereoscopic vision. A drawback of this method is that the
horizontal shifting causes large disocclusions, from which it is known that they cause
very annoying artifacts [1]. The second solution combats the large disocclusions by
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ﬁrst generating a virtual view with our FVP algorithm and subsequently performing a
horizontal shift to the left and right of this virtual viewpoint for obtaining stereoscopic
views. In this way, the disocclusions are divided between the two views.

3.1

Generating right stereo image from a virtual left stereo
image

The ﬁrst solution for generating stereoscopic views from multiview video involves the
interpolation of one virtual view (the left view) with our FVP algorithm and the
creation of a second virtual view by horizontal shifting to the right. We will explain
the horizontal shifting with a brief example. In Figure 2, a pair of stereo images is
depicted. It can be seen that the orientation of the two images is identical. From [3],
we know that the warping of one image to another is described by Equation (1):
λ2 p2 = K2 R2 [K1 R1 ]−1 λ1 p1 + K2 (t2 − t1 ),

(1)

where Kn , and Rn , for n ∈ [1, 2], are the intrinsic camera parameters and the rotation
matrices, respectively, from the stereo images. Since we have a pair of stereo images,
the Kn and Rn matrices for both the left and right views are equal. The values λ1
and λ2 denote the relative depth of an object to the viewpoint. Since the left and
right views have an identical orientation, λ1 and λ2 are equal. The translations t1 and
t2 describe the relative position or oﬀset of the viewpoint in relation to the absolute
XYZ-coordinate system. Because the two viewpoints have an identical orientation,
the diﬀerence t2 − t1 is only non-zero in the x-direction. When we apply the above

     

    





  

   

Figure 2: Orientation of a pair of stereo images
observations, we can rewrite Equation (1) as λp2
worked out to
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The coordinates of the left view are represented by x1 and y1 , and x2 and y2 represent
the projected coordinates at the right view. We can clearly see that the horizontal shift
operator does not change the y position. On the other hand, the x position is shifted
by an amount proportional to the baseline (△x) of the stereo pair and the depth value
(λ) of the projected coordinate.
Figure 3 depicts the ﬁrst method of generating stereo images from multi-view video.
First, we use our FVP algorithm to create a virtual left image. From this image we
apply a horizontal shift to the right side to generate a right stereo image. As mentioned
earlier, the horizontal shifting produces disocclusions which appear at the right image.
However, these disocclusions can be inpainted by the same interpolation technique
used in our FVP algorithm. The primary advantage of performing a horizontal shift
compared to normal projection is the low complexity of computation. This is clearly
seen when we compare Equation (1) with Equation (2). From the latter equation, we
see that the displacement calculation of the x-coordinate involves only one addition,
one multiplication and one division. Furthermore, because of the identical orientation
of the viewpoints in the stereo image pair, the displacement of the y-coordinate is
always zero.
     
      

   

    

   

     



    

    

   

Figure 3: Generating right stereo image from a virtual left stereo image.

3.2

Generating left and right stereo images from a virtual
image in between

The largest drawback of the method described in the previous section is the considerable
amount of disocclusions, which is proportional to the size of the baseline. One way
to reduce this problem is to generate a virtual viewpoint between the left and right
stereo images and perform a horizontal shift to the left and right to create two stereo
images. The disocclusions will then be divided between the two virtual stereo images,
resulting in the spreading of disocclusion artifacts over the two images. From [1], we
know that this method of generating stereo vision from multi-view video should give
less annoying artifacts than our ﬁrst method.
Figure 4 depicts our second solution for stereo conversion. First, we generate a
virtual image between the positions of the left and right stereo images with our FVP
algorithm. Then we perform a horizontal shift to the left and right from this virtual
image by applying Equation (2) of the previous section. It should be noticed that
now the baseline (△x) is half of the baseline of the previous solution and thus the
displacement of the x-coordinate for each stereo image is reduced by a factor of two as
well. Comparing the second method with the ﬁrst method, we can say that we have
reduced the large disocclusions and spread the disocclusions over two images to gain a
higher image quality, by applying two times a horizontal shift.
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Figure 4: Generating left and right stereo image from a virtual image in between.

4

Stereo image quality assessment

In order to evaluate the quality of the images generated by the algorithms presented
in this article, we perform a series of experiments where we measure the PSNR (Peak
Signal-to-Noise Ratio) between these images and the “ground truth”. We synthesize a
3D model that contains three cubes of diﬀerent sizes rotating in a room with paintings
on its walls. Having this model allows us to obtain the ground truth that we can
compare with FVP interpolation and stereo-image generation results. We deﬁne a
viewpoint for which a couple of stereoscopic images has to be generated. We employ
two cameras - one from each side - around this viewpoint. Figure 5 presents the PSNR
for 100 frames for the following three cases:
• the right image of the stereo-pair is generated by our FVP algorithm and compared to ground truth; the resulting curve (‘fvp’) presents the best performance;
• the right image is generated by performing a shift from the left image as described
in Section 3.1, this produces the worst results in terms of PSNR (curve for method
2 in the ﬁgure);
• the right image is obtained by the algorithm from Section 3.2 (method 3 in the
ﬁgure).
We present the quality measured for the right image because it is the worst-case scenario
for our algorithms. We can observe in Figure 5 that the algorithm from Section 3.2
provides better results compared to the single shift approach. This is explained by the
reduced number of disoccluded areas, since we do have a virtual image in between and
only need to perform small shifts to obtain the left and right images. The generated
disocclusions form a intensity shadow at the right-hand side of the cubes in Figures 6
and 7. This intensity shadow is signiﬁcantly reduced at the same locations in Figures 7.
These shadow regions have to be ﬁlled in by our algorithms. We can see that the
method described in Section 3.1 leads to somewhat larger disocclusions whose ﬁlling is
often error prone and give a decreased PSNR.

5

Conclusions

The study presented here is directly applicable for the free-viewpoint stereoscopic vision
with recent 3D screens. Such viewing will provide a stereo-pair of images for a viewpoint
chosen by the user. Generating images for stereoscopic viewing based on texture and
depth signals is a challenging problem, especially when computational cost should be
low to obtain an eﬃcient hardware implementation. Simultaneously, we pursue a good
quality, which we measure objectively in this paper. The objective measurements is
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Rendering Quality of two stereo methods compared to fvp
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Figure 5: PSNR for the right images of stereo-pairs generated by FVP and two methods
described above.
based on a PSNR comparison between original reference images at the same locations
as the view generation.
In this paper we have presented two ways of stereo-images generation that avoid
a double execution of the FVP algorithm. This reduces the amount of required operations, but the quality of the results is a concern. We have evaluated this quality in
terms of PSNR and found that generating a virtual image in the middle of the stereopair position and shifting it left and right provides the best performance. However, as
this is ongoing work, we do not know yet the actual complexity of the algorithms so
that a better trade-oﬀ between the quality and complexity cannot yet be made.
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Figure 6: The synthetic scene used for algorithm performance evaluation: shadows at
the right side of the cubes are disocclusions produced by the method from Section 3.1
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Figure 7: The synthetic scene used for algorithm performance evaluation: disoccluded
areas at the right side of the cubes are reduced by the method from Section 3.2
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Abstract
This paper attempts to overview the required architecture elements and techniques, in order to establish a common vision-based framework for monitoring
indoor human behavior. The investigation is based on two earlier case studies:
fall-detection system and bank-robbery alerting system, where the former analyzes the behavior of a single person, and the latter deduces the behavior of a
small group (3-4) of persons. Both systems utilize a multi-camera setup. We show
that two systems can share more or less the same algorithm for some low-level
components, such as background subtraction, human tracking and feature-based
modeling. At the conceptual level, information fusing and decision making are
always required for both systems, which are highly dependent on the application. We report the promising results for both systems, where the fall-detection
system can approach 100% in common situations, and the bank-robbery alerting
system achieves 85% detection rate.

1

Introduction

With the growth of surveillance cameras, human behavior analysis has become an important research topic. Robust solutions for this problem have applications in domains
such as visual surveillance, video retrieval, human-computer interaction, and healthcare. Apart from several fundamental problems, such as large variations between individuals, the design towards a generic framework increases reuseability of architecture
elements. The common framework should feature real-time embedded applications,
which will be the focus of the remainder of this paper.
The overview of the literature is divided into two parts: single person behavior, such
as fall detection, and small group behavior analysis, like the bank-robbery detection.
The mostly used approach for fall detection is the use of the aspect ratio of the personenclosing bounding-box. In case of a standing person, this ratio is high, and in case of
a fallen person, a low ratio is found. Fall incidents can be detected by comparing the
ratio against a threshold [1], or by monitoring the ratio change [2]. When evaluating a
broad amount of activities, the former method requires person-dependent thresholds,
whereas the latter technique fails to discriminate between sitting and falling. Besides
using the bounding-box, also ellipse fitting is applied [3], where the standard deviations
of both the ellipse angle and the aspect ratio are compared to a threshold to detect fall
incidents during periods where large motion occurs. However, slow falls can be missed,
whereas fast sitting can be interpreted as a fall. In [4], a similar approach is used,
where the angle between the minimal bounding rectangle and the vertical camera axis
is extracted as fall detection feature. This feature is extracted from two cameras, and
those measures are combined into one metric. Subsequently, a theoretically derived
threshold is applied to detect frames where the person is in the stretched position on
the floor.
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Figure 1: Block diagram of a common framework for human behavior analysis.
Most surveillance systems for multiple persons have focused on understanding the
events through the study of trajectories and positions of persons using a-priori knowledge about the scene. The Pfinder [5] system was developed to describe a moving
person in an indoor environment. It tracks a single non-occluded person in complex
scenes. The VSAM [6] system can monitor activities over various scenarios, using
multiple cameras which are connected as a network. It can detect and track multiple
persons and vehicles within cluttered scenes and manage their activities over a long
period of time. The real-time visual surveillance system W4 [7] employs the combined
techniques of shape analysis and body tracking, and models different appearances of a
person. This single camera system detects and tracks groups of people and monitors
their behavior, even in the presence of partial occlusion and in outdoor environments.
However, the monitoring performances of the above systems mainly rely on the detected trajectories of the concerned objects. Furthermore, the results are not sufficient
for event analysis in some cases. As the local properties of the detected persons are
missing, the developed systems lack the semantic recognition result of dynamic human
activities. Our small group analysis system combines trajectory and posture recognition in order to improve the semantic analysis of the human behavior.
This paper aim at discussing a more general framework for indoor human behavior monitoring. Our framework is based on a two-camera setup because it has been
proven that the detection based on fusing information from multiple channels is more
accurate than the detection relying on only one video channel. In our framework,
the background subtraction, human tracking and information fusing algorithms are
the same for both above-mentioned case studies. However, we adopt slightly different
but related techniques at the conceptual level of the system, because two systems are
designed for different applications.

2

System Overview

Fig. 1 shows a common framework, in which there are several algorithmic modules
that are shared by both systems, such as human segmentation, human tracking, visual
feature extraction, information fusing and decision making. Furthermore, we employ
two additional modules: camera calibration and interaction model, which are specific
for the bank-robbery detection system. The major modules in our system architecture
and their underlying techniques are briefly discussed below.
• Human segmentation and tracking: We perform an adaptive background
subtraction technique to produce the initial masks for the humans. These masks
are input to a Markov Random Field (MRF)-based segmentation algorithm [8]
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that incorporates the spatial coherence for robust foreground extraction. The
mean-shift algorithm is explored to track moving persons in the room due to its
good balance between algorithm accuracy and efficiency.
• Visual feature extraction: The visual features used for the two cases are
different, because the fall detection system aims at detecting only fall posture,
while the bank-robbery detection system needs to recognize several postures, such
as raising hands, pointing, and so on. For the fall detection system, the angle
between the vertical camera axis and the main axis of the object are computed.
Regarding the bank-robbery detection system, we propose a new, yet simple and
effective shape descriptor, called HV-PCA, to represent the silhouette in each
frame. The basic idea is to project the human silhouette both vertically and
horizontally. To reduce the redundant information, PCA (Principal Component
Analysis) is used to obtain a compact and accurate representation in each frame.
By doing so, a 14-D vector to represent the human silhouette is finally obtained.
• Information fusing: We use a simple linear combination scheme to fuse the
information from two cameras for both systems. Cameras have equal weight in
the fall-detection system. However, the weights of two cameras are dynamic in
the bank-robbery detection system. More specifically, both weights are initialized
with 0.5 at the beginning, and the weight of a camera will be decreased if an
occlusion among persons is found in that view.
• Decision making: It is evident that decision making is required for both cases.
However, for a single person analysis, such as in fall detection, the application is
inherently simpler than a multi-person interaction. This explains why a Bayesianbased classification algorithm is employed in our fall detection system, while
a Hidden Markov Modeling (HMM)-based classifier is integrated in our bankrobbery detection system. The latter proposal can handle a more complex model
for the human action recognition.
• Camera calibration: A camera calibration module [10] is used in our bankrobbery detection, enabling the communication between two cameras. The camera calibration technique also provides a 2D-3D mapping, which allows us to
reconstruct a virtual 3D scene for better visualization, and further measurements.
• Interaction model : In multi-person events, the event analysis is achieved by
understanding the interactions between people involved in the scene. The temporal constraints of two-person interactions are defined by two events in terms of
causal and time-overlapping relations of the two persons’ posture changes. In our
current bank-robbery detection system, we use heuristic rules based on exploiting
the domain knowledge of the scenario [10].
In this paper, we discuss the visual feature extraction module in more detail, as
we intend to illustrate how we choose visual features according to the difficulty of the
task. For the remaining functions, we refer to our previous publications [8][9][10].

3

Visual Feature Extraction

The visual features used for the two case studies are different, because the fall-detection
system aims at detecting only a fallen posture, while the bank-robbery detection system
needs to recognize several postures, such as raising hands, pointing, and so on. For the
fall detection, we need to recognize the status change from a standing person to a lying
person. Hence, we need a simple visual feature, that can represent both a standing
and lying person. The orientation of the main axis of the person is a feature that
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Figure 2: Visualization of the camera setup; the main axis of the person is drawn in
light color. The angles φ1 and φ2 are measured from camera 1 and 2, respectively.
can be employed for this status change. The intuitive explanation is that the vertical
camera axis is always parallel to the main axis of the human if the human is standing
on the floor, whereas they are perpendicular to each other if the human is lying on the
floor. Theoretically, the bank-robbery detection is much more complicated than the
fall detection, because it needs to recognize several different postures, such as pointing,
squatting and raising hands. Those postures cannot be modeled with the main axis of
the human only, so that we need an analysis of the human silhouette/shape or human
body.

3.1

Fall Detection System

In the feature-extraction phase, the main axis is estimated from the human-marked
objects. To detect fall incidents, the angle between this axis and the floor plane is
computed from each individual camera. Because from one camera view only the angle
in the direction perpendicular to the optical axis can be extracted, two perpendicular
cameras are required to determine both angles, as shown in Fig. 2. For calculation
of the angle between the floor plane and the objects’ main axis in each camera view
(i = 1, 2), a Singular Value Decomposition (SVD) is applied to the covariance matrix Ci
of the silhouette pixel distribution. The SVD decomposes Ci into the matrix product
Ci = Ui Si Vi0 . Assuming that the horizontal camera axis is parallel to the floor plane,
the corresponding angle φi can be obtained by applying
¯
¶¯
µ
¯
¯
V
(1,
1)
i
¯ , φi ∈ (0◦ , 90◦ ) .
φi = ¯¯arctan
(1)
Vi (2, 1) ¯
From the covariance matrix Ci , also the ratio of variances ρi in the horizontal and
the vertical direction is extracted as additional feature. Since the covariance matrix is
already computed, this feature is directly available. Parameter ρi is computed by:
ρi =

Ci (1, 1)
.
Ci (2, 2)

(2)

The described process is similar to Principal Component Analysis (PCA). For an
unoccluded human, this leads to the main orientation of the human body, where
φi ≈ 90◦ , i = 1, 2 for a standing person.
After feature extraction, the features of both views are merged pair-wise, based
on their physical meaning. In case of a fall, at least one of the main-axis angles and
both variance ratios should be small. Therefore, the main-axis angles φ1 and φ2 are
combined by taking the minimum value of both, while both variance ratios ρ1 and ρ2
are combined by summation. The idea behind summation of the variance ratios is that
both cameras should observe a lowered variance ratio prior to the detection of a fall.
Summarizing, the following features are extracted from every object:
φ̄ = min (|φ1 | , |φ2 |) ,
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ρ̄ = ρ1 + ρ2 .

(3)
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3.2

Bank Robbery Alerting System

We propose a new, yet simple and effective shape descriptor, called HV-PCA, to represent the silhouette in each frame. Let us now explain this new descriptor.
Firstly, every detected person’s silhouette is adapted to an M × N pixel template in
a normalization phase (we choose M = 180 and N = 80). Then within the template,
we apply the horizontal and vertical projections, which reduce a vector of 180 × 80 to
two vectors of 180 × 1 and 80 × 1. Afterwards, a PCA (Principal Component Analysis)
technique is used to obtain a compact and accurate representation in each frame. In
the vertical projection, a 180-D shape vector is divided into three parts and thus a
feature matrix of 60 × 3 is obtained for each frame. Then the dimensionality of each
feature matrix is reduced to an array of 2 × 3 after performing PCA. Next, this small
matrix is reshaped to a vector of 6 × 1. Although there are different options for the
matrix form, we adopt the division scheme of 60 × 3 to achieve the balance between
computation cost and recognition rate. Similarly, a vector of 8 × 1 is reshaped from the
horizontal projection, and divided into four parts. Finally, we obtain a 14-D vector to
represent the human silhouette. In summary, the principal algorithm steps of HV-PCA
are defined more formally as follows. Suppose (x, y) represents every pixel that belongs
to a silhouette within a shape template S, where its value Sil is represented as
(
1 if (x, y) belongs to foreground,
Sil(x, y) =
(4)
0 otherwise.
Then we can calculate the horizontal projection H(m) in the m-th column and vertical
projection V (n) in the n-th row in a frame I by
H I (m) =

M
−1
X

Sil(m, j),

0 ≤ m ≤ N − 1,

(5)

j=0

and
V I (n) =

N
−1
X

Sil(j, n),

0 ≤ n ≤ M − 1.

(6)

j=0

Finally, we can obtain the observed 14-D feature vector of the silhouette Obv I in frame
I by
Obv I = (P (H I (.)), P (V I (.)))T .
(7)
where P (.) indicates our part-based PCA implementation (4-part horizontal projection and 3-part vertical projection). Then every Obv I is set as observation input to
the CHMM (Continuous Hidden Markov Models) classifier for parameter learning and
testing.

4
4.1

Experimental Results
Fall Detection System

For the fall detection system, we have evaluated the algorithm on a number of test
sequences containing a single person. In order to have a representative test set, which
is only scarcely available, we organized capturing of such sequences at both an office and
a nearby hospital. Since testing on elderly is problematic for legal reasons, five young
persons of different lengths form the test subjects. we aim at detection of fall events in
practical situations, which include normal behavior,walking-tool assisted behavior and

101

Thirty-first Symposium on Information Theory in the Benelux

Table 1: Results obtained with the two-camera system. Left: results of our system;
right: results of the bounding-box method.
Class # Falls # Other activities Detected falls False alarms
1
10
27
100% - 100%
0-5
2
11
9
100% - 91%
0-4
3
9
18
55% - 44%
1-6

(a)

(b)

(c)

(d)

Figure 3: Example situations with a combination of occlusions and poor person segmentation, where the two-camera system produces a false alarm. Both camera views
are shown ((a),(b)) and detected object blobs ((c),(d)).
occluded behavior. For comparison, the bounding-box-ratio method [1] is implemented,
where the minimal extracted bounding-box ratio is used.
Table 1 shows the detection results for both methods, where the class numbers
correspond to three different behaviors mentioned earlier. Results are as follows.
• For the normal behavior case (relatively ideal), our method does not suffer from
any problems, and gives zero false alarm. The bounding-box method is also able
to detect all fall incidents.
• For the walking-tool assisted case, our method is also able to handle this situation.
The performance of the bounding-box method is somewhat lower, since fall events
where the rollator enlarges the observed silhouette can be missed, due to the
increased object height.
• Both methods are significantly influenced by occlusion. Our method can still
deal with some cases, e.g. when a person sits behind a table, but it fails in case
the occlusion occurs for both cameras while one view is influenced by shadows,
as shown in Fig. 3.

4.2

Bank Robbery Alerting System

We have designed a two-camera bank robbery detection system, and evaluated it at
different places. Two different event types (normal and abnormal behavior) are defined based on domain knowledge. The detection accuracy for each camera and the
combination is shown in Fig. 4. For the conduced series of experiments, it shows that
the two-camera scheme effectively improves the event-based semantic analysis. The fusion of decision making with two cameras clearly gives higher score in event detection.
Although the system was tested at several locations, the layout of the camera setting
was always fixed, so that the detection score for the individual cameras is different
(Camera 1 always has the highest occlusions). Fig. 5 shows a detection example of a
simulated bank-robbery event. The position of every person is visualized in the image. The postures are estimated and the semantic event is highlighted after interaction
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Figure 4: Event detection results based on single/multiple cameras.

Figure 5: Example of our simulated multi-camera robbery-detection result.
modeling from two different viewpoints (Fig. 5(a) and Fig. 5(b)). The camera calibration is performed and the 2D-3D mapping is visualized. The degree of abnormality is
also calculated and shown as a colored bar in Fig. 5(c). Although the posture pointing
is not recognized in one camera, it is correctly recognized in the other camera. The
robbery event is successfully detected afterwards.

5

Conclusion

The above discussion of the case studies and their results show that it is potentially
possible to define a common architecture for human behavior analysis. In both cases,
we analyze the event in an indoor environment, which is constrained. As a consequence, background subtraction, human tracking and some feature-based modeling are
key aspects and common elements for that reference architecture. At the conceptual
level, information fusing and decision making are always required, but because they
are at the top of the semantic layers, they are highly dependent on the application.
The applied techniques range from Bayesian inference to HMM modeling and further
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beyond. The semantic layer and the corresponding functions are therefore different in
both cases. In multi-person applications, extra cameras are indispensable, leading to
camera calibration and 3D room modeling, because of the occlusions that unavoidably
occur with multiple persons in a small areas. Additionally, the interaction between
people needs to be modeled as well. This stage is still fairly new in the literature and
concepts have to be further generalized to a time-space based modeling of multi-person
interactions, featuring dynamic graph analysis. This is an interesting topic for future
research.
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Abstract
In this paper a Raptor code is developed and applied in an opportunistic error
correction (OEC) layer for Coded OFDM systems. Opportunistic error correction
[3] tries to recover information when it is available with the least effort. This is
achieved by using Fountain codes in a COFDM system, which means that each
subcarrier contains a Fountain coded packet. The property of a Fountain code
that any missing packet can be replaced by any other packet allows the receiver to
discard packets with low SNR. As a result ADC resolution and therefore energy
consumption can be reduced.
In this paper the possibilities of using Raptor codes in an OEC system are
investigated. Raptor codes are a type of Fountain codes with an efficient encoding
and decoding algorithm. By simulating an OEC system on a wireless indoor
channel model, it is shown that Raptor codes can save up to 70% in energy
consumption with respect to a traditional system. Furthermore it is found that
a feedback channel can reduce energy consumption even more. In this setting
85% of energy consumption can be saved.

1

Introduction

In [3], Shao et al. propose a novel cross layer scheme based on Fountain coding to
reduce the energy consumption of Analog to Digital Converters (ADCs) in OFDM
systems. Current OFDM systems often use fixed, high resolution ADCs in order to
recover information from OFDM subcarriers for a wide range of Signal-to-Noise Ratios
(SNR), and traditional error correction methods. This has two disadvantages. First,
ADC resolution is designed for a worst case situation, resulting in an over dimensioned
system for most of the time. Since high resolution ADCs can consume up to 50% of
the baseband energy in an OFDM system, energy can be saved by replacing them with
resolution-adaptive ADCs. Second, all information must be processed by the entire
receiver chain. Burst errors introduced in the wireless channel are spread out over a
message by means of interleaving in frequency and time. This results in a relatively
high average error rate, for which a channel code has to be designed. By discarding
bad parts of the received information, remaining parts have high quality, i.e. low Bit
Error Rate (BER). This allows the dynamic range of the ADCs in the receiver to be
reduced, resulting in a reduction of ADC energy consumption.
A Fountain encoder encodes source data into a stream of encoded packets. A
receiver needs to recover a fixed number of these packets, which ones is not important.
In an OEC system, a Fountain encoded packet is transmitted on one subcarrier. If
this subcarrier experiences a bad channel, the entire packet is lost. This is not harmful
to the Fountain code as the lost packet can be replaced by any other packet. In this
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Figure 1: Typical decoding curves of the regular and weak LT code.

situation it is not necessary to recover all packets correctly, which allows for lower
ADC resolution. The energy consumption of an ADC is proportional to the number of
quantization levels. Lower resolution therefore means lower energy consumption.
In previous work by Shao [3] it was shown that it is possible to reduce ADC energy
consumption using OEC with LT codes. A reduction of 72% was achieved but the
used LT decoding algorithm was rather complex. In this paper it is investigated if
similar results can be attained using Raptor codes, for which an efficient encoding and
decoding algorithm exists. Furthermore the possibilities of using feedback of Channel
State Information (CSI) is investigated.

2

Fountain codes

Fountain codes are a class of rateless erasure correcting codes, first described by Byers
et al. in [1]. They are rateless because the encoder generates a potentially limitless
stream of encoded packets from a source file. The receiver is able to recover the data
when a number of packets is received that amounts to a size only slightly larger than the
source file. The order of received packets is not important; as long as enough packets
are received, the decoder can recover the message. Fountain codes can combine a low
overhead with robustness to many kinds of errors. Furthermore they are near optimal
on an erasure channel and have many advantages in multicast systems.

2.1

LT codes

LT codes are a subclass of Fountain codes and are the first practical implementation of
a Fountain code. They are described by Luby in [2]. In an LT code, an encoded packet
is created by splitting a message into K source packets and then adding (modulo 2) a
random number of randomly picked packets to create an encoded packet. The number
of source packets that is used for an encoded packet is called the degree and is chosen
from a degree distribution. Luby developed the Robust Soliton distribution, which
gives good results in a practical system. Due to the average degree of log K of this
distribution, the decoding (using a message passing algorithm) scales logarithmically
with K.
An LT code based on a truncated Robust Soliton distribution is called a weak LT
code. Figure 1 shows the typical decoding behaviour of a regular LT code and a weak
LT code. It can be seen that for both codes the decoding only starts after a large
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Figure 2: Simplified schematic of an OEC receiver. The ADC is resolution adaptive.

number of encoded packets has been received. After this point the decoding curve
becomes very steep, marking successful recovery of all source packets for a regular LT
code. For a weak LT code however, the decoding curve flattens again after the initial
steep ascent. This means that many encoded packets are still needed to recover the
source packets. This is not a desirable property, as the code overhead (i.e. the ratio
of encoded packets and source packets) is very large. On the other hand the weak LT
code can be decoded in linear time using a message passing algorithm.

2.2

Raptor codes

In this section a Raptor code is described, which uses the low decoding complexity of
the weak LT code but circumvents the high overhead by combining it with a pre-code.
Shokrollahi discovered Raptor codes in 2001 and described them in [5]. He used
a weak LT code in combination with an LDPC pre-code. LDPC codes, like the weak
LT code, have a decoding complexity (using message passing) that scales linearly with
the block length. Therefore the combination of these codes also has linear decoding
complexity. Such a code is called a Raptor code and works as follows. Figure 1 shows
the region of interest of a weak LT code that is used in a Raptor code. It can be
seen that in this region, the weak LT code can recover for example 90% of the source
packets. The remaining 10% can then be recovered by pre-coding the source data with
an erasure correcting code that can correct 10% erasures.

3

Research framework

The reference OFDM system in this research is IEEE 802.11a WLAN. This system is
taken as a starting point for the new Opportunistic Error Correction layer. In IEEE
802.11a data is transmitted in MAC frames. A MAC frame consists of at most 500
OFDM symbols and lasts 2 ms. The system uses OFDM with 48 data carriers. The
throughput of such a system depends on the type of modulation and forward error
correction. As an example, a WLAN system using 16-QAM and a code rate of 0.5 can
achieve a throughput of 500 · 48 · 4 · 0.5 · 2−3 = 24 Mbit/s.
As described in Section 1, the new Opportunistic Error Correction system can
transfer information at the same data rate as a regular system but has a lower energy consumption in the receiver. This is achieved by using resolution adaptive AD
converters and transmitting a packet on one subcarrier instead of spreading it over all
subcarriers. Packets transmitted on bad subcarriers are discarded by the receiver. A
block diagram of such a system is given in Figure 2.
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Fountain Type

K

Canalytical

Overhead %
mean

max

Cevaluated

Raptor + LDPC

O(Kpre )+O(K)

1296
1944

19.8
18.1

26.6
22.9

2376
3564

LT + MP

O(K loge K)

1296
1944

11.8
9.9

29.5
24.4

9288
14721

LT + MP + GE

O (K1 loge K1 )+
O (K − K1 )2

500
1296
1944

N/A
N/A
N/A

∼3
∼3
∼3

63880
424099
951471

Table 1: Comparison of three different Fountain codes in overhead and complexity (C).
Kpre is the block length of the pre-code, in this case 5/6 of K. All data about the LT code
with Gaussian elimination and message passing is taken from [3] with permission. K1 is the
number of packets not recovered by Gaussian elimination and has a value of 250.

4

Raptor code analysis

In this section a Raptor code is compared to two similar LT codes, one using the
message passing algorithm, the other using a combination of Gaussian elimination
(GE) and message passing (MP). The latter is taken from [3] and uses K = 500 source
packets because it was shown that for this decoding method the overhead is constant
for K ≥ 500. The other two decoding methods use a larger value of K because of the
decreased Fountain overhead at larger K. The three codes are compared in terms of
overhead and complexity.
To investigate the performance of the codes and decoding methods, a fixed amount
of data is encoded into a stream of encoded packets. At the decoder side, encoded
packets are collected and the source data is recovered. The overhead is determined
as the percentage of additional encoded packets that is needed to recover all source
data. Because encoding of Fountain codes is a random process, a large number (103 )
of transmissions is simulated.
Results are shown in Table 1. It can be seen that the Raptor code has low complexity but a relatively large overhead. The LT code from [3] on the other hand, has
a very small overhead but a high complexity. Even though the decoding method partially uses the efficient message passing algorithm and K is much smaller than for the
Raptor code, the complexity is many times larger.
Table 1 shows a significant difference between average and maximum overhead
for the Raptor code (almost 5%). The maximum overhead indicates the number of
encoded packets that is needed for the recovery of source data with high probability.
This measure is useful when there is no possibility to acknowledge successfully received
data. In most cases however, the source data will be recovered from much less encoded
packets. This is indicated by the average overhead which is useful in a system with
feedback from receiver to transmitter. This difference is used later on in the calculation
of energy consumption.

5

Channel state information feedback

In this chapter the use of CSI feedback in an OFDM system is investigated. In Section
4 it was found that acknowledging a correctly received file decreases the overhead of the
investigated Fountain code. This requires a feedback channel which may then also be
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used to inform the transmitter with CSI from the receiver. Here it is researched whether
it is possible to dynamically adapt the per-packet channel code rate to optimally suit
channel conditions as observed from the receiver. This can lead to increased throughput
or reduced energy consumption. Here, the emphasis is on energy consumption of the
wireless receiver ADC. Therefore it is first explained how ADC energy consumption
is calculated and the influence it has on the throughput of the system. After that,
a description and the results of the new system are given. In total four different
scenarios are compared. The first is IEEE 802.11a WLAN, which uses neither OEC
nor CSI feedback. The second is the OEC system developed in [3], which uses the
rather inefficient LT codes. The third system uses OEC in combination with Raptor
codes and the fourth system adds CSI feedback to this.

5.1

ADC energy consumption

ADC power is equal to the number of quantization levels (Nq ) times the sampling rate
Rs [6]. Instead of using ADC power to compare different transmission schemes, it is
better to use the energy per source bit. This way it is easier to compare systems with
slightly different throughputs. Since power is defined as the rate of energy consumption,
energy per source bit Eb is obtained by dividing the ADC power by effective throughput
T.
Nq R s
PADC
=
(1)
Eb =
T
T
The number of quantization levels Nq depends on the quantization step size ∆.
This relation is given in Equation 2.
 
C
Nq = 2
(2)
∆
Here, the constant C is a limit to the number of samples that are smaller than the
quantization step ∆ and can therefore not be quantized correctly [3].
It is shown in [4] that the frequency domain noise is determined by the resolution
of the ADC and has a Gaussian distribution with zero mean and a variance of ∆2/6.
The signal-to-noise ratio for carrier k is determined by the magnitude of the channel
frequency response at carrier k (|Hk |2 ) and the variance of the noise in the frequency
domain. Conversely, a minimum required ∆ can be calculated when a channel code
(requiring a certain SNR) is chosen (Equation 3). Both equations are from [3].
s
|Hk |2
|Hk |2
SNRk = ∆2 ⇔ ∆ = 6
(3)
SNRk
/6
Equation 1 shows that the energy per source bit depends on the effective throughput
T of the system. For IEEE 802.11a, T is calculated as follows.
T =

Nr. source bits per MAC frame
Ns Nc Nb RαF
=
MAC frame duration
tm

(4)

with Ns the number of OFDM symbols per MAC frame, Nc the effective number of
data carriers per OFDM symbol, Nb the number of bits per carrier (determined by
the modulation type), R the rate of the channel code, αF a throughput factor and tm
the MAC frame duration. The throughput factor αF can be used to describe allowed
packet loss or the throughput factor of a Fountain code.
The above equations describe an inverse relation between the energy consumption
of an OFDM system and the frequency domain SNR. A signal can be AD converted
with a low probability of error at the price of high energy consumption, and vice versa.
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Figure 3: Typical frequency response (3a) and the corresponding number of quantization
levels (3b) required for an SNR of 15 dB on every carrier. In 3a the 14 worst subcarriers are
marked with a triangle. The ∆ line is 15 dB below the 15th lowest subcarrier. Setting the
ADC with this value of ∆ results in an SNR of at least 15 dB for the remaining 34 subcarriers.

5.2

Analysis

Figure 3a shows a typical wireless channel frequency response. Corresponding values
of Nq are shown in Figure 3b. Because AD conversion is performed in the time domain,
Nq is constant for the duration of at least one OFDM symbol. The value of Nq that
is needed for a certain SNR on every carrier is determined by the highest peak in
Figure 3b. From this figure it is clear that most subcarriers however require a much
smaller Nq . Using OEC it is possible to choose Nq such that not all subcarriers have
the required SNR. These carriers are discarded. Because of the use of Fountain codes
in OEC, data transmitted on these carriers can be easily replaced. There is a trade-off
between the amount of data that can be transmitted on the used carriers and the ADC
energy consumption.
In a system without CSI feedback the number of discarded subcarriers is fixed, based
on a model of the channel. Otherwise the number of discarded subcarriers depends
on the state of the channel. In this case per-carrier adaptive coding and modulation
can be applied to use the channel capacity optimally. This can be shown graphically
with a typical channel frequency response, such as the one in Figure 3a. In this graph
a horizontal line called the ∆-line is drawn at 10 log10 ∆2/6. According to Equation 3
(converted to the log domain), the distance between the frequency response and the
∆-line is the SNR of the transmitted signal. The ∆-line is inversely proportional to
the energy consumption. A higher ∆-line means lower energy consumption.
When the channel frequency response is known, the most energy efficient ADC
setting that still maintains the desired throughput can be found in an iterative process.
In this process the ∆-line is placed somewhere high where the desired throughput is
not achieved and then gradually shifted down until the desired throughput is met.
When CSI feedback is used the transmitter already knows which carriers will be
discarded by the receiver. Power control can therefore be used at the transmitter to
distribute power of unused carriers over used carriers. This way the SNR for these
carriers is increased at the receiver, which therefore requires less ADC quantization
levels and decreases energy consumption.
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II

III

Description IEEE
802.11a
Error pro- Conv. codes
tection
R
0.5
Modulation 16-QAM
Nc
48
αF
0.9

OEC+LT
+GE+MP
LT+LDPC
+CRC
0.66
16-QAM
34
0.97

OEC+Raptor OEC+Raptor
+CSI feedback
Raptor
Raptor +LDPC
+LDPC
0.8
16-QAM
34
0.81
0.81

T (Mbit/s)
Eb

21.77
16.34

22.03
19.23

Scenario

I

21.6
65.07

IV

21.81
10.04

Table 2: Properties of the four scenarios (top) and the resulting throughput and bit energy
(bottom).

5.3

Results

As mentioned at the beginning of this section, four scenarios are compared at a throughput of approximately 21.6 Mbit/s. This is achieved with the parameters listed in Table
2. Figure 4 shows how each of the scenarios handles a typical channel response. It can
be seen that for Scenario I SNR requirements are easily met at the cost of high energy
consumption (∆-line at −35 dB). Scenarios II and III already perform much better.
Both systems discard the 14 worst subcarriers and by doing so allow for lower ADC
energy consumption (∆-line at −17 dB). In Scenario IV a distinct transmission mode
(i.e. a combination of code rate and modulation type that assures a certain SNR) is
used for every subcarrier such that the space between the ∆-line and the frequency
response is completely used. This scenario has the lowest energy consumption. The
lower part of Table 2 shows the resulting throughput and energy consumption for each
scenario.

6

Conclusions

Simulations on a wireless indoor channel model have shown that is possible to use
Raptor codes in an opportunistic error correction system. At an equal data rate such
a system allows for a lower ADC energy consumption. Compared to a standard IEEE
802.11a WLAN system, a reduction of 70% was achieved. This is somewhat less than
Shao’s method from [3] (Scenario II) which achieved a reduction of 75% on the same
channel. The system with the Raptor code however has a much smaller decoding
complexity, which is an important issue for high speed applications. The use of a
feedback channel was also investigated. Using a feedback channel it is possible to
acknowledge a successfully received file and inform the transmitter about the state of
the channel. This way a total energy reduction of 85% was achieved.
Fountain codes are very robust against all kinds of errors that occur during the
transmission of digital data. Raptor codes add the property of encoding and decoding
in linear time. This makes Raptor codes a very attractive error correcting solution.
Raptor codes used in this paper work on a relatively small number of packets. It is
well known that Fountain codes perform best on a very large number of packets. A
larger number of source packets would decrease Raptor overhead and reduce energy
consumption even more.
Further research focuses on a more advanced feedback channel and steps toward a
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Figure 4: All four Scenarios from Table 2 on the same channel realization. Note that Figure
4a has a different scale.

real implementation.
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Abstract
A scheme for power- and bandwidth-efficient communication on the linear
Gaussian channel is proposed. A scenario is assumed in which the channel is
stationary in time and the channel characteristics are known at the transmitter.
Using interleaving, the linear Gaussian channel with its intersymbol interference
is decomposed into a set of memoryless subchannels. Each subchannel is further
decomposed into parallel binary memoryless channels, to enable the use of binary
codes. Code bits from these parallel binary channels are mapped to higher-order
near-Gaussian distributed constellation symbols. At the receiver, the code bits
are detected and decoded in a multistage fashion. The scheme is demonstrated
on a simple instance of the linear Gaussian channel. Simulations show that
the scheme achieves reliable communication at 1.2 dB away from the Shannon
capacity using a moderate number of subchannels.

1

Introduction

We consider the classical problem of efficient and reliable communication over the
continuous-time linear Gaussian channel [4]. Despite of its age, this channel model is
still often used, mainly because of its simplicity and practical relevance. Our objective
is to develop a block coded modulation scheme that is capable of achieving power- and
bandwidth-efficient communication in the high-SNR regime for an acceptable complexity. We assume that the channel is stationary in time and that the impulse response
of the channel is known at the transmitter. We focus on channel instances for which
the capacity-achieving band [4] is a single frequency interval, such that capacity can
be achieved using serial (single-carrier) transmission. We do not consider multi-carrier
transmission.
We deal with the intersymbol interference (ISI) which is due to the linear filter
in the channel model by decomposing the channel through interleaving into a number of memoryless subchannels, similar to [10, 8]. Consequently, conventional errorcorrecting block codes (for memoryless channels) can be applied. Multilevel coding
[7] enables the use of binary error-correcting codes combined with spectral-efficient
modulation. In this paper we employ state-of-the-art optimized binary low-density
parity-check (LDPC) codes [5, 9]. To achieve capacity on the memoryless subchannels,
the subchannel inputs should be Gaussian distributed. Therefore, we use superposition
modulation, with which we can generate near-Gaussian channel inputs [3, 2]. This type
of modulation achieves a shape gain [4] over equiprobable signaling with ordinary pulse
amplitude modulation (PAM) constellations. At the side of the receiver, multistage
Most of the work has been done while both authors were affiliated to the Signals & Systems
Group, Universiteit Twente.
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detection and decoding with hard decision feedback is employed. As in [10], an a posteriori probability (APP) detector is used that is based on the Bahl-Cocke-Jelinek-Raviv
(BCJR) algorithm.
The novel contribution of our paper is the application and evaluation of superposition modulation [2] to the linear Gaussian channel, or stated alternatively, the
extension of the binary communication system proposed in [10] to higher-order and
spectral-efficient modulation.
The remaining part of the paper is organized as follows. Section 2 considers the
channel model and the characteristics of the capacity-achieving input process. We take
the continuous-time channel description as a starting point, and we discuss a method
to convert it into an equivalent discrete-time model. In Section 3, we decompose
the nonbinary ISI channel into binary memoryless subchannels, we consider suitable
mappings from bits to constellation symbols and we discuss the method of detection
and decoding. Also, we deal with the determination of achievable rates. Section 4
demonstrates the scheme on a simple instance of the linear Gaussian channel.

2

Channel Model

The linear Gaussian channel is defined by
y(t) = h(t) ∗ x(t) + n(t),
in which x(t) and y(t) are respectively the continuous-time input and output signal,
h(t) is the continuous-time impulse response and n(t) is a realization of a zero-mean
Gaussian noise process with power spectral density N (f ). The asterisk denotes linear
convolution. The capacity of this channel is achieved using an input signal that has
a zero-mean Gaussian amplitude distribution and the optimal water-pouring power
spectral density [4].
At the transmitter, the continuous-time input signal x(t) can be constructed by
modulating
P a train of pulse shapes with a discrete-time information sequence {Xi }, i.e.,
x(t) = i Xi hT (t − iT ). To achieve capacity, the information sequence {Xi } should
consist of independent zero-mean Gaussian random variables. The symbol response
hT (t) is chosen such that it shapes the flat input spectrum to the optimal water-pouring
power spectral density.
At the receiver, as is known from detection theory, the continuous-time received
signal may again be discretized, without loss of optimality, using a matched filter and
a sampler. By assuming a whitened matched filter (WMF), the entire continuoustime part of the communication system may be abstracted as a digital finite impulse
response (FIR) filter with additive white Gaussian noise (AWGN)
Yn =

ν
X

hk Xn−k + Wn ,

Wn ∼ N (0, σ 2 )

(1)

k=0

in which ν denotes the length of the ISI causing tail, or simply the memory length.
As described in [4], a causal filter with a minimum-phase response can be derived by
performing a spectral factorization. We apply this methodology for two examples in
Section 4, because a discrete-time channel representation is required for various parts
of the simulations as well as for the APP detectors.

3

Multilevel Coding and Multistage Decoding

Figure 1 shows the proposed block-coded modulation scheme. The following subsections discuss the key concepts in detail.
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Figure 1: The proposed block coded modulation scheme, employing LDPC channel
coding, superposition modulation, interleaving and multistage detection and decoding.

3.1

Dealing with the Intersymbol Interference by Interleaving

−1
Consider a length-mN sequence of output symbols {Yn }mN
n=0 , obtained by passing
independent inputs {Xn } through the channel defined in (1). We reshape this sequence
into a m-by-N matrix:


Y0
Ym
. . . Y(N −1)m
 Y1
Ym+1 . . . Y(N −1)m+1 


(2)
 ..
.
..
..
 .

.
.
Ym−1 Y2m−1 . . .
YN m−1

If m > ν, the elements of an arbitrary row of (2) are independent, and can be viewed
as outputs of a memoryless channel. This implies that with sufficiently deep interleaving, we can decompose the intersymbol interference channel of (1) into a set of m
memoryless subchannels. The nth output of the ith subchannel is given by
Yn[i] = Xn[i] + Nn[i] .
[i]

(3)

[i]

The input Xn and output Yn of the memoryless channel correspond respectively to
[i]
the input and output of (1) as Xnm+i and Ynm+i . The additive noise Nn is composed
of the noise random variable W and ν inputs to other subchannels
Nn[i]

= Wnm+i +

ν
X

hk Xnm+i−k .

(4)

k=1

Note that we have essentially only rewritten (1) into (3) and (4). It follows from (4)
that if the Xi are Gaussian distributed, all subchannels have AWGN.
Under assumption of ideally coded subchannels and multistage decoding with decision feedback, and for a particular input density fX , the sum of the constrained
capacities of the memoryless subchannels converges to the constrained capacity of the
original ISI channel for m → ∞, as proved in [10, 8]. Remember that for our channel of
interest, the unconstrained capacity can be achieved when fX is a zero-mean Gaussian
density.

3.2

Multilevel Modulation, Constellations and Shaping

In this section we consider how to create a near-Gaussian distributed subchannel input
X [i] . We assume that channel encoders are present that emit bits that are approximately i.i.d. For this reason, we apply multilevel coding [7] and decompose each

115

Thirty-first Symposium on Information Theory in the Benelux

memoryless subchannel introduced in Section 3.1 into d parallel binary memoryless
subchannels. Let us denote the nth input of the jth binary subchannel that belongs to
[i,j]
the ith nonbinary memoryless subchannel as Xn . A possible way to obtain a suitable
higher-order discrete signal set is to add the d binary subchannel inputs in the field of
the real numbers [3, 2], i.e.
Xn[i]

=

d−1
X

Xn[i,j] ,

for Xn[i,j] ∈ {−1, +1}.

(5)

j=0

[i]

In the limit for d → ∞, the discrete distribution of Xn converges to the continuous
Gaussian distribution by the central limit theorem. In [2], constellations generated by
(5) are termed binomial constellations. Alternatively, the bits may be scaled prior to
addition with positive weights αj [2];
X

[i]

=

d−1
X

αj X [i,j] ,

where X [i,j] ∈ {−1, +1}.

(6)

j=0

The weights can be found by numerical optimization of the mutual information between
input and output of a memoryless AWGN channel. The resulting numerically optimized
constellations work especially well in the high-SNR regime.

3.3

Detection and Decoding

Let us consider the chain rule of mutual information [6], that is adapted to the particular subchannel structure of the proposed scheme
I(X

mN

;Y

mN

)=

m−1
d−1
XX
i=0 j=0



I X [i,j],N ; Y mN Ψ[i,j]

(7)

in which X [i,j],N is the jth length-N binary codeword that contributes to symbols
belonging to the ith interleave, and Ψ[i,j] represents the set of previously decoded (and
error-free) codewords, comprising the hard side information Ψ[i,j] = {X [a,b],N | da + b <
di + j}, a, b ∈ Z. It follows from (7) that information from previous decodings should
be used to detect a certain subchannel, except for the first binary subchannel in which
Ψ[0,0] = ∅. Hence, the receiver of the proposed scheme recovers the information bits
using multistage detection and decoding.
The a posteriori probabilities for the code bits are efficiently computed using the
BCJR algorithm. The side information is incorporated in the BCJR algorithm’s decisions by altering the transition probabilities in the trellis. The APP detector outputs
log-APP ratios,
[i,j]
Pr(Xn |Y mN )
=
ln
L[i,j]
n
[i,j]
1 − Pr(Xn |Y mN )
that are provided to the decoder. To limit the complexity, the BCJR algorithm is executed once per binary subchannel; the detector and decoder do not iteratively exchange
information.
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3.4

Achievable Rates

The (unconstrained) capacity of the continuous-time linear Gaussian channel can be
exactly computed using the water pouring capacity formulas. However, for the same
channel no solutions currently exist for the exact calculation of the achievable rate
that belongs to a particular discrete signal constellation and input distribution, i.e.
the constrained capacity. To determine this rate, we use the lower and upper bound
presented in [1]. The bounds are based on the asymptotic equipartition property [6]
and are estimated with a Monte Carlo method. The lower and upper bound are given
by
Î(X; Y )low.bound = Ĥ(Y ) − Ĥ(Y |X),

and Î(X; Y )upp.bound = Ĥ(Y ) − H(W ).

All H(·) denote differential entropies. Ĥ(Y ) is computed as Ĥ(Y ) = − N1 log2 Pr(y N ),
in which y N represents a length-N vector (N very large) of simulated channel output,
obtained by passing a length-N vector xN consisting of superposition-modulated i.i.d.
bits through the channel model defined in (1). Pr(y N ) is estimated using the forward
pass of the BCJR algorithm, which computes metrics based on the following channel
law
P
2
− (Yn − ϕk=0 hk Xn−k )
1
n
Pr(Yn |X n−ϕ ) = √
exp
(8)
2σ 2
2πσ 2
in which X nn−ϕ denotes the vector [Xn−ϕ , Xn−ϕ+1 , . . . , Xn ], σ 2 is the noise variance
of the equivalent discrete-time channel model that was introduced in (1) and ϕ is an
integer in the range 0 ≤ ϕ ≤ ν. This ‘truncation parameter’ ϕ controls the trade-off between the tightness of the bounds and the computational complexity of the simulation.
The conditional differential entropy Ĥ(Y |X) (used in the lower bound) is estimated as
N −1

1 X
log2 Pr yn |xnn−ϕ .
Ĥ(Y |X) = −
N n=0

The term H(W ) in the upper bound denotes the differential entropy of the Gaussian
noise, which is known in closed form [6], i.e. H(W ) = 12 log2 2πeσ 2 .
The achievable rate on a binary subchannel from the proposed system can be directly estimated from
 the output of the APP detector
 belonging to that binary subchannel [10], R[i,j] = E 1 − log2 1 + exp −X [i,j] L[i,j] . The APP detectors are based on
(8), which means that ϕ also controls the trade-off between achievable subchannel rates
and the complexity of the detectors. The achievable rate on the firstly detected binary
subchannel (R[0,0] ) is independent of m but does depend on the mapping from bits to
constellation symbols. The order of detection and decoding and the ordering of the
scaling factors in (6) (for constellation types other than binomial) influence the distribution of the subchannel rates. Because it is harder to design good binary codes for
very low or very high rates, these orders can be altered to obtain moderate subchannel
rates.

3.5

LDPC Component Codes

The proposed coded modulation method results in a set of binary memoryless channels
for which binary codes can be used. In this paper we use binary LDPC codes [5].
LDPC codes are amenable to analysis for binary symmetric channels. Furthermore,
the structure of the codes can be optimized to lead to a near-capacity performance.
In this paper we omit details regarding to the actual optimization and refer to [9] for
more details.
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4

Example: First-order RC Low-Pass Channel

We demonstrate the proposed scheme by considering baseband transmission of realvalued symbols over a simple instance of the Gaussian channel: an electrical resistorcapacitor low-pass filter circuit with additive Gaussian noise. The Fourier-domain
transfer function of the filter is given by
H(f ) =

1
.
1 + j2πτ f

(9)

in which f denotes the frequency and τ is the time constant, equal to the product of
the resistance and capacitance. The cut-off frequency of this filter lies at f = (2πτ )−1 .
For simplicity, we assume a flat noise power spectral density, i.e. N (f ) = N0 /2.
We consider a scenario in which there is only a power (SNR) constraint. The
width of the capacity-achieving band depends on the SNR. Using water pouring [4],
the spectral efficiency (i.e., the capacity per dimension, expressed in bits/dim) can be
derived in closed form,
r

Es
arctan
3
C
1
N0
r
[bits/dim],
(10)
=
−
2W
ln 2
Es
3
ln 2
N0
where C is the capacity (in bits/s), W is the one-sided bandwidth (in Hz), Es the
energy per symbol and N0 the one-sided noise power spectral density. The spectral
efficiency is plotted in Figure 2(a). Note that C/2W approaches a limit for infinite
SNR
 
C
Es
1
lim
≈ 1.44 [bits/dim].
(11)
=
Es /N0 →∞ 2W
N0
ln 2
We target at a rate of 1 bit/dim. The capacity curve crosses this rate at Es /N0 ≈ 8.1
dB. For this SNR, we compute the equivalent discrete-time channel representation
[4]. The result is shown in Table 1. In this example, we use a two-bit binomial
constellation. This constellation consists of equispaced non-equiprobable signal points,
see also Figure 2(b). To limit the computational complexity of the achievable-rate
simulations and of the detector of the example system, we use a five-coefficient channel
model in the BCJR algorithm, i.e. ϕ = 4. With these settings, simulations indicate
that the achievable rate, for m → ∞, is lower bounded by 0.982 bits/dim and upper
bounded by 0.992 bits/dim. We choose m = 3, resulting in a system comprising
d × m = 2 × 3 = 6 binary subchannels. From the estimated subchannel rates for this
system (which can be found in Table 2), we conclude that a rate of 0.978 bits/dim
is achievable. Based on the rates printed in Table 2, we have designed six LDPC
component codes of blocklength 105 . We have simulated all codes independently, by
assuming perfect side information in each level. Also, we have simulated the entire
system with all codes collaborating together, to incorporate the possibility of error
propagation into the simulation. The bit-error rate (BER) versus SNR curves of the
individual codes and of the entire system are plotted in Figure 3. The system’s mean
rate (computed as the sum of all component code rates divided by m) amounts to
0.966 bits/dim. This rate equals the capacity at Es /N0 ≈ 7.3 dB. From the overall
performance curve, we find that the system operates reliably at 8.5 dB. Hence, the gap
to capacity is 1.2 dB.
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Table 1: Discrete-Time Representation of the RC Low-Pass Channel
Es /N0
σ2
h0
h1
h2
h3
h4
...
8.1 dB

0.485

1

1.114

0.456

0.269

0.103

...

Table 2: Achievable Rates for the RC Low-Pass Channel Example
0.284 0.351 0.416
Binary-Subchannel Rates
0.463 0.626 0.792
Cumulative Rates
Mean Rate

0.738

0.978
0.978

1.208

1

0.5

Probability

Capacity [bits/use]

1.5

0
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Es / N0 [dB]
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Figure 2: (a) Spectral efficiency curve of the low-pass filter channel. It approaches
a limit of 1.44 bit/dim for infinite SNR. (b) Two-bit binomial signal constellation;
non-equiprobable equispaced signal points.
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Figure 3: Bit-error rate simulations for the power constraint example.
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5

Conclusion

We considered the problem of spectral-efficient communication over the linear Gaussian
channel. We have proposed a coded modulation scheme that combines interleaving (to
deal with the intersymbol interference), spectral-efficient modulation and multistage
decoding. We discussed methods to find achievable information rates. To demonstrate
the scheme, we considered an example on a simple instance of the linear Gaussian
channel. With the use of LDPC component codes, the scheme achieves a low bit-error
rate in this example at 1.2 dB away from the Shannon capacity.
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Bounds for codes for a non-symmetric ternary channel
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1

Introduction

In [1], a non-symmetric ternary communication channel inspired by 3-valued semiconductor
memories was introduced, and error-correcting coding for this channel was studied. The
authors of [1] showed the relevance of the minimum d1 -distance (defined below) of a ternary
code for judging its error-correcting capabilities on this channel, gave a code construction,
and derived a Hamming-like upper bound on the size of a code of given length and minimum
d1 -distance. The work was extended in [2], where the authors obtained the channel capacity,
and constructed optimal codes with a short length by techniques for finding cliques in graphs.
In the present paper, we give upper and lower bounds on the size of codes for the d 1 distance. We first introduce some notation.
We consider codes over the ternary alphabet Q = {−1, 0, 1}. For x, y ∈ Q n , we define
d1 (x, y) as
n
X
d1 (x, y) =
|xi − yi |.
i=1

For each C ⊆ Q , we denote the minimum d1 -distance between any two different words of
C by d1 (C). Furthermore, we define
n

T (n, d) = max{|C| | C ⊂ Qn and d1 (C) ≥ d}.
It is our aim to provide upper and lower bounds on T (n, d). In the remainder of the paper,
when we speak about ”distance”, we mean d1 -distance.
Unlike the Hamming distance, the d1 -distance is not translation-invariant. For example,
the number of words at distance one from the all-zero word of length n equals 2n, while the
number of words of distance one from the all-one word of length n equals n. As a result,
many bounds for codes in Hamming space [3] do not readily translate to codes for the d 1 distance. The Hamming bound from [1], for example, takes into account the largest balls
and hence seems to be rather weak.
Some code constructions and bounds will use results for codes for the Hamming metric.
The Hamming distance between two vectors x and y of equal length is denoted as d H (x, y).
The minimum Hamming distance of a code C is denoted as dH (C), and we define
Aq (n, d) = max{|C| | C ⊂ {0, 1, . . . q − 1}n and dH (C) ≥ d}.

2

Bounds from code shortening and puncturing

Let C ⊆ Qn have minimum d1 -distance d. For i ∈ Q, we define
Ci = {(x1 , x2 , . . . xn−1 ) | (x1 , x2 , . . . , xn−1 , i) ∈ C}.
We have the following easy proposition.
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Proposition 1 For each i ∈ Q, we have that d1 (Ci ) ≥ d, so |Ci | ≤ T (n − 1, d);
moreover, we have that d1 (C0 ∪ C1 ) ≥ d − 1, so |C0 | + |C1 | ≤ T (n − 1, d − 1);
and finally, d1 (C0 ∪ C1 ∪ C−1 ) ≥ d − 2.
Corollary 1 The following inequalities are valid:
T (n, d) ≤ 3T (n − 1, d)
T (n, d) ≤ T (n − 1, d) + T (n − 1, d − 1)
T (n, d) ≤ T (n − 1, d − 2)

(1)
(2)
(3)

Proof. Let C have length n, minimum distance d, and size T (n, d).
Inequality (1) follows from the fact that T (n, d) = |C| = |C −1 |+|C0 |+|C1 | ≤ 3T (n−1, d),
where the inequality follows from the first statement of Proposition 1.
Inequality (2) follows from the fact that T (n, d) = |C| = |C −1 | + |C0 ∪ C1 | ≤ T (n − 1, d) +
T (n − 1, d − 1), where the inequality follows from the two first statements of Proposition 1.
Inequality (3) is a direct consequence of the final statement in Propostion 1. 2
Corollary 2 For n ≥ 1, we have that T (n, 2) = (3n + 1)/2.
Proof. Using Inequality (2) and induction on n, one readily finds that T (n, 2) ≤ 21 (3n + 1).
The code consisting of all vectors of length n containing an even number of zeros, which is a
special case of the construction in [1], has minimum distance two and 12 (3n + 1) words. 2

3

Bounds and constructions based on codes for the
Hamming distance

For any two ternary vectors x and y of equal length, we clearly have that d H (x, y) ≤
d1 (x, y) ≤ 2dH (x, y). As a consequence, for any ternary code C, we have that d H (C) ≤
d1 (C) ≤ 2dH (C), and so
  
d
A3 (n, d) ≤ T (n, d) ≤ A3 n,
.
(4)
2
Also, if x and y are two vectors over {−1, 1}, then d1 (x, y) = 2dH (x, y), and so
  
d
.
T (n, d) ≥ A2 n,
2
n
Proposition 2 We have that 43 · A2 (2n, d) ≤ T (n, d) ≤ A2 (2n, d).

(5)

Proof. We define the mapping φ : Q 7→ A := {(0, 1), (0, 0), (1, 0)} as

φ(−1) = (0, 1), φ(0) = (0, 0), and φ(1) = (1, 0),
and extend it to a mapping from Qn to An by applying φ component-wise.
It is clear that for any x and y in Qn , we have d1 (x, y) = dH (φ(x), φ(y)). As a consequence,
for each C ⊆ Qn , we have d1 (C) = dH (φ(C)), which implies the upper bound on T (n, d).
Conversely, let C ⊂ {0, 1}2n have minimum Hamming distance d. For each c ∈ C, there are
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|A|n vectors x such that x + c ∈ An . Hence, for at least one of the 22n choices for x, the size
of (x + C) ∩ An is at least |C|An /22n . As the minimum d1 -distance of φ−1 ((x + C) ∩ An )
equals dH ((x + C) ∩ An ) ≥ dH (x + C) = d, the lower bound follows. 2
The elegant construction from [1] yields the following theorem.
Theorem 1 Let C be a binary code with minimum Hamming distance d and A w words of
Hamming weight w (w = 0, 1, . . . , n). Then
  
n
X
d
.
T (n, d) ≥
Aw A2 w,
2
w=0

By averaging Theorem 1 over all cosets of C, we obtain the following corollary.
Corollary 3

4

  
n  
d
A2 (n, d) X n
A
w,
T (n, d) ≥
.
2
w
2n
2
w=0

Plotkin bound

Theorem 2 below is an anlogon to the Plotkin bound for codes in Hamming space [3, Sec.
2.2], and is proved in Appendix A.
d
. A code attaining equality is a code
Theorem 2 For d > n, we have that T (n, d) ≤ d−n
n
over {−1, 1} with minimum Hamming distance d/2 satisfying the binary Plotkin bound.
Moreover, we have that
r
1
1
T (d, d) ≤ 2d + + 2d + .
2
4

5

Gilbert-Varshamov bounds

In this section, we derive lower bounds on T (n, d) using the same arguments as for the
Gilbert-Varshamov (GV) bound in Hamming space. The GV bound for codes with the Hamming metric guarantees the existence of a q-ary code of length n and minimum Hamming
distance d with a cardinality at least q n /Vq (n, d − 1), where Vq (n, r) denotes the cardinality
of a ball of radius r in {0, 1, . . . , q − 1}. The volume of a ball in the d 1 -metric depends on
its center. The generalized GV bound [4] guarantees the existence of a code of length n and
minimum d1 -distance d with cardinality at least 3n /V̄ (n, d − 1), where V̄ (n, d − 1) is the
average size of a ball of radius d − 1 in Qn endowed with the d1 -metric. For computing this
average size, we define m(n, w) to be the number of ordered pairs of vectors in Q n that have
d1 -distance w. By induction on n, one readily obtains the following proposition.
P
w
2 n
Proposition 3 We have that 2n
w=0 m(n, w)z = (3 + 4z + 2z ) .
By writing (3 + 4z + 2z 2 )n = (2(1 + z)2 + 1)n , expanding P
using the binomial
theorem, and

n
n i 2i
collecting terms of equal power, we obtain that m(n, w) = i=0 i 2 w . The generalized
GV bound [4] thus implies that
T (n, d) ≥ Pd−1

32n

w=0

m(n, w)

32n
= Pd−1 Pn
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w=0

i=0

n
i



2i

2i
w

.

(6)
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By applying the GV-argument to Qnw , the set of words in Qn of Hamming weight w,
we obtain that there exists a code in Qnw with minimum distance d and cardinality at least
|Qnw |/V (n, d − 1, w), where V (n, d − 1, w) is the numberof words in Q nw at distance at most
d − 1 from a fixed word in Qnw . It is clear that |Qnw | = wn 2w . For obtaining V (n, d − 1, w),
we use the following proposition.
Proposition 4 For each x ∈ Qnw and each integer i, we have that

0
n
|{y ∈ Qw | d1 (x, y) = 2i + }| = P w w−j  n−w j
2
j j
i−j
j

if  = 1,
if  = 0.

Proof. Let x ∈ Qn start with w ones and end in n − w zeros. Let y ∈ Qnw . We define j as
the number of zeros in the w leftmost positions in y, and w − i as the number of ones in the
leftmost positions of y. Then (i − j) of the w leftmost entries of y equal -1, and, as y has
weight w, j entries of the righmost values of y are non-zero. We conclude that the number
of vectors y satisfying the above constraint equals
 


w w−j
n−w j
2,
j
i−j
j
while d1 (x, y) = j + 2(i − j) + j = 2i.

2

We conclude that the following theorem holds.
Theorem 3 For each w, 1 ≤ w ≤ n, we have that
T (n, d) ≥

6

n w
2
w
P(d−1)/2 Pmin(i,n−w,w) w n−w w−j  j .
2
i=0
j=0
j
j
i−j



Asymptotics of the bounds

In this section, we derive the asymptotic versions of the obtained bounds. For 0 < δ < 2, we
define
1
τ (δ) = lim sup log3 (T (n, dδne)).
n→∞
n
For 0 < δ < 1, we define
αq (δ) = lim sup
n→∞

1
logq (Aq (n, dδne)).
n

We will use the asymptotic GV bound: for 0 ≤ δ ≤ 1 − 1q , we have
αq (δ) ≥ 1 − hq (δ),

(7)

where hq is the q-ary entropy function, defined as
hq (x) = −x logq (x) − (1 − x) logq (1 − x) + x logq (q − 1).
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The following inequalities are readily obtained from (4), (5), and Proposition 2
 
δ
α3 (δ) ≤ τ (δ) ≤ α3
2
 
δ
τ (δ) ≥ log3 (2)α2
2
 
δ
τ (δ) ≤ 2 log3 (2)α2
2
 
 
3
δ
τ (δ) ≥ log3
+ 2 log3 (2)α2
4
2

(9)
(10)
(11)
(12)

As α2 (δ) > 0 if and only if δ < 12 , we derive from (10) and (11) that τ (δ) > 0 if and only if
δ < 1.
The asymptotic version of Corollary 3 is
!
τ (δ) ≥ log3 (2) −1 + α2 (δ) +

sup

max(δ,1/2)<ω<1

{h2 (ω) + ωα2 (δ/(2ω))}

(13)

.

Using the asymptotic binary GV bound (7) we find that (13) implies that
τ (δ) ≥ log3 (2) −1 + α2 (δ) +

sup
max(δ,1/2)<ω<1

{h2 (ω) + ω (1 − h2 (δ/(2ω)))}

√
If δ ≤ 1/2, the supremum in (14) is attained for ω = 61 (2 + δ + 4 − 8δ + δ 2 ).
The asymptotic form of the generalized GV bound (6) is

 

β
τ (δ) ≥ 2 − log3 (2)
sup
h2 (ω) + 2ωh2
+ω .
2ω
0<ω<1

!

.

(14)

(15)

0<β<min(δ,2ω)

If δ ≥ 8/9, the supremum in (15) is attained for ω = β = 8/9, and we obtain the trivial
inequality τ (δ) ≥ 0.
Otherwise, if δ < 8/9, we obtain, by setting the partial deriviatives with respect to β
and
p ω equal to zero, that the supremum in (15) is attained for β = δ and ω = (2 + δ +
2(−δ 2 + 2δ + 2))/6.
The asymptotic version of Theorem 3, the GV bound for constant-weight ternary codes,
is the following. For every ω, 0 < ω < 1, we have that



γ 
γ
τ (δ) ≥ log3 (2)[h2 (ω) + ω −
sup
ωh2
+ (1 − ω)h2
ω
1−ω
0<β<min(δ/2,ω)
0<γ<min(β,ω,1−ω)
(16)



β−γ
+ (ω − γ)h2
+γ
.
ω−γ
If δ ≥ ω(2 − ω), the supremum in (16) is attained for β = 21 ω(2 − ω) and γ = ω(1 − ω),
and we obtain the trivial inequality τ (δ) ≥ 0.
If δ < ω(2 − ω), the supremum in (16) is attained for β = δ/2 and γ = 1 − ω + δ/2 −
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Generalized GV bound
Lower bound from (9)
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Figure 1: Lower bounds on τ (δ).
q
(1 − ω)2 + 14 δ 2 .
Next, for fixed δ, we optimize (16) over ω, using the values for β and γ obtained
before. As
√
1
2
shown in Appendix B, the optimzing value for ω equals ω = 3 (1 + δ + δ − δ + 1).
Note that for δ = 0, the optimizing ω, as expected, equals 32 , while for δ = 1, the optimal
value is ω = 1, i.e., for large δ, binary codes are good.

7

Comparison of asymptotic lower bounds

In Figure 1, we plot the various asymptotic lower bounds on τ (δ). We have used the GV
bound (7) to lower bound αq (δ). It is interesting to see that for large δ, the bound from (10),
obtained using the GV bound for binary codes, performs better than the generalized GV
bound for ternary codes with the d1 -distance from (15). This shows some similarity to the
result from [2] that states that for large cross-over probabilities, channel capacity is achieved
by a binary code.
In Figure 2, we plot the generalized GV bound and the bound from (16) optimized over
ω, i.e., for each value of δ the expression from (16) is optimized over ω. For comparison
purposes, we have also plotted the bound from (16) for ω = 2/3. Note that the asymptotic
GV bound for constant-weight codes (16) slighly improves the generalized GV bound when
we optimize over ω.
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Figure 2: Lower bounds on τ (δ).
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Appendix A: Proof of Theorem 2
Let C be a code of length n, minimum distance d, and M words.P
For 1 P
≤ i ≤ n and j ∈ Q,
we define mj (i) = |{c ∈ C | ci = j}|. We define S as S = x∈C y∈C d1 (x, y). We
obviously have that S ≥ M (M − 1)d. On the other hand,
S=
=

n
X

i=1
n
X

m0 (i)[m1 (i) + m−1 (i)] + m1 (i)[m0 (i) + 2m−1 (i)] + m−1 (i)[m0 (i) + 2m1 (i)]
2m0 (i)[m1 (i) + m−1 (i)] + 4m1 (i)m−1 (i).

i=1

For each i ∈ {1, . . . , n}, we have that
4m1 (i)m−1 (i) = (m1 (i) + m−1 (i))2 − (m1 (i) − m−1 (i))2 ≤ (m1 (i) + m−1 (i))2 .
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Moreover, as m1 (i) + m−1 (i) = M − m0 (i), we obtain that
S≤

n
X
i=1

n
X

2m0 (i)(M − m0 (i)) + (M − m0 (i))2 =

i=1

(M − m0 (i))(M + m0 (i))
2

= nM −
As a consequence, we have that
2

M (M − 1)d ≤ S ≤ nM −

n
X

n
X

m20 (i).

i=1

m20 (i).

(17)

i=1

2
Inequality (17) clearly implies that M (M − 1)d ≤ nM
so, if d > n, we have that
Pn , and
2
M ≤ d/(d − n). If equality
holds,
we
must
have
that
m
(i)
= 0, so C ⊂ {−1, 1}n .
0
i=1
Pn
If d = n, (17) says that i=1 m20 (i) ≤ M n. Hence, for some i, we have that m20 (i) ≤ M .
By shortening in position i,w e obtain three codes of length n − 1 and minimum distance d,
and (using the same notation as in Section 2), we find that
√
√
√
1
1
M = |C0 |+|C−1 |+|C1 | ≤ M +2T (d−1, d) ≤ M +2d, whence ( M − )2 ≤ 2d+ . 2
2
4

Appendix B: Optimizing (16) over ω
Setting the partial derivative of the
q right hand side of (16) with respect to ω to zero, with
β = δ/2 and γ = 1 − ω + δ/2 − (1 − ω)2 + 41 δ 2 , results in the following equation:
3ω 4 − 2(4 + δ)ω 3 + 4(1 + 2δ)ω 2 − 2δ(2 + δ)ω + δ 2 = 0.

(18)

The polynomial in (18) factors as (ω 2 − 2ω + δ)(3ω 2 − 2(δ + 1)ω + δ), so that we find the
four roots for the polynomial, viz.
√
√
√
√
1
1
1 − 1 − δ, 1 + 1 − δ, (1 + δ − δ 2 − δ + 1), and (1 + δ + δ 2 − δ + 1).
3
3
Note that in√order to find a non-zero solution in (16), it is required that δ > ω(2 − ω), and
1
(1 + δ + δ 2 − δ + 1) is the only root satisfying this requirement.
3
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Abstract
For distributed storage and file delivery over the Internet packet erasure codes
can be useful. A family of packet erasure codes based on Reed-Solomon codes is
proposed which allow for fast encoding and decoding for large block lengths. The
codes are designed for implementation on a general purpose platform such as a
personal computer. The main ingredients of the encoding and decoding algorithm
are Lagrange polynomials and number-theoretic transforms. It is shown how
fast encoding and decoding algorithms can be constructed and a performance
benchmark is given which shows that these codes have the potential to be decoded
at tens of megabytes a second.

1

Introduction

Packet erasure error-correcting codes are useful in several scenarios. One scenario is
distributed storage. A file is divided in K packets and N encoded packets are generated.
Each of these encoded packets can be saved on a different server. The idea is that the
original file can be recovered from a number of packets that is equal to K or slightly
larger than K. In this case only a subset of the N servers have to be online to supply
a packet to reconstruct the original file.
Another application is the delivery of data on a network with losses such as the
Internet. A file is divided into K packets and encoded packets are generated. These
encoded packets are sent to a destination and once the destination has received a
number of packets that is equal to K or slightly larger than K, the destination can
recover the original file.
For most applications of packet erasure codes, a large quantity of data is involved
and encoding and decoding speeds are a main issue. Furthermore, we would like the
code to be flexible with respect to the supported K and N. The overhead of the code
is the percentage of additional packets one requires to construct the original file. The
overhead should be as small as possible.
A family of codes that are well-suited for these applications are Fountain codes.
Most practical Fountain codes such as Raptor codes [1] are based on sparse-graph codes.
Raptor codes provide a good trade-off between computational complexity and overhead
and are standardized for use in several communication standards. However, these codes
cannot be used freely in e.g. open-source applications since they are patented.
In this paper we investigate the use of a family of packet erasure codes based on
Reed-Solomon codes. Usually, Reed-Solomon codes are used for error and erasure correction and most practical algorithms run in quadratic time. Recently, there has been
some progress on fast erasure decoding of Reed-Solomon codes [2, 3] and algorithms
have been developed which run in sub-quadratic time.
The main goal is to develop efficient decoding algorithms for general purpose processor platforms. We restrict ourselves to codes defined over a finite field with a prime
Harm Cronie is supported by A. Shokrollahi’s Grant 228021-ECCSciEng of the European Research
Council
∗
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number of elements. The reason for this is that in that case all field operations map
directly to instructions of the underlying processor. Field addition and multiplication
become ordinary integer addition and multiplication modulo the prime. Furthermore,
the prime can be chosen such that fast number-theoretic transforms can be used to
speed up encoding and decoding.
In this paper we follow [2] and [4] and use a Lagrange polynomial interpretation of
Reed-Solomon codes. The outline of the paper is as follows. In Section 2 we discuss
some preliminaries and define the notation we use throughout the paper. In Section 3
we describe the family of Reed-Solomon codes we use and describe the algorithm for
encoding and decoding based on Lagrange polynomials. In Section 4 we show how to
derive fast algorithms and in Section 5 we give an example of a code and assess its
performance on a general purpose platform. We end with conclusions in Section 6.

2

Preliminaries and Notation

We denote the finite field with q elements by Fq . We limit ourselves to fields where q
is a prime. We are interested in encoding packets and we define a packet ā of size L
as a vector from FLq . The addition of packets and multiplication by a scalar from Fq is
defined component-wise. Let p denote a polynomial of degree < K:
p(x) =

K−1
X

ai xi ,

(1)

i=0

where ai ∈ Fq . We define a polynomial map p̄ : Fq 7→ FLq as
p̄(x) =

K−1
X

āi xi ,

(2)

i=0

where āi is a packet of size L. The value of p̄(x) is a packet where the jth element
of p̄(x) is the evaluation of a polynomial at x. The coefficients of this polynomial are
given by the jth elements of āi . The degree of a polynomial p is denoted by deg(p).
Furthermore, we define the degree of a polynomial map as the maximum degree of the
corresponding L polynomials. We denote by u[i] and ū[i] a sequence of elements of Fq
and FLq , respectively. Note that i is an integer and can take negative values.
As a tool to compute convolutions in a fast way, we will use a Fourier transform
defined on Fq . These transforms are often referred to as number theoretic transforms
(NTTs). Let ωN denote an Nth root of unity of Fq . We denote the NTT of a sequence
u[n] by U[m] and it is given by
U[m] =

N
−1
X

mn
u[n]ωN
.

(3)

n=0

The inverse NTT is defined as
u[n] =

N −1
1 X
−mn
U[m]ωN
.
N m=0

In a similar way we can define NTTs for sequences of packets.
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3

Reed-Solomon Packet Erasure Codes

Consider a sequence of K source packets s̄i that we wish to encode into N codeword
packets. We assume that N ≤ q. Next, take a sequence of distinct elements xi of Fq
for i = 0, . . . , K − 1. Denote the remaining elements of Fq by xK , . . . , xN −1 . Without
loss of generality we take xi = i for i = 0, . . . , N − 1.
Now, consider a polynomial map c̄ with deg(c̄) < K which satisfies
c̄(xi ) = s̄i ,

(5)

for i = 0, . . . , K − 1. This polynomial map exists and is unique and we will give a
constructive proof of this which will also serve to devise an encoding and decoding
algorithm. Suppose we have a set of K polynomials li which satisfy
(
1 i=j
li (xj ) =
(6)
0 i 6= j,
for i, j ∈ {0, 1, . . . , K − 1}. In this case we can write c̄(x) as
K−1
X

c̄(x) =

s̄i li (x).

(7)

i=0

We can construct li as follows to satisfy (6)
QK−1

j=0,j6=i (x

− xj )

j=0,j6=i (xi

− xj )

li (x) = QK−1

.

(8)

The polynomial li is known as the Lagrange polynomial and (5) is a variant of an
interpolation problem in a Lagrange form [5]. Furthermore, it is not difficult to show
the uniqueness of the li .
For practical purposes it is convenient to write (7) in a different form. First, we
write li as
wi
li (x) = l(x)
,
(9)
x − xi
where,
l(x) = (x − x0 )(x − x1 ) · · · (x − xK−1 ),
(10)
and,

1
.
j6=i (xi − xj )

This allows us to express (7) as

wi = Q

c̄(x) = l(x)

K−1
X
i=0

(11)

wi
s̄i .
x − xi

(12)

Next, consider a polynomial map p̄ which is equal to the all-ones packet at x0 , . . . , xK−1 .
We can write this map as
p̄(x) =

K−1
X

li (x) = l(x)

i=0

K−1
X
i=0
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Dividing (12) by p̄(x) does not change the result and we write (7) as
PK−1

wi
i=0 x−xi s̄i
PK−1 wi .
i=0 x−xi

c̄(x) =

(14)

The evaluation of c̄ at x0 , . . . , xK−1 gives the source packets and we can generate
N − K parity packets by evaluating c̄(x) at xK , . . . , xN −1 . This construction gives a
systematic Reed-Solomon packet code of dimension K and length N.
The original source packets can be recovered from any K distinct packets of the
codeword packets. Let I denote a set of K indices corresponding to K received packets.
A received packet corresponding to index i is denoted by r̄i . For decoding we write
c̄(x) as
P
wi
i∈I x−xi r̄i
c̄(x) = P
,
(15)
wi
i∈I x−xi

where wi is computed for i ∈ I as

1
.
j∈I,j6=i(xi − xj )

wi = Q

(16)

Now, we can evaluate c̄(x) at the elements of Fq corresponding to the erased packets.
To compute wi and the denominator of (15), we require O(K) operations where we
consider a single operation to consist of at most a few operations in Fq . To compute the
evaluation of c̄(x) at N − K points we require O((N − K) · K · L) operations. Since L is
in general large the evaluation of c̄(x) is the most complex operation for encoding and
decoding. Note that for decoding we only have to evaluate at positions corresponding
to missing source packets which can save us complexity.

4

Fast Encoding and Decoding

In this section we derive fast algorithms for encoding and decoding. These algorithms
are based on fast number theoretic transforms. Our starting point for deriving these
algorithms is (15). We focus on the numerator of (15) and define a constant Z for the
denominator
1 X wi
r̄i ,
(17)
c̄(x) =
Z i∈I x − xi
P
wi
where Z = i∈I x−x
.
i

4.1

Interpolation as Convolution

We define v(x) as
v(x) =

(

1
x

0

x ∈ {−N + 1, . . . , −1, 1, N − 1}
,
otherwise

(18)

and r̄w (i) as
r̄w (i) =

(

wi r̄i
0̄
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We can express c̄(x) as
N −1
1 X
c̄(x) =
v(x − i)r̄w (i).
Z i=0

(20)

We have expressed c̄(x) as a convolution of v and r̄w . Instead of computing this
convolution directly we can use a NTT. Let V denote the NTT of v and R̄w the NTT
of r̄w where the length of both NTTs is at least 2N − 1. With the convolution theorem
we can compute c̄(x) as

N −1 V · R̄w
c̄(x) =
(x),
(21)
Z
where N −1 denotes the inverse NTT. Obviously, the use of NTTs does not give a
reduction in complexity itself. However, by a proper choice of the prime q, we can
derive fast algorithms. This is the subject of the next section.

4.2

Fast Number Theoretic Transforms

The NTT is in essence a Fourier transform and we can derive fast algorithms for it. To
compute a NTT of length N we require an Nth root of unity ωN . The divisors of q − 1
determine the available roots of unity. In case N factors into a product of several small
primes, we can derive fast algorithms to compute the NTT. An algorithm of interest
is the so-called prime factor algorithm.
Let N factor into at least two co-prime factors N = N1 N2 . Let u[n] denote a
sequence of length N and U[k] its NTT. A direct computation of U would require
about N 2 multiplications and additions. To derive a faster algorithm we convert the
one-dimensional transform into a two-dimensional transform by re-indexing the input
and output. For this purpose we re-index the input as
n = n1 K1 + n2 K2

mod N,

(22)

where n1 and n2 run from 0 to N1 − 1 and N2 − 1, respectively. In a similar way we
re-index to output as
k = k1 K3 + k2 K4 mod N,
(23)
where k1 and k2 run from 0 to N1 −1 and N2 −1, respectively. There are some sufficient
and necessary conditions to make these maps bijective [6]. For now we assume that
this is the case. We can write the NTT of u[n] as
XX
K 1 K 3 k 1 n1 K 2 K 4 k 2 n2 K 2 K 3 k 1 n2 K 1 K 4 k 2 n1
u[n1 , n2 ]ωN
ωN
ωN
ωN
.
(24)
U[k1 , k2 ] =
n1

n2

We choose the integer constants K1 , K2 , K3 and K4 according to Good’s map [6].
K1 = N2 ,

K2 = N1 ,

K3 = (N2−1

K4 = (N1−1

mod N1 )N2 ,

mod N2 )N1 . (25)

This choice of constants is based on the Chinese remainder theorem and guarantees
that both the input map and the output map are bijective. Furthermore, the cross
terms in (24) cancel out and we can write (24) as
!
X X
XX
k 1 n1
k 1 n1 k 2 n2
k 2 n2
ωN
.
(26)
x[n1 , n2 ]ωN
U[k1 , k2 ] =
u[n1 , n2 ]ωN
ω N2 =
1
2
1
n1

n2

n1

n2

This is a two-dimensional NTT which can be computed by first computing N1 NTTs
of size N2 and afterward computing N2 NTTs of size N1 . Instead of performing O(N 2 )
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Prime q
Factors of q − 1
4
2 − 2 + 1 = 65521
65520 = 24 · 32 · 5 · 7 · 13
232 − 220 + 1 = 4293918721 4293918720 = 220 · 32 · 5 · 7 · 13
16

Figure 1: Two choices for p and resulting parameters.
operations, we would perform O(N(N1 + N2 )) operations which gives a considerable
saving in complexity. In case N1 or N2 can be factored further into relatively prime
factors, we can break down the NTT further. For the smallest size NTTs we can use
other algorithms or use a direct computation. In this paper we opt for the latter. This
algorithm is called the prime-factor algorithm (PFA) [6, 7, 8]. From a practical point
of view, an advantage of the PFA compared to e.g. Radix-2 methods for FFTs is that
the PFA does not require twiddle factors.

5

An Example and Numerical Results

In this section we give an example of a packet erasure code and illustrate its performance
when it is implemented on an Apple MacBook Pro with 4 GB of RAM and that is
running at 2.5 GHz.

5.1

Choice of the Finite Field

Several factors are important in choosing the prime q used for the finite field. The
following are among the most important ones:
• The prime q determines the maximum block length of the code since we are using
a Reed-Solomon code. We want to be able to use block lengths in the order of
104 packets. Hence q should at least be that large.
• Computer data is byte-oriented and a natural symbol size to use would be a
power of two. There are several methods to pack byte-oriented data into field
symbols. Most methods are faster when ⌈log2 q⌉ is close to a multiple of 8.
• The field operations are mapped to integer addition and multiplication mod q.
Addition and multiplication are relatively cheap on modern processors. With
pipelined architectures one can execute almost 1 instruction every cycle. However, modulo reduction is expensive since in general it requires integer division.
One can reduce an integer modulo q with logical shifts and subtraction also. The
number of shifts and subtraction’s depends on how far q is from a power of two.
• The existence of NTTs depends on the available roots of unity. These roots of
unity are determined by the divisors of q − 1. We would like q − 1 to factor in
several small factors such that we can efficiently use the prime factor algorithm
to compute NTTs.
Two interesting choices for q are given in the table of Figure 1. These two primes
are well suited for symbol sizes of 16 and 32 bits, respectively. Furthermore, for these
primes q − 1 factors into several small prime factors and the PFA can be implemented
efficiently.
Figure 2 shows the performance of a decoder implemented in the C programming
language for several block lengths. Furthermore, the results are given for a scenario
where either half or a tenth of the codeword packets are erased.
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Fraction of erased symbols is 0.5
Fraction of erased symbols is 0.1

Decoding speed [MB/s]

16
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2000 4000 6000 8000 10000 12000 14000 16000
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Figure 2: Simulation results for a Reed-Solomon packet decoder with p = 65521 and a
packet size of 1024 bytes.
We observe that we are able to decode at several megabytes a second upto a
block length of 16000. The decrease of the decoding speed as a function of N is
not monotonous and this is caused by the selection of the NTT size. A very simple
algorithm is used which selects factors which result in an NTT size as close to 2N − 1
as possible. However, a longer NTT which includes other prime factors might in fact
be faster.
Finally, we remark that on the platform we have implemented the decoder, one can
make use of the SSE instruction set. Initial results show that this gives a speed up of
at least a factor six.

6

Conclusion

In this paper we have presented decoding algorithms for packet erasure codes which
are based on Reed-Solomon codes. The codes are constructed on finite field with a
prime number of elements. A prime can be selected such that fast number-theoretic
transforms can be used to perform encoding and decoding. In the end this results
in encoding and decoding algorithms which are able to encode and decode at several
megabytes a second on a conventional computer.
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Abstract

In biometrics, often models are used in which the data distributions are approximated with normal distributions. In particular, the eigenface method models
facial data as a mixture of fixed-position intensity signals with a normal distribution. The model parameters, a mean value and a covariance matrix, need
to be estimated from a training set. Scree plots showing the eigenvalues of the
estimated covariance matrices have two very typical characteristics when facial
data is used: firstly, most of the curve can be approximated by a straight line
on a double logarithmic plot, and secondly, if the number of samples used for
the estimation is smaller than the dimensionality of these samples, using more
samples for the estimation results in more intensity sources being estimated and
a larger part of the scree plot curve is accurately modeled by a straight line.
One explanation for this behaviour is that the fixed-position intensity model
is an inaccurate model of facial data. This is further supported by previous experiments in which synthetic data with the same second order statistics as facial
data gives a much higher performance of biometric systems. We hypothesize
that some of the sources in face data are better modeled as position sources,
and therefore the fixed-position intensity sources model should be extended with
position sources. Examples of features in the face which might change position
between either images of different people or images of the same person are the
eyes, the pupils within the eyes and the corners of the mouth.
We show experimentally that when data containing a limit number of position sources is used in a system based on the fixed-position intensity sources
model, the resulting scree plots have similar characteristics as the scree plots of
facial data, thus supporting our claim that facial data at least contains sources
inaccurately modeled by the fixed position intensity sources model, and position
sources might provide a better model for these sources.

1

Introduction

In biometrics the objective is to automate the task of either identifying a client or verifying a client’s identity claim. This could be done by measuring some physical properties of the body and compare these measurements with enrolled templates. However,
in practice the measurements are a mixture of signals, in which we distinguish three
classes: a class of signals which are related with the body and contain discriminative
information, a class of signals which can also be related with the body but contain no
discriminative information and a noise signals class.
To illustrate these classes, consider face recognition. In face recognition, the physical properties are usually measured by taking photo’s of the subjects face. In these
images, examples of the first class of signals are the size of the mouth and the color of
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the iris. Examples of the second class of signals are the position of the pupils or many
of the changes in the face due to expression.
Given this setting, a major aspect of biometrics is to extract the signals containing
information on the identity from the mixture of signals and noise and decode the
identity information from these signals. To perform this task, a description of the
data generating process is required, which both formulates a model of how the data is
generated and gives the parameters of that model. But commonly the only information
available for this task is a set of examples, denoted as the training set.
In several biometric modalities, for example face, the samples are images. A classical
method used in face recognition is the eigenface method [13]: after some preprocessing
the examples are arranged to column vectors. These samples are then modeled as being
drawn from a random process, where it is assumed that the underlying distribution
is reasonable approximated by a multivariate normal distribution, so the samples can
be described
by a randomovariable x with a distribution N (µ, Σ), where µ = E {x},
n
Σ = E (x − µ)T (x − µ) and E {} is the expectancy operator.
The covariance matrix Σ can be decomposed via:
Σ = E D ET

(1)

where E is an orthogonal matrix, where every column is an eigenvector of Σ, and D
is a diagonal matrix, with the eigenvalues corresponding to the eigenvectors in E on
the diagonal. The idea is that any sample, after the preprocessing, can be projected
on these eigenvectors, which result in a set of uncorrelated signals.
The implicit model behind the eigenface method is that the eigenvectors can be
transformed back to the original image space, where they identify the source signals
in the face. This model assumes that face information is encoded as a weighted set of
intensity sources at fixed positions in the face, the eigenfaces.
Usually the parameters µ and Σ are unknown and have to be estimated from
the training set. From now on we will denote the parameters from the model as the
population parameters and their estimates as sample parameters. Let X denote a
matrix where each column contains a training sample after preprocessing.
Then an
PN
1
estimate of the mean can be obtained from the sample mean: µ̂ = N k=1 X:,k , where
X:,k denotes the k th column of X, and an estimate of the covariance matrix can be
obtained from the sample covariance matrix:
N

1 X
(X:,k − µ̂)T (X:,k − µ̂)
Σ̂ =
N − 1 k=1

(2)

The sample covariance matrix can be decomposed into sample eigenvectors and
sample eigenvalues. The so-called scree plot of the sample eigenvalues has some remarkable properties as we will show in Section 2: if plotted in a double log plot, the
curve becomes an almost straight line. Further more, if the number of samples is below the dimensionality of the samples, adding new samples results in an increase of the
number of estimated intensity sources.
These characteristics are surprising because if the eigenface model is a good approximation and there is only a limit number of signals present, then we would expect
the scree plot to show two groups of eigenvalues: a group with a fixed number of
eigenvalues of relatively large value (although there may be a large variability within
the group) and a group of very small eigenvalues. The scree plots, however, show no
grouping of eigenvalues: the scree plots follow a smooth curve in which no separation
point can be distinguished.
To give another explanation of these characteristics, we hypothesize that at least
some of the sources are not accurately modeled by fixed position intensity sources,
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but instead some of the information is actually encoded in the position of features. In
Section 3 we demonstrate with a synthetic data experiment that position sources can
explain the scree plot characteristics rather accurately.
Based on these observations we derive some conclusions in section 4 and discuss
how biometric systems could be modified to take this effect into account.

2

Eigenvalue estimation with facial data

To illustrate the previously described characteristics of the eigenvalue scree plots of the
eigenface method, we did an experiment with an eigenface system. As training data we
used a subset of the FRGC2 database [11]. We selected, using the supplied meta data
database, images containing faces with frontal view, neutral expression and no glasses,
beards and moustaches. For the training set we used a standard training set selection
procedure in face recognition: first the number of individuals to be in the training set
is chosen, after which most of their samples are added to the training set. We chose
4 configurations: in the first configuration we used 7047 samples from 400 individuals,
in the second 5386 samples from 300 individuals, in the third 1889 samples from 100
individuals and in the last 503 samples from 30 individuals. After some preprocessing
the samples had a dimensionality of 8762, so all configurations were undersampled.
Figure 1 shows the scree plots corresponding to the different configurations, with
both the horizontal axis (the eigenvalue index) and the vertical axis (the eigenvalue)
with a logarithmic scale. A large part of most curves can be described by a straight
line. The first 3 eigenvalues differ from this line. The last part also differs, but this can
be some border effect (Note that the eigenvalues with an index higher than the number
of samples are necessary zero valued, which drags the scree plot to minus infinity on a
logarithmic scale). In [7] it was suggested to model the scree plot by
λk =

α
k+β

(3)

where α and β are two constants to be determined. But in our experiments such a
model still gives a rather poor description of the first few eigenvalues and so we only
model the straight part, which is better described by
λk = 10b · k a

(4)

where a is the slope coefficient and b the offset of the line parts in the log log scree
plots. The constant a is close to −1, which is in accordance with the results of [10]
which named this model the 1 over f model.
Figure 1 shows a second remarkable characteristic when the number of samples is
increased. As long as the training set is undersampled, it is to be expected that every
new sample introduces a new source, if the number of (noise) sources is larger than
the number samples, but what is remarkable is that with the increase of the samples,
a larger part of the of the plot follows the log log relation.
One of the problems with facial data is that the number of samples is of the same order as the dimensionality of the samples, which results in a bias of the sample eigenvalues (see [9] or [12] for example). In [3], Karoui performed several eigenvalue estimation
experiments, where one of the experiments resembled our expected set of eigenvalues
as described in the introduction: in the experiment half of the population eigenvalues
are equal to 2 and the other half equal to 1. In the corresponding sample eigenvalues a
large spread occurred where no clear separation point is visible in the scree plot, which
is similar in our facial data scree plot. Note as well that the experiments by Karoui
were done with 5 times as many samples as dimensions, so in our facial data eigenvalue
estimation the spreading effect should be stronger. Also the Marčenko Pastur rule ([9],
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Figure 1: Example of the behaviour of facial data scree plots if plotted with both axis
logarithmic. The legend shows the number of samples used to estimate a scree plot.
[1] and [8]) describes a large set of very small sample eigenvalues and a wide spread
among the larger ones for close to undersampled eigenvalue estimation problems. However in our experiments, only the smaller eigenvalues were changed by bias correction
methods, so bias does not (fully) explain the characteristics described before.
As stated earlier the implicit model in the eigenface method is that the information
is encoded in a weighted combination of fixed position intensity sources. If we combine
the characteristics of the scree plots with this model it would mean that there is a large
number of sources, as adding new sample introduces new sources and there is no clear
distinction between the two signal classes related to physical properties of the body and
the noise class as they are described accurately by equation 4. The bias did not fully
explain the characteristics of the scree plots, so there should be another explanation.
It seems plausible that the model assumed is inaccurate in modeling face data. This
is also supported by our previous observations that if synthetic data is generated with
the parameters as estimated from the facial data, and this data is used in a biometric
verification system, the performance of these systems increases considerably. In [6] we
used a very small training set, but still the error rates were a factor 10 lower than with
real facial data.
To explain the characteristics of the scree plots, we hypothesize that instead of
having only fixed position sources, at least some of the sources encode their information
in position of features instead of in intensities of pixels. Practical examples of position
sources in face data are the position of the eyes, the position of the pupils within the
eyes, corners of the mouth and so on. As we will demonstrate later on, a very limited
number of position sources can generate scree plots with similar characteristics as we
have seen with facial data.

3

Eigenvalue estimation with position sources

We demonstrate the effect of position sources in the eigenface method with synthetic
data, where features are positioned randomly in the image. As feature we use a black
square while the remainder of the image is kept white. The coordinates of the square are
determined by drawing samples from normal distributions. If a pixel is only partially
covered by a black square, its intensity is determined by bilinear interpolation. We
performed two experiments: a low resolution and a high resolution experiment.
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In the low resolution experiment we generated images of 10 pixels height and width.
The square has a height and a width of 1 pixel. The
position and the vertical
¡ horizontal
¢
position are both drawn from a distribution N 5.5, 2.52 . An example of a synthetic
image is given in figure 2.

2
4
6
8
10
2

4

6

8

10

Figure 2: Example of a low resolution sample with interpolation.
We generated a set of 1000 training samples and estimated the eigenvalues resulting
from the eigenface method. The resulting scree plot is given in figure 3. The scree plot
is plotted with only the horizontal axis logarithmic, instead of both horizontal and
vertical axis logarithmic, like in Figure 1. So clearly, a single position feature can not
explain the characteristics of the scree plot found when using facial data, but there
is a similarity in some of the characteristics: firstly, the number of sources appears
to be large, since the number of non zero eigenvalues equals the dimensionality of
the samples (note that we have more samples than the number of dimensions, so
no undersampling). Secondly, the scree plot of the synthetic data is also accurately
described by a very smooth function, although different from the facial data scree
plot. Because this smooth function is a straight line on a logarithmic plot, again no
separation point can be identified, so no distinction between source classes can be
made.
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Figure 3: Log log screeplot of the synthetic square low resolution data.
To explain how a position source results in a large number of estimated intensity
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sources, consider figure 4. In the figure we consider two pixels (the squares x1 and x2 )
from an image containing a 1 by 1 pixel wide black square. The black square is moved
from left to right over the image. If its position is not exactly the same as one of the
pixels, the intensity of the pixels is determined by linear interpolation. The vertical
position of the black square is equal to the two pixels considered and the horizontal
position of the square changes from a position before the two pixels to a position after
the two pixels. The curve on the right shows a plot of the intensity of pixel x1 versus
the intensity of pixel x2 . At the start, both pixels are empty, so we start at position
1. As the square moves to the right, it starts to overlap pixel x1 which results via
linear interpolation in an increase of intensity of pixel x1 , so we move from position 1
to position 2. After the black square overlaps pixel x1 completely, its overlap reduces
with x1 and it start to overlap x2 , so we move to position 3 and so on.
Note that in the end we end up in position 1 again. So even though the original
source has a completely different value, in the curve it ends up at the same position.
This is a severe problem for classification systems that assume that samples from
different classes form separate clusters (for example LDA, described in [4]): clusters
which are far apart in position space, are mapped close together in intensity space.
Note as well that the curve forms a triangle in the 2D intensity space. This leads to
2 non zero eigenvalue estimates if the covariance matrix of the images is determined, so
we estimate 2 intensity sources, even though there is only one position source. The fixed
position intensity model seems therefore ill equipped for modeling this kind of data.
However, we have considered a small object with large position variations. Note that if
the objects movements are limited, so that the intensity curve stays between positions
1 and 2 of figure 4, then position variations are translated to intensity variations, so
for larger objects with low frequency textures and low position variations, the intensity
model may still be adequate.

x2
3

1

2

x1

x1 x2

Figure 4: Example showing that a single position source can create multiple sources
if the data is intensity modeled. The position source is univariate. However, if the
manifold is drawn in 2D intensity space, the intensity shows a triangle as path. This
has two directions of variations, thus gives two non zero eigenvalues.
In the low resolution experiment we used images of 10 by 10 pixels, which results
in samples with a dimensionality of 100, far less than the 8762 dimensions of the facial
data. Therefore we repeated the experiment, but now with images with width and
height of 80 pixels and we used 5000 samples for training. We increased the square size
to 20 by 20 pixels and the number of squares to 4. The mean positions of the squares
are distributed equally over the diagonal of the images from the top left corner to the
lower right corner. The position of the squares is distributed normally around these
means with a variance of 62 in both the horizontal and vertical direction.
The resulting eigenvalue estimates are represented in the scree plot in figure 5. If
we compare the curve with figure 1 we see a similar shape, although the curve of the
synthetic data does not match a straight line as close as the real face data. However,
the gradient of the part that fits the straight line is close to -1, similar to the facial
data scree plot.
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Figure 5: Log log screeplot of the synthetic square high resolution data.

4

Conclusion and discussion

We considered the scree plot of eigenvalues in face data and showed that it has several
remarkable characteristics: firstly, a large part of the curve follows a 1 over f model, as
was already suggested by others. Secondly adding samples to an undersampled training
set leads to the estimation of additional intensity sources, and it extends the part of
the curve which matches the 1 over f model.
While these observations could partially be explained by a complicated configuration of intensity sources, we consider it more likely that the implicit model of fixed
position intensity sources is not an accurate model of facial data and propose a model
that assumes that some of the information is encoded in the position of features. The
scree plot of synthetic data with the signals of 8 sources positioning 4 squares showed
similar characteristics as the scree plot of facial data.
If some of the information is indeed encoded in the position of features, it has some
implications for biometric systems. For example, in face recognition, if the resolution of
the face images is increased, the effect of position sources is likely to become worse, for
position changes of large size objects with low frequency textures may still be accurately
modeled by fixed position intensity sources, but for smaller objects or objects with high
frequency textures this approximation is no longer possible. In [2] it was discovered that
there is an optimum resolution for an eigenface system, which might be explained by
our findings. A solution to use higher resolution images may therefore lie in detecting
moving features first as is done for example in [14] and then reduce their influence in
the eigenface approach.
The effect of position sources in eigenface model based systems may also explain
some of the results in bias correction experiments. In eigenvalue estimation, the largest
eigenvalues tend to be overestimated and the smallest eigenvalues tend to be underestimated (see [5], [7] or [3] for example). Bias correction will therefore increase the
smallest sample eigenvalues and decrease the largest sample eigenvalues. If small objects with large position changes are present in the image, the object will divide its
signal power over many small intensity sources as shown in section 3. Therefore bias
correction might increase the influence of sources incorrectly modeled by the eigenface model, causing a deterioration instead of improving performance. This will be a
subject of our future studies.
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Abstract
Verification of a person’s identity using a database, which contains passwords
constructed on the basis of biometric data, is considered. A scheme where the
stochastic dependence between data is translated to the stochastic dependence
between corresponding passwords is proposed. As a result, one can attain high
data compression and simultaneously small probabilities of verification errors.
More specifically, we assume that the input biometric data of a person are expressed by a vector of floats, which is divided into T blocks of length n. For each
block, the sum of components is computed, and the obtained vector of length T
is stored in the database at the enrollment stage as the password associated with
the person. The processing of biometric data received at the verification stage is
similar, and the verifier makes the acceptance or the rejection decision on the basis of a pair of passwords. We show that, while the compression factor is equal to
n, the false acceptance and the false rejection rates decrease as polynomial functions of n and exponential functions of T under the Gaussian assumptions about
the probability density functions associated with the probabilistic mechanism of
generating the input data.

1

Model for biometric verification

We consider the data transmission system where the decoder, called the verifier, is
given a pair of float–valued vectors (a, b) of length T (see Figure 1). The output
of the verifier is a binary variable taking values “acceptance” and “rejection”. The
possible decisions are abbreviated as Acc and Rej, and the verification is represented
as a mapping

Acc, if b ∈ Da ,
T
T
(a, b) ∈ R × R → Decision =
Rej, if b 6∈ Da ,
where Da , a ∈ RT , are the acceptance sets. These sets have to be fixed in advance by
the designer of a system in such a way that the verifier can reliably distinguish between
two situations illustrated in Figures 2, 3:
Acc: the vectors a and b are passwords assigned to the outcomes of independent
observations of the same vector z ∈ RnT of length nT ;
Rej: the vectors a and b are passwords assigned to the outcomes of observations of
the vectors z, z0 ∈ RnT of length nT.

In the description above, we assume the following model. The vector z in the
“Acc” situation and the vectors z, z0 in the “Rej” situation are represented as results of concatenations of T blocks of length n and we write z = (z 1 , . . . , z T ) and
∗

This work was partially supported by the DFG.
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Figure 1: The structure of a general data processing scheme.
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Figure 2: The “Acc” situation where the verifier has to make the acceptance decision.
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Figure 3: The “Rej” situation where the verifier has to make the rejection decision.
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z0 = (z 01 , . . . , z 0T ). The values of the probability density functions associated with the
vectors z 1 , . . . , z T are defined as the memoryless extensions of the given probability density function (Ω(z), z ∈ Rn ). The values of the probability density functions
associated with the vectors z 01 , . . . , z 0T are defined as the memoryless extensions of
some probability density function (Ω∗ (z 0 ), z 0 ∈ Rn ), which is unknown to the designer.
The pair of vectors (z, z) in the “Acc” situation and the pair of vectors (z, z0 ) in the
“Rej” situation are are observed as the pair of vectors (x, y), where x = (x1 , . . . , xT ),
y = (y 1 , . . . , y T ). The observations are introduced as results of transmission of the
input blocks over memoryless channels specified by the conditional probability density
functions (W (x|z), x ∈ Rn ) and (W 0 (y|z), y ∈ Rn ).
Suppose that there is a deterministic function pw : Rn → R, which is understood
as assigning a password to the input block of length n. The transformations x → a
and y → b in Figures 2, 3 are the results of consecutive applications of the function
pw to the blocks of the vectors x and y, i.e., a = pw(x) and b = pw(y), where
pw(x) = (pw(x1 ), . . . , pw(xT )) and pw(y) = (pw(y 1 ), . . . , pw(y T )).
The verification problem can be presented as follows: which of probability density
functions,
Z Z
Z
T
Y
Ω(z t )W (xt |z t )W 0 (y t |z t )
z

x:pw(x)=a

Z Z Z

Z

y:pw(y)=b t=1

or

z

z0

x:pw(x)=a

T
Y

y:pw(y)=b t=1

Ω(z t )Ω∗ (z 0t )W (xt |z t )W 0 (y t |z 0t ),

should be associated with the given a pair of passwords (a, b). The solutions to the
problem: an assignment of the function pw and an assignment of the acceptance sets
Da , a ∈ RT , are determined by the requirements to the error probabilities. Given a
function pw, these probabilities can be expressed as follows. The probability density
function associated with the pair of 1–block passwords in the “Acc” situation is equal
to
Z
Z
Z
U (a, b) = Ω(z)
W (x|z)
W 0 (y|z)
x: pw(x)=a

z

y: pw(y)=b

and the marginal probability density functions are equal to
Z
Z
Q(a) =
Ω(z)
W (x|z),
z
x: pw(x)=a
Z
Z
0
Q (b) =
Ω(z)
W 0 (y|z).
z
y: pw(y)=b
Z
Z
Θ(b) =
Ω∗ (z)
W 0 (y|z).

(1)
(2)
(3)

y: pw(y)=b

z

Furthermore, denote

U (a, b)
.
(4)
Q(a)
Then the probabilities of the verification errors, called the false acceptance and the
false rejection rates, can be expressed as
Z Z
T
Y
FRR =
Q(at )V (bt |at ),
V (b|a) =

a

FAR(Θ) =

Z Z
a

b6∈Da t=1
T
Y
b∈Da t=1
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The situations under considerations simulate the verification on the basis of biometric data of the users [1], [2]. Namely, suppose that the vector z represents the
outcomes of the biometric measurements of a person. These data are observed under the noise at the enrollment stage as the vector x and stored in the database as
a much shorter vector pw(x), called the password of the person. Let some person,
whose outcomes of the biometric measurements are represented by the vector y, claim
his identity with that person. The verifier either accepts or rejects the claim on the
basis of the analysis of the pair (pw(x), y). We reduce this procedure to the analysis of
the pair (pw(x), pw(y)) and want to construct the function pw in such a way that the
stochastic dependence between the vectors x and y is translated into the stochastic
dependence between pw(x) and pw(y).
The probability density functions assigned by an attacker is unknown, and the
problem can be formalized as an assignment of the acceptance sets in such a way that
FRR ≤ ε; max
FAR(Θ) → min,
∗
Ω

(5)

where ε ∈ (0, 1/2) is fixed and the probability density function Ω∗ determines the
probability density function Θ according to (3). Another problem, which can have a
different solution, an assignment of the acceptance sets in such a way that
FRR ≤ ε; FAR(Q0 ) → min,
correspond to the case when the attacker is a person whose biometric characteristics are
chosen according to the same probabilistic mechanism as the biometric characteristics
of a legitimate user. Notice that solutions to the problems above can be different.
Furthermore, since the probability density function Ω∗ can be assigned depending on
the acceptance sets, the (5) problem can be very difficult. Nevertheless, under the
Gaussian assumptions introduced below and our construction of the acceptance sets,
the probability density function maximizing the false acceptance rate is the delta–
function concentrated at 0.
Let us mention several reasons for considering the scheme described above. One
of them is hiding the biometric characteristics: the compression factor is equal to
T n/T = n, and one can hardly guess the input vector whose password is known
when n is large. The very large compression can also allow one to organize a typical
application of hashing when the verification is processed in a random access memory
with an essential increase of the speed of computations. Furthermore, under a reliable
rejection decision, which is made on the basis of passwords, the scheme can be efficiently
used for the preprocessing of data. Another point is a possibility to assign the pw
function in such a way that the observation noise is spread over the block of length
n, which relaxes requirements on synchronization between the input and the output
of the observation channel. On the other hand, as pw is a deterministic function, one
can easily generate an input vector having the fixed password. Therefore the scheme
is not secure against substitution attacks, like the schemes designed on the basis of the
users PIN codes. Nevertheless, if an attack is restricted to the presentation of a vector
z0 whose components are chosen independently of the stored user’s password, schemes
having a good performance can be proposed.

2

Suboptimum verification algorithm for the T –block
vectors

Suppose that T is odd and restrict ourselves to the description and analysis of a simple
suboptimum verification algorithm when we fix a parameter δ, assign the sets Da (δ),
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a ∈ R, and, for all a ∈ RT , define
Da =

n

b:

T
X
t=1

χ{ bt ∈ Dat } ≥ (T + 1)/2},

where χ denotes the indicator function: χ{S} = 1 is statement S is true and χ{S} = 0
otherwise. Thus, if
Z
Z
ξAcc =
Q(a)
V (b|a),
(6)
a
b∈Da (δ)
Z
Z
ξRej (Θ) =
Q(a)
Θ(b)
(7)
a

b∈Da (δ)

denote the probabilities of generating a pair (a, b) such that b ∈ Da (δ), then
FRR =
FAR(Θ) =

(T −1)/2 

X

t=0
T
X

t=(T +1)/2


T
(ξAcc )t (1 − ξAcc )T −t ,
t
 
T
(ξRej (Θ))t (1 − ξRej (Θ))T −t ,
t

(8)
(9)

and the expressions at the right–hand sides exponentially decrease with T when ξAcc >
1/2 and ξRej (Θ) < 1/2. Notice that the compression factor is equal to T n/T = n, for
all T ≥ 1. Therefore, we concentrate our attention to the analysis of processing of the
1–block vectors.

3

Gaussian assumptions and processing the 1–block
vectors

Let us denote the Gaussian probability density function with the mean m and the
variance σ 2 by
n (z − m)2 o
1
.
G(z|m, σ 2 ) = √ exp −
2σ 2
σ 2π
Let
Ω(z) =

n
Y
i=1

G(zi |0, θi ), W (x|z) =

n
Y
i=1

G(xi |zi , σi2 ),

0

W (y|z) =

n
Y
i=1

G(yi |zi , ρ2i ), (10)

where x = (x1 , . . . , xn ), y = (y1 , . . . , yn ), z = (z1 , . . . , zn ). The possible difference
between σi2 and ρ2i is caused by the fact that the measurements at the enrollment stage
can be carried out with the higher accuracy than the measurements at the verification
stage.
Let us fix a vector k = (k1 , . . . , kn ) in such a way that k1 , . . . , kn ≥ 0 and k1 +
. . . + kn = 1. Thus, the vector k determines a probability distribution over the indices
1, . . . , n. Let us assign the passwords as the weighted sums of the input components,
pw(x) =

n
X

ki xi , pw(y) =

i=1

n
X
i=1
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Our results are based on some properties of the Gaussian probability density functions that are summarized below (the proof of the Corollary is given in the Appendix).
Proposition 1. Suppose that the vector k is fixed and that the random variables
C, A, B are defined as
n
X

C=

k i Zi , A =

i=1

n
X

k i Xi , B =

i=1

n
X

k i Yi ,

(12)

i=1

then the corresponding probability density functions are expressed as
Ω(c) = G(c|0, µ2 ), W (a|c) = G(a|c, σ 2 ), W (b|c) = G(b|c, ρ2 ),
where
2

µ =

n
X

ki2 µ2i ,

i=1

2

σ =

n
X

ki2 σi2 ,

2

ρ =

i=1

n
X

ki2 ρ2i .

i=1

Corollary. If (10) holds and the random variables C, A, B are defined in (12), then
Q(a) = G(a | 0, µ2 + σ 2 ), Q0 (b) = G(b | 0, µ2 + ρ2 ),
and the conditional probability density function is equal to

µ2 σ 2 
µ2
2
a,
ρ
+
.
V (b|a) = G b 2
µ + σ2
µ2 + σ 2

(13)

(14)

Let us fix a δ > 0 and introduce the acceptance set as
o
n
µ2
Da (δ) = b ∈ R : b − 2
a ≤δ .
µ + σ2

Then, by (6), (7),

ξAcc =

Z

Q(a)ξAcc (a), ξRej (Θ) =
a

where
ξAcc (a) =

Z

Z

Q(a)ξRej (a|Θ),
a

V (b|a), ξRej (a|Θ) =
b∈Da (δ)

Z

Θ(b)
b∈Da (δ)

denote the probability of generating a password b ∈ Da (δ) in the “Acc” and the “Rej”
situations (see Figure 4). The probability ξAcc (a) can be expressed using the erf–
function:


δ
ξAcc (a) = erf p
,
(15)
2(µ2 + σ 2 )
independently of a. Furthermore, if
Θ(b) = G(b|0, ν 2 ),
then

1  aµ2 /(µ2 + σ 2 ) + δ  1  aµ2 /(µ2 + σ 2 ) − δ 
√
√
ξRej (a|Θ) = erf
− erf
.
2
2
ν 2
ν 2

(16)

By (13), one can easily see that ν 2 = µ2 + ρ2 , if Ω∗ = Ω and ν 2 = ρ2 , if Ω∗ = ∆0 ,
where ∆0 denotes the delta–function concentrated at 0. Equalities (8), (9) and (15),
(16) give the possibility of evaluating the performance of the verification scheme as a
function of the vector k with the further optimization over components of that vector.
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Figure 4: Example of the probability density functions V (b|a) and Q0 (b).

4

Conclusion

We showed some results on the encoding technique that illustrate the claim that an
arbitrary large compression factor can be attained with arbitrary small probabilities of
verification errors. Moreover, this phenomenon is attained with a simple deterministic
scheme when the password of the input block is formed as the sum or as the arithmetic
average of its components. Another strong point of the scheme is the fact that the performance of the verifier under the Acc hypothesis does not depend on the particular
password a. The weak point of the scheme is that it is not protected against substitution attacks. Nevertheless, we believe that the direction indicated in the present
correspondence can be efficiently used in the biometric systems.

5

Appendix: Proof of the Corollary

The random variable A can be expressed as the sum of independent Gaussian random
variables C and ∆A having the mean 0 and the variances θ 2 and σ 2 , respectively. As
the mean and the variance of the sum are equal to the sums of means and variances of
the terms, the formula for the probability density function Q(a) follows. The proof of
the formula for the probability density function Q0 (a) is similar.
For a formal brevity, denote θ 2 = θ 2 , σ 2 = σ 2 , ρ2 = ρ2 . Then the joint probability
density function associated with the pair of random variables (A, B) is expressed as
Z
n 1 h c2 (a − c)2 (b − c)2 io
1
U (a, b) =
exp −
+
+
.
(2π)3/2 θσρ c
2 θ2
σ2
ρ2

One can easily see that

c2 (a − c)2 (b − c)2
a2
b2 γ 2 c2 − 2(aθ 2 ρ2 + bθ 2 σ 2 )c
+
+
=
+
+
θ2
σ2
ρ2
σ 2 ρ2
θ 2 σ 2 ρ2
(c − (aθ 2 ρ2 + bθ 2 σ 2 )/γ 2 )2
= r2 +
,
θ 2 σ 2 ρ2 /γ 2
where
γ 2 = θ 2 σ 2 + θ 2 ρ2 + σ 2 ρ2 , r 2 =

a2
b2
(aθ 2 ρ2 + bθ 2 σ 2 )2
+
−
.
σ 2 ρ2
θ 2 σ 2 ρ2 γ 2

Therefore
n r2 o Z
n (c − (aθρ2 + bθσ 2 )/γ 2 )2 o
U (a, b) =
exp
−
exp
−
(2π)3/2 θσρ
2
2θ 2 σ 2 ρ2 /γ 2
c
1
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n r 2 o θσρ√2π
n r2 o
1
=
exp
−
=
exp
−
.
(2π)3/2 θσρ
2
γ
2πγ
2
1

Since

n
o
1
a2
Q(a) = p
exp − 2
,
2(θ + σ 2 )
2π(θ 2 + σ 2 )

we obtain

U (a, b)
V (b|a) =
=
Q(a)
However
r2 −

s

n 1h
θ2 + σ 2
a2 io
2
exp
−
r
−
.
2πγ 2
2
θ2 + σ 2

a2
θ 2 + σ 2 2 2θ 2
θ4
=
b
−
ab
+
a2
θ2 + σ 2
γ2
γ2
γ 2 (θ 2 + σ 2 )
θ2 + σ 2 
aθ 2 2
,
=
b
−
γ2
θ2 + σ 2

and (14) follows, because
γ2
θ2 σ 2
2
=
ρ
+
.
θ2 + σ 2
θ2 + σ 2
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Abstract
In this paper we consider secret generation in biometric identification systems
with protected templates. This problem is closely related to the study of the biometric identification capacity [Willems et al., 2003] and [O’Sullivan and Schmid,
2002] and the common randomness generation scheme [Ahlswede and Csiszár,
1993]. In our system two terminals observe biometric enrollment and identification sequences of a number of individuals. It is the goal of these terminals
to form a common secret for the sequences that belong to the same individual
by interchanging public (helper) messages for all individuals in such a way that
the information leakage about the secrets from these helper messages is negligible. Moreover, based on the helper data produced by the first terminal, the
second terminal has to establish the identity of the individual who presented his
biometric sequence.

1

Introduction

O’Sullivan and Schmid [1] and Willems et al. [2] considered biometric identification systems and determined the corresponding identification capacity. They assumed storage
of biometric enrollment sequences in the clear. Later Tuncel [3] analyzed the tradeoff
between the capacity of a biometric identification system and the storage space (compression rate) required for the biometric templates. It should be noted that Tuncel’s
method realizes a kind of privacy protection. Ahlswede and Csiszár [4] introduced the
concept of secrecy capacity. This notion can be regarded as the amount of common
information that can be obtained in a secure authentication procedure. Helper data, or
to put it differently, protected biometric templates, are crucial in this setting. Interestingly the secrecy capacity, I(X; Y ), equals the identification capacity found by Willems
et al. [2]. In the present paper we will investigate how much common information can
be realized in an identification procedure with protected biometric templates.
In the system that we investigate here two terminals observe the enrollment and
identification biometric sequences of different individuals. The first terminal forms a
secret for each enrolled individual and stores corresponding helper data in a public
database. These helper data on one hand facilitate reliable reconstruction of the secret
and on the other hand allow determination of the individual’s identity for the second
terminal, based on the presented biometric identification sequence. All helper data in
the database are assumed to be public. Since the biometric secrets produced by the first
terminal are used e.g. to encrypt data, the helper data should provide no information
on these secrets. In this paper we determine what identification and secret-key rates
can be realized by such a biometric identification system.
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Figure 1: Model for biometric identification.

2
2.1

Definitions
Biometrics

A biometric identification system, see Fig. 1, is based on a biometric source {Qs (x), x ∈
X } and a biometric channel {Qc (y|x), y ∈ Y, x ∈ X }.
The system is designed to identify one out of MI individuals. For each individual
i ∈ {1, 2, . . . , MI } in the system, the biometric source produces a biometric enrollment
sequence xN (i) = (x1 (i), x2 (i), . . . , xN (i)) with N symbols from the finite alphabet X .
The enrollment sequence xN occurs with probability
Pr{X N = xN } =

N
Y

Qs (xn ),

(1)

n=1

hence the symbols {Xn , n = 1, 2, . . . , N } are independent of each other and identically
distributed according to Qs (·). Note that the biometric sequences are independent of
the individual’s identity.
During identification a biometric identification sequence of an unknown individual
N
y = (y1 , y2 , . . . , yN ) with N symbols from the finite alphabet Y is observed. This sequence is the output of the biometric channel whose input was the enrollment sequence
of this individual. If individual i was observed the sequence y N occurs with probability
Pr{Y

N

N

= y |X

N

N

= x (i)} =

N
Y

Qc (yn |xn (i)),

(2)

n=1

hence the biometric channel is memoryless.
We assume here that all individuals are equally likely to be observed for identification, hence
Pr{I = i} = 1/MI , for all i ∈ {1, 2, . . . , MI }.
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2.2

Encoding and Decoding

The enrollment and identification biometric sequences xN (i) and y N are observed by
an encoder and decoder, respectively, see Fig. 1. During the enrollment procedure the
biometric sequence xN (i) of individual i ∈ {1, 2, . . . , MI } is encoded into helper data
h(i) ∈ {1, 2, . . . , MH } and a secret s(i) ∈ {1, 2, . . . , MS }, hence
(H(i), S(i)) = e(X N (i)), for i ∈ {1, 2, . . . , MI },

(4)

where e(·) is the encoder mapping. The helper data h(i) are then stored in a (public)
database at position i. The secret s(i) is handed over to the individual. The individual
can e.g. use it as a key to encrypt a file.
The helper data that are stored in the database make reliable identification possible.
They should only contain a negligible amount of information about the corresponding
secret.
During identification, upon observing the biometric identification sequence y N , the
decoder forms an estimate Ib of the identity of the observed individual as well as an
d hence
estimate of his secret s(i),
d = d(Y N , H(1), H(2), . . . , H(MI )),
b S(I))
(I,

(5)

where d(·, · · · ) is the decoder mapping.
d assumes values from the same alMoreover, the decoder estimate of the secret s(i)
d ∈ {1, 2, . . . , MS }. The estimate
phabet as the secret chosen during enrollment, i.e. s(i)
of the individual bi takes on values from the set of individuals, i.e. bi ∈ {1, 2, . . . , MI }.

2.3

Achievability

We are now interested in finding out what identification and secret-key rates can be
realized by an identification system with negligible error probability, such that individuals’ secret keys are close to uniform and for each individual the helper data only provide
a negligible amount of information on his secret. We give the following definition of
achievability therefore.
Definition 1 (Achievability) A secret-key rate and identification rate pair (RS , RI )
with RS ≥ 0 and RI ≥ 0 is achievable in a biometric identification setting with protected
templates, if for all δ > 0 for all N large enough, there exist encoders and decoders
such that∗
d 6= (I, S(I))}
b S(I))
Pr{(I,
1
log MI
N
1
1
H(S(i)) + δ ≥
log MS
N
N
1
I(S(i); H(i))
N

≤ δ,
≥ RI − δ,
≥ RS − δ,
≤ δ, for all i ∈ {1, 2, · · · , MI }.

(6)

Moreover, let Rbi be the region of all achievable secret-key and identification rate pairs
for a biometric identification system with protected templates.
Observe that the secrecy leakage I(S(i); H(i)) = I(S(i); H(1), H(2), . . . , H(MI )), since
only H(i) can possibly be dependent on S(i), for all i ∈ {1, 2, · · · , MI }.
∗

Throughout this paper we take two as base of the log.

155

Thirty-first Symposium on Information Theory in the Benelux

3

Statement of Result

In order to state our result we first define the region R and then present our theorem.
∆

R = {(RS , RI ) : 0 ≤ RS + RI ≤ I(X; Y ),
for P (x, y) = Qs (x)Qc (y|x)}.

(7)

Theorem 1 (Biometric Identification)
Rbi = R.

(8)

In Fig. 2 we have plotted the region of secret-key and identification rate pairs that
are achievable for a biometric identification system with protected templates. We see
that in such a system the more individuals we need to reliably identify, the smaller
secret-key rates we can achieve and vice versa. Note also that at the extreme point,
when (RI , RS ) = (I(X; Y ), 0), we obtain the identification capacity of a biometric
identification system without protected templates, as in Willems et al. [2]. Also, when
(RI , RS ) = (0, I(X; Y )) we obtain the secrecy capacity, which was found by Ahlswede
and Csiszár [4].

I(X; Y )

@

@

↑
RS

@

@

@

@

@

@

@

@

@

@

@

@
@

0

I(X; Y )

RI →

Figure 2: Identification rate vs. secret-key rate region.

4

Proof

The proof of Thm. 1 consists of two parts, i.e. the achievability proof and the converse
result. In the following subsections we present the details for both parts.

4.1

Achievability Part
(N )

(N )

We start by fixing an ε > 0 and a blocklength N . Now let A² (X) and A² (XY ) be
sets of typical and jointly typical sequences based on the marginal and joint distribution {Qs (x), x ∈ X } and {Qs (x)Qc (y|x), x ∈ X , y ∈ Y}, respectively. We follow the
definition of weak typicality as in Cover and Thomas [5].
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(N )

Random Code Construction: First, two random partitions of space A² (X) are
generated, having respectively MS and MH bins. For each biometric sequence xN ∈
(N )
A² (X) we assign uniformly at random a secret-label ls (xN ) from {1, 2, . . . , MS } and
a helper-label lh (xN ) from {1, 2, . . . , MH }.
Encoding (enrollment): The encoder observes individual i with biometric sequence
(N )
N
x (i). If xN ∈ A² (X) it determines its secret-label s(i) = ls (xN (i)) and helper-label
(N )
h(i) = lh (xN (i)). Moreover, the encoder checks if there is another x̃N ∈ A² (X) such
that ls (x̃N ) = s(i) and lh (x̃N ) = h(i). If not, the helper data h(i) are stored at location
i and the secret s(i) is handed over to the individual. If such an x̃N exists, however,
the location stays empty and no secret is offered to the individual.
Decoding (identification): The decoder observes an identification sequence y N ,
which is the output of the biometric channel. Then it determines a unique individual
bi for which there exists a unique sequence x̃N having label lh (x̃N ) = h(bi) that is jointly
(N )
typical with y N , i.e. (x̃N , y N ) ∈ A² (XY ). If such a unique individual bi and unique
sequence x̃N can be found, the decoder outputs the individual’s identity estimate bi and
d = ls (x̃N ).
the estimate of his secret s(i)
Error Probability: Let I be the identity label of the actual individual, X N be
the corresponding biometric enrollment sequence, Y N the resulting observed biometric
identification sequence, and S(I) and H(I) the corresponding secret- and helper-labels,
respectively, chosen by the encoder. Now we can obtain the following upper bound for
the error probability averaged over the ensemble of random partitions
n³
´ ³ [
´
)
N
N
Pe ≤ Pr (X N , Y N ) ∈
/ A(N
(XY
)
∪
L
(x
)
=
H(I)
∩
L
(x
)
=
S(I)
h
s
²
xN 6=X N :

³

[

∪

(N )
xN ∈A²
(X)

´o
)
N
(xN , Y N ) ∈ A(N
(XY
)
∩
L
(x
)
=
H(i)
h
²

i6=I,xN 6=X N
)
≤ Pr{(X N , Y N ) ∈
/ A(N
² (XY )} +

X

Pr{Lh (xN ) = H(I) ∩ Ls (xN ) = S(I)}

xN 6=X N :

+

X

(N )
xN ∈A²
(X)

)
|{xN : (xN , Y N ) ∈ A(N
² (XY )}| ·

i6=I
)
≤ Pr{(X N , Y N ) ∈
/ A(N
² (XY )} +

1
MH

X

1
1
·
MH MS

xN 6=X N :
(N )
xN ∈A²
(X)

)
+MI · |{xN : (xN , Y N ) ∈ A(N
² (XY )}| ·

≤ ε+

1
MH

MI N (H(X|Y )+2ε)
1
2N (H(X)+ε) +
2
MH MS
MH

≤ 3ε,
for N large enough, if we set
log MH + log MS = N (H(X) + 2ε),
log MH − log MI = N (H(X|Y ) + 3ε),
which also imply that
log MI + log MS = N (I(X; Y ) − ε).
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The fact that MH , MS , and MI are in general not integer is ignored here for the reasons
of simplicity. For deriving this upper bound we used the union bound and the properties
of typical and jointly typical sequences, see e.g. Cover and Thomas [5].
Thus, for all N large enough, there exist codes in the ensemble of codes having
error probability not larger than Pe . We focus on such a code. For this code we have
d 6= (I, S(I))} ≤ Pe ≤ 3ε.
b S(I))
Pe = Pr{(I,

(13)

Intermezzo: Now we concentrate on the entropy of the secret and the secrecy leakage.
But first we need the following intermediate step. For all i ∈ {1, 2, · · · , MI }
H(X N (i)) = H(X N (i), S(i), H(i))
= H(S(i)) + H(H(i)|S(i)) + H(X N (i)|S(i), H(i))
≤ H(S(i)) + H(H(i)) + N Pe log |X | + 1,

(14)

where in the last step we use the fact that conditioning does not increase entropy,
the fact that helper and secret labels are almost always unique for a biometric source
sequence and Fano’s inequality.
Uniformity of the Secret: From (14) and (10) we obtain, for all i ∈ {1, 2, · · · , MI },
that
H(S(i)) ≥ H(X N (i)) − H(H(i)) − N Pe log |X | − 1
1
≥ N H(X N ) − N (H(X) − log MS + 2ε) − 3N ε log |X | − 1
N
1
≥ log MS − N (2ε − 3ε log |X | − ).
N

(15)

Secrecy Leakage: Finally we consider, for all i ∈ {1, 2, · · · , MI }, the mutual information
I(S(i); H(i)) =
=
≤
≤

H(S(i)) + H(H(i)) − H(S(i), H(i))
H(S(i)) + H(H(i)) − H(S(i), H(i), X N (i)) + H(X N (i)|S(i), H(i))
H(S(i)) + H(H(i)) − H(X N (i)) + N Pe log |X | + 1,
log MS + N (H(X) + 2ε) − log MS − N H(X) + N Pe log |X | + 1
1
(16)
= N (2ε + 3ε log |X | + ),
N

where we used (10) and (14), and again that secret and helper labels are almost always
unique for a biometric sequence.
Finally, letting ε ↓ 0 and N → ∞, we obtain the achievability from (12), (13), (15),
and (16).

4.2

Converse Part

We start by considering the joint entropy H(I, S(I)) of the individual’s identity and his
d = d(Y N , H(1), H(2), . . . , H(MI )) and Fano’s inequality
b S(I))
secret. We use that (I,
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∆
d ≤ F , where F =
d 6= (I, S(I))} log(MI MS ). Then
b S(I))
b S(I))
H(I, S(I)|I,
1 + Pr{(I,

H(I, S(I)) = I(I, S(I); H(1), H(2), . . . , H(MI ), Y N )
d
b S(I))
+H(I, S(I)|H(1), H(2), . . . , H(MI ), Y N , I,
d
b S(I))
≤ I(I, S(I); H(1), H(2), . . . , H(MI ), Y N ) + H(I, S(I)|I,
(a)

≤ I(I, S(I); H(1), H(2), . . . , H(MI ), Y N ) + F
= I(I, S(I); H(1), H(2), . . . , H(MI ))
+I(I, S(I); Y N |H(1), H(2), . . . , H(MI )) + F
≤ I(I, S(I); H(1), H(2), . . . , H(MI ))
+H(Y N ) − H(Y N |X N (I), I, S(I), H(1), H(2), . . . , H(MI )) + F

(b)

= I(S(I); H(1), H(2), . . . , H(MI )|I) + I(X N (I); Y N ) + F
MI
1 X
I(S(i); H(i)) + N I(X; Y ) + F,
≤
MI i=1

(17)

where step (a) follows from Fano’s inequality, and step (b) from the fact that I
and H(1), H(2), . . . , H(MI ) are independent, and I, S(I), H(1), H(2), . . . , H(MI ) −
X N (I) − Y N .
Now for achievable pairs (RS , RI ) we obtain that
log(MI MS ) ≤ log MI +

min

i=1,2,...,MI

H(S(i)) + N δ

≤ H(I) + H(S(I)|I) + N δ
≤ H(I, S(I)) + N δ
≤ N δ + N I(X; Y ) + 1 + δ log(MI MS ) + N δ,

(18)

and finally that
1
log(MI MS )
N
1
1
(I(X; Y ) + 2δ + ).
≤
1−δ
N

RI + RS − 2δ ≤

(19)

Now, if we let δ ↓ 0 and N → ∞, (19) yields the converse.

5

Conclusions

In this paper we have considered biometric identification systems. Biometric data used
in such identification systems are also utilized in access control and authentication
applications. These applications are typically based on biometric secrets that are used
for encryption purposes or for creating protected biometric templates. To create reliable
identification systems, helper data of all enrolled individuals have to be accessed by the
decoder. These data are assumed to be public. Thus public information of biometric
identification system should provide no information about biometric secrets, though
facilitate reliable identification.
Here we have analyzed what secret-key and identification rates can be realized by
biometric identification systems with protected templates. It appears that there is a
tradeoff between the secret-key rate and the identification rate, i.e. the larger secret-key

159

Thirty-first Symposium on Information Theory in the Benelux

rates we would like to achieve, the smaller number of individuals we can reliably identify
and vice verse. Moreover, the sum of the secret-key rate and the identification rate
can never be larger than the mutual information between enrollment and identification
biometric sequences.
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Abstract
Template protection techniques are privacy and security enhancing techniques of biometric reference data within a biometric system. Several of the template protection
schemes known in the literature require the extraction of a binary representation from
the real-valued biometric sample, which raises the question whether the bit extraction
method reduces the classification performance. In this work we provide the theoretical performance of the optimal log likelihood ratio continuous classifier and compare it
with the theoretical performance of a binary Hamming distance classifier with a single
bit extraction scheme as known from the literature. We assume biometric data modeled by a Gaussian between-class and within-class probability density with independent
feature components and we also include the effect of averaging multiple enrolment and
verification samples.

1 Introduction
The introduction of the ePassport with fingerprint raised some question marks on the privacy
of the users and the security of the stored biometric data, especially when the Dutch government decided to store the fingerprint samples in a centralized database [1]. The security
and privacy risks related to the storage of biometric data are (i) identity theft where an adversary steals the stored reference template and impersonates the genuine user of the system by
some spoofing mechanism, (ii) limited-renewability implying the limited capability to renew
a compromised reference template due to the limited number of biometric instances (for example we only have ten fingers, two irises or retinas, and a single face), (iii) cross-matching
or linking reference templates of the same subject across databases of different applications,
and (iv) derivation of sensitive medical information where it is known that biometric data
may reveal the presence of certain diseases.
The field of template protection aims at mitigating these privacy and security risks by
developing techniques that provide (i) irreversibility implying that it is impossible or at least
very difficult to retrieve the original biometric sample from the reference template, (ii) renewability where it is possible to renew the reference template when necessary, and (iii)
unlinkability which prevents cross-matching. In the literature, numerous template protection methods such as the Fuzzy Commitment Scheme (FCS) [2], Helper Data System (HDS)
[3, 4, 5], Fuzzy Extractors [6, 7], Fuzzy Vault [8, 9] and Cancellable Biometrics [10] have
been proposed.
In general, the extracted feature vector from the biometric sample is real-valued, while
several of the proposed template protection schemes depend on the extraction of a binary
representation from the biometric sample. The classification performance of the template
protection scheme thus depends on the combination of the bit extraction process and the
binary classifier. Yet, an unanswered question is what the difference is between the theoretical classification performance at binary level (after the bit extraction) and the performance
at the continuous level (before the bit extraction). A potential performance loss after the bit
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extraction process may represent the penalty for the requirement to extract a binary representation from the biometric sample. In [11], the performance of a single bit extraction process
with a Hamming distance classifier has been theoretically determined under the assumption
that the biometric data is Gaussian distributed. In this work we first discuss the theoretical
performance of the optimal likelihood-ratio continuous classifier, under the assumption that
the biometric data is Gaussian distributed. In [12], the theoretical performance has been
derived where the reference template is the average of Ne enrolment samples with a single
verification sample. We extend this analysis by including the averaging of Nv verification
samples. Lastly, we compare the theoretical performance difference between the continuous
and binary classifier and study the influence of the number of feature components and the
number of enrolment and verification samples.
The outline of this paper is as follows. In Section 2 we briefly describe the model of the
biometric data under Gaussian assumption including the averaging of multiple enrolment and
verification samples. The theoretical performance estimation for the continuous classifier is
derived in Section 3 and Section 4 briefly describes the theoretical performance for the binary
classifier known from the literature. The theoretical performance comparison between the
two classifiers and the effect of averaging multiple enrolment and verification samples is
studied in Section 5. We conclude with our final remarks in Section 6.

2 Preliminaries
Random variables are underlined. Let xi ≃ N(µe , σw2 ), i = 1, . . . , Ne denote the enrolment
samples (features, in fact) and y i ≃ N(µv , σw2 ), i = 1, . . . , Nv the verification samples with
σw2 being the within-class variance. We assume that for a given class mean µ the samples
drawn from that class are i.i.d. The enrolment and verification class means are also Gaussian
random variables, in particular µe , µv ≃ N(0, σb2 ) with σb2 being the between-class variance.
The reference template r and the verification template v are sample means, i.e.
Ne
1 X
x
r =
Ne i=1 i

Nv
1 X
y.
v =
Nv i=1 i

(1)

(2)
2

Because the samples are assumed to be independent we obtain r ≃ N(µe , σNwe ) and v ≃
2

σw
N(µv , N
).
v
In the genuine case, the features originate from the same, unknown, mean, i.e. µe =
µv = µ. In the impostor case the features originate form arbitrary means drawn from the
between-class density. The purpose of the classifier is to discriminate between genuine and
impostor comparisons.

3 Continuous Classifier Performance
3.1 The Log Likelihood Ratio Comparison Score
Let pr,v (r, v|gen), pr,v (r, v|imp) denote the joint probability densities of r and v in the genuine and impostor cases, respectively. The likelihood ratio in this case is defined by
l(r, v) =

pr,v (r, v|gen)
.
pr,v (r, v|imp)
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We conveniently arrange r and v in a column vector z = (r, v)T . We write
−1 z
zT Cgen
1
−
2
p
pr,v|gen (r, v|gen) =
e
2π |Cgen |

z
1
p
pr,v|imp(r, v|imp) =
e−
2π |Cimp|

T C −1 z
imp
2

(4)
,

(5)

where Cgen and Cimp are the co-variance matrices for the genuine and imposter comparisons,
respectively. For pr,v|gen (r, v|gen), we can write
pr,v|gen (r, v|gen) =

Z∞

pr|µ (r|µ)pv|µ (v|µ)pµ(µ)dµ.

(6)

−∞

Using this we obtain E{r|gen} = E{v|gen} = 0, E{r 2 |gen} = σb2 +
σb2 + N1v σw2 , and E{rv|gen} = σb2 , therefore,
Cgen =



σb2 + N1e σw2
σb2
σb2
σb2 + N1v σw2



1 2
σ ,
Ne w

.

In the impostor case, r and v are independent and

 2
0
σb + N1e σw2
.
Cimp =
0
σb2 + N1v σw2

E{v 2 |gen} =

(7)

(8)

Instead of the likelihood ratio we compute a comparison score based on the log likelihood
ratio, from which constant terms and factors have been removed:
−1
−1
s(r, v; Ne, Nv ) = −zT Cgen
z + zT Cimp
z.

(9)

On substitution of (7) and (8) into (9) and after simplification and elimination of constants
we obtain the following expression for the comparison score
s(r, v; Ne , Nv ) = −

v2
r2
rv
−
1 2
1 2 + 2 2,
2
2
σb
σb + Ne σw σb + Nv σw

(10)

in which we included the number of enrolment Ne and verification Nv samples as parameters.
Examples of s(r, v; Ne , Nv ) are portrayed by contour plots in Fig. 1 for different number
of enrolment Ne or verification Nv samples with within-class and between class variance
σw2 = σb2 = 1. Positive comparisons scores are obtained when the {r, v}-pair is close the
r = v-axis (the positive diagonal line) and being further away from the origin increases the
comparison score. Negative comparisons scores are obtained when the {r, v}-pair is closer
the −r = v-axis (the negative diagonal line) and increases when further away from the
origin. Increasing both the number of enrolment and verification samples shifts the zerocontour lines closer to the r = v-axis, because the expected uncertainty has decreased due to
the reduction of the within-class variance by averaging multiple samples. Hence, a similar
behavior can be expected when decreasing the within-class variance directly. Increasing
only the number of enrolment (verification) samples mainly shifts the horizontal (vertical)
zero-contour line closer to the r = v-axis.
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Figure 1: Contour plot of the log likelihood ratio comparison score s(r, v; Ne , Nv ) from (10)
with within-class and between class variance σw2 = σb2 = 1 for different number of enrolment
Ne or verification Nv samples.

3.2 Comparison Score Density and the Classification Performance
In order to estimate the performance, first we to have to derive the density of the log likelihood comparison score s(r, v; Ne , Nv ) from (10), denoted as psj |gen (s|gen) for the genuine
case and psj |imp(s|imp) for the imposter case. By combining (10) with the joint probability density pr,v|gen (r, v|gen) from (4) for the genuine and pr,v|imp (r, v|imp) from (5) for the
imposter case, respectively, we approximate the score density by means of numerical integration of the joint probability density along the score contour. Because s(r, v; Ne , Nv ) from
(10) is derived for the univariate case, thus the score densities psj |gen (s|gen) and psj |imp (s|imp)
are for the univariate case as denoted by the j subscript.
For the multivariate case, when there are n independent feature components, the likelihood ratio equals the product of the likelihood ratio of each component. Because we use
the log likelihood ratio as the comparison score, the multivariate comparison score equals the
sum of the n univariate scores defined in (10). Hence, the multivariate comparison score density for the genuine ps|gen (s|gen) and imposter case ps|imp(s|imp) becomes the convolution
of the univariate score density psj |gen (s|gen) and psj |imp(s|imp), respectively, namely
def

ps (s) = (ps1 ∗ ps2 ∗ . . . ∗ psn )(s).

(11)

Because the log likelihood comparison score is a similarity score, a match is returned only
when the comparison score is larger than or equal to the operating point T . The two error
types are a match obtained at an imposter comparison known as a false match and a nonmatch at a genuine comparison known as a false non-match. As the performance measures,
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we use the false non-match rate (FNMR) β(T ) and the false match rate (FMR) α(T ) at the
operating point T . With the multivariate score density we can compute the FNMR and FMR
as
Z T
β(T ) =
ps|gen (s|gen)ds,
(12)
∞
Z ∞
α(T ) =
ps|imp(s|imp)ds.
(13)
T

3.3 Results
Fig. 2 illustrates several examples of the approximated score density at (a) genuine and (b)
imposter comparisons for the univariate case for different number number of enrolment and
verification samples with σb2 = σw2 = 1, and (c) their corresponding receiver operating characteristics (ROC) curves. Similarly for the multivariate case in (d), (e) and (f), respectively,
but for different dimensions n with σb2 = σw2 = Ne = Nv = 1. Note that the genuine
score density is symmetric at a score of zero, while the imposter density is skewed towards
the negative scores. Averaging multiple enrolment and verification samples has the effect of
concentrating the genuine score density closer to zero, while skewing the imposter score density further towards the negative values. Both effects improve the performance as observed
by the ROC curves. For the multivariate case, when increasing the number of components
n the imposter score density significantly skews and shifts to the negative values while the
genuine density becomes broader but remains symmetric. Overall, both effect combined
improve the performance as illustrated by the ROC curves.

4 Binary Classifier Performance
The theoretical performance of a binary classifier when using a bit extraction method based
on a single threshold at the background mean has been studied in [11]. For the genuine
comparisons, the average bit-error probability of component j is analytically determined to
be equal to


√
σb [j]
Ne Nv
1
1
ge
r
Pe [j] = 2 − π arctan σw [j]
−2 .

(14)
Ne +Nv +

σb [j]
σw [j]

The bit-error probability determines the number of bit errors or Hamming distance ǫ between
the binary vectors extracted in the enrolment and verification phase. Under the assumption
of having independent components, the probability mass function (pmf) of ǫ is the following
convolution
def
(15)
pǫ (ǫ) = (P1 ∗ P2 ∗ . . . ∗ Pnc )(ǫ),
where Pj = [1 − Pe [j], Pe [j]] is the marginal pmf of the single bit extracted from component
j. Note that the number of bit errors ǫ is a distance score and a match is obtained when ǫ
is smaller or equal to the operating point T . Thus, the FNMR β(T ) and FMR α(T ) at the
operating point T are defined as
β(T ) =
α(T ) =

n
P

pǫ|gen (ǫ|gen),

ǫ=T +1
T
P

(16)

pǫ|imp(ǫ|imp),

ǫ=0

where the bit-error probability Pege from (14) is used for the genuine case and Peim = 0.5 for
the imposter case.
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Figure 2: The approximated comparison score density for the univariate case with withinclass and between class variance σw2 = σb2 = 1 for different number of enrolment Ne or verification Nv samples is shown (a) for the genuine psj |gen (s|gen) and (b) imposter psj |imp(s|imp)
case, and (c) portrays the corresponding ROC curves. Furthermore, for the multivariate case
is shown (d) psj |gen (s|gen), (e) psj |imp(s|imp), and (f) the ROC curves for different number
of components n with σw2 = σb2 = Ne = Nv = 1.

5 Performance Comparison
A comparison of the theoretical performances determined in Section 3 for the continuous
classifier and Section 4 for the binary classifier is portrayed by the ROC curves in Fig. 3(a)
for different feature dimensions n with σw2 = σb2 = Ne = Nv = 1, for different number of enrolment samples Ne with n = 10 and σw2 = σb2 = Nv = 1 in Fig. 3(b), and in
Fig. 3(c) for different number of enrolment and verification samples Ne = Nv with n = 10
and σw2 = σb2 = 1. The continuous classifier is denoted by the prefix C, while the binary
classifier is denoted by the prefix B. In all three cases the results clearly show that the continuous classifier outperforms the binary classifier and changing either the dimension n or the
number of enrolment or verification samples has a greater improvement for the continuous
classifier. A drawback of the binary classifier is that the binarization process under consideration extracts a single bit by coarsely dividing the feature space of a component in two
regions only and therefore discarding essential information. This loss is clearly shown by
the ‘n=1’ ROC curve in Fig. 3(a), where the continuous classifier ROC curve has an infinite
number of operating points and can reach any FMR of FNMR value, while the binary classifier has only two operating points where the smallest FMR is 50%. As observed in Fig. 3(a),
this information loss has a snowball effect when increasing the dimension n, because the performance of the continuous classifier has a greater improvement with increasing n than the
binary classifier performance. Extracting a single bit becomes more disadvantageous when
the within-class variance is suppressed by increasing the number of enrolment or verification
samples, or similarly having better feature components, i.e. feature components with a larger
feature quality ratio σσwb . When having better feature components it may be better to extract
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Figure 3: The ROC performance comparison between the continuous (denoted by C) and
binary classifier (denoted by B) for (a) different feature dimensions n with σw2 = σb2 = Ne =
Nv = 1, (b) different number of enrolment samples Ne with n = 10 and σw2 = σb2 = Nv = 1,
and (c) different number of enrolment and verification samples Ne = Nv with n = 10 and
σw2 = σb2 = 1.
more bits instead of one.

6 Conclusion
The requirement to extract a binary representation from the real-valued biometric sample for
several template protection schemes known in the literature raises the question whether the
bit extraction method reduces the classification performance. In this work we compared the
theoretical performance of the optimal log likelihood ratio continuous classifier with the binary Hamming distance classifier under the assumption of Gaussian biometric data modeled
by the between-class and within-class densities with independent feature components and
including the averaging of multiple enrolment and verification samples.
In the literature, the theoretical performance for the binary classifier consisting of a single bit extraction method based on thresholding has been studied. Similarly, the theoretical
performance of a continuous classifier based on the log likelihood ratio comparison scores
has been analyzed, but was limited to the averaging of multiple enrolment samples only.
Hence, in this work we extended the analysis by including the averaging of multiple verification samples. We approximated the density of the comparison score for the univariate and
multivariate case, from which we computed the corresponding performance curve.
Consequently, we compared the theoretical performance of the continuous and binary
classifier and studied the effect of the number of the feature dimension and the number of
enrolment and verification samples. In all cases the continuous classifier outperforms the
binary classifier, which is expected as the likelihood ratio is the optimal classifier if the
class-conditional probability is well-known. In this work we assumed the class-conditional
probability to be well defined. In practice, however, the performance advantage of the continuous classifier will be less because it is known to be difficult to have a perfect estimation of
the class-conditional probability, especially at high feature dimensions or correlated feature
components. A drawback of the binary classifier under consideration is that the bit extraction method coarsely divides the feature space of a component in only two regions in order
to extract a single bit and therefore discarding essential information. This drawback is amplified when the within-class noise is suppressed by increasing the number of enrolment or
verification samples, where it may be more advantageous to extract more than one bit from
each feature component.
As future work, it would be of great interest to derive the theoretical performance of more
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advanced bit extraction methods that can extract more robust bits or multiple bits from each
component in order to close the gap between the continuous and binary classifier. Furthermore, it is important to investigate the sensitivity of both classifiers with respect to correlated
feature components and estimation errors of the class-conditional probability.
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Abstract
Cognitive radios have been introduced as a new dynamic way to use the frequency spectrum within wireless networks. Once it sensed its environment, a
cognitive network allocates the locally available carriers among its nodes, under
the constraint of negligible interference on licensed operators. The allocation,
based on partial knowledge of the parameters of the network, must be optimized in order to provide maximum rates in the cognitive network. This paper
presents a new objective function for that optimization, and provides a closedform solution in case of high SNR and similar demands from the nodes. The
low complexity of the closed-form solution allows faster computation and therefore, more carriers can be used. Numerical results show that the chosen obective
function leads to a proportionally fair allocation among the nodes, according to
their required rates, available powers and quality of channels.

1

Introduction

The impressive growth of nowadays’ booming multimedia applications challenges wireless developers in new ways. These applications require more and more capacity and
mobility, while the available frequency spectrum becomes scarcer and scarcer as licensed
operators appear. On the other hand, the static licensed spectrum is very poorly used
: a typical average use of 10% is measured [1]. Hence, spectrum scarcity comes from its
static allocation, more than from its actual use. Cognitive radios have been proposed
to cope with this problem [2], enabling unlicensed users to communicate over available
frequencies of licensed bands, provided that the created interference is negligible.
Once the spectrum is sensed, the available resources are to be allocated within the
cognitive network, according to rate and power constraints. Furthermore, this resource
allocation has to adapt to any change in the primary network’s behaviour (use or
desertion of carriers).
Many propositions have been made to allocate frequency and power resources within
OFDM (Orthogonal Frequency Division Multiplexing) wireless mesh networks [3, 4],
and some of them consider the dynamic aspect as well [5]. Most of them, using iterative or genetic algorithms [6], or assuming strong knowledge of the electromagnetic
environment and primary network’s parameters [7], end up being of little practical use
in real implementations due to their computational complexity.
The objective of this paper is to allocate carriers in a wireless mesh network such
that the total rate is maximized in a proportionnally fair manner, meaning the allocated
rates are proportional to each node’s demand. Moreover, the solution must enable
the system to handle sudden changes in carrier availability, as the primary network
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Figure 1: The network topology model we consider
might claim them. Finally, our objective is to obtain a closed-form expression of the
carrier allocation. This closed-form solution tremendously quickens the optimum search
(compared to an implicit form or an iterative algorithm), and allows quicker reaction in
the dynamic case at no computational cost, especially when the number of subcarriers
increases.
The overall allocation problem (i.e., finding all parameters: carriers and powers) is
too complex to be analytically solved. Furthermore, a global solution would require a
perfect knowledge of the all network’s parameters (e.g. channel gains for each carrier)
at one node, which is unrealistic. Hence, most of the previous analytical efforts have
been directed towards simplification or decomposition of this problem [3–5, 7]. In this
paper, we first consider the usual scenario of a mesh router performing subcarrier
allocation based on partial knowledge of its network’s quality (i.e., channel gains and
available powers). In [3], the problem is separated in: (i) finding the optimal number
of carriers that each node must receive (and ramdomly choosing the carriers among
the available ones) and (ii) sharing, for each node, power and carriers among every
receiver. This paper targets the dynamic allocation and focuses therefore on the first
step, knowing that an explicit solution for the second one is already given in [3].
The remaining of this paper is organized as follows: Section 2 presents the scenario
and states the original problem. Section 3 presents the simplifications we make, and
the closed-form solution of the new problem. In Section 4, we show how this closedform solution can be used to quickly adapt the allocation when the primary network
uses different resources. Numerical results are presented in Section 5, while Section 6
states the conclusions and future work.

2

Scenario and problem statement

The reference scenario is presented on Figure 1. A wireless OFDM network contains
N nodes: one master and N − 1 clients, that have to share C available subcarriers. We
assume that the routing paths, shown as arrows in the figure, are known. Each link
(i, j) from node i to node j requires a minimumP
rate Rij , including potential transit
loads. The total rate going out of a node is Ri := j Rij , and the total transmit power
per node is Pi . The number of carriers allocated to node i is noted xi , and all the xi ’s
are grouped in the allocation vector x := (x1 , x2 , ..., xN −1 )T . At each node i, we assume
that the channel gains Gkij from node i to node j on carrier k are known. Finally, we
consider that the master only knows the required rate Ri , the transmit power Pi and
the average channel gain Gi (in order to save traffic control) at every node.
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To reach proportional fairness among the nodes, most references propose the product of all allocated rates ri (occasionally compared to required rates Ri ) as an objective
function [3]:
N
Y
f (x) =
(ri (xi ) − Ri )
(1)
i=1

with ri (xi ) given by:

ri = xi W log2 (1 +

δi
),
xi

(2)

where W is the bandwidth of one carrier, δi := a Gi Pi and a accounts for the noise
and modulation contributions. In this study we consider MQAM and, therefore [3],
a≈−

σ2

1.5
,
log(5 BER)

where σ 2 is the noise power over one carrier and BER is the expected bit error rate.
However, maximizing (1) leads to give every link, besides its minimum desired rate, an
equal share of the resource. For instance, if two nodes required 10 kb/s and 1000 kb/s,
they would get 110 kb/s and 1100 kb/s, respectively, instead of 11,98 kb/s and 1198
kb/s for the same total rate. Hence, from this point of view, maximizing (1) provides
a fair allocation, but not a propotionally fair one.
Another intuitive way to build the objective function is to assign each ri a weight
wi , depending on required rates Ri , channel gains Gi and available powers Pi . In order
to balance each parameter in the definition of wi , we use (2) and define
wi :=

Ri
, ∀i.
W log2 (δi )

For each node, wi is a constant that represents — with respect to other wi ’s — its
average required number of carriers, taking into account the average quality of its
channels, and its available power. The objective function becomes
f (x) :=

N
Y

ri (xi )wi ,

(3)

i=1

and the optimization must be done under the constraints of required rates and total
number of available carriers:
ri (xi ) ≥ Ri , ∀i
N
X
xi ≤ C
i=1

xi : non-negative integers.
This is the problem we solve in next section.
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3

Simplification and resolution

First we use the strictly increasing property of a logarithm function to transform the
problem. The objective function becomes
log(f (x)) = log

N
Y

ri (xi )wi

i=1

=

N
X

wi log(ri (xi )).

i=1

We use the Lagrangian method, in which the partial derivatives of log(f (x)) have
to be inverted. In order to do so explicitly, we have to simplify (2).
In case of high SNR, it can be observed that δi ≫ xi , so that the 1 will be neglected
in (2). Moreover, in that case, when xi changes in a given order of magnitude, the
gradient of the logarithm function is low. It yields
ri ≃ x i W K i ,

(4)

where Ki := log2 (δi ) represents the average quality of the channels connecting user i.
The simplification obtained in (4) can seem rough, but still makes sense because we
allocate capacities to the nodes in a relative way (we are not interested at this point
in the absoute values).
In order to solve the problem, we temporarily relax the constraint on required rates
and consider xi ’s are real valued, so that our problem boils down to:
maximize

log(f (x)) =

N
X

wi log(xi W Ki )

(5)

i=1

N
X

under

xi = C.

(6)

i=1

The Lagrangian function is introduced:
X

X
L(x, λ) =
wi log(xi W Ki ) − λ
xi − C
i

i

where λ is the Lagrange’s multiplier. Setting all the partial derivatives of L((x), λ) to
zero, one has :
wi
∂L(x, λ)
= 0 ⇒ xi =
, ∀i.
(7)
∂xi
λ
Introducing (7) in (6) gives
P
wi
λ= i
C
and, finally,
C
xi = P
wi , i = 1, ..., N.
(8)
j wj

In (8), each xi is proportional to wi , making sure that xi /wi is equal for all nodes,
so that proportional fairness is achieved. PThe same calculation using the objective
C− j wj
function given in (1) leads to xi = wi +
, where fairness is not proportional.
N
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Using (2), (8) and Σ :=
of high SNR :

P

j

wj , the constraint on required rates is verified in case
C
δi Σ
wi W log2
≥ Ri
Σ
Cwi
C
δi Σ
⇔
log2
≥ log2 δi
Σ
Cwi
δi Σ
Σ/C
− log2 δi
≥0
⇔ log2
Cwi
Σ
Σ/C−1
⇔
≥ δi
Cwi

∀i : ri ≥ Ri ⇔

The integer solution is found by minimizing the distance between the real-valued
optimum allocation vector x = (x1 , x2 , ..., xN −1 )T and the integer-valued actual allocation vector x∗ = (x∗1 , x∗2 , ..., x∗N −1 )T . In orderPto do so, we set x∗ = ⌊x⌋, and add one
to the x∗i ’s with the highest ||xi − x∗i || until i x∗i = C.
Finally, the choice of the carriers is done randomly within the set of available
carriers.

4

Dynamic resource allocation

Carriers are now allocated to the nodes, according to the allocation vector x computed
in Section 3. During one of the regular sensing phases, the master detects a change in
the set of available carriers. Some of the previously available carriers are not free any
more, while some others have been deserted by the primary network. A new allocation
vector — let it be x′ — must be computed.
The interest of the closed-form solution appears: less than N − 1 + ⌊(N − 1)/2⌋
calculations are enough to find the new optimum (cf. (8)).
The carriers are not all chosen randomly any more: for each x′i that is equal to
the previous xi , the same carriers are allocated (if possible) in order to avoid local
re-computations [3]. The remaining of the allocation is done randomly.
Note: as the master only knows average channel gains, all carriers are a priori
equivalent and can be commuted. A more relevent allocation would need a feedback
from the nodes, and therefore consume some control traffic.

5

Numerical results

We consider the following values: σ 2 = 10−11 W, W = 1 kHz, Pi = 100 mW, BER
= 10−5 , and the required rates Ri given in Table 1. We generate random channel
gains between 10−6 and 10−5 , exept for node 2 which has weaker channels (with gains
between 10−7 and 10−6 ).
RM R1 R2 R3 R4 R5 R6
1030 600 400 600 400 600 400
Table 1: Required rates (in kb/s) for each link of the network.
In order to compare fairness in both weighted (cf. (3)) and non-weighted (cf. (1))
cases, we compute the allocations for several numbers of available carriers. For each
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Figure 2: Improvement of fairness with the weighted objective function
allocation, we compute the ratios of the allocated rates (using (2) without approximation) divided by the required rates. Considering the variance of these ratios, we
compare fairnesses.
Figure 2 shows that the weighted objective function actually performs better proportional fairness, as the variance of the allocation/expectation ratios is smaller.
The variance increases in both cases with the number of carriers. This is due to the
approximation made in (4), which becomes less and less accurate when the number of
assigned carriers increase.

6

Conclusions

This paper presented a new way of considering the optimization of the resource allocation in cognitive networks.
Considering comparable demands within the network and a high SNR scenario,
we simplified the expression of the allocated rates. The closed-form solution of the
allocation problem allows faster computation. The scenario we propose limits the
control traffic, as few information is transmitted to the master node. As a consequence,
the cognitive system is able to use broader bandwiths and react faster to the primary
networks’ dynamic use of the resources. Furthermore, proportional fairness among
the network’s nodes is achieved according to the weights introduced in the objective
function of the optimization problem.
Future work will focus on the impact of the simplification, and what orders of
magnitude of the required rates can be used. Control traffic and time of computation
will also be considered in order to quantify the limits of the solution in the dynamic
case.
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Abstract
The energy consumption of a wireless device is modeled by including not only
the energy emitted while transmitting, but also energy consumed by supporting
circuitry. In particular also receiver energy consumption is taken into account. It
is shown that under this model, compared to traditional routing, the energy reduction offered by network coding is significantly different from results reported
in the literature based on an energy consumption model that includes the energy emitted while transmitting only. Moreover, it is illustrated that energy can
be saved by increasing the transmission power. Whereas this causes individual transmissions to consume more energy, overall energy consumption can be
reduced since more coding opportunities arise.

1

Introduction

The battery lifetime of a device is a critical factor in many applications of wireless
networks. Therefore, it is of utmost importance to keep the energy consumption in
wireless networks as low as possible. An important contribution to the energy consumption is formed by the energy that is emitted while transmitting. Therefore, optimizing the transmit power in multi-hop networks has been the topic of many studies,
for instance [1–3]. By considering only the transmitted energy, it is concluded that it
is optimal to keep the transmit power as low as possible, while ensuring connectivity.
Hence, one should take many short hops instead of less hops over a larger distance.
There are applications in which the transmit power is so large that the energy
consumption is dominated by the transmit energy. However, there are also many
applications in which the transmit power is relatively low and other contributions to the
energy consumption can not be neglected, for instance, in wireless sensor networks. The
other contributions consist of, for instance, energy consumed by supporting circuitry
while transmitting, as well as energy consumed while receiving. Examples of exact
values of the energy consumed while transmitting and receiving at various transmit
power levels can be found in the literature [4] as well as in manufacturer specifications
of devices, e.g., [5]. These values demonstrate that: 1) energy consumed while receiving
is not always negligible, and 2) transmitter energy consumption is not always dominated
by the transmitted energy. In [6] this observation has been used to demonstrate that it
is not always optimal to take the shortest possible hops. Indeed, if, independent of the
hop distance, a large amount of energy is consumed in each hop, it might be optimal to
take few long hops. In the current paper we will consider the consequence of the above
observations on the energy consumption in wireless networks in which network coding
(cf. [7]) is employed. We will reconsider some of the examples presented in the literature
for which it has been demonstrated that significant reduction in energy consumption
∗
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Figure 1: Network coding solution to three session multiple unicast configuration.
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each transmission is received by three nodes. The center nodes transmits x + y + z,
see (c).
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Figure 2: Network coding solution to the four session multiple unicast configuration
depicted in (a). The solution depicted in (b)–(d) performs coding for the horizontal
and vertical sessions independently and uses a total of 8 transmissions.
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and (c) uses 5 transmissions.
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can be achieved by using network coding. For these examples we will analyze the use
of network coding under a more detailed energy consumption model. In addition we
will consider an increased transmission range for reducing energy consumption.
The reduction in energy consumption that can be obtained by using network coding
is based on the fact that the broadcast effect of the wireless medium allows multiple
nodes to receive the same transmission. By properly encoding messages, one transmission can be useful for several receivers. We illustrate this by means of the example
from Figure 1. The figure depicts a three session unicast problem for which a solution
without network coding would require six transmissions in order to transfer one symbol
for each session. The network coding solution uses only four transmissions. The last
transmission x + y + z by the center node, depicted in Figure 1c, is useful for all sinks.
Note that, besides this transmission, node R1 has previously received symbols y and z.
Therefore, R1 can recover x as x = (x + y + z) − y − z. The other sinks can decode in
similar fashion. The first contribution of this paper deals with the observation that the
network coding solution requires each sink to receive three symbols, whereas without
network coding only one symbol needs to be received. Hence, there is a tension between
the energy saved by reducing the numbers of transmissions and the additional energy
spend by the sinks in receiving more symbols. In the remainder of this paper we will
explore this tradeoff in more detail.
The second observation made in the current paper is that by increasing the transmission power, the transmission range is increased and more nodes are able to receive
each message, hence potentially creating coding opportunities and enabling more efficient operation. Again, we illustrate by means of an example. In Figure 2 we have
depicted a configuration with four multicast sessions and a coding solution in which the
center nodes transmits twice. Note that this coding solution is using the well-known
piggy-backing strategy [8] for the horizontal and vertical sessions independently. In
Figure 3 we have depicted the topology resulting from an increased transmission range
and a corresponding network coding solution in which the center node is transmitting
only once. Hence the number of transmissions is reduced by increasing the transmission
range. Obviously, there is a tension between the increased efficiency and the additional
energy spend by increasing the transmit power. Moreover, receiver energy consumption
is increased since more transmissions need to be overheard.
This paper is organized as follows. The model will be defined more precisely in Section 2. In Section 3 we will analyze the performance of some network coding solutions
for specific multiple unicast configurations that have been proposed in the literature.
It is known that, compared to traditional routing, these coding solutions greatly reduce
the energy emitted by the antennas. We will analyze the overall energy consumption
of these coding solutions. In Section 4 we will analyze the impact of the transmission
range on overall energy consumption. It will be shown that there are scenarios for
which increasing the transmission power reduces overall energy consumption. Finally,
the results of the paper will be discussed in Section 5.

2

Model

All configurations considered in this paper are multiple unicast, i.e., there are several
sessions in which a single source is communicating to a single destination. Energy consumption will be measured by the average energy neccesary for delivering one symbol
for each of the sessions, where the average is over the nodes in the network, the unicast sessions and time. Energy consumption of a device is separated in two quantities:
Etx (r) and Erx denoting the energy required to transmit a symbol at transmission range
r and the energy required to receive a symbol respectively. Since we are interested in
energy consumption only, we can schedule all transmissions sequentially. Hence, we
can assume that there is no interference. W.l.o.g. we assume that all symbols are bits,
i.e., elements from F2 , the finite field with two elements. We assume that signals are
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Figure 4: Multiple unicast configuration with nodes placed at the hexagonal lattice
and connectivity as depicted in (a). Unicast sessions are placed according to (b).

1
0

0

2

0.5
0

4

4

2

Erx /Etx

r

(a)

(b)

6

Figure 5: In (a): The energy benefit of network coding for the configuration from
Figure 4 as a function of Erx /Etx . In (b): The benefit of increasing the transmission
range in the line network for α = 2 and β = 0, 2, 4 in solid, dashed and dotted lines
respectively.

K + 1 nodes

(a)

(b)

Figure 6: Nodes located at integer√
coordinates. Unicast sessions are placed according
to (a). Connectivity based on r = 2 is depicted in (b).

180

Thirty-first Symposium on Information Theory in the Benelux

attenuated exponentially over distance with path loss exponent α. Moreover, we assume a fixed transmission rate. Hence, in order to have correct reception of a message,
we require the signal to noise ratio to be above a certain threshold, i.e., to have transmit power proportional to rα , where r is the distance over which transmission takes
place. We assume that each node within transmission range r is capable of receiving
the transmitted symbol without error. Besides the energy that is emitted while transmitting, there is an additional part independent of the transmission range. This leads
to the following relation between the transmission range and the energy consumption
per transmitted symbol at the transmitter
Etx (r) = κ2 (κ1 + rα ),

(1)

where κ1 and κ2 are constants. The values of the constants depend on the hardware
and the communication protocols that are being used. In this paper we will not deal
with an interpretation of or exact values for these parameters. Since we will compare
the energy consumption of various routing and coding schemes their values will only
enter the analysis by means of the relation between the different parameters. We
comment here on the values that can be expected in practical devices. Depending on
the operating regime, the value of κ1 can range from being negligible compared to rα ,
to being of the same order of magnitude or even larger than rα . The specifications of a
device in which κ1 is larger than rα are given in [5]. In addition similar measurements
are presented in [4] for other devices. Also the value of Erx can range from being
negligible compared to rα , to being larger than rα , again see, e.g., [4, 5].

3

To code or not to code

In this section we will consider the ratio of the minimum energy required by routing
and network coding solutions for two different families (indexed by parameter K ∈ N
denoting the network size) of configurations, the line network and the hexagonal lattice.
We call the limit of this ratio as K → ∞ the energy benefit of network coding and
code
denote it by Bcode
line and Bhex for the line network and the hexagonal lattice respectively.
We start this section with a discussion on information exchange in the network of
K uniformly spaced nodes on a line with interdistance one. There are two oppositely
directed unicast sessions with sources and destinations at the boundaries of the network.
We assume that in both the network coding and routing case r = 1. For notational
convenience, the dependence of Etx on r will be left implicit. Note that a routing
solution requires all nodes except for the two boundary nodes to transmit and receive
twice. In addition, it is known that a network coding solution exists that uses one
transmission at each of those nodes using a piggy-backing strategy [8], again each node
needs to receive twice. Since we consider K → ∞ we can ignore the nodes at the
boundary. It follows that the energy benefit, Bcode
line is
Bcode
line =

2 + 2 EErx
2Etx + 2Erx
tx
=
.
Erx
Etx + 2Erx
1 + 2 Etx

(2)

If Erx = 0 we see that Bcode
line = 2. However, if Erx = Etx , for instance, this reduces to
4
code
Bline = 3 , which differs significantly from the benefit of 2 which is usually presented in
the literature. Finally, note that the ratio is always larger than one, i.e., the network
coding solution will always perform better than the routing solution. In the remainder
of this section we will see that there are also configurations in which, for certain ranges
of parameter values, known coding solutions perform worse than routing solutions.
The second example that we consider in this section is the extension of Figure 1
to a larger network. Configuration K has (K + 2)(K + 1)/2 nodes positioned at
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the hexagonal lattice and 3(K − 1) unicast sessions as depicted in Figure 4. This
configuration was previously considered in [9]. Note that the number of nodes at the
border of the network is Θ(K), while the number of nodes in the interior is Θ(K 2 ).
Hence, since we consider K → ∞, if the energy consumed by a node at the border
is independent of K, we can consider only the energy consumption in the interior of
the network and neglect the borders. First note that the optimal routing solution is
transmitting data along the shortest paths between sources and destinations. Hence, a
routing solution requires each interior node to transmit and receive three times. Next,
in order to bound the energy consumption if network coding is allowed we make use
of results from [9]. In [9] a network code was presented in which each interior node is
transmitting once in order to deliver a symbol for each session. Moreover each node
at the border is transmitting twice, hence this contribution to the energy consumption
can be neglected if K → ∞. In [9] we did not consider receiver energy consumption.
Inspection of the proposed code shows that each interior node needs to receive six
times. Note, finally that the energy consumption of this particular network code forms
an upper bound to the minimum energy required by any network code. Hence the
benefit can be lower bounded as
Bcode
hex

1 + EErx
3Etx + 3Erx
tx
=3
.
≥
rx
Etx + 6Erx
1 + 6 EEtx

(3)

This recovers the result from [9] that if Erx = 0 then Bcode
hex ≥ 3. Moreover we
can conclude that we have a benefit larger than one if Etx > 3Erx /2. However, for
Etx ≤ 3Erx /2 no code is known that achieves better than routing. We have plotted this
bound on Bcode
hex as a function of Erx /Etx in Figure 5a.
The main message of this section is that taking receiving energy consumption into
account can significantly influence results on the energy benefit of network coding.

4

Transmission range

In this section we consider the influence of the transmission power on the overall energy
consumption. We consider two families of configurations, the line network that was
also used in the previous section and a rectangular lattice to be defined more precisely
range
later in this section.Let Brange
line (r) and Brect (r) denote the benefit of increasing from
transmission range 1 to r for the line and rectangular lattice network respectively.
More precisely, the benefit is defined as the ratio of the minimum energy consumption
at ranges 1 and r in the limit K → ∞. We start with the line network for which
we have seen in the previous section that independent of the value of Erx /Etx it is
beneficial to use network coding. Therefore, we will compare the energy consumption
of the network coding solution given in the previous section at various transmission
powers, i.e., at ranges 1 and r. Observe that at transmission range r only every brcth
needs to participate in a coding scheme. The other nodes can remain inactive. Hence,
it is straightforward to derive
Brange
line (r) =

brc (Etx (1) + 2Erx )
brc (1 + β)
=
,
Etx (r) + 2Erx
rα + β

(4)

where, for notational convenience, we have introduced
β = κ1 + 2Erx /κ2 .
In order to characterize the behavior of

Brange
line (r)

B̃range
line (r) =

we analyze

r(1 + β)
,
rα + β
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range
which is an upper bound to Brange
line (r). The maximum of B̃line (r) is attained at
r
β
r= α
.
α−1

(7)

Finally, we determine the values of β for which B̃range
line (r) ≤ 1 for all r ≥ 1, i.e., for
which it is not beneficial to increase the transmission range. From B̃range
line (1) = 1, the
value of the derivative and continuity, it follows that
β < α − 1 ⇒ B̃range
line (r) ≤ 1,

r ≥ 1.

(8)

We have plotted the values of B̃range
line (r) as function of r for α = 2 and various values
β in Figure 5b. In Figure 5b we have used α = 2 in which case the above
expression
√
for the maximizing transmission range, Equation (7), reduces to r = β.
Next, we consider the energy consumption in the family (indexed by parameter
K ∈ N>1 ) of multiple unicast configurations depicted in Figure 6. Configuration K
has (K + 1)2 nodes located at the integer coordinates in [0, K]2 . Of these nodes there
are Θ(K 2 ) nodes in the interior and Θ(K) nodes at the border of the network. There
are 4(K − 1) unicast sessions. First, note that for each pair of oppositely directed
sessions it is possible to use the line network information exchange network coding
scheme that was discussed in the previous section. From this discussion it follows
that network coding always reduce energy consumption. Therefore, we will compare
network coding solutions at various transmission
√ ranges. In constrast to the first part
of this section we will compare r = 1 and r = 2 only. At r = 1 we use the information
exchange scheme from [8] for pairs of oppositely directed sessions. Hence each interior
node needs to
√ transmit twice and receive four times.
√
For r = 2 an efficient network code was presented in [9]. Note that at r = 2
each node in the interior of the network has 8 neighbours. In order to deliver one
symbol for each of the sessions, the code from [9] requires each interior node to receive
from all 8 neighbours. In addition one transmission is required. The nodes at the
border transmit twice and receive at most eight times. Hence, the contributions from
the border nodes can be neglected. It follows that
√
2κ1 + 2 + 4Erx /κ2
2Etx (1) + 4Erx
√
Brange
=
.
rect ( 2) ≥
κ1 + 2α/2 + 8Erx /κ2
Etx ( 2) + 8Erx

(9)

It follows that the benefit is larger than one if

κ2 κ1 + 2 − 2α/2
Erx <
.
4

(10)

This means that in the configuration depicted
in Figure 6 it is beneficial to increase the
√
transmission range from r = 1 √
to r = 2 if the above condition is satisfied. Note, that
increasing from r = 1 to r = 2 does not affect the number of hops on the shortest
path between any source and destination. Hence, the reduced
energy consumption
√
comes from more efficient coding that is possible at r = 2. In contrast, in the line
network, as discussed in the first part of this section, lower energy consumption arose
from a reduction in the number of hops.

5

Discussion

We have analyzed the energy consumption of several network coding solutions to wireless multiple unicast problems. The model that has been used includes receiver energy
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consumption as well as energy consumption of supporting circuitry while transmitting.
It has been demonstrated that under this model the benefit of using these coding solutions can be significantly different from results reported in the literature based on
models that include only the energy emitted while transmitting. Moreover, it has been
shown that by increasing the transmission power it is possible to reduce the overall
energy consumption in the network since more coding opportunities are created.
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Abstract
In this paper, we present a cognitive engine based on fuzzy logic, that can
be employed to optimize protocol parameters in future home networks. We selected the scheduling of the neighbor discovery period as an application case to
investigate the performance of fuzzy logic algorithm. We obtained promising initial results especially in reducing the unnecessary neighbor discovery operations,
which can be up to 50% reduction under certain network conditions.

1

Introduction

Future home networks will consist of vast amount of heterogeneous networking elements
such as HDTV, multimedia players, video-gaming devices, laptops, smart-phones and
disk storages [1]. The management and maintenance requirements for these networks
increase enormously with the diversity of the systems. Resource management and finetuning turn to a significant problem. The temporal changes in the resource availability
and other dynamics necessitate the adaptability capabilities for the networking devices.
Cognitive networking [2] aims at introducing intelligence into the network architectures that goes beyond simple adaptation capabilities. Network becomes an active,
intelligent and autonomous element able to interact with and adapt to the environment. The goal is to achieve a network architecture capable of redesigning itself or
changing its strategies according to a set of objectives such us improving the quality
of service or optimizing the management of the available resources.
In this work, we propose a cognitive engine based on fuzzy logic and simulate
its performance in a typical 60 GHz future home network scenario [3]. We chose the
neighbor discovery scheduling problem [4] as an application case since it involves various
parameters which can be used by the cognitive algorithm. The fragile nature of the 60
GHz links may cause several problems due to the interruption of the communication
whenever a person or an obstacle is in between the transmitter and the receiver. When
the networking resources are mobile or there are obstacles in the field-of-interest, the
communication links are not stable and the topology of the network changes frequently
and unexpectedly. Periodic neighbor discovery may not be optimal and an adaptive
scheme may perform better in such situations. In this paper, we propose to use a
cognitive engine which collects information from the resources and decides on when
to start the neighbor discovery process. We demonstrate a proof-of-concept cognitive
engine which solves the neighbor discovery scheduling problem.

2

Neighbor Discovery Scheduling

The cognitive future home network scenario we consider consists of a set of N nodes
randomly distributed in a square region of dimension L × W m2 and each node is
equipped with a 60 GHz transceiver and a cognitive engine. During the neighbor
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discovery, nodes construct a table in which the identities of the reachable nodes are
kept. In this scenario, there are also obstacles, typically people, that move around and
occasionally obstruct the communication.
Neighbor discovery may be carried out periodically to maintain the topology, say
the period is τ seconds (typically around 2 seconds). When a constant τ is selected,
the topology changes may not be reflected to the functionalities in the higher layers
such as routing. Therefore, the application requirements may not be satisfied. Our
objective is to fine-tune τ to make the network adaptable to environmental dynamics
in presence of obstruction under various mobility models.
We assume that two nodes can communicate to each other if the distance between
them is less than the maximum communication range and if the line-of-sight path is not
obstructed. This model is a simplification of the 60 GHz links and we do not consider
the reflections to fully focus on the cognitive engine instead of the environmental 60
GHz propagation characteristics. During each neighbor discovery process, nodes that
can communicate are assumed to discover each other and store the discovered node
IDs in their respective neighbor tables. We consider that an unnecessary neighbor
discovery takes place when there are no additional or dropped nodes in the table
as a result of that discovery. As a performance measure, we define the unnecessary
neighbor discovery rate (UNR) as the number of neighbor discovery processes per unit
time which do not cause a change in the neighbor table. When the temporal changes
in the topology of the network is low, periodical neighbor discovery suffers from a large
UNR and consumes valuable communication resources unnecessarily. Conversely, in a
network having a frequently changing topology, the low UNR triggers high packet error
rates since the topology manager cannot keep the track of the neighbors adequately. To
study the trade-off between the UNR and such packet errors, we define the normalized
packet error rate (PER) as the number of packets dropped per unit time because the
destination is not in the neighbor list, but it would be if the neighbor discovery had
been performed properly before the dropped packet was sent. To neglect the effect of
the traffic requirement, we normalize packet error rate with the packet arrival rate for
each node. Any method designed to reduce former measure, will increase the latter or
vice versa. In the sequel, we show that the trade-off can be balanced by employing
cognitive techniques to adapt τ such that PER does not increase significantly.

3

Cognitive Engine

Since the cognitive engine has to solve multi-objective optimization problems, the solutions are Pareto-optimal [2]. Based on the gathered context about the resources, user
objectives and mobility patterns, the cognitive engine plans, decides and executes the
proper action such as adapting a parameter. The elements in the cognitive engine can
be neural networks, swarm intelligence, evolutionary programming, immune or fuzzy
systems, etc. The cognitive engine adapts itself continuously through using the context
database, and a priori actions and their feedbacks. In this work, we investigate the
performance of fuzzy logic to adapt the neighbor discovery schedule.

3.1

Fuzzy Logic

Fuzzy logic [5, 6] is a form of reasoning, whereby a truth value need not be exactly
Boolean, but rather can be zero, one, or any value in between. One of the most
useful aspects of fuzzy theory is the ability to represent and solve analytically a class
of decision problems called multiple objective decisions. The objective is to produce
a decision to achieve a set of goals without violating some constraints. The fuzzy
logic variables may have a membership value between zero and one, and is called the
statement’s degree of truth. Additionally, using linguistic variables, memberships may
be managed by specific functions.
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In traditional logic, a predicate represents the quality or description of something.
Fuzzy logic extends the notion of a predicate by assigning a value to the predicate.
For example, a device with a mobility value of 0.7 will be more mobile than a device
with a mobility value of 0.3. Rather than belonging to a set or being excluded from it,
everything can partially belong to one or more sets [7]. Following the same example,
a device can be mobile and have a medium transmission range. In fuzzy logic, several predicates (mutually exclusive in traditional logic) can be satisfied concurrently,
each with different degrees of memberships (e.g., a device may be 0.5 mobile and it’s
transmission range can be 0.5).
3.1.1

Fuzzification

Fuzzy logic requires assignment of degrees of membership to fuzzy sets. The obtained
data from the environment is to be converted to membership degrees. The process
of mapping data to degrees of membership is called fuzzification. Each input value
may be assigned a degree of membership by using a membership function. Multiple
membership functions can be employed and values don’t need sum up to one.
The parameter selection has been made based on the significance of the impact of
the parameters on the network performance. After a detailed analysis of our application
scenario, the parameters taken into account are as follows.
• Number of devices in the room: For dense deployments, neighbor discovery
may take longer time.
• Number of retransmissions per packet: Larger number of retransmissions
implies the high mobility of the obstacles which block the communication, therefore, τ must be reduced.
• Mobility: In a network with highly mobile nodes, τ has to be short enough to
handle the topology changes.
• Neighbor discovery error (NDE): NDE is a boolean parameter which indicates whether a packet error occurred between two consecutive neighbor discovery
processes.
• Error proximity: The error proximity is a measure of the likelihood of an
error that may occur in the near future. As more time passes from the last
error, another error is less probable in the near future because the errors due to
obstructions tend to cluster in time.
The fuzzification is done using the functions below

: x ≤ a1
 1
a2 −x
: a2 < x < a1
T1 (x) =
 a2 −a1
0
: x ≥ a2 ,

0
: x ≤ aj+1



 aj+1 −x : a < x < a
j
j+1
aj+1 −a
T2 (x) =
x−aj+1

: aj−1 < x < aj

a −a

 j j−1
0
: x ≥ aj−1 ,

: x ≥ ak
 1
x−ak−1
: ak−1 < x < ak
T3 (x) =
 ak −ak−1
0
: x ≤ ak−1 ,
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where aj ’s are the parameters of the fuzzification process as shown in table 1. Suppose S is a given data set divided into k linguistic terms (low, medium, heavy) Tj ,
j = 1, 2, . . . , k. For simplicity, we assumed the type of membership to be triangular,
as shown in Figure 1(a). All the input parameters we selected can be described by
fuzzification, with the exception of the neighbor discovery error which is a Boolean
parameter.
Table 1: Values of the parameters.
Parameter
a1 a2 a3
Devices
2
6 10
Error proximity 3
5 10
Mobility (m/s) 0.5 1 2
Retransmissions 2
4 6

(a) Fuzzification function.

(b) Defuzzification function.

Figure 1: Fuzzification (e.g., number of devices) and defuzzification functions.

3.1.2

Defuzzification

Defuzzification is converting a set of membership values to an output value. There
are several possible defuzzification techniques: selecting the minimum or maximum
membership value, averaging multiple membership values or integrating the membership curve. After an empirical study, we selected the averaging technique where the
membership values of various sets are blended. For blending, two techniques can be
employed: based on membership or on the center of gravity. The center of gravity
is difficult to implement and computationally heavy, therefore, we employ the former
technique. In this technique, the degree of membership, Mi is multiplied with the
characteristic value of each fuzzy set and summed up to produce the output (see Figure 1(b)) which is a weighted sum. In this work, the output is ∆τ which denotes how
much the τ value should be changed. Therefore,
τ = τ + ∆τ,

(1)

where
∆τ = −0.5MD + 0MS + 0.1MI ,
(2)
and MI , MS and MD are the membership values for increase, sustain and decrease sets,
respectively, as shown in Figure 1(b). This pseudocode is shown in Algorithm 1.
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Algorithm 1 Fuzzy logic algorithm
1: for all (devices, retransmissions, mobility, errors, errorP robability) do
2:
evaluateMembershipF unctions()
3: end for
4: for all memberships(i, j) {where i=1..3 and j=1..5} do
5:
membershipOutput(j) = evaluateRules(membership(i, j))
6: end for
7: ∆τ = −0.5MD + 0MS + 0.1MI
8: return(∆τ )
3.1.3

Fuzzy rules

Fuzzy rules relate the known membership of a certain fuzzy set to generate new membership values. Fuzzy rules are generally expressed in natural language. For example:
”If we have a high number of devices in the room, and the device is moving fast, and
there are retransmissions, and a neighbor device error happened and it is quite possible
that an error could be produced soon, then I should decrease τ ”. In fuzzy logic the operator AND is equivalent to choosing the minimum value. Then the example becomes
M(decrease τ ) = min{ M(many devices), M(many retransmissions), M(moving fast),
M(error), M(error quite probable)}. In our case, there are 162 rules. Due to space
limitation, we do not list them here. For each membership function of the output fuzzy
set, the maximum membership value after applying fuzzy rules is selected.

4

Results and Discussion

In this section, we present the improvement of employing adaptive neighbor discovery
scheduling over periodical neighbor discovery using a cognitive engine, which is able to
make decisions and select the adequate value of τ depending on the dynamics in the
network. The scenario described in Section 2 is modeled using the OPNET network
simulator. In Figure 2, the regular wireless device and our cognitive wireless device
are shown. A new module that may obtain information from any layers to perform the
cognitive tasks is integrated.
We implemented the algorithm 1 in the cognitive engine of the nodes in OPNET.
This algorithm adapts τ based on context information obtained from the environment
and from the network. When the cognitive engine has more information, the decisions
will be more accurate, although a prior principal component analysis is required because
as the number of input parameters increases, the algorithm becomes slower. Initially,
τ = 2 seconds which is a typical value and the cognitive engine updates it where
0.3 ≤ τ ≤ 5. We compare the performance of the cognitive engine based on UNR and
PER with the regular constant neighbor discovery schedule where the period is two
seconds. In the sequel, we show the results for various node densities and number of
obstacles in the environment.
In the scenario, there are both static and mobile nodes. Nodes have random trajectories with a speed that follows uniform distribution between 0 and 2.5 m/s, with
randomly distributed pause times of 300 seconds. Obstacles (e.g., humans in the room),
move randomly with a speed following uniform distribution between 0.5 and 2.5 m/s.
In the sparse, moderate and dense deployments, there are 6, 11 and 20 nodes in the
room modeled as 50 x 50 m2 rectangle. In all scenarios, four obstacles move around
randomly and obstruct the links between devices. When we analyze the impact of the
number of obstacles, sparse deployment scenario is studied.
In the scenarios, the traffic parameters are same for all the nodes. Packet inter-
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(a) Node Model with a Cognitive
Engine.

(b) Node Model without a Cognitive
Engine.

Figure 2: Node model employed in the OpNet simulations.
arrival times follow an exponential distribution with mean one second, therefore, the
packet arrival rate, λ = 1 packet per second. To assure the fidelity of results, each
scenario has been simulated 30 times with randomly selected seeds. Each simulation
has a duration of 2 hours, and the quality measures defined in Section 2 are collected
and normalized with the packet arrival rate, λ.
As shown in Figure 3, time between two consecutive neighbor discoveries τ , rapidly
reacts to a peak of dropped packets, and once the environmental factor that causes
the errors disappears, τ starts to increase slightly. The value of τ doesn’t converge
due to the mobility of the obstacles. Soon as the obstacles are removed from the
scenario, τ converges to 5 seconds which is the maximum value. The employed algorithm is reactive, therefore, the results presented in the following sections do not pose
a large improvement It is possible to improve these results by making the algorithm
anticipative.
For sparse and moderate deployments, the UNR decreases as shown in Figure 4 with
an insignificant increase in PER by taking into account that an important amount of
bandwidth unnecessarily employed on neighbor discovery is saved thanks to the reduction in unnecessary neighbor discoveries. As the load increases, the rate of neighbor
discoveries increases to allow the network to rapidly recover each time when the communication is interrupted. We observe an improvement in the packet error rate for
dense deployments with a penalization in the unnecessary neighbor discoveries, due
to the slow recuperation capacity of our algorithm. It is necessary to improve the
algorithm capability to react to groups of errors.
Elements that cause obstruction to the communication channel are the external factor mostly influencing the behavior of the algorithm, as well as the UNR and PER. How
a few obstacles impacts the performance is shown in Figure 5. The algorithm adopts a
relaxed action, trying significantly reduce the UNR without increase in the PER. The
algorithm reacts rapidly to reduce the PER, consequently, the UNR increases.
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Figure 3: The adaptation of the neighbor discovery schedule, τ . The upper figure
shows how τ changes as the rate of dropped packets (below figure) changes.

(a) Unnecessary neighbor discovery rate.

(b) Normalized PER due to neighbor discovery.

Figure 4: Impact of the node density.

5

Conclusion

This paper presents a cognitive engine based on fuzzy logic, that can be employed
to optimize some parameters in future home networks. We demonstrate how fuzzy
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(a) Unnecessary neighbor discovery rate.

(b) Normalized PER due to neighbor discovery.

Figure 5: Impact of the number of obstacles.
logic can help optimize the neighbor discovery scheduling problem. Although this
is still an early on-going research area of networking, the results have shown how
the use of cognitive networking may be feasible specifically in scenarios with many
obstacles moving around and obstructing the communication. The same results can be
easily applied to fine-tune other parameters of the network. The cognitive engine may
optimize a full set of significant parameters and achieve an important improvement in
the performance of the network independent of the scenario.
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