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A Comparison of the Lempel-Ziv 1977 and
1978 Universal Data Compression Schemes.
Tjalling J. Tjalkens" and Frans M.J. Willems!
SUMMARY: Starting from a study of string complexity Ziv and Lempel described
two related universal data compression schemes LZ-77 and LZ-78, see [8] and [9]
respectively. Although closely related these two schemes have different properties,
e.g. while in [9] the authors already proved the convergence of the coderate of the
LZ-78 scheme to the source entropy, there still does not exist a similar proof for
LZ-77. However, in [2] it was shown that the rate of convergence of the coderate
to the entropy was far from optimal and indeed context based algorithms like the
PPMC algorithm, based on the work in [1] and the recent CTW algorithm described
in [3] achieve consistently better compression rates.
Both Lempel-Ziv schemes encode variable length segments of source data by
referring to previous subsequences of the data. In LZ-77 a buffer of some N most
recent past symbols is searched for the longest match of the current data. The
codeword consists of the position and length of the match and the first non-matching
data symbol. In LZ-78 the matches are restricted to those subsequences in the past
that were themselves parsed segments. The codeword consists of a pointer to the
matched previous segment and the first non-matching data symboL
Both versions have undergone many modifications and are used in many practical
compression algorithms. Even though currently the versions achieve about the same
compression rates, the LZ-77 based algorithms attract the most attention due to a
slightly lower storage complexity and a slightly higher coding speed.
The LZ-77 scheme allows more reference points given a certain amount of past
data than the LZ-78 scheme and thus permits longer matches. This compression
advantage is offset by the need to encode the length of the match, which is not
neccesary in the LZ-78 scheme.
Recent theoretical studies, see [4], [5], and [6], indicate that the specification
of the match length can be the main reason for the code inefficiency of the LZ-77
scheme. The inefficiency of the LZ-78 scheme is obviously related to the limited
number of reference points in the past data. In [7] several improvements to the
LZ-78 scheme were proposed that increase the number of reference points.
'Correspondence to Tjalling Tjalkens, email: tjalling@ei.ele.tue.nl.
tBoth authors are with the Eindhoven University of Technology, Dept.
NL-5600 MB Eindhoven, The Netherlands.
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In this paper we shall describe an universa] data compression algorithm in two
ways, namely as a LZ-77 scheme that does not need to specify the match length and
as a LZ-78 scheme that allow all positions in the past data to be reference points, as
in [7]. This scheme thus combines the advantages of both LZ-77 and LZ-78 without
their respective disadvantages.
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A Study of the Context Tree Maximizing Method
Paul A.J. Volf and Frans M.J. Willems
Eindhoven University of Technology
Information

and Communication

Theory Group

Abstract
One can adapt the context tree weighting method in such a way, that it will
find the minimum description length model (MDL-model) that corresponds to
the data. In this paper this new algorithm, the context tree maximizing algorithm, and a few modifications of the algorithm will be studied, in particular,
its performance if we apply it for data compression.

1

Introduction

Until a few years ago, most universal data compression programs used a variation
of the Lempel-Ziv algorithms. These dictionary techniques combined average performance with a very low complexity. With the recent improvements in computer
hardware (speed and memory) a new generation of data compression algorithms can
be used. These algorithms consist of two parts. There is an estimator which estimates the probability distribution of the next symbol. It bases its estimation on the
previous symbols. The probability distribution and the actual symbol will then be
used in an arithmetic encoder to obtain a codeword. Because the arithmetic encoder
performs nearly optimal (even in practice), the performance of the data compressor
depends fully on the estimator.
Here we assume that the data has been generated by a tree source. The last
few symbols of the sequence identify one of the leaves. All the symbols following
this context are assumed to be independent. So one can see the model as a tree
with memoryless sources in its leaves. The estimator works with a context tree.
This is a full tree of depth D, with counts in every node and leaf. The context tree
weighting method as presented in [3] and in [4] (called class IV there) is a one-pass
data compression program which uses such context trees.
For this algorithm it has been proved that the individual redundancy p of a
sequence x[ with respect to a binary source with model S and with parameter
vector es satisfies:
(1)
The first term is due to the model cost. If there are ISI leaves, then there will be
ISI - 1 nodes. Every node and every leaf costs at most 1 bit. The second term is
the parameter redundancy. To estimate the parameter of a memoryless source, we
use the Krichevsky- Trofimov estimator. This estimator will be discussed later. But
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by adding the redundancies of the ISI different estimators, we get the second term.
The last term is the redundancy due to the arithmetic coder.
The context tree weighting algorithm proves to be an excellent data compressor.
As well in theory as in practice. But it uses considerable amounts oftime and memory. In [2] we presented a method (the context tree maximizing method) with which
one could find the model that minimizes the description length. There this method
has been used for classification purposes. But one can also use it as a two-pass data
compression algorithm. During the first pass, the best model will be found, and
during the second pass, this model will be used to encode the source sequence. This
two-pass algorithm has the advantage that the complexity is considerably smaller
than the complexity ofthe context tree weighting method, especially for the decoder.
On the other hand the performance will decrease.

2

The context tree maximizing method

The maximizing algorithm needs two block probabilities in every node of the context
tree. First the probability of encoding all the bits following the context of this node
as a memoryless source.
In order to estimate the block-probability of a memoryless (sub-) sequence, we
use the Krichevsky- Trofimov estimator. For a sequence with a zeros and b ones, this
estimator defines:

.
!.~·
Pe(a,b) =

... ·(a-!)·!·
.. ·(b-!)
(b)
1·2· ... · a+

a-!
a+

b-!
a+

= --b·Pe(a-1,b)

= --b·Pe(a,b-1),

(2)
for as > 0, and b, > o. As one can see, this formula can be computed sequentially,
The redundancy of this estimator can be upperbounded by log T + l. Besides
this probability, the maximizing algorithm defines a second block probability, the
maximized probability, in a node sas:

!

r: _ { Pe(as, bs)
m -

~

max(Pe(as,

bs), P!s p);.S)

if l(8) == D,
if l(s) < D,

with l(8) the length of the context in this node. The algorithm works as follows. In
the first step it counts the symbols in every node and leaf of the context tree. It
then computes the Pe and .Pm in every node and leaf of the tree (with a depth-first
search). Every time the maximized probability in a node is smaller than Ps, the
subtree from this node on can be removed, and this node should be a leaf. It can be
proved that the remaining tree is the MDL-model. The MDL-model is the model
that minimizes the description length. The description length is the number of bits
needed to describe the model plus the number of bits needed to describe the data
with this model.
For this case (binary trees) one can speed up this process by applying the fol-
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lowing condition.
P:;: . P;;,s S { Pe(as, O)Pe(O, bs)
~Pe(as, O)Pe(O, bs)

if les) = D - 1,
if les) < D - 1.

(3)

In a node, this condition will give an upperbound for the product of the maximized
probability of the children. If the estimated probability P; in this node is larger
than this upperbound, then this node will not be a node in the MDL-model.
Instead of comparing P; with the second part of upperbound (3) for les) < D -1,
it is easier to check the following condition:

(as - ~)!(bs - ~)!
(as+bs)'
(as ~ bs)

S 4.

This last condition can be easily checked, if one examines the form of this inequality
in Pascal's triangle.
The decoder now only has to build the tree, and keep the counts of the symbols
in its leaves. So it can be implemented fast and with only little memory usage.
But the memory usage is not bounded. If the source sequence is very large, the
MDL-model can be very large. This could result in a lot of leaves.

3

The yoyo-method

The yoyo-method is a method to constrain the number of leaves (parameters). The
encoder should now find the best model with not more than Cleaves.
In order to find this model, we walk through the tree again in a depth-first search
way, and in every node we maintain a list. This list contains for all C = 1 ... C the
maximized probability achievable in this subtree with not more than C leaves. Of
course if the maximum probability is reached with Cm leaves, then the list does
not have to contain any more entries. In each node this list can be computed by
combining the two lists from its children (which results in the entries C = 2 ... ) and
the P; (entry for C = 1).
For entry Cn, n i= lone has to check all combinations with k nodes from one list
and n - k nodes from the other one, in order to find the highest probability for this
number of leaves. Finally in the root one will find the list with for every number
of leaves up to C the maximized probability. Then one can select the appropriate
number of leaves and one knows which distribution of leaves over the two children of
the root resulted in this probability. In this way the problem is reduced to two trees
of depth D - 1. One now applies the same method to these two subtrees, with the
appropriate number of leaves. Because the algorithm runs through the tree several
times, every time with a smaller depth, we call it the yoyo-algorithm.
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In order to find the best constrained model, we need not more than D + 1 lists
at the same time (even for the non-binary case). The encoder of this algorithm
will be quite time consuming, especially if the maximum number of leaves is large.
It has to maintain long lists in the nodes, and it has to process large parts of the
tree multiple times. A small improvement in speed can be obtained by applying the
maximizing algorithm first.

4

Model description on-the-fly

We could send the entire model description first, followed by the code for the data.
To specify the model we need 21S1 - 1 bit then. But this can be done in a smarter
way. The decoder now starts with an empty model. Every time it needs to know a
new part of the model, the encoder will send the description of this part. In order to
do this, the decoder walks through its current model as far as possible. If it ended
in an endpoint of which it is not yet known whether it is a leaf or not, and the
context differs from the previous contexts that ended in this node, then the decoder
needs more information. The encoder should first transmit the description of this
endpoint (node or leaf), and if necessary of the rest of the path until a leaf occurs
or until the two different contexts diverge. The description of the leaf, or of the
diverging node has to be induded, but not more.
In total, the encoder has to describe all internal nodes (thus nodes with children)
of the found model, plus all leaves (not at the maximum depth) which are followed
by different context sequences.
With this technique we gain compared to the first two-pass algorithm, at the cost
of some extra administration in the decoder (in leaves not at the maximum depth
we have to store the rest of the context). But the model costs in the weighting
algorithm are similar. The maximizing algorithms can be modified such that the
best "on-the-fly models" will be found.
Note that with this technique, one can not use upperbound (3) directly, because
the factor i is no longer guaranteed.

5

Improved model description

In the binary case with "on-the-fly" model description, but especially in the nonbinary case it is not efficient to describe every node and every leaf of the model
with 1 bit. If the tree would be a complete q-ary tree, then the optimal weighting
distribution in a node would be (~,
But with on-the-fly model description not
all children of a node will be present. And there are children, that are present in
the context tree, that do not contribute to the model costs. This makes it hard to
set a specific value for the weighting distribution in a node. That is why we can use
an estimator to describe the model.
Because the description of the model should satisfy certain rules, one could
try to find a specific estimator for encoding the tree structure in a compact way.
But even if one uses the Krichevsky- Trofimov estimator, one could obtain a better

7)'
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performance. With this estimator we will not lose more than
log T + 1 bits, if
the model description is T bit long. Although it is possible to find the best model,
accounting for the "on-the-fly" description of the model, it is a lot harder to optimize
for this improvement too. The actual impact on the cost by changing a node in a
leaf is now very hard to compute, because it depends on the previous parts of the
model, and it influences the number of bits needed to describe the next parts of
the model. With this method one gains extra performance, even compared to the
weighting method.

6

Experiments

For the experiments in this paper we used the text file "Book2" (610856 bytes) of
the well-known Calgary corpus (see [1]). In order to improve the performance we
made some modifications. We used a slightly different estimator, and because it is
an ASCII-file we use a binary decomposition with eight 128-ary trees, in which the
nodes and leaves are generated dynamically.
90000

,------,-------r----,---,----,-------,,-------,---,

80000
70000
60000
50000
40000
30000
20000
10000
3

4

5

6
Depth

7

8

9

10

Figure 1: The number of nodes and leaves as a function of the depth D.
First we will examine the impact of the on-the-fly method on the algorithm. In
order to do this we let the computer compress the file "book2" with various depths.
It then counts the number of leaves at the maximum depth D, the number of leaves
which do cost one bit, and the number of leaves which are for free. The results have
been plotted in figure 1 for depths ranging from 2 to 10.
As one can see the number of leaves at the maximum depth rapidly decreases
from depth 4 on, and the number of free leaves not at this depth decreases from
depth 7 on. The number of leaves which have to be described increases steadily.
Thus by increasing the maximum depth, one forces the algorithm to make a lot of
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Figure 2: The Yoyo-algorithm for depth 4.
.leaves which cost 1 bit. This means that the MDL-model will become smaller at
higher depths (as one can see in figure 1, from the number of nodes), and as we will
see later, this will affect the performance.
For our second experiment (see figure 2) we let the computer determine how long
the compressed file would have been for every possible number of leaves. Since this
work is very computation-intensive we took depth 4.
One can see that the number of bits decreases fast over the first 40000 leaves,
250000 r---~r_-~r--~r_-~---.---.---.--_,
Weighting
Maximizing

-

200000~

---..:::::::_=:::::================~

Siz,e150000
in
bytes
100000
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Depth
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Figure 3: Comparing the maximizing and the weighting algorithm for various depths.
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but then the extra performance gained by increasing the number of leaves is just
marginal.
Finally on this particular file we compared the maximizing algorithm with onthe-fly model description (but not with the improved model desçription) to the
weighting algorithm in a similar "optimal" configuration. As one can see, for depths
up to 5, the maximizing algorithm keeps up with the weighting algorithm, but from
this depth on the weighting algorithm continues to improve significantly, while the
maximizing algorithm improves only slightly or even deteriorates (after depth 6).
This can be explained by the fact that the model cost increase, and the model
shrinks. Even the extra gain from using the improved model description (about 2
kb on depth 10), will not change this situation much.

7

Conclusions

The context tree weighting algorithm gives an excellent performance. But it is rather
complex. It needs to perform a lot of computations per symbol and it needs a lot of
memory to store the context tree. The context maximizing algorithm has a much
lower complexity at the cost of some loss in compression. We have studied various
aspects of this algorithm.
The yoyo-method makes the encoder very computation intensive. But with this
algorithm it is possible to reduce the complexity of the decoder even further, without
a big loss in performance.
For small depths this maximizing method is a good "low-complexity" substitute
for the weighting algorithm. This is partly due to the on-the-fly method which
improves the performance significantly. But for deeper trees the performance of
the maximizing algorithm reaches its maximum much sooner than the weighting
algorithm.
We will therefore concentrate our further research on hybrid algorithms. These
algorithms combine weighting and maximizing, and could give a better performance
than the maximizing algorithm with only a small increase in complexity.
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LOSSLESS COMPRESSION OF HANDWRITTEN

SIGNALS

A.J. Gerrits, R.A. Beuker, G.J. Keesman
PAID (Philips Advanced Interactive Display) is an electronic worksheet consisting of a pen and a display. The worksheet records handwritten signals that are
transmitted over a low rate data-channel, i.e. the rate is 600 bit/sec. Since the
data rate of the source is higher than the channel rate, compression must be
applied. It is required that no visible distortion is introduced by the compression.
This paper will introduce a lossless compression method for handwritten signals.
The compression method comprises two steps: a linear transformation and a
lossless coding step. Two transformation methods, i.e. the polar and differential
transformation, will be considered.
The transformed data is compressed using a lossless method. The following
methods are examined: Huffman, Lempel-Ziv and arithmetic coding. An important topic of the lossless coding is the probability estimation.
It will be shown that an average lossless compression ratio of 8 can be achieved.
INTRODUCTION
PAID is an electronic worksheet consisting of a pen and a display. The
data that has to be transmitted is called PAID data and can divided in two
classes: commands and samples. An example of the first class is the "clear
display" command. The worksheet generates 150 samples per second and
each sample can be represented by a vector v = (x, y, p), where x and y are
the x- and y-coordinates and p is the pressure of the pen on the display. The
display is a 9.5 inch LCD and a pen coordinate corresponds to 1/1000 inch
and therefore the resolution of the display is 6772 by 5079. Consequently, x
and y are 13 bits and the pressure p is 6 bits, resulting in 32 bits samples.
Because the worksheet generates (150 x 32 =) 4800 bit/sec and the
capacity of the distortion-free channel is only 600 bit/ sec, compression with a
factor 8 is required. It is not permitted that visible distortion is introduced by
the compression and that there is a great delay between the production of a
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message at the sending worksheet and at the receiving worksheet.
Experiments with PAID data have shown that the direct application of
lossless compression methods on the samples is not sufficient to achieve a
compression ratio of 8. Therefore, the compression system comprises two
steps: a linear transformation of the samples and a lossless coding step.

TRANSFORMA

nON

METHODS

Let vI' v2, ••• , vj be the vectors generated by the source from time 1to time
j and Vi = (Xi' Yi' pJ for
1 ::; i ::; j. A classification is made between relevant and irrelevant samples.
Irrelevant samples do not have information content and are not transmitted.
A sample Vi is called irrelevant if:
1. Vi = Vi_I' or
2. Pi = O.
Examination of PAID data showed that 30 % to 60 % of all samples are
irrelevant. The used strategy is to discard all irrelevant samples and to apply
the transformation
methods on the relevant samples. Two transformation
methods, that is the differential and polar transformation. will be discussed
below.

/1"

Vi

Let n 2: O. The n-order differential transformation
= (/1" Xi' /1" Yi' pJ, where:

(/1"
(/10

Xi'
Xi'

of

Vi

is denoted by

/1" yJ = (/1"-1Xi' /1"-1Yi)_(/1n-1
Xi-I' /1"-1Yi-I)'
/10yJ = (Xi' yJ

With the n-order
differential transformation.
n samples have to be
encounteded before samples of order n can be calculated. Since orders higher
than two did not yield a better performance, the first-order and second-order
differential transformations are described for PAID.

Xi'

Let n 2: O. The n-order polar transformation
8" Yi' Pi)' where:
(8" Xi' 8" y) = (8"-1 Xi' en-I Yi)_(8"-1
(eo xi' eO yJ = (Xi' Yi)'if i = 0,
(eO Xi' eO Yi) = (1-\, ~Ji if i > 0,

Here <Piand ~i are defined as:
<Pi= arctan(/1Yi / !1xJ,
~i = -/(!1x/
+ /1y/).
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Xi_V

of Viis denoted by en Vi=

en-I Yi-I)'

(e"

Since I'lYi and Llxi are limited by the size of the display, the precision of the
quantized epi and Si has to be 4 and 1 decimal decimals. Examination of PAID
data, however, showed that epi and Si can be rounded to 2 and 1 decimal
decimals, respectively, without visible distortion.
. Below bounds on the values of the transformed samples will be given for
the transformation methods in case a line and a circle is produced with PAID.
If a straight line is drawn at a constant speed, then (I'lnxi, I'l~) and (8nxu ~J
are constant for all n. If a circle with radius r and anglular speed y is drawn,
then:

Il'llXi 1 ::; 1 2r sin(¥zy) 1 r
11'l2xil ::; 1 2r (cos(y) - 1) I·
The same bounds
following holds:

hold for I'lIYi and l'l2yi' For the polar transformation

the

(81xU 81yJ = (Ihn - ((1-2i)j2) y, -V(4r (1-cos2(Ihy))))
(82xU 82yJ = (y, 0).
Since all transformed coordinates are constant, the second-order polar
transformation has the best performance if a line or circle at constant speed is
drawn.
It is unlikely that only lines or circles will be drawn at constant speed and
therefore the transformation methods are applied on characteristic PAID data
of a writing and a drawing. Table 1 shows the first-order entropy of the
transformed samples.
Table 1: Overview of the first-order entropy
drawing
transformation

writing

x

y

x

y

first-order differential

5.4

4.2

3.7

5.0

second-order differential

3.6

2.3

2.9

3.2

first-order polar

6.5

6.6

6.6

5.8

second-order polar

5.9

5.7

5.8

5.0
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The performance of the second-order polar transformation on real data is
not better than that of the differential methods due to the combination of
circles and lines at several drawing speeds. The second-order differential
transformation will be used at the first step in the coding process.
LOSSLESS CODING
The second step is the lossless coding of the transformed samples.
Compression and probability estimation are two important aspects of the
system. A backward probability estimator uses the samples that are already
encountered. In PAID, a backward probability estimation method is used
with an infinite window on which weighting is applied, so the estimator is
able to cope with changing probabilities. The probabilities of the x- and ycoordinate are seperately estimated at times i with P;[x] = occsi(x)/i
and P;[y]
= occsi(y)/i,
where:
occs'(x)
occsi+\x)
occsi+\x)

=
=
=

Px'
Cl.
Cl.

occs'(x), if X is not current coord,
occs'(x) + I, if X is current coord.

The value of the weighting factor Cl. has to be close to one (e.g. 0.999). The
value of p, depends on the initial distribution, which can be a peaked
distribition such as the Cauchy distribution.
The observation that the transformed samples are not independent leads
to the idea of taking the preceding samples into account by the determination
of the probability of the samples. Therefore, the context in which a sample
occurs is used. Let Vi = (Xi' Yi' pJ be the current sample. If the o-order contexts
of the x- and y-coordinates are taken into account, the conditional
probabilities P;[xi I Xi_IXi_2... Xi-O] and
P;[Yi I Yi-!Yi-2···Yi-O] are used instead of P;[xi] and P;[yJ, respectively. Here, Xi_lXi_
2···Xi-o is the context is which Xi occurs and Yi-!Yi-2 ... Yi-o is the context in which Yi
occurs.
The goal of the compressor is to compress the transformed samples
losslessly using the estimated probabilities. Table 2 lists the compression
ratios of the most common compression methods applied on some
characteristic PAID data. The first-order entropy of the writing and the
drawing is 10.6 and 12.8 bits/sample, respectively. The arithmetic coder,
which is proposed in [3], uses the probability estimation method that is
described above. The use of a context with an order higher than 4 does not
improve the compression ratio.
Since the highest compression ratios are achieved by the arithmetic coder,
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it is used in the PAID system.
Table 2: Overview of compression ratio (c.r.)
drawing

writing

c.r.

c.r.

Huffman

2.8

2.4

L278

3.2

3.0

L277

3.4

2.8

lossless compressor

Arithmetic

(order 1)

3.0

2.5

Arithmetic

(order 2)

3.8

3.4

Arithmetic

(order 3)

4.8

4.2

Arithmetic

(order 4)

5.0

4.4

Experiments show that the compression ratio of this coder is between 4 and
5. Since 30 % to 60 % of all samples are irrelevant, an overall average
compression ratio of 8 can be achieved.
BUFFER
Since occasionally the compression ratio can be lower than 8, it is possible
that the output bit-rate of the encoder is greater than 600 bits per second.
Therefore, the output bit-stream must be stored in a buffer. Storage of the
output bit-stream causes a delay, which is not desirable in an interactive
transmission system. The size of the buffer is bounded to size Si at time i and
the delay at time i, di' can be calculated from:
di = (c.r. / 4800) s..
Other problems with the finite buffer can be buffer overflow and
underflow. In a buffer overflow situation, errors must be introduced,
resulting in a lossy compression method as is proposed in [1]. In a buffer
underflow situation, stuff bits have to be send.
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CONCLUSION
On average, lossless compression can achieve a compression ratio of 8,
which is sufficient for PAID. There are cases where lossless compression
alone is, however, not enough and therefore lossy compression is still needed.
The methods and the threshold used for switching between lossy and lossless
methods can be a topic of further research. Also other probability estimation
methods can be considered. A real-time software implementation is made of
the system described in this paper. An alternative compression method is
given in [2].
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Access Control and Copyright Proteetion for
Images
J.-M. Boucqueau, O. Bruyndonckx, S. Lacroix, J.-Y. Mertès,
B. Macq* and J.-J. Quisquater!

Abstract
Image comrnunication needs new cryptological tools for conditional access,
copyright proteetion and image authentication.
The aim of this paper is to
overview the corresponding systems' features. It is shown that equitable systems need the use of a Trusted Third Party. The design of efficient copyright
proteetion by watermarking images and image authentication by signatures
are also briefly discussed.
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equivocation of the key as the conditional entropy of the key J{ given the ciphertext
C, i.e. H(I<IC). Then, the unicity distance is defined as the smallest amount of
ciphertext, U, such that the key equivocation H(I<IC) is close tozero. U can be
seen as the amount of ciphertext needed to uniquely determine the key. An ideal
cryptosystem has a key equivocation that does not approach zero.
Shannon [9]and Hellman [3] showed how to approximate the unicity distance in
the case of redundant messages. Assuming that the plaintext words M belong to a
finite set of L symbols, the redundancy D is defined by the expression

D

= H(M)/N

-log2(L)

(1)

where H(.) is the entropy (i.e. the amount of information measured in bits), and
N is the length of the plaintext words. It can be shown that for most symmetric
cryptosystems (the keys are such that ](1 = ](2), the unicity distance is given by

u=

H(I<)
D

(2)

which shows that if the entropy of the key H(I<) is much larger than D, difficulties
will arise for correlation attacks. In the case of independent data (D = 0) such
attacks are impossible, showing the interest for data compression prior to encryption.
Applying a classical encryption method after a compression coding of the image
seems attractive since the output of the coding is more or less random and already
encoded at the required bit rate. This method is however not satisfactory for at
least two reasons:
• A user could intend to protect his images independently from the nature of
the transmission channel, i.e. independently from the compression algorithm
in use in this channel. More precisely, if a scrambled MPEG-2 multiplex
has to be transcoded (e.g. satellite contribution to the head-end of a CATV
network at 10 Mbit/s and then, transcoding to 3 Mbitj's for distribution}, the
knowledge of the scrambling key has to be given at the transcoding points in
order to decrypt, decompress, and re-compress at lower bit rate and re-encrypt.
The classical approach is, therefore, not very secure for transcodability (the
transcoder must be able to decrypt) .
• In many applications, the encryption has to be somewhat transparent (we will
call transparency the property, such that EK(1) "looks like" 1):
A broadcaster of pay-TV does not always intend to prevent unauthorized
receivers from receiving his program, but rather intends to promote a
contract with nonpaying watchers.
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The access to the icons of a secret image bank could also remain unprotected.
Classical encryption of MPEG-2 bit streams gives no transparency.
Two direct approaches may solve these problems (and also the possible attacks
through synchronized and end-of-block words). The first approach is to envisage
multiresolution encryption before compression. The aim is to produce an encrypted
image which is still compressible (the scrambling produces a ciphered correlated
image). In [5J,it was proposed to do this by using a lossless multiresolution transform
and by permuting details of multiresolution transform coefficients. However, such
permutations should be performed in order to obtain a cipher-image resistant enough
against correlation attacks.
A second way of encryption could be obtained by permutations of Huffman
words, letting low-frequency coefficients be unchanged for transparency. In this
case, Huffman decoding and changing in the quantification steps for transcoding
is possible. This approach is straightforward and the more or less decorrelative
properties of the DCT make a correlation attack not very easy.
These remarks show the interest in developing new approaches, lil which the
source coding is developed in combination not only with channel coding but also with
cryptographic coding. Combined source-cryptographic coding, including features as
transcodability and transparency which are efficient and resistant against attacks,
remains an open issue.
In any case, the problem of transcodability exists in any real-life network. A
solution is to use secure smart cards (see [2J for a complete description of smart
cards. This paper also gives interesting technical information about the use of smart
cards for analog access control systems for pay-TV) to store and use the secret keys
at the transcoding nodes together with a unique IC (or a secure box) to perform the
transcoding.

11

Conditional access for pay-TV

The solutions proposed to date as the basis for the design of pay-TV systems by
standardization organizations and by all proprietary schemes (although the terrninology differs sometimes) consider this problem an access control problem. Let us
briefly recall here that, in its generalor abstract form, the access control problem
implies the presence of:
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• service providers: this concept has quite a general meaning and can refer both
to the proprietor of a theater or to the person in charge of the protected area
in a nuclear plant;
• users: people wishing, at a given time, to be granted access to some protected
place, goods or service.
In the pay-TV systems discussed here, one usually observes the presence of a third
type of actor. In addition to service providers (called in this context operators or
program providers (PP)) and to the users, the system also comprises an issuer (I).
The issuer is seen as the generalorganizer of the services. An essential part of his
role will be to introduce new operators ornew services to the system and to establish
the initial links between operators and users. We shall discuss later the role of the
issuer in the system security. Basically, the role of the issuer should be limited to a
bare minimum and, in the philosophy of the system designers, most of the operations
will directly take place between operator and user". The introduetion of an issuer,
i.e. of a supreme system authority, is certainly a fundamental option having specific
consequences both for the security and for the cost of the system.
The usual solution that appears in access control problems is to interpose, between the user and its target, an entitlement, also called access title, that is nothing
other than a customized authorization, as for example, the ticket giving access to
some numbered seat in a concert hall. This manner of proceeding, furthermore,
offers the service provider additional freedom of time and space. The entitlement
clearly implements a link between the operator and the user and a basic aspect of
the system security will consist in checking this two sided link: "the entitlement
indeed originates from the operator" and "the user fulfills the required conditions".
At this preliminary stage of our discussion we can already make a second important observation about entitlements: the validity of an entitlement should always
be limited in time. In this case, if the user stops fulfilling the access conditions, he
simply will not receive his new entitlement. This absence of action is clearly more
robust, from the security point of view, than the active attitude that consists in
invalidating the entitlement. Such an action can indeed always be "intercepted" or
"filtered out".
A third characteristic of the entitlement is specific to the pay-TV environment.
The simplicity of the system management implies the possibility of granting, renewing or modifying the entitlements of each specific user by directly addressing over
the transmission channel itself (over the air addressing).
"The issuer role could, for example,
channel (cable, satellite channel, ... ).

be played by the proprietor

20

of the signal transmission

A system offering all the above characteristics would be called conditionel access
system or access control system (ACS).
A definition of the conditional access system generally contains no assumption of
its implementation. It is easy, however, to perceive that the system designers were
quite aware of the available technologies and, more precisely, that they had in mind
the implementation of the security processor by a smart card.
As a matter of fact, the discussion of ACS has led us to consider the use of a
"plug-in" security processor! delivered to the users. Besides the arguments already
mentioned to support this design choice, let us also mention the multifaceted nature
of the application:
• many competing system managers may issue security processors of the same
type;
• distinct, competing service providers can use the same security processors.
Due to the requirement of a multiservice Access Control Unit (ACU), the
ACVs that the service providers have to use are not necessarily chosen by themselves.
Because they need to be sure about the validity of the ACV they are going to
use, they need a trusted authority that certifies new ACVs. We call it a Trusted
Certifying Authority (TCA). At this stage, all the certified ACUs are identical.
Nothing is put inside them in order to uniquely identify them. They are simply
marked by a seal of certification. As the validity of an ACV can change along time
(obsolescence, piracy), it is important that each ACV be uniquely identified before
being used. This task is devoted to what we call a Card' Manager (CMa). As
the various service providers will have to check along time the validity of the ACU's
they are using, they need a trusted authority to update a list with the certified and
valid ACVs. When a service provider needs to be sure about a given ACV, he can
check that list before sending his sensitive information to that ACV. This authority
is the bridge between the user (the ACV) and the service provider. For this reason,
we call it the Trusted Third Party (TTP).

III

Copyright protection
rng

.

by digital image stamp-

The issue of copyright proteetion of digital broadcasted sources is being studied
more and more. As an example, the European project CITED of the CEC ESPRIT

to-, more generally, of a removable unit including the security processor.
tthe word card is used by analogy with the current implementations that use smart cards.
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project line has developed a complete model for the management of the userights
for interactive multimedia programs, where software programs are checking and
marking the users actions. Here we will restrict ourselves to the problem of marking
a digital image with the copyrights. The goal is to give the author (or the owner) of
a digital image the possibility to technically attest to the origin of the image, i.e. to
attest that he is the owner of the image or that some copied image is a fake. Such
a similar approach, injecting radioactive particles into the canvas, is said to be used
to protect great painters' works. The canvas is then still accessible but permanently
stamped.
It is clear that an electronic stamp must be holographically
picture, being

inlaid over all the

• undeletable by a hacker,
• perceptually invisible, i.e. it is a watermark,
• statistically invisible, i.e., it cannot be deleted by statistical analysis (like
Kalman filtering) and the stamped picture is similarly compressible as the
original one,
• fully resistant to any additional noise (compression, transmission, etc.).
This problem is studied in Japan (e.g. see [6J and [4]) where some preliminary
solutions are proposed.
This topic is also dealt with by the authors.
One of our approaches to the stamping issue may be formulated as the following
description:
Let J be the original image and e be the stamp. We define the stamp procedure
as S, such that
1. Q is a procedure which extracts essential characteristics of J.

2. S (Q(1))

>-+ t.

3. J EEl
t is the stamped image.
4. Cs (Q(1 EBt))

>-+

stamped by S = "YES".

The S procedure is secret and only known by the owner of the image. The
property number 4. allows an owner to prove that he is the image owner. The two
further properties are
• J EBt is perceptually identical to J.
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• For small enough

T),

(typically, compression distortions),

Cs(Q(Iffit+T)))'_'
stampedbyS
resistant to attacks or to noise.

= "YES". In this case, the stamp

IS

The Q procedure has been derived from psychophysics. It is known that slight
variations of the pixels around contours are not noticeable and this effect is denoted
in the literature as masking [8]. The LSBs of the pixels around a contour can
therefore be considered as a data transmission channel available for the transmission
of a stamp. Q is therefore a contour detector. Taking into account the fact that the
picture will be compressed and decompressed perhaps many times, this associated
channel is very noisy and has to be strongly protected against transmission errors.
Furthermore t must be hidden. This has led us to the use of a pseudorandom
generator for the S procedure. Procedure Cs is simply a correlation procedure,
verifying whether the image has been stamped with the pseudorandom sequence
generated by S and hidden around contours detected by Q.

IV

Authentication of pictures

As mentioned in the introduction, digitization of images makes a lot of postprocessing possible [7]. Image manipulations can be used for many illegal purposes. This
has led Friedman [1] to propose a scheme for image authentication by a certified
signature.
A stamp is not a signature since its rules are totally different. The stamp aims
to protect the author while the signature aims to protect the receiver. For example,
a receiver would not have any advantage in deleting the signature. Actually, the
properties of a stamp and a signature are exactly symmetrical. The signature is the
header, function of the image, that cannot be produced by anyone other than the
sender. At the opposite end, the stamp is the inlaid information that cannot be
deleted by anyone else. Of course, a cryptographic system can use both by inlaying
the signature, for example.
As opposed to a handwritten signature, the form of a digital signature must
depend upon the data to be signed and the signer.
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ON THE FISHER INFORMATION OF THE SUM OF TWO
INDEPENDENT
RANDOM VARIABLES ONE OF WHICH IS
SMALL, AND AN ASYMPTOTIC GENERALIZATION OF
DE BRUIJN'S IDENTITY
V.V. Prelov* and E.C. van der Meulen**
An asymptotic expression as E -7 0 is derived for the Fisher information
of the sum Y of two independent random variables X and Z. when Z. is
small. This asymptotic expression is valid under some regularity conditions
on the probability density function of X and conditions on the moments of
Ze. The first term of the expansion is the Fisher information of X. Higherorder terms of the expansion are calculated as well. A statistical example
is given concerning the asymptotic efficiency of an unbiased estimator in
a certain parametric model. Finally, using the main result of this paper
an asymptotic generalization of De Bruijn 's identity is obtained, which
provides a relationship between differential entropy and Fisher information.
I. INTRODUCTION
For a random variable Y with absolutely
Fisher information is defined by the quantity

J(Y)

=

continuous

density

fy(y),

I: [~t~~~r

the

(1)

jy(y)dy.

The Fisher information plays an important role in statistles and information
theory. For example, it appears in the famous Cramér-Rao inequality [1,2]. It is
less known that, under certain regularity assumptions, the Fisher information of
an additive noise random variable characterizes the main term in the asymptotic
expansion of the Shannon mutual information between the input and output
signals of an additive noise channel when the input signal is weak [3,6,8,10].
For a Gaussian random variable Y with parameters (a, (T~ ) the Fisher information is equal to 1/ (T~. For non-Gaussian random variables an explicit calculation of the integral (1) can be obtained only for a number of special densities
(see, for example, [5]).
If Y = X
Z, where X and Z are independent random variables, an explicit
calculation of the integral (1) is impossible in general. Therefore, it is interesting
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to investigate the asymptotic behavior of J(Y), when the perturbation Z of the
random variable X is weak, such that Z = Z; and E(Z;) = E2 ~ O.
In this paper we derive such an asymptotic expansion for the Fisher information J(X + Zf) in terms of the probability density function of X and higher
moments of Zf' The similar problem of deriving an asymptotic expansion for the
differential entropy heX + Zf) was investigated in [7]. By comparing both expansions for Zf = EZ, a certain asymptotic generalization of De Bruijn's identity
to the case of non-Gaussian Z is obtained.
11. THE MAIN RESULT
We assume that the random variable X and the family of random variables Zf, which depend on a small parameter E, satisfy the following conditions,
whereby we assume without loss of generality that E(X) = E(Zf) = O.
Conditions

:

(A) E(Z;)

=

2
E ,

In+,

and El ~

S; c

<

for some integer n ::::2 and

00

O<,:::::l.
(B) X has a probability density function fx(x)
= f(x),
which is bounded
on IR and has bounded continuous derivatives f(k) (x) for k = 1, ... , n + 2.
(C) If

and IR \ Gó denotes the complement of Gó, then there exist real numbers
0, M > 0 and 80 > 0 such that for all 8 ::::80 the following inequalities hold:
(i)

IfCk)(x)1

S; 8M f(x)

for x

E

G6

and

k

= I, ...,n

À

>

+ 1;

(ii)

,

in

IR\G.

I fCk)(x)

l'f(X)dX

f (x )

<- ()
,Me-AÓ"

and
where
m

=

fÀ(nÀ+1+ Q)l-

=

for k

1

'

ê

I, ..., m

= I, ..., Lm/2J + 2,

Q = -'-1+,'

and
(iii)

sup
y:lyl:SB

for all (3

r
JIR\G.

[rex
f(x

- y)]
- y)

2

f(x _ y)dx

S;

8M

e-A(1-{3)62

> 0 sufficiently small and some e = e((3) > o.
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+1

(2)

r1

Here x denotes the least integer greater than or equal to x, and
largest integer smaller than or equal to x.

l=J

is the

Remark:
Condition (C) is satisfied for a wide class of smooth densities, in
particular for densities decreasing as a power or as an exponent or even as a
double exponent in x, as lxi -t 00.
Before proceeding, we mention that all asymptotic expressions in this paper
are considered as E -t O. We now state our main result.

Theorem 1 : If the random variables X and Z. are mutually independent and
conditions (A), (B), and (C) are satisfied, then the following asymptotic expansion holds for the Fisher information J(X + Z.) :
(3)
where

Am(X,

=

{E(Z;)})

1:

2f'(x)u',.,,(x,;~x~

+1-00
00

(f'(x)

with

Um(X, E)

=

(u',.,,(x, E))2 dx

+

u',."(x, E))2
f(x)

f

LI:

J

k=l

(_l)k[Um(X,E)]kdx
f(x)

(4)

(-k~)k f(k)(x)E(Z;)

k=2

and

where m is defined in (2).
Proof:

For the proof we refer to [9].

Corollary:
If the conditions of Theorem 1 are satisfied for m 2: 4, one can, using
the asymptotic formula (3), write out the first few terms of that expression as
follows:

J(X + Z.) = J(X)
where

+ L(X)E2 + Q(X)E(Z;)

-100

[f'(x)f"'(x)
f(x)

_ (f'(X))2f"(x)]
2j2(x)

L(X)

-

Q(X)

-100
-

-00

[(f/(X))2 f"'(x)
6j2(x)

-

-00

[f'(x)f(5)(x)
12f(x)

R(X)

-00

-100

+ R(X)E(Z;)

_ f'(X)f(4)(x)]
3f(x)
_ (f'(x))2 f(4)(x)]
24j2(x)
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+ T(X)é

dx
dx
dx

+ o(é),

and

T(X)

-100
-

-00

[(J'I/(X))2
4J(x)

+

(J'(x)f"(x))2
4J3(x)

_ !'(x)f"(x)f"'(x)]
2f2(x)

dx.

Examples.
For several well-known probability density functions we can give
explicit expressions for J(X) and L(X), which are arrived at after a sometimes
tedious calculation.
1) Normal distribution:
_

1

(
) _
1
()
_
1
, J X - 2,L X - -4"'
(J"
(J"

_x2/2,,2

J ( x ) - (J"y27r
r.ce
2) Cauchy distribution:

J(x)

=

1

(7r(J")(1

+ (x/(J")2),J(X)

1

7

= 2(J"2,L(X) = -8(J"4'

3) Logistic distribution:

Ill. A STATISTICAL APPLICATION
Whereas the integral (1) denotes the Fisher information of a density [v ,
in statistics Fisher information is generally related to a parametrie family of
densities J(x; e), where e varies in an appropriate parameter space. Putting

J~(x; e)

=

!J(x;

the Fisher information about the parameter

I(e)

1

[f'(x;e)]2
j(x; e)

00

=

-00

e),

e

contained in J(x;

J(x; e)dx.

e)

is defined by
(5)

It is well-known that, in the case of a location family with density J(x; e) =
defined in (1).
Consider now the model Y = e + X + Z" where X and Z, are independent,
and consider the problem of estimating the unknown parameter e from a set

Jy(x - e), I(e) coincides with J(Y)
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of N independent observations Yi, Yi = e + X; + Zti, i = 1, ..., N, where the
random variables X; and ZEi are independent for any i and E, and, moreover,
the ZEi are independent, identically distributed random variables which satisfy
condition (A) for any fixed E. Furthermore, assume the X, have a common
density fx(x) = f(x). It is well-known (see, for example [4]) that, under certain
regularity conditions on the marginal distributions of X and Z" the maximumlikelihood estimate of the parameter (J is an asymptotically efficient estimate for
any fixed E. In this case, the asymptotic variance of the estimate is given by
1

NJ(X+ZE)·
However, for the construction of such an estimate it is necessary to know the
distributions of the random variables X and ZE.
In view of the asymptotic expansion (3) of J(X + ZE), it is natural to
raise the following question : is it possible to construct an unbiased estimate
ê N = N (Y1, ... , YN) of e which is asymptotically efficient up to terms of order
O(Em), i.e., such that
ê

where Am(X, {E(Zn})
is defined in (4), if we know the distribution of X and,
as far as the distribution of ZE is concerned, only the moments of ZE up to order
m ? The answer to this question is open in general, but for the special case when
X has a Gaussian distribution with parameters (0,0-2), and ZE satisfies condition
(A), the estimate

is unbiased and asymptotically efficient up to terms of order 0(.2). This is easy
to see, because in this case we have

and

We made hereby use of the fact that the Gaussian density satisfies conditions
(B) and (C) of Theorem 1, and of the explicit expression for L(X) in the case of
the normal distribution given above.
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IV. AN ASYMPTOTIC
IDENTITY

GENERALIZATION

OF DE BRUIJN'S

Let h(X) denote the differential entropy of a random variable X, i.e.,
heX)

= - ;_:

f(x)

(6)

logf(x)dx.

It is well-known [1,2] that, when Z has a Gaussian distribution with unit
variance, X has a probability density with finite variance, and X and Z are
independent, then the following identity due to De Bruijn holds:
dh(X + EZ)
d(E2)

= ~l(X
2

+E

Z)

where l(X + EZ) is the Fisher information of the random variable X
integral form this identity can be written as
heX

r
2 Jo

+ EZ) - heX) = ~

(7)

,

+ EZ.

In

,2

l(X

+ 17Z)d(r?).

(8)

Prelov [7]derived an asymptotic expansion for the differential entropy heX +Z,)
of the sum of two independent random variables X and Z" when Z, is small, in
terms of the probability density function of X and higher moments of Z" under
conditions similar to those in Theorem I.
For the special case Z, = EZ the asymptotic expansion (3) can be rewritten as
an expansion by powers of E, i.e.

(9)
where the exact expression for Bm is given in [9].
Thus, for Gaussian Z, by using the expansion (9) for l(X +EZ), and substituting it in the integral version (8) of De Bruijn's identity, we obtain an asyrnptotic expansion for heX + EZ). This expansion coincides with the expansion
for hi X + EZ) obtained in [7], as it should. Moreover, by comparing both the
asymptotic expansion for heX + EZ) and the one for l(X + EZ) for non-Gaussian
Z, we conclude that the following identity holds:

(10)
if all moments of Z of order up to and including m coincide with the corresponding moments of a Gaussian distribution (and if, of course, the conditions
of Theorem 1 of [7] and of Theorem 1 of this paper are fulfilled). Therefore, the
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asymptotic identity (10) can be considered as an asymptotic generalization of
De Bruijn's identity (8) to the non-Gaussian case.
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Two- Way Channels with Delay
J. Pieter M. Schalkwijk, Hendrik B. Meeuwissen,
and Patriek J. E. Diederiks *

Abstract
In real world two-way channels one encounters propagation delay. Coding
strategies for one-way communication with feedback can cope with delay by
interleaving. There is no such simple solution to eliminate the effects of delay
in two-way communication strategies. Nevertheless, we expect that even in
the presence of delay it is possible to achieve rate pairs outside of Shannon's
inner bound region.

1

Definitions

The discrete two-way communication channel with memory is introduced in
1961 by Shannon [8J. The general two-way channel K is depicted in Fig. 1.
The inputs and outputs of K are taken from finite alphabets. The output
pair (YI,i, Y2,i) of K at time i, i = 1,2, ... , n, depends not only on the input
pair (XI,i, X2,i) at that time, but, for i 2: 2, also on all the previous input pairs
(Xl-I, x~-l) and output pairs (yt1, y~-l). In other words, the probabilities of
an output pair of K at time i are given by the transition probabilities
(1)
In this paper, we consider pairs of block codes of length n for K such that
each of the code words at terminal t, t = 1,2, corresponds to a message that
is drawn i.i.d. from a message set that consists of a finite number of, say, M,
messages. In short, every message et at terminal t is encoded into a block of
length n by a number of n encoding functions

Note that the input Xt,i, i 2: 2, of K at terminal t at time i is allowed to
depend on the previous outputs y;-l, which reflects the fact that two distant
terminals communicate through K and that each terminal is allowed to use
all the local information that is available. Thus, the individual code words
'The authors are with Eindhoven University of Technology,Group on Information and Cornmunication Theory, Dept. of Electrical Engineering, P.O.Box 513, 5600 MB Eindhoven, The
Netherlands.
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yz
terminall

J{

terminal 2

Figure 1: The general discrete two-way channel with memory.
are formed by a coding strategy. In addition, every block of length n that
is received at terminal t is decoded into an estimate of the other terminal's
message by a decoding function
(3)
As pointed out by Shannon, the above definition of K is unrealistic and
not useful for actual applications, since the transition probabilities of K, as
given in (1), are allowed to change in arbitrary manner as the value of i
increases. Therefore, some stability in behavior of J{ is assumed in terms
of the recoverable state property. The recoverable state property says that
K can always be returned to an initial state in a bounded number of steps.
Specifically, quoting Shannon, there exists an integer d such that for any input
and output sequences of length n, xr, x~, Yr, y!J:,there exist two functions
h(xr,yï)
and h(x~,y~) whose values are sequences of input letters of the
same length less than d such that if these sequences !l and h are sent over
the channel the channel it is returned to its original state. This definition of
K applies to many real world two-way communication systems.
The problem, as stated originally by Shannon, is to communicate through
K as effectively as possible. In other words, the problem is to find the capacity region or the optimum region 8 of achievable rate pairs (RI, R2) for K.
Now consider communication through K by a pair of block codes that satisfy
(2). The recoverable state property guarantees that K can be returned to its
original state in a bounded number of steps each time after sending a code
word of length n. Thus, when the length n of the block code tends to infinity,
it is sufficient to leave the transmissions that initialize K out of consideration,
In general, the rate pair (RI, R2) of the length n block code equals
(4)
Furthermore, Shannon defined the derived channel Kn as the two-way
channel that corresponds to sending blocks of length n over K, and, in addition, (1/n)8n as its capacity region. As a result, the capacity region 8 of K
satisfies
VnEN

1n
[-8
n

.
1 n.
C 8] ,8 = IImsup-B
n-e-cc
n
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(5)

Thus, the region B is given by a limiting expression, where the limit supremum is equal to the limit if the limit exists. The remainder of this paper is
devoted to the actual computation of B for two special cases of K.

2

The Memoryless Two-Way Channel

In this section it is assumed that K has no memory. The greater part of
Shannon's paper is devoted to this special case. If Kis memoryless, then the
transition probabilities of (1) reduce to
(6)

Pr(Yl,i, YZ,i IXl,i, XZ,i).

As a consequence, the conditional probability of a pair of output sequences
of length n after sending an arbitrary code word of a length n block code
satisfies
n

Pr(y!, YzlxJ, xz)

=

IT Pr(Yl,i,

YZ,ilxl,i, XZ,i)

(7)

i=l

The capacity region B of a memoryless K is bounded from below by Shannon's single letter inner bound region 9i, and from above by Shannon single
letter outer bound region 90,

90

= {(Rl,R2):

D:::;

Rl < I(Xl;Y2Ix2),D:::;

Rz:::; I(XZ;Yllxl),

Pr(Yh Y2, Xl, X2) = Pr(Xl, X2) Prey!' Y2lxl, X2)}.

(9)

As a result, the capacity region of K satisfies 9i ç B ç 90' Thus, if 9i =
= 9i, and the problem to communicate through K as effectively
as possible is solved. However, the capacity region of all 9i i= 90 two-way
channels is given by the limiting expression in (5) only.
The binary multiplying channel, defined by Yl = Y2 = Y = XlX2, where
y, Xl, Xz E {D,I}, is the simplest example of a 9i i= 90 two-way channel. For
this particular two-way channel, the rate pair (Rl,Rz)
that satisfies RI =
Rz = 0.61695 lies on 9i, and the rate pair (Rh Rz) that satisfies RI = Rz =
0.69424 lies on 90, The binary multiplying channel is investigated extensively,
since it seems likely that the simplest two-way channel should be understood
completely, before other two-way channels can be solved.
In 1982 Schalkwijk [5] has proposed a variable length coding strategy for
the binary multiplying channel that achieves RI = R2 = 0.61914 bit per
transmission.
Note that this coding strategy operates in excess of 9i. In
addition, we mention that it is described by means of a subdivision of the
unit square.

90, then B
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In 1983 Schalkwijk, et.al. [6J have translated Shannon's block codes of
length n that are described in (2) into an optimization problem on the unit
square. The optimal subdivision for K3, of which the subdivision of Schalkwijk's 1982 strategy is a special case, is depicted in Fig. 2. The numerical
values that have been computed for (l/n)Bn, n = 1,2, ... , 7, see [3J, are listed
in Table 1. The entries in this table for n = 4,5,6, and 7 are probably not
optimal, since they correspond to subdivisions of the unit square that are not
symmetric. According to [3J, both the number of parameters that is needed
to describe the subdivision of the unit square and the number of local maxima
in the rate function grow exponentionally as the value of n increases.

o

1
1

o
Figure 2: The optimal subdivision for K3'

Table 1: Results for the memoryless binary multiplying channel.

n

(l/n)Bn

1
2
3
4
5
6
7

0.61695
0.61695
0.61964
0.62138
0.62333
0.62405
0.62496
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At the present time, it is known that the equal rate capacity B of the binary
multiplying channel satisfies 0.63072 [2] ::; B ::; 0.64628 [1]. As remarked
in [7], a deeper understanding of Shannon's block codes should improve the
numerical values of Table 1. Thus, the capacity region of the memoryless
binary multiplying channel is still unsolved and given by a limiting expression
only. Nevertheless, many efficient variable length coding strategies that can
be used in practice are known for this memoryless two-way channel. The next
section is devoted to the practical situation in which the propagation delay
between the two terminals that is no longer negligible.

3

The Two-Way Channel with Delay

In this section it is assumed that K is subject to propagation delay. This
case is of interest either when the distance between two terminals is large or
when the time between two successive input letters is small. Note that the
transition probabilities of (1) reduce to
(10)
The infiuence of propagation delay is, after the example of the memoryless
case, investigated by considering the binary multiplying channel. The channel
output pair ofthe binary multiplying channel with finite delay 8,8 = 0,1,2, ... ,
at time i is defined by
Yl,i =Xl,iX2,i-6
Y2,i =X2,iXl,i-6·

(ll)

The binary multiplying channel with delay 8 and its two terminals is shown
in Fig. 3. Note that the results of the previous section apply to the case 8 = o.
However, if 8 2: 1, the situation is different. In general, the channel outputs
are not the same, and, moreover, the channel is infiuenced by its history.
Nevertheless, at any time i, j = 2,3, ..., it is possible to return the channel to
its initial state in at most 8 steps by sending a sequence of input pairs that
consists of pairs of ones. Therefore, the binary multiplying channel with delay
satisfies the recoverable state property, and, as a consequence, has a capacity
region that satisfies the limiting expression of (5).

Figure 3: The binary multiplying channel with delay.

37

4

Inter leaving

Now an interesting open problem is whether the capacity region of the binary
multiplying channel for the case ó 2: 1 coincides with the capacity region for
the case Ó = O. Note that for one-way communication with feedback [4] the
occurrence of delay can be confronted by using multiple coding strategies in
time sharing. In short, each channel input Xi, i 2: 2, at time i of a one-way
coding strategy depends on the previous channel outputs yi-l. If, however,
the feedback information is received with a delay of Ó, ó = 0,1,2, ..., time
units, then the encoder employs a number of Ó + 1 coding strategies in time
sharing. Thus, for one-way communication with feedback, the effects of delay
can be eliminated completely by interleaving Ó + 1 different coding strategies.
However, the effects of delay that occur in the binary multiplying channel
can not be disposed of completely by means of interleaving. As a result, it is
not possible to simply apply coding strategies for delayless communication to
communication with delay. Nevertheless, interleaving can be used to reduce
any ó 2: 2 case to the ó = 1 case. In other words, if a delay of Ó time units
occurs, then it is possible to employ ó coding strategies in time sharing, such
that each of these strategies corresponds to the Ó = 1 case. In contrast, any
Ó 2: 1 case in one-way communication can in this manner be reduced to the
ó = 0 case. Obviously, the remainder of this manuscript is concerned with
block codes of length n for the binary multiplying channel with a delay of one
time unit. This situation is shown schematically in Fig. 4.

Figure 4: The two-way channel with a delay of one time unit.

5

Block Codes

The Shannon inner bound of RI = R2 = 0.61695 bit per transmission holds for
the binary multiplying channel with or without delay. Therefore, the question
is whether, for the Ó = 1 case, a rate pair in excess of the inner bound can
be achieved by making use of the feedback links in Fig. 3. Note that this
question can be answered either by proving that a rate pair in excess of the
inner bound is not achievable or by finding a coding strategy that operates
in excess of the inner bound. After the example of the delayless case, an
attempt will be made to find block codes of length n that yield such a rate
pair. Thus, the general structure of block codes of length n that is described
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by (2) is mapped into a subdivision of the unit square, and, subsequently, the
corresponding rate function is optimized with respect to the parameters that
describe this subdivision,
Note that that the transmission pattern for communication through the
binary multiplying channel can be untangled into two independent and identical paths that are illustrated in Fig. 4. Consequently, in the construction
of coding strategies for the ti = 1 case, only one of these paths has to be
considered. Note that such coding strategies differ from the strategies for the
ti = 0 case in a number of aspects, i.e. the channel output sequences at the
two terminals are not the same, and an additional one input is needed after
the final transmission of a block of length n, save when this transmission is
allowed to interfere with the first letter of the next block.
Up to now, it has not been shown that feedback enlarges the capacity
region for the ti = 1 case. Nevertheless, it is conjectured that the inner bound
can be exceeded, when the length of the path in Fig. 4 is equal to seven
time units. However, the number of parameters to describe the corresponding
coding strategy equals forty, and, thus, finding the global maximum of the
rate function seems to be the major obstacle. In conclusion, more details on
coding strategies will be presented in a subsequent paper.
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ON COMPLEXITY

MEASURES

FOR A TREE

P. Vanroose"
Trees are often used to repreeent
set of branching
one is interesteil
measure.

decisions.
in finding

relations

between objects or to visualize

lVhen several trees are able to perform
the simplest

one according

In this paper, several tree complexity

measures

to some

a

this task,
complexity

will be reviewed.

INTRODUCTION

In many contexts, trees are used to visualize hierarchical relationships, or to
represent a decision algorithm performing actions on some data.
There are several reasons, depending on the particular application, why such
a tree should be as 'compact' as possible. In general, it is clear that the 'smallest'
tree which satisfies the requirements of the application is the most efficient: data
access is faster, the number of actions is minimal, the storage needed for the
model is smallest ...
A second reason -and

maybe an even more important one-

is formulated

by the so-called "minimum description length principle" (MDL), see [1]. When
a tree is used to hierarchically organize a certain data set, this tree functions as
a model for the data. Roughly spoken, the MDL principle states that the 'best'
model for a given data set is the one yielding the shortest encoding of model and
data together. The 'best' model is defined to be the one that is able to predict
not-yet-observed data in the most reliable way.
There could of course be different criteria, depending on the application, to
determine if a tree is 'compact'. Each application assigns (implicitlyor explicitly)
to any partienlar tree some measure which indicates how good that tree is fitted
for its task. In the sequel, we will call such a measure the complexity

of the tree.

Only combinatorial and information-theoretic complexity measures will be
considered. Although relevant for comparison, algorithmic complexities (as introduced by Kolmogorov (1965) and Chaitin (1966)) will not be discussed here.
See, e.g., [2]for a recent paper on this subject .
• Postdoctoral Fellow of the Belgian National Fund for Scientific Research (NFWO)
at the K.V.Leuven, Department of Electrical Engineering (ESAT),
Kard. Mercierlaan 94, B-3001 Heverlee (Belgium).
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Trees can be finite or they can extend indefinitely deep, in which case they
often have a repetitive or self-similar structure, reminiscent of fractals. An example of this is the trellis diagram of a convolutional code, which is actually a
compact notation for an indefinitely self-repeating tree.
In this paper, several complexity measures are defined and compared.
EXAMPLES OF THE USE OF TREES

Trees are used in different information theory related areas, of which I mention the following:
• variable-length source coding (e.g., Huffman trees, context trees).
• decision trees and classification trees.
• search trees.
• decoding strategies for feedback channels (e.g., the binary twoway channel).
• collision resolution algorithms (e.g., Capetanakis).
• trellis codes and convolutional code decoding algorithms (e.g., Viterbi).
• trellis coded vector quantization.
• hierarchical image segmentation; pyramidal image decomposition.
I will mainly refer to the construction of classification trees, but the sketched
framework will also apply to the other mentioned topics, especially source coding
and search trees.
E.g., for fixed-to-variable length source coding, the complexity of a code tree
is its average depth, i.e., the average length of all paths from the root toa leaf,
weighted with the probability of that leaf. Huffman trees minimize this average
depth, and are thus optimally fitted for their task.
GENERAL SETUP FOR TREES

A tree is a directed graph which consists of nodes (vertices) and branches
(edges).

Each node (except the TOot, which is unique) has a single incoming

branch from its parent node and any number of outgoing branches to child nodes.
Nodes without outgoing branches are called leaves. Normally, non-leaves have at
least two child nodes. Node b in Fig. I is atypical in this respect.
Trees are acyclic, i.e., one should never return in a node after leaving it and
following directed branches. And there is a unique path to any node from the
root. Paths end in leaves, or can extend indefinitely (if the tree is infinite).
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Fig. 1. Typical example of a finite tree: leaves A-H, root a, other nodes b-e.
Each branch carries a label taken from some alphabet, often {O,1, 2, ... }. In
this way, each path (and thus each node) corresponds to a string of labels, namely
the concatenation of the labels on the path from the root to that node. The root
itself corresponds to the empty string. The depth of a node is the length of the
path to it from the root, so it is also the length of the string of labels associated
with that node.
Each branch is also assigned a weight (or probability).

We assume these

weights to be normalized, i.e., the weights of all outgoing branches of a node sum
to one. This justifies the weights to be called probabilities. In this way, each
path (and thus each node) has been assigned a probability, namely the product
of the probabilities on the path from the root to that node. The probabilities of
all leaves of a finite tree thus sum to 1.
For the tree of Fig. 1, the path label strings and probabilities corresponding
to the leaves A-H are (000,0.09), (001,0.03), (002,0.18), (003,0), (1,0.2), (20,0.2),
(210,0.15) and (211,0.15), respectively.
A subtree of a given tree at a certain node is the tree formed by that node (as
root) and all nodes which can be reached from it. The probability of a subtree is
the probability of its root node.
The L-subtree of a given tree at a certain node [3]is the subtree at that node,
but pruned at all nodes that are at depth L from the new root. I.e., all subtrees
starting at nodes at level L are removed.
TOPOLOGICAL TREE COMPLEXITY MEASURES

The simplest measures for the size of a tree are only based on its topology,
i.e., its shape, not on the labels or the node and branch probabilities.
The easiest of these is the number of nodes, or even the number of leaves
of the tree. Denote this measure by MN. This is in general an unsatisfactory
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complexity measure: out of all trees with the same number of nodes, some have a
very regular structure and are thus easy to describe. Others look very complex.
Examples of 'simple' trees with 13 nodes are given in Fig. 2. Fig.lis an example
of a 'complex' tree, also with 13 nodes.

(a)

(b)

(c)

Fig. 2. Three 'simple' trees, all with 13 nodes.
A more relevant 'topology-only' measure is the length ML of the bracket
notation for the tree [4]: this lisp-like notation represents each leaf node by its
name (or by a dot, if leaf names are not relevant) and each internal node by
the list of its child nodes, enclosed in brackets. Thus, the bracket notations
for the trees of Fig.land
Fig. 2 are « (
) ) . ( . ( .. ))), (
),
( .. ( .. ( .. ( ... )))) and « ... ) ( ... ) (
)), respectively. 'Length' could be
interpreted as just the number of characters in the bracket notation, but this has
similar disadvantages as MN. Rather, this bracket notation should be optimally
compressed first. Thus, define the complexity measure MLC as the compressed
length of the string representing the bracket notation, when using some optimal
data compression algorithm (cf. the concept of stochastic complexity [1]).
In the examples of Fig. 2, (
) clearly has a low MLC, and the
regular (and thus not too complex) ( .. ( .. ( .. ( ... )))) and CC... ) ( ... ) (
))
have only a little higher MLC (because of the repeating strings' ( .. ' resp. '(
while (CC ....

)) . (. ( .. )))

) ')

has a relatively high MLC·

In [5],an other complexity measure is introduced, which will be denoted here
by MHH. Roughly stated, it measures the diversity of subtrees at each level. I
give here a somewhat simplified (recursive) definition:
• Leaves have complexity

MHH

= l.

• The complexity of a tree is one more than the sum of the complexities of its
nonisomorphic

subtrees emerging at the highest level, i.e., from the child

nodes of the root.
The values of

MHH

8, and 3. The value

for the trees of Fig. I and Fig. 2 are respectively: 10, 2,

MHH

= 8 for tree (b) looks unfairly high: this complexity
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definition clearly lacks a similarity comparison on different node levels.
To include 'fractal-like' similarity at different levels, define the complexity
measure Mcy, which is inspired by the concept of 'subtree similarity' in [3J:
00

Mcy:=

LN

L

·XL,

L=1

where NL is the number of nonisomorphic L-subtrees, and X stands for any sufficiently small number. Normally, X = 0.5 should be a good choice. Alternatively,
MCY-LI

:=

lim NL

or

L~oo

Mcy-L2:=

1
-L lim NL
L~oo

could be used. This is especially useful for infinite trees.
l-subtrees only account for the possible diversity in outdegree of the nodes:
a binary tree has only outdegrees 2 and 0, so NI is 2 in that case. O-subtrees
need not be considered because No is always equal to 1. The values of

for

Mcy

the trees of Fig. I and Fig. 2 are: 5X + 6X /(1 - X), 2XI(1 - X), 2X + 3X +
4X3 + 5X4 1(1 - X) and 2X + 3X2 1(1 - X). The tree of Fig. lis thus by large the
2

2

most complex, followed by tree (b) with N2 = 3 and N3 = 4, then tree (c) with
N3 = 3 and finally tree (a) with N2 = 2. With X = 0.5, the complexity values
are 5.5, 2, 2.875 and 2.5, respectively. An infinitely extended balanced tree like
(c) has complexity XI(l

- X)

= 1, which is even smaller! Infinitely extending

the pattern of tree (b) gives complexity 2XI(1 - X) = 2. Using MCY-LI gives
complexity values 6,2,5 and 3, and for the infinite versions of (b) and (c): 2 and
1. Only really irregular infinite trees will have Mor

-L2

> o.

It will be clear that for a particular application, the above complexities MN,
ML, MLc, MHH or Mcy
should be combined with other measures such as the
actual outdegrees, which were not included. E.g., for designing a good search

tree for a given data set, low complexity trees are preferable, but for a tree like
(a) in Fig. 2, the large outdegree of the root corresponds to a costy comparison,
which should be taken into account. This supplementary complexity term will
thus favor binary trees, but with this approach it is not necessary to restrict the
tree construction to only binary trees, as is often done.
For most applications, an other important aspect to be included into a cornplexity measure is the probability structure on the tree. This is certainly true
when building classification trees from a set of training data, but it apparently
also applies to Huffman trees. These measures will be discussed next.
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PROBABILISTIC TREE COMPLEXITY MEASURES

When also taking into account the branch probabilities of the tree, a complexity measure can be defined which is more relevant, especially for the construction
of decision trees from a set of training data, because we don't care so much about
what happens in events that seldom occur.
Denote by PN(n) the probability assigned to node n, and by PB(i, n) the
probability of branch i in node n, i = 0,1, ... kn - 1. Let Pse(L, i) be the sum of
PN(n) over n belonging to the i-th equivalence class of isomorphic L-subtrees.
The simplest possible complexity measure is the one used for variable-length
source coding: Mp is the sum over all nodes n of the node probabilities PN(n).
An other straightforward complexity measure is the node entropy

where H(PN('))

is the entropy of the normalized node probability vector (PNN)n

(PN(n))n/ Mp. The entropy H((xQ, ... , Xe-I))

:=

of a probability vector (xQ, ... , xe-d

is defined as - Lt;;~
Xi log2(Xi).
A more useful complexity measure for use with classification trees is related
to the average splitting entropy described in [6]and which has been proven useful
in the construction of classification trees for object recognition [7):

where the sum is over all nodes in the tree, and H(PB(.,
splitting probability vector (PB(O,n), ... , PB(kn

-

n)) is the entropy of the

1,n)) in node n, if this node

has kn child nodes.
A generalization of MNE to L-subtrees is the following Mm which is inspired
by the Renyi free information or a-information [3]; it depends on the parameter
a which should be a real number between 0 and 1. For a -+ 1, it is an extension
of

MNE

to L-subtrees, while for a -+ 0, it coincides with the topology-only

complexity measure log2(Mcy):

where the second sum is over all equivalence classes i of isomorphic L-subtrees.
Isomorphism can be defined purely topologically, as before, or the constraint
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could be added that the probabilities of corresponding branches should at most
differ by some

Ó

> O.

Remark that MR1(1)

oo

= 2:(0.5)L H (Pse(.))

is indeed a generalization of MNE

L=l

applied to L-subtrees instead of nodes.
EXTENSIONS

The above complexity measures are easily extended to general directed graphs.
When the graph is loopfree, apply the measure to the tree which is derived from
the graph by replicating nodes with k incoming branches and their complete subtree k times, once for each parent node. The resulting measures will tend to
over-weigh graphs with large indegrees, which could be corrected for. This correction is not necessary for Mcy or MR1 because these measures count isomorphic
subtrees only once, which is exactly the only difference between a loopfree directed
graph and its derived tree.
For a general directed graph, such as a Markov chain, other complexity measures are maybe preferable, but also here, Mcy and MR1 could easily be adapted
to optimally reflect the complexity structure of the graph.
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DISTRIBUTION OF MESSAGE DELAY IN A NETWORK
WITH MANY MULTIPLE ROUTES
N. D. Vvedenskaya "
Suppose that the messages are arrzvzng at a network node according to a Poisson
process with mean rate

À

* N,

where N is the number of servers (i.e.

alternative

routes) at that node. The service time is exponential with mean 1. For each arriving
message, m servers are randomly selected and the least busy of these servers is chosen
for the message.
the case when N

The probability distribution for the message delay is computed for
-+ 00.

The simulation

results for small N are presented.

INTRODU CTION
The networks with rich connection structures are widely used nowadays. The
analysis of working regimes and the optimization of the network performance protocol is, as a rule, a hard problem. Therefore it is reasonable to extract those relatively
simple network models, for which the analysis is possible. One of the approaches is
the consideration of the network models with infinite number of paths joining pairs
of nodes. It is possible sometimes to get the results for these models and thus get
the asymptotic results for the very large networks.
We address the network protocol with random choice of routs and propose to
optimize (i.e. minimize) the message delay using some feedback information about
the stage of the network.
MODEL OF A NETWORK
Suppose that the network is formed by a single input nod connected with N
servers (i.e. routes). Each server has an infinite buffer. The messages are arriving
at the input nod according to a Poisson process with mean rate

À*N,

À

<

1. At each

server the service time is exponential with mean 1. Suppose that for each arriving
message m servers are randomly selected at the moment of message's arrival. The
length of the queues at these servers (i.e. the number of messages already due to be
served by the selected servers) is instantly learned. Then the message is transferred
·N.D.Vvedenskaya
is with Institute
nyi, Moscow 101447, GSP-4,Russia.The
Scientific Research NWO 713-229.

for Information Transmission Problems, 19 Bol'shoi Karetwork is partly sponsored by Netherlands Organization for
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without delay to the least busy of m selected servers, where it joins the FCFS queue
at this server.The length

ç

of a queue at a server is random.

We are interested in the probability distribution of
Pk

=

(if the server is idle, than k

= Pr{ç =

ç,

k},

0, and if k > 0, than k - 1 messages are in the buffer).

Sure, Pk depends on N, Pk =

p~N}.

Note, that in case when for each arriving message only one server is randomly
selected, and the message is transferred to this server, the income flow at each server
is a Poisson flow with the income rate

>.,

and

The simulation show, that for any N

> 1 the mean delay of a message in a

network in which mI servers are selected is much less than in the network, in which
m2, m2

< mI servers are selected.

The mathematical investigation of the network with finite number N of servers,
III

which m, m > 1, servers are selected for choosing the least busy one, is very

difficult. But in the limiting case the situation is much simpler.That is because the
random queues at the different servers tend to become independent as N ~ oo.
In the limiting case N

=

oo there exists the stationary probability distribution

of the queue length p~oo} at a server. In stationery case p~oo} satisfy the equations
00

_ >'(Um _ um)
P(oo}
k
k-I
k,

Uk

=

(1)

LP}oo}.
j=k

The solution of (1) can be written down explicitly:
Uo

=

1,

Uk

= >. (mk-I}/(m-I),

p~oo}

=

>.(mk-I}/(m-I)

It follows from formulas (2), that the probability

Q~oo},

_

>.(mk+1_1}/(m_I).

(2)

that a message chooses

the server with the queue length equal to k is
Q(oo}
k

_
-

Um _
k

urn
_
k+1 -

,m(mk-I}/(m-I}
A

_

,m(mk+l_I}/(m_l}
A

•

For example, if m = 2, the probability to choose an idle server is equal not to 1 but to 1-

>.2;

>.,

the probability to choose a busy server with no messages in the buffer

( k = 1) is equal to

>.2 -

).6,

etc.

50

The simulations suggest the existence of stationary
and suggest the fast converges of

Pt' to

the limit

probability
as

p~oo)

N ~

distribution

Pt',

oo. The simulation

results are presented on the Tables.
The rigorous proof of the existence of stationary
convergence

p~N)

-+ p~oo)

as N

-+

distribution

Pt', and

oo is not easy. Several mathematicians

of the
worked

on it, the most active is F.I.Karpelevich.
Table 1.
N
2
5
10
20
oo

À =

0.4

Pt

Pi'

P{'

P£

Pt

Pt'

0.6
0.6
0.6
0.6
0.6

0.28
0.31
0.32
0.33
0.34

0.09
0.08
0.07
0.06
0.06

0.03
0.01
0.006
0.004
0.002

0.006
0.001
0.0004
0.0001
0.0000 ...

0.001
0.0001
0.0000
0.0000
0.0000 ...

Qo

Ql

Q~'

0.7
0.78
0.81
0.83
0.84

0.22
0.19
0.18
0.17
0.16

0.06
0.03
0.01
0.01
0.004

Pt

Pi'

P{'

P£'

Pt

Pt'

0.2
0.2
0.2
0.2
0.2

0.21
0.26
0.27
0.27
0.28

0.18
0.24
0.27
0.28
0.3

0.14
0.15
0.17
0.18
0.18

0.1
0.09
0.07
0.06
0.05

0.07
0.04
0.02
0.01
0.001

Table 4.

À

Qo

Qiv

Q~

Q~

Q':

= 0.8
Q~

0.26
0.32
0.34
0.34
0.36

0.22
0.29
0.33
0.35
0.38

0.17
0.2
0.21
0.22
0.22

0.12
0.11
0.09
0.08
0.04

0.083
0.047
0.024
0.015
0.001

0.056
0.018
0.005
0.002
0.000 ...

= 0.4
Q~v
0.0007
0.00002
0.00000
0.00000
0.00000 ...

Table 2.
N
2
5
10

20
oo

Q3

Q4

0.015
0.002
0.001
0.0002
0.0000 ...

0.004
0.002
0.0007
0.00002
0.00000 ...

Table 3.
N
2
5
10
20
oo

N
2
5
10
20
oo

À

0.8

À =
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Coding Gain Strategies for the Binary Symmetric
Broadcast Channel with Confidential Messages
Marten van Dijk*

Abstract. We consider the situation in which two persons, Alice and Bob, communicate
to eachother by means of a binary symmetric main channel and a noiseless public channel.
A third person, Eve, taps the main channel using a binary symmetric wire-tap channel.
Alice and Bob want to generate a secret key such that Eve can only obtain a negligible
amount of information about it. In general, the generation of the secret key can be
split into three phases; the coding gain phase, the reconciliation phase, and the privacy
amplification phase. We discuss the coding gain phase. We generalize Maurer's reliability
estimation technique and we generalize Gander and Maurer's improvement of the reliability
estimation technique.

1

Introduction

We consider the following scenario.
Two persons, Alice and Bob, communicate
to eachother by means of a noisy channel from Alice to Bob and a (bidirectional)
noiseless public channel. This noisy channel is called the main channel. An enemy
Eve taps the main channel using a binary symmetric wire-tap channel with error
probability ee- The first part of the main channel from Alice to the position where
Eve made a connection to her wire-tap channel is a BSC( eA), a binary symmetric
channel with error probability eA. The second part of the main channel from that
position to Bob is a BSC(eB).
Suppose Alice transmits bit X over the main channel
to Bob. Then Bob receives X + A + B, where A is a noise bit produced by the
BSC( eA) and B is a noise bit produced by the BSC( ee). Eve will receive X + A + E,
where bit E is a noise bit produced by her wire-tap channel, a BSC(eE).
Alice and Bob want to generate a secret key such that Eve can only obtain a
negligible amount of inforrnation about it. We notice that Alice and Bob have a
public channel at their disposal. Therefore the maximal rate at which Alice and
Bob can generate a secret key is called the secrecy capacity with public discussion
denoted by Cs. In general, the generation of the secret key can be split into three
'The author is with the Department of Mathematics and Computing Science, Eindhoven
versity of Technology, P.O. Box 513, 5600 MB Eindhoven, the Netherlands.
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Uni-

phases. Firstly, the coding gain phase; Alice and Bob improve their €Odingsituation
towards Eve. Secondly, the reconciliation phase; Alice and Bob exchange redundant
information and apply error correcting techniques in order to generate a shared
secret string known to them with high probability. Thirdly, the privacy amplification
phase; Alice and Bob distill a shorter string about which Eve has only a negligible
amount of information. In this paper we concentrate on the coding gain phase. In
Section 2 we describe and generalize Maurer's technique called reliability estimation
[3]. Section 3 contains the main contribution of this paper. We generalize the smart
and simple efficiency improvement of Gander and Maurer [2].

2

Reliability Estimation

Maurer suggests in [3] to use the following technique which he calls reliability estimation. Alice and Bob start agreeing publicly upon a binary linear code C of
dimension k with code word length n. To transmit a message of k bits Alice selects
the unique code word vn E C representing the message, and she continues executing
the following protocol, which we denote by P(C). She chooses randomly a codeword
X" E C which she transmits over the main channel to Bob. Then Bob receives a
vector xn + An + En and Eve receives a vector xn + An + En. Here and in the
remainder of this paper An, En, and En are noise vectors produced by n uses of the
BSC(eA), the BSC(eB), and the BSC(eE) respectively. Now Bob makes a reliability
decision based on the Hamming distance between the received word and code C.
If this Hamming distance is small enough Bob calls his received word reliable. We
consider the case where Bob's received word is reliable if and only if it is a code
word, that is Xn + An + En E C (the Hamming distance equals 0). We notice that
X" + An + En E C if and only if An + En E C since Xn E C and C is linear. Bob
lets Alice know whether his received word is reliable or not. To this purpose he uses
the public channel. Thus Eve receives this information as well. If Bob does not
receive a reliable word then Alice chooses randomly a new code word XtLE C which
she transmits over the main channel to Bob who replies publicly whether his new
received word is reliable enough or not. They repeat these actions until Bob receives
a reliable word Xn + An + En. Then Bob chooses randomly a vector Xn E C and he
transmits Xn + (Xn + An + En) over the public channel to Alice. We notice that at
this moment Xn is known to Alice and that Vn is the code word representing the
message of k bits Alice wants to transmit to Bob. Alice adds xn + vn to the public
message sent by Bob. She obtains Vn + Xn + An + En which she transmits over the
public channel to Bob. He adds Xn and obtains Vn + An + En.
Protocol P(C) creates a new noisy channel K from Alice to Bob and Eve. If
Alice wants to transmit over channel f{ a message of k information bits represented
by V" E C then Bob receives Vn + An + En, where An + En E C. Eve receives over
the first part of the main channel cascaded with her wire-tap channel xn + An + En,
and she receives by public communication Xn + X" + An + En, Vn + Xn + An + En,
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and the knowledge that An + En E C. Vectors Xn and X" are independent and are
uniformly choosen. Therefore Eve's information about Vn is the vector (Xn + An +
En) + (Xn + xn + An + En) + (V" + Xn + An + En) = Vn + An + En together with
the knowledge that An + En E C.l Therefore w.I.o.g. Eve receives over channel K
vector V" + An + En and the knowledge that An + En E C.
The knowledge of An + En E C gives Eve not as much additional information
about Vn as it gives Bob additional information about V". The reason for this
is the fact that the noise vectors An + En and An + En are into certain extend
independent of eachother (because En and En are independent). Therefore the
knowledge whether An + En E C or not gives more information about An + En than
information about An + En. This explains why the protocol achieves more coding
gain towards Bob than coding gain towards Eve (Eve's advantage becomes smaller).
The expected number of bits transmitted over the main channel in order to
transmit a message of k bits over the new channel K equals

= n/ Probi

R(C)

A"

+ En

E C).

Channel K is a discrete memoryless channel defined by the following transition
probabilities. The probability that Bob receives b if Alice transmits v E Cover
channel J{ equals
PAB(blv)

=

Probi A" + En = V + b)
Prob(An + En E C) ,for b E C.

The probability that Eve receives e if Alice transmits v E C over channel
Probi A"

=

PAE(elv)

+ En =
Prob(An

V

+

e, An + En E
E C)

+ En

J{

equals

C)
.

Further
Prob(An

n

+ En = d) =

IT ~

Prob(A

=

a)Prob(E

= a + di)

and

i=l aE{O,I}

Probi A"

+ En =

d,An

+ En

E C)

=

n

~ IT ~

Prob(A

=

a)Prob(E

= a + di)Prob(E = a + c;),

CEC i=l aE{O,I}

where d = (dl, ... , dn), C = (Cl"'"
en), Prob(A = 1) = eA, Prob(E = 1) = ee, and
Prob(E = 1) = ee From [I, Corollary 2, taking the uniform input distribution] we
infer that the secrecy capacity of J{ is at least
I(C) _ ~
- d

Prob(An
Probi A»

EC

~
1

An

+ En

E C)

g Prob(An

+ En

E C) -

Probt A" + En = d, An + En E C) I
Probi A" + En = d , An + En E C)
Prob(An + En E C)
og Prob(An + En E d + C, An + En E C)·

I(Vn; X"
En,An

+

+ En = d) 10 Prob(An + En = d)

+ An + En,
+ B" E C).

j(n

+ X" + An + B'", Vn + j(n + An + B'", An + B"
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E C) = I(Vn;

vn +

We conclude that the secrecy capacity
c, is at least I(C)/ R(C).
Example
e = eA(1-

a

+ (1 = a + i),

es)

channel

{O, I} be the repetitio-a code with code word length n. Let
eA)es = Prob(A + B = I), ai,j = L:aE{O,l} Pr(A = a)Pr(E =
and p;;' = af,la~,öw + a~la~,Öw for 0:<:; w:<:; n. Then

R(C)

- en

+ (1 -

T(C)

=

en

-h

of the-original

cn =

1 [3J Let

+ j)Pr(B

with public discussion

nand
e)n

n

+ t1 _ e)n) +

t (:)

en

+

[f_e)n h (p~

:;~-w).

It is possible to generalize the reliability estimation technique as follows. We
notice that An + B" E C if and only if (An + Bn)H = 0 where H is the parity check
matrix of C. Suppose that Bob transmits
the syndrome sn-k = (An + Bn)H to
Alice over the public channel instead of letting Alice know whether An + B" E C or
not. Suppose also that Alice always wants to transmit a vector Vn E C of her choice
(no matter the value of sn-k).
This is in contrast to protocol P(C) in which Alice
n E C of her choice if sn-k = 0 (that is if Bob's
only wants to transmit a vector
received word is reliable enough). The proposed changes in protocol P(C) lead to a
simultaneous creation of channels K(s), s E IF:;-k, for which the following holds. If
Alice transmits over channel 1<' (s) a message of k miorrnatron
bits represented by
Vn E C then Bob receives Vn + An + B" with s = (An + Bn)H and Eve receives
n + An + En and (An + Bn)H = s. Then the expected number of bits transmitted
over the main channel in order to transmit a message of k bits over channel K(s)
equals

v

v

R(C, s)
and the secrecy capacity

I(C s)
,

2i
(R(C)

= ~'"

An
Prob (
s
Probes

= n/ Probes = (An + Bn)H),

of K (s) is at least

Prob(A'" + B" = cl)
Prob(s = (An + Bn)H)

+ En = d,
+ Bn)H
=
+ Bn)H)
=

(An
(An

= R(C,O), I(C) = I(C,O)).

log

Prob(A'" + B" = cl)
Probes = (An + Bn)H)

-

)
I

+ En = d, s = (An + Bn)H)
+ En E d + C, s = (An + Bn)H)

Probi A"

og Prob(An
Hence,

o. ~ I:max{O,I(C,s)/R(C,s)}.
s

For completeness
we mention that Maurer [3] introduced
a
which creates a so-called conceptual noisy broadcast channel from
Eve. It equals the original situation in which the BSC(eA)
and
interchanged.
Thus, w.l.o.g. Alice and Bob can create a situation
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second technique
Alice to Bob and
the BSC(es)
are
in which eA ~ es.

3

Efficiency Improvement

In this section we improve the lower bound I(C)j R(C) by generalizing the smart
and simple idea presented by Gander and Maurer [2]. Firstly, we introduce some
notation. Secondly, we describe a protocol leading to the improved bound. Finally,
we discuss some examples.
We call K an appropriate channel from Alice to Bob and Eve for code C of
dimension k with code word length n if K results from a protocol describing cornmunication between Alice and Bob over the main channel and public channel, and if
for K the following holds. If Alice transmits over channel K a message of k inforrnation bits represented by Vn E C then Bob receives Vn + An + En with An + En E C
and Eve receives Vn + An + En and the knowledge that An + En E C. Let K be
an appropriate channel for C. Then R(K) is defined as the expected number of bits
transmitted over the main channel in order to transmit a message of k bits over
channel K. From the analysis done in the previous section we infer that an appropriate channel K for C leads to the lower bound C, ::::I(C)j R(K).
We notice that
protocol P(C) produces an appropriate channel K for C for which R(K) = R(C).
We call codes c., 1 < i < h, with code word lenths ni, 1 :::;i < h, a partitioning of
code C with code word length n if n = L:?=l n, and if for all c = (Co, ... ,Cn-l) E C and
for alII:::; i:::; h vector (cm, ... ,cz) E Ci, where m = L:5~~ nj and I = -1 + L:5=1 nj'
In what follows Ci, 1 :::;i :::;h, being a partitioning of C is denoted by Cl ,C2 ..• Ch F C.
We write Ch for short for Cl . C2 ... Ch if Cl = ... = Ch = C.
Example 2 Let C[] be the binary alphabet {O,I}, and let C[rl' ... ,ri] be recursively
defined by
.
_
C[rl, ... ,r'+1]
-

T,+J-I

{ (

c 1, ... , c Ti+l-1 ,~c

Then Ch,··.,
rit'+J F Ch,.··,
repetition code of length 2i.

ri+l]'

i

)1

1
C,
...

, C

Ti+l-1

We notice that Ch

E C[rl,""

1',]
.

}.

= 2, ... , ri = 2] is the

For 1 < i < h let te. be an appropriate channel for code c.. Let Cl' .. c, F C.
For 1 :::;i :::;h let ni be the code word length of C, and let n be the code word
length of C. We will present a protocol which constructs an appropriate channel K
for C for which in general R(K) < R(C).
Suppose that Alice wants to transmit Vn = (VnJ, ... , Vn") E C. Then she
chooses randomly X" = (XnJ, ... ,Xnh) E C, and she transmits vector X?' over
channel te. for each 1 :::;i < h. Then Bob receives Vn, + An, + En, with An, + En, E c.
for 1 :::;i :::;
h and Eve receives Vn, + An, + En, and the knowledge that An, + En, E
Ci for 1 :::; i :::; h. In this protocol the concatenation of Bob's received words
V" + An + En = (vnj + AnJ + EnJ, ... , Vnh + An" + En") is reliable if and only if
V" + An + B" E C. Bob lets Alice publicly know whether the concatenation of his
received words is reliable or not. If Bob does not receive a reliable word then Alice
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chooses randomly a new code word Xn E C which she transmits over the channels
K; to Bob who replies publicly whether his new concatenation of received words is
reliable enough or not. They repeat these actions until Bob receives a reliable word
Xn + An + En. Then Bob chooses randomly a vector Xn E C and he transmits
Xn + (Xn + An + En) over the public channel to Alice. Alice adds X" + Vn to the
public message sent by Bob. She obtains vn+xn+An+En
which she transmits over
the public channel to Bob. He adds Xn and obtains Vn + An + B": We notice that
the last part of this protocol equals the last part of protocol P(C). Again, w.l.o.g.
Eve receives over the created channel K vectors Vni + An; + En, and the knowledge
that Ani + En; E Ci for 1 :::;i :::;
h, and she receives the knowledge that An + En E C.
From Cl··· Ch F= C we infer that An + En E C implies that An, + En, E C, for
1 ::; i ::;h, Thus w.I.o.g. Eve receives over channel K vector Vn + An + En and the
knowledge that An + En E C. Hence, the described protocol creates an appropriate
channel K for C.
The probability that the concatenation of Bob's received words is reliable equals
Probi A"

+ En

E ClAn;

+ En,

E Ci for 1 :::;i :::;
h).

Hence, R(K) equals L:~l R(Ki) divided by this probability. We notice that An, +
B>, 1 :::;i :::;
h, are independent random variables and we notice that An + En E C
implies that An; + B": E Ci for 1 ::; i :::;
h, Hence,
E ClAn; + e- E c, for 1 < i ::;h)
E C, An, + Bn, E Ci for 1 ::; i ::;h)
Pr obi A'" + En, E Ci for 1 :::;i:::; h)
Prob(An + B" E C)
I17=1Prob( A n, + En; E Ci) .

Prob(An
Prob(An

+ s:
+ Bn

From this we obtain the following relation

R(K) =

I17=1 rl'ob(An; + Bn; E Ci) L:L
Probi A" + B" E C)

R(J{i).

We notice that if h > 1, if there exists an i such that Ci =J IF:;', and if R(Ki) :::;
R(Ci) (e.g. P(Ci) results into an appropriate channel K; for Ci with R(I<;) = R(Ci))
then R(K) < R(C). We conclude that if C has minimal Hamming distance 23 then
there exists a partitioning of C leading to a lower bound Cs 2 I(C)j R(K) improving
the lower bound Cs 2 I(C)j R(C).
Example 3 We continue with Example 2. Suppose that there exists an appropriate
channel Kh, ... , ril for C[rl' ... ' r;J. Since Ch,···, r;JTi+l F= C[rl' ... ' ri+l] there
exists an appropriate channel K[rI, ... ,ri+l] for Ch, ... ,ri+l] such that
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= I1j=lr j

where ni

is the code word length of

Ch, ... , ril. Ey induetion (R( K [)) =

1)
ni

R(Kh,··.,

ri))

I1j:i Prob(An; + En;
Prob( An,

-e:

+ En,

E
E

Ch,

C[rl,

, rj)t;+1-1
, ri))

R(Ch,···,ri)).

4 We continue with Example 1. We notice that cln/2j . crn/21 F= cn.
Suppose that there exists an appropriate channel f{ln/2J for cln/2j and suppose that
there exists an appropriate channel Krn/21 for crn/21. Then there exists an appropriate channel K? for cn such that R(Kn) = qln/2jqrn/21(R(Kln/2j) + R(I{rn/21))lqn,
where qn = Probi A" + En E cn) = en + (1 - et.
By using induction we obtain R( K2') = (2i I1~:i q2i)1q2', which is the result presented by Gander and Maurer [2}. We can simplify this formula as follows I1j:i q2i
_ I1i-1 ( 2J + (1 _ )2i) _ '"
L':~(1-ai)2J(1 _ e )L':~aj2j
-j=O e
e
- L.,aoE{O.l}.·· '"
L.,a'_lE{O.l} e J
J
Example

e2'-1

L;;;ë/

2i II (1 - e )2'

e~ey = ((1- ef
+ e2'

1

= R( C2').

- e2') 1((1-

e) - e). Hence, R(K2')

~ 2i/11-

This shows the enormous efficiency improvement

2el ~
real-

ized by Gander and Maurer.

4

Concluding Remarks

We have generalized Maurer's reliability estimation technique [3) and we have generalized the simple and smart efficiency improvement of Gander and Maurer [2). We
have showed that the coding gain resulting from reliability estimation based on a
code C with minimal Hamming distance ~ 3 can be improved by using a partitioning
of C. An interesting problem is to find which partitioning strategy achieves the best
coding gain. Another interesting problem is to find an optimal combination of the
generalized reliability estimation technique and the partitioning strategy.
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Abstract
An electronic payment system built around the Guillou-Quisquater identification/signature scheme in an RSA-group, is presented. Its main features are
a high computational efficiency and low storage requirements for the tamper
resistant device representing the user. This is achieved using a counter-based
solution in combination with public-key certificates. To simplify both the
withdrawal and the deposit stage we renounce of the untraceability feature.
In this respect, our system emulates the classical payments relying on cheques.

1

Introduction

During the last few years, the trend of the cryptographic research in relation with
off-line electronic payment systems is to provide electronic cash which offers at least
the properties that real money offers [5,6, 1, 8, 2, 3, 4].
This means that two goals have to be achieved simultaneously by the payment
system designer [7]. The first goal is to provide integrity for all the participants
in the system.
Basically, this means the unforgeability
and uncopiability of the
electronic money. The best solution is to guarantee that this feature is independent
of the physical requirements
related to the electronic money-carrier device of the
user. This can be achieved using a coin-based system. However, a first drawback
is that each coin denomination
has to be authenticated
by the bank.
Another
important
inconvenience is that the computation
and communication
complexity
for paying are dependent of the specific amount.
Therefore, we have opted for a
counter-based
solution. A tamper-resistant
smart card, issued by the bank, holds
a counter that represents the amount of electronic money [3]. This implies that,
beside other cryptographic
assumptions,
the integrity of the bank also relies on a
non-cryptographic
assumption:
the cost of breaking a smart card in practice will

significantly

exceed the expected financial profit.

On the other hand, the electronic cash should be untraceable.
This feature is
related to the privacy of the user. In order to provide this feature, two cryptographic
primitives are required. The first is a blind signature scheme which guarantees that
1Katholieke
Universiteit Leuven, Laboratorium
ESAT
Kardinaal Mereierlaan 94, B-3001 Heverlee, Belgium
Tel. 32-16-321073, Fax. 32-16-321986
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the identity of the user is encoded in the certificate released by the bank. The second
primitive is a double-spending detection mechanism, which reveals the identity of
a dishonest user who attempts to use a certificate more than once. This involves
the management of a large database, where the bank keeps all the transcripts of
transactions during a fixed period of time. This is an expensive eperation which can
exceed the profit which the bank would obtain by providing the "retail" electronic
cash service.
Therefore, in our paper we are going to present the design of an efficient off-line
traceable counter-based
payment system. The solution is built around the cryptographic assumption of the intractability of computing RSA-roots. In Section 2 we
present the participants in the system and the basic concepts. In the third section
we detail the Guillou-Quisquater identification scheme particularized to the RSAgroups and the basic digital signature scheme derived from it. In Section 4 the
setup of the system is presented. In the last section we design the protocols of the
main transactions: withdrawal, payment and deposit. Finally, our conclusions are
presented.

2

Overview of the Payment System

This section provides an overview of the payment system. The partielpants are the
bank B and its clients, either users Ui or shops Sj. In order to simplify the system,
we do not deal with users and shops which are clients of different banks. During the
transactions, a user Ui is represented by an electronic tamper-resistant device 7;,
usually a smartcard. At registration stage, the bank issues this device to the user.
It also generates the user's secret identity i and user's public identifier I Di, which
are kept within the non-volatile memory of 7;.
A certified key pair, ckp, is a tuple consisting of a secret key sk, a public key
pk, the user's public identifier and a certificate of the bank on the last two items
O"s(pk, I Di)' A certified public key, CP K, is the triple consisting of the public key,
the user's public identifier and the certificate of the bank. Each participant to the
electronic payment system is represented by a different certified public key CP K.
During withdrawal, the bank signs (pk, I Di), by releasing a certificate. This
consists of O"s(pk, I Di)' To this end, the bank uses a signature scheme, derived
from the Guillou-Quisquater identification scheme [10,11]. We denote by (S, P) the
secret key and the corresponding public key used by B to construct the certified
public keys CP K for its users.
The signature issued by the bank O"s(pk, I Di), allows the shop to verify the
correctness of a CP K in relation with Ui and its subsequent acceptability at the
deposit stage. A payment using a CP K consists of a signature executed by 7;,
with respect to sk (corresponding to pk in the ckp), on a message rn which specifies
the transaction. We refer to this signature as the payment signature and we denote
it by ~sk(m).
During the deposit stage, Sj forwards a transcript of the payment
to the bank. This transcript includes the certified public key, CP K, and the pair
(rn, ~sk(m)) which specifies the transaction. All the transcripts are recorded by the
bank in the transcripts database. Every CP K can only be used once with respect
to any user and any payment transcript.
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3

The Basic Signature Scheme

In the design of the withdrawal, payment, and deposit protocols we use a signature
scheme derived from the Guillou-Quisquater
identification
scheme. Therefore, we
briefly outline this scheme, considering the appropriate instantiation for our payment
system. The prover P generates a secret key (p, q, S). The numbers pand
q are
primes such that the composite modulus n = pq is of a given length. We denote
71..n = {I, 2, ... , n - I} and 71..:= {x E 71..ngl cd(x, n) = I}. The secret parameter
S
is chosen at random from 71..:. All the arithmetical
operations are performed in the
RSA-group (71..:,·,1), where the group operation is the multiplication
modulo n, and
the unit of the group is denoted by l. It is important to mention that in this RSAgroup there exist efficient polynomial-time
algorithms for multiplication,
inversion,
exponentiation,
selecting random elements, determining
equality of elements, and
testing group membership.
The prover computes the corresponding
publickey,
(n, v, P), where n is the modulus, v is an RSA-exponent, with gcd(v, cp(n)) = 1, and
P E 71..~satisfies the equation P . S" = 1.
The GQ identification
scheme is a three-step
challenge-response
protocol.
It
allows P to prove the knowledge of its secret key to the verifier V. The following
protocol is a version of [11], restricted to the RSA group (71..~,.,1):
1. P generates at random
T <-- r" to V.

a commitment

2. V generates
3. P generates

d

a challenge
the response

The verifier computes

r in 71..~and sends the initial

witness

P.
r . Sd and sends it to V.

E 71..v, and sends it to

i

<--

the final witness T' <--iV. pd and accepts the proof of knowledge

if and only if T' Jo T.
From here on a composition of two elements will be denoted by ab instead of a- b,
each time it is clear that the composition holds in the RSA-group.
If V generates
its challenge according to a uniform probability distribution,
the protocol provides
a "zero-knowledge"
proof.
Using a technique described in [9], the GQ identification
scheme can be transformed in a signature scheme.
In order to sign a message m, the challenge d is
computed by the signer S as 'H(m, T), where 'HO is a collision resistant hash function [12], mapping arbitrary
long inputs to a fixed length output in 71..v. Thus the
interaction between S and V is replaced and the signature scheme becomes a onestep protocol.
S generates at random the commitment r in 71..:and computes the
initial witness T <-- r" together with the initial challenge d <-- 'Him; T) and the corresponding response i <-- r . s- . The signature,
consisting of m, (d, t), is sent to
the verifier. V computes the final witness T' <-- i" . ï= and the final challenge as
d' <-- (m, T'). V accepts the signature if the final challenge is equal to the initial
challenge.

4

The Setup of the Payment System

Let 'H(.) be a cellision resistant hash function mapping arbitrary long inputs to an
output of fixed length 1 'H I. The bank generates a secret set of parameters
(p, q, S),
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where pand q are primes selected such that the modulus n = pq is of a given length.
The secret parameter 5 is chosen at random in ~~.
The bank publishes a set of parameters (n,v,1i(·)),P,
where n = pq is the
composite modulus, v is an RSA-exponent such that lvi> 11i I and P satisfies the
equation PSv = 1.
All the participants in the system can do arithmetics in the RSA-group (~~, ·,1).
The bank B also manages two databases, one dealing with information related to
the users - the account database-- and the other with transcripts of the payment
transactions - the transcripts database.
When a person becomes a user Ui of the payment system he opens an account
with the bank B. The bank generates an appropriate entry in the account database
and issues to him the tamper-resistant device T;. B also generates the secret identity
of the user, such that i En ~~ and computes I = i-V which is stored in the account
database together with the public identifier of Ui denoted by I Di.
The shops that subscribe to the payment system, do not need a tamper-resistant
device, but only have to be clients of B. The bank also grants a public identifier
IDs for each shop.

5

The Protocols of the Payment System

During the withdrawal stage, the user and the bank follow a mutual authentication
protocol. First, the user signs a challenge of the bank using his key pair (i,1). If
the verification is succesful, the bank links the user to his account, considering his
request for money if the desired amount does not exceed the balance of his account.
If so, the bank signs a message with respect to the key pair (5, P), entitling T; to
increase the counter representing the electronic value by the amount required. The
account of the user is correspondingly decreased. In the remainder of the withdrawal
protocol, the bank issues also the payment instruments for Ui. Using the terminology
introduced in Section 2, an electronic payment instrument is a certified public key
C = CPK = (pk,IDi,O"s(pk,IDi)),
where O"s(pk,IDi)
= (db,tb)
is the certificate
such that
db = 1i(pk, I Di, tb pd<).
V

During the withdrawal protocol, a certified key pair
ckp

=

(sk,C)

=

(sk,pk,ID;,O"s(pk,ID;))

is issued such that: pk:> sk :" = 1 and (pk, I Di, O"s(pk, I Di)) is a certified public
key. The protocol presented in Figure 1 is repetitively executed until the maximum
number of CP K is stored in the non-volatile memory of T;.
A payment of an amount at a certain date executed by the user having the
public identifier I Di in the shop represented by I Ds using a certified public key C
is presented in Figure 2.
In order to get his account credited by the bank, the shop deposits the transcript
of the transaction together with the payment instrument used during the payment.
The protocol to achieve this, is depicted in Figure 3.
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B
sk En. Z~
pk <- sk"
(pk . sk-v = 1)

pk,IDi
Tb En. Z~
Tb <- Tb v
db <-1i(pk, I Di, n) E
tb <- TbSdb

us(pk,IDi)

z,

=

(db, tb)

Tt

<-

tb pdb
V

db ~ 1i(pk, I Di, Tt)
Store sk, us(pk, I Di)

Figure 1: The withdrawal

Retrieve sk,us(pk,IDi)

protocol.

= (db, tb)
pk +- sk"
C = (pk, ID"

us(pk, I Di))
Verify authenticity

a,spec

counter

+-

db :b ll(pk, I Di, tb· pd,)
a En. Z.
spec +- amount 11 date 11 ID;

amount ::s: counter
counter - amount
r. En. Z~
T$+-T$v

d, +-ll(pk, a, spec, T.)
t$ +- rsskd,
'E.k(pk, a, spec) =
(do, t.)
Verify signature

T; +- t; ·pk-d•
d,

:b ll(pk,

Figure 2: The payment protocol.
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a, spec, T;)

11

IDs

B

Oe,

C = (pk, IDi,O"S(pk, IDi))
spec = amount 11 date 11 1Di 11 1 Ds
L.sk(pk, Oe, spec) = (ds, ts)

C, Ct, spec,
L.sk (pk,

Ct,

spec)
Verify authenticity
IDi, tb" pd.
Verify the double-deposit
Verify correctness of C

db ~ 1i(pk,

T;

<-

with Sj

ts "pk :":

d, ~ 1i(pk,

Oe, spec, T;)
Verify double-spending with Ui

Figure 3: The deposit protocol.

6

Concl usions

The off-line payment system we propose is efficient and simple. The solution is
suitable for small tamper resistant devices as e.g. smart cards. It is developed in
the framework of RSA-groups, around the Guillou-Quisquater identification scheme,
using the public-key certificate technique. Future work will analyse the possibility
to provide untraceability.
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The Fall of The Alabbadi and Wicker Digital
Signature Schemes
Johan van Tilburg*

Extended Abstract
Diffie and Hellman [6] introduced the concept of a digital siqnature.

In this

concept, when Alice wants to send a signed message ;r to Bob, she sends ;r with its
signature J!..

=

DA (;r). The function DAis Alice's private signature (or decryption) al-

gorithm. Depending on the signature scheme used, Bob verifies the signature by applying Alice's public encryption algorithm EA to J!.. (i.e., EA(J!..) = EA(DA(;r))

= z).

For this scheme to be secure, it must be assumed that, it is computationally infeasibIe to find an algorithm D from EA that satisfies D(EA(;r))
fraction of all;r.

= ;r for a non-negligible

Recently, several other signature schemes have been discovered

with more and/or different security features (e.g., blind, undeniable, convertible
and fail-stop signatures). Most of these schemes are based on discrete logarithm or
factoring problems.
Xinmei [11] proposed a signature scheme based on error-correcting codes. He
claimed that the security of his signature scheme relied on the properties of errorcorrecting codes and the difficulty of factoring large matrices. Harn and Wang [7]
observed that, because of this scheme's linearity, it is possible to combine signatures
of different messages into a valid signature without factoring. In order to prevent
"The author is with KPN Research, P.O. Box 421, 2260 AK Leidschendam,
Full paper will be available in August 1995.
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The Netherlands.

this type of forgery, Ham and Wang proposed applying a nonlinear function to the
plaintext.

Other modifications were also proposed to improve the systems perfor-

mance. Alabbadi and Wicker showed in [2]that the Xinmei scheme is also vulnerable
to two known-plaintext attacks. They showed in [3]that the Ham and Wang scheme
can be broken by a known-plaintext attack. The author [8]showed that in both signature schemes the signature key can be obtained from the public key. As a result,
both schemes are unconditionally

insecure. Alabbadi and Wicker [4]proposed a new

signature scheme that used error vectors with higher weights than the coset leader.
They claimed that these error vectors can not be obtained through standard decoding techniques making their system immune to the analysis discussed in [4]. The
author [9] showed that the ability to verify n signatures with linearly-independent
error vectors (where n is the code length) makes this signature scheme insecure. It
was also observed that the public key in the Alabbadi- Wicker scheme must contain
more information in order to verify a signature. Moreover, it was concluded that
similar verification problems exist for the Xinmei scheme [l l ] and the Ham-Wang
scheme [7], however, these schemes can be broken without verifying a signature.
The basis of the successful cryptanalysis as presented in [8] and [9] is the observation that all signature schemes based on the Bounded Hard-Decision Decoding
(BHDD) problem can be reduced to the following basic scheme: ¥..
where

=

f(:.f, ~)E

+ ~,

f is a nonlinear function. Without loss of generality, all other functions on

¥.. should be invertible. Note that the scheme's security does not depend on these
functions. Suppose an Oracle

D(y_) exists that provides a BHDD solution for ¥.. but

does not reveal any information about the code used, then ~

= ¥.. + D(¥..),

so that

'!!..- ~ = Its; ~)E. Therefore, if the security of a signature scheme is based on BHDD,
one of the following must hold true:
1. A signature can not be verified in polynomial time.
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2. If the signature is verifiable, the scheme can be broken.
3. The scheme can be broken without verifying a signature.
Therefore, the author [10] concluded that signature schemes, where the security is
based only on the BHDD problem, do not exist.
In his dissertation [1], Alabbadi proposed another digital signature scheme based
on the BHDD problem, then Alabbadi and Wicker [5] presented a slightly modified
version of this scheme at Asiacrypt '94. In this talk, it will be shown that both
schemes have the same verification problem as all previously proposed schemes and
are also insecure. These new schemes also confirm that digital signature schemes
based on bounded hard-decision decoding do not exist [10].
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On the Security

of OSI-based

Computer

Networks

Jan Ve rschu ren'

Abstract
Today, there is a strong tendency to connect computer
systems to each other, thus building a computer network.
This article aims to devise an evaluation method which
can assess a computer network from a securi ty viewpoint.
The evaluation should be complete, meaning that no
security flaws are overlooked. Besides the evaluation
method should be widely applicable: it should be able to
evaluate a variety of computer networks against a lot of
security policies.
By representing communication subsystems as fini te state
machines,
it turned out to be possible
to lay a
foundation of such an evaluation method.
1.

Introduction

Formerly, computer systems were mainly stand-alone. Nowadays
however
there 1S a strong tendency
to connect computer
systems to each other thus building a computer network. Also
different computer networks are connected to each other. It
is clear that this has serious implications
from security
viewpoint.
It is only
efficient
to be
aware
of those
security
implications before actually connecting computer systems or
computer networks to each other. In other words, one should
be able to perform a security assessment of an envisaged
computer network. This article aims to contribute to this
research topic.
2. Definition

of the problem

It is aimed to devise an evaluation
method for computer
networks. It should give a definite answer with respect to
the security of a computer network.
In order to perform an evaluation,
a set of requirements
should be available.
In the framework
of this set of
requirements, the evaluation can be performed.
In a computer network data is exchanged between Application

lJan Verschuren is with TNO, Department
2600 GA Delft, the Netherlands.
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Processes (APs). Each AP puts (security) requirements to the
process of exchanging data. These security requirements are
dictated by the security policy of the AP. Conditions for an
AP to participate can be the following: the AP wants to have
guarantees about the integrity of the information streams it
receives
and it wants
to be sure with respect
to the
confidentiality
of the information
streams it sends and
receives. The combination of all security policies of all
participating APs will lead to the set of requirements which
applies to the computer network as a whole.
From the above it immediately
follows when an attack is
performed. If one of the security requirements of one of the
APs can be violated, then an attack is successful. Finding
successful attacks is the main topic of this article.
In addition to this, it is intended to develop an evaluation
method which is widely
applicable.
Applicability
of the
method is enlarged if:
a (large) variety of computer networks (with different
architectures) can be evaluated.
Li t t Le or no limitations
are imposed on the set of
security
requirements
which
form the basis of the
evaluation.
If both
networks

latter
items are fulfilled,
then a variety
of
can be evaluated against a lot of security policies.

3. Evaluation

of computer

In principle, a computer
of figure 1 [1).
'Computer

networks
network can be represented

A

Computer

by means

B

AP

User to user
communication

AP

Communication
subsystem

Computer to computer
communication

Communication
subsystem

'.

Data communication

Fig. 1: Model of a computer
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network

network.

APs are connected to a communication subsystem
(CS). A CS
can exchange
data with
another
CS. Thus
two APs
can
communicate with each other.
An evaluation method will be
developed which can evaluate computer networks as indicated
in figure 1.
An evaluation

method is devised which can handle a variety of
CSs. In that case, the evaluation method will be widely
applicable. Referring to figure I, it can be said that the
communication between APs will be initiated by requests of
one of the APs. More specifically, APs can request services
offered by the CS to transmit information.
If APs want to communicate in a secure way - that is to say
according to their respective security policies - they can
use security services which are provided by the CS. The
requests are limited for each AP.

As said before, the method should be able to analyse if APs
can communicate
according
to their security policy.
The
method is more powerful if it can make an evaluation in the
framework of more than one security policy.
Generally speaking, a security policy will consist of two
kinds of security aspects: confidentiality and integrity [2] .
The evaluation
method
should find attacks
if these are
possible: possible not allowed ways to read confidential data
or to modify
data should be pointed
out. In principle
confidential data can be obtained at two places:
when it is transferred via the medium.
when it is sent to an AP by the CS. Data is sent from CS
to an AP by means of an indication.
An attack with respect to the integrity of data is successful
if the CS sends a specific indication
to the AP. More
specifically, for a successful attack this indication results
in a false classification of the received data.
So it can be said, that it is essential for the completeness
of the evaluation method that:
all indications which can be sent from the CS to an AP
are modelled.
all representations of data which is sent via the medium
are modelled.
A model which
fulfils both requirements
can form a sound
basis for building a complete evaluation method.
Up to now we discerned two action points.
modelling
devising an evalution method based on the model.
These methods will be treated in paragraphs 3.1 and 3.2.
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3.1 Model
An OSI-communcation sybsystem consists of 7 protocol entities
(PEs) [3]. Each of these can be represented as a Finite State
Machine (FSM). It can easily be seen that the CS as a whole
can be modelled as a FSM too.
A FSM can be represented by means of a table. The table which
describes the CS will be referred to as T~. Each entry of the
table will have the following form:
input, old statel 1 output, new state

=

lP, OSI lap,

NS

(1)

Modelling the CS in this way is in accordance with the two
condi tions which were necessary
for obtaining
a complete
evaluation
method.
A computer
network
consisting
of n
computer systems can be modelled by a set of tables Tcs.i,
i
= 1, ..., n , Each table TCS•i describes the CS of computer
system i. In the following paragraph an evaluation method is
described which is based on this model of a computer network.
3.2 Evaluation method
APs connected to the network can be divided into different
groups depending
on their clearances.
APs having higher
clearances
have to protect themselves
against APs having
lower clearances [4], [5]. In this respect we can refer to APd
(defender) and APa (attacker).
APd will be able to use different security services than APa'
This is a necessity
otherwise
APd cannot protect
itself
against APa'
Analogously, there will also be a specific set of indications
for each group of APs. This has the following implications
wi th respect to the use of
table Tcs:
for APs having
different clearances, different parts of the table apply. For
each group of APs (with different clearances) a limited set
of requests APR and indications I is available.
Requests APR available to an AP can be divided into two
groups:
APRc: requests for sending (and protecting) confidential
data.
APRi: requests for sending
(and protecting)
data in
accordance to a specific integrity class.
Indications I can also be divided into two groups:
Ic: indications
which
offer
data of a particular
confidentiality
class.
Ii: indications
which
offer
data of a particular
integrity class.
Each APp can use a request APR if APR E {APRcpl"" ,APRcpn'
APRipl' APRipm}' Analogously
it can be triggered
by an
indication I if I E {Icpl' ... ,Icpk' Iipl' ... ,Iipl}'
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The evaluation method will function as follows. It will
verify if the requests and indications which are available to
the APs are in accordance with the confidentiality aspect of
the security policy of each AP. (The integrity aspect can be
treated in the same way.) More specifically, the evaluation
method will investigate if it is possible that an AP uses its
requests and indications in such a way that it receives
confidential data which it is not allowed to get.
The evaluation method will not overlook attacks if:
every form of protection of confidential data by APd is
known.
every operation available to APa is known.
The two items will be elaborated now.
3.2.1
Determining of forms of protection of confidential
data.
For each APd it follows from the table T~ how it can send and
protect confidential
data: this requires looking after
entries APRcdi (i
1, ... ,n) in table Tcs.
Subsequently,
entries of the following form will result:

(APRcdi, OS

11

OP, NS)

(2)

The cryptographic
operation which is applied will be
indicated in the OP-field. It is possible that a request
APRcdi leads to different outputs as the CS can be in
different (old) states. So APRcdi can lead to a different
output depending on the state of the CS. Table 1 gives an
illustration.
APRcd1

OSdl,l

11

OPd1,1

APRCd1
APRCd2

OSdl,n(dll
OSd2,1

11
11

OPd1,n(dll NSd1,n(dll
OPd2,1
NSd2,1

APRcd2

OSd2,
n(d21

11

OPd2,n(d21 NSd2,
n(d21

APRcdn

OSdn,l

I1

OPdn,l

APRcdn

OSdn,n(dnl

11

OPdn,n(dnl NSdn,n(dnl

NSd1,1

NSdn,l

Table 1: List of all forms of protection of confidential
data sent by APd.
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It
is clear
that
not all
outputs
OSdl,I' ... ' OSdn,nldn)are
necessarily
different.
It is supposed that n* 10S1' ... , OS~)
different
states
are listed
in table
1.
It is not sure that all outputs
OPd1,I'... ' OPdn,nldn)occur in
reality.
More specifically,
therefore
OSlI ... ' OSn>must be
reached.
It is investigated
- using table
Tes - what inputs
are needed
to bring the CS in a state
OSj with j E (I, 2, ... , n*).
Thus a following
string
of states
will be obtained.
OSjO' ...

(3)

, OSjlnlj)-I)' OSj

OS)Ois the idle
state.
Via OSjk Ik = 1, ... , nlj)-l))
OSj can
be reached.
If OSik with k E {I, ... ,n(jl-l}
= OSj then OS)
cannot be reached ln this way as cycling
is taking place:
the
process
should be stopped.
From the string
of states
OSjO'
... , OSjlnlj)-I)' OSj immediately
a string
of inputs
IPjk, k E
{I, ... , n\j)},
follows which will ultimately
result
in OSj:
IPjk and OSjlk-l) will
lead to OSjk' k E {l, ... , nlj)-l}
and
IPjnlj) and OSjlnlj)-l) lead to OS). So the following
string
Sj
characterizes
the events leadlng
to OSj.
Sj

= {IPjk, OSjlk_I)}with k E {l, ... , n f j

)}

(4)

IPjk = APRjk or MRjk: inputs
(requests)
which arrive
at the CS
from an AP or from the medium respectively.
So by applying
IPjk to the idle state
will result
in OSj via
OSjIk-I).
Requests APRjk can be easily
generated;
requests
MRjkare not
necessarily
available.
A request
MRjk*can be the result
of a
request
IPjk>1to a CS. More specifically,
IPjk•1 and OSjk>llead
to an output of the CS which can serve as MRjk*to another
CS.
(Maybe more possibilities
can lead to MRjk"as MRjk*can also
be composed of several
outputs
of a CS. At this
moment we
will not take this remark into account.)
So it follows
that state
OSjk.l is necessary
to reach OSjk*. If
OSjk>1 E {OSjk>'... ' OSjlnlj)_I)' OSj}' then
cycling
is taking
place:
the process
should be stopped.
If no cycling
is taking
place,
then the search process
is continued.
Referring
to eq.
(3) there is a string
of old states
leading
to OSjk>l:
(5)

If OS)k>lmE (OS)'>I' OS),>,... , OSjlnlj)_I)' OSj} with mE {l, ... ,
nljkll-l}
then OS) cannot be reached in this way: cycling
is
taking
place
then and the process
should be stopped.
This
principle
can be continued.
If the mentioned stopcriteria
are
never
applied,
then eventually
a set
of inputs
APRs are
obtained.
These will
be the basis
for
reaching
OSj when
departing
from the idle state
of the CS.
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3.2.2 Determining if an APa can attack protected confidential
information
From paragraph
3.2.1 it follows how APd can protect its
confidential
data. So the information
to be attacked is
clearly described. From this, the operations which are needed
to get the data in the clear can be unambiguously identified.
It is looked after in table Tes if these operations
are
available to the APa.
(Here again a simplification is made:
possibly the desired operations can be composed from several
operations available to APa.)
If so, then it is necessary to put the CS to which APa is
connected in a specific state. The indicated state follows
from table Tes• This process of bringing a CS in a particular
state is described ih paragraph 3.2.1.
4. Conclusions
An evaluation

method is needed in order to assess a computer
network with respect to its security aspects.
By representing
communication
subsystems
as finite state
machines, a foundation is laid of an evaluation method which
is complete.
This
means
that
no
security
flaws
are
overlooked. Besides this, the evaluation method obtained is
widely applicable:
it can handle a variety of computer
networks and it can evaluate these against a lot of security
policies.
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In this paper a technique for the estimation of disparity vectors in
stereoscopie imagery is discussed. A brief introduetion to the topic of
disparity and disparity estimation is given. Next the disparity space
image or VSI is introduced as a tool for disparity estimation. Finally a
new method for the use of this disparity space image in a disparity
estimation algorithm is presented.

1. Introduetion

to disparity and depth.

In stereoscopie imaging left and right views are recorded, stored or transmitted and
finally displayed in such a fashion that the viewer experiences a binocular depth cue as
similar as possible to the natural depth cue experienced by any two eyed observer in a
real word situation. The images perceived by left and right eye and/or camera are very

x

d>O
figure 1: disparity

r

d=O

d<O

and depth in projection.

similar. The essential difference between the left and right views is that objects are
relatively horizontally displaced relative to their distance from the observer. This
horizontal displacement is referred to as disparity and is illustrated in figure 1 where x,
and xi denote the horizontal co-ordinates of the right and left view projections of a real
world point. The relative position of x, and xi is related to the distance between the
observer and the real world point in focus. When x, lies to the right of XI the object in
focus is observed behind (further away than) the screen. When x, and XI coincide the
• This work was supported

by the RACE R-2045 DISTIMA
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point lies in the same plane as the screen and when x, actually lies to the left Xl the point
is located in front of the screen. The shift between left and right projection is usually
referred to as disparity and for the situation as sketched in figure 1 it is given by:
(1)

High disparity, d, values correspond to far away points while lower, even negative,
disparity values correspond to near points.
1.1. The disparity path.
As disparity is a process of horizontal shifting, an X versus d plot can be made for each
scan line of the stereoscopie image pair. Such a plot is referred to as the disparity path
for that scan line. The idea is illustrated in figure 2.
x

figure 2: disparity path.

The left camera scans from left to right, X ranges from zero to the rightrnost scan line coordinate. Ideally most pixels which the camera encounters while scanning the line can be
matched to pixels in the right camera view (of that same line) at an appropriate d value.
Some pixels however are visible to the left camera only and cannot be matched in the
right view.
This effect is called occlusion. The object nearest to the camera is referred to as the
occluding object while the object which is partially hidden by it is called the occluded
object. In the figure a dotted line is shown for that part of the disparity path where
occlusion occurs. Note that this dotted line does not actually correspond to disparity
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values but that it' s 45 degree angle does indicate that the width of the occlusion region is
equal to the difference in disparity between the occluded object and the occluding object
(when using the pixel as a unit).
With the left camera as the scanning (reference) camera encountering the left edge of an
occluding object results in a region of occlusion (diagonal jump) whilst the right edge of
an occluding object causes a clean disparity discontinuity. If the right camera were the
scanning camera the effect would be reversed.

2. Definition of the disparity space image for noiseless data.
The disparity space image is defined for a corresponding pair of lines from a stereoscopie
picture pair [3]. The picture has dimensions of M rows by N columns. The intensities for
the N pixels ofthe ith line of the left image are given by:
where 0 s x

sN

and 0 $ i s M.

(2)

th

Analogously the intensities for the N pixels of the i line of the right image are given by:
where 0 $ x

sN

and 0 s i s M.

(3)

The basic form of the DSI, the left DSI, is defined by:
DSli

L

(x,d)

=

O$(x+d)<N

{IL(X,i)-IR(X+d,i)
.

(4)

elsewhere

not defined

The x values of this DSI can take on the same values as the x values in the original
pictures while the d values are usually bounded by the minimum and maximum disparities
under consideration.
The right DSI is defined by:
DSli

R

(x,d)

=

0$ (x-d)

{IR(X,i)-IL(X-d,i)
.

<N

(5)

elsewhere

not defined

Comparison of the formulae for DSI/ and DSI/ reveals that DSI/ is contains the same
information as DSI/ except that is negated in sign and skewed along the x=-d axis.
DSliL(x,d)
- {I R(X

= I L(x,i) - I R(X +d,i)

+ d ,i)

- IL (x, i) }=

-osr'

(x

(6)

+ d,d)

As DSI/ contains no additional information to that contained in DSI/
used henceforth.

only DSI/

will be

3. Interpretation of the DSI.
Where d corresponds to the true disparity for pixel x of line i the following equality
should hold:
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(7)

Finding the disparity d for each x co-ordinate is not as easy as fmding the d for which
DSI/(x,d)=O because of several reasons:
(a) There are matches DSI/ (x,d)=O for values of d which do not correspond to the true
disparity.
(b) Because of occlusion (see below ...) there is sometimes no true match for the pixel at
a particular x co-ordinate.
(c) In practice stereoscopie images are not noiseless which means that it is not possible
to rely upon DSI/ equalling zero for a true match or even on a DSI/ value of zero
implying any match at all.
A sample
disparity
properties
following

DSI is given in figure 3 which represents DSI22l for the "aqua" test scene with
cropped to +/- 128 pixels. Inspection of this figure reveals a number of
typical for disparity space image. These properties will be reviewed in the
sections.

d= 128

d=U

d= -127

figure 3: DSlzzl ... for frame lof test scene "aqua".

3.1.The disparity path - disconnected horizontallines

in the DSI.

True matches of pixels to their disparity shifted counterparts result in (near) zero DSI
values. These true matches are visible as horizontal dark lines at appropriate disparity
levels in the DSI. The discontinuities in this horizontal pattem obey the disparity path
rules discussed earlier.
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3.2.Vertical edges in the DSI.
The vertical edges in the DSI/ correspond to edges in scan-line i of the left picture. In
DSI/ an edge in the left scan-line would have constant x, hence the fact that verticalline
effects are introduced into DSI/ .
3.3.Diagonal edges in the DSI.
The diagonal edges in the DSI/ can be equated to edges in scan-line i of the right
picture. A constant x co-ordinate in the right scan-line translates to a constant x+d on the
left scan-line. This results in the top-left to bottom-right sloping diagonals in the DSI/ .
3.4.ParaUelogram patterns in the DSI.
The parallelograms which are visible in the DSI/ are bounded by a pair of vertical lines
and a pair of diagonallines as described in sections 3.1 and 3.3. The verticallines which
bound the parallelograms on the left and right correspond to edges on the scan line from
the left picture. Assuming that these edges belong to "objects" each such object in the
left image produces a pair of vertical edges in the DSI/. These edges bound one or more
parallelograms. Dark parallelograms (low DSI/ values) indicate matches of pixels from
the right scan-line to the left scan-line.
Uniformly dark parallelograms correspond to homogenous objects, objects for which the
I value is almost constant so that a pixel from the object in the right-scan-line matches

well to a number of pixels in that same object in the left scan-line. For these
parallelograms the height from top vertex to bottom vertex is equal to twice the width
from left vertex to right vertex. No such statement can be made about the matches of
pixels from an object to pixels of similar I value in other objects which also produce
parallelogram patterns.
Textured parallelogram patterns correspond to non homogenous objects where matches
3.5.Diagonally crossing stripe patterns in the DSI.
Where pixels from an object can fmd a match only at true disparity a light (high DSI/
values) diagonal cross pattern will be formed. At the intersection of the vertical and
diagonal there will be the horizontal dark line of the disparity path except when the
object in question is occluded in the alternate picture and there is absolutely no match for
it. An example of such a diagonal cross is the instance caused by the light reflection on
the middle fish in figure 3 where the high I values are unique for scanline 228 so that no
matches other than the true disparity match may be found.

4. The classical approach to finding a DSI path.
Due to noise and matches in homogenous regions very naive approaches to fmding the
disparity path in the DSI do not work. The most common effective way is the use of
dynamic programming to trace a path through the DSI. The cost of a horizontal
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movement in the DSI is set equal to the corresponding matching error (the DSI value at
the point in question) whilst vertical or diagonal jumps are assigned a fixed occlusion
cost.
The problem is that due to the very nature of dynamic programming this fixed occlusion
cost can only be assigned per DSI pixel. This means that the net occlusion cost for a
disparity discontinuity becomes proportional to the size of that discontinuity. Choosing
the occlusion cost too low results in the finding of many small, unwanted, disparity
discontinuities but a choice of a higher occlusion cost tends to result in large (but
perfectly correct) disparity discontinuities being unjustly discarded.
In occlusion regions the cost would really have to be related to the best alternative path
for the X co-ordinate range in question. This is not possible with the dynamic
programming approach to DSI path finding.

5. A genetic algorithm for pathfinding in the DSI.
Genetic algorithms [1,2,4] are a class of optirnisation techniques. They have some
similarity with better known techniques like simulated annealing in that at anyone
iteration they operate on a set of solutions. In keeping with the "genetic" metaphor this
set of solutions is referred to as the population. In one iteration members of the
population (known as chromosomes) are selected with a bias towards those with the
highest fitness (high fitness corresponds to a desirable solution). These couples of
selected of chromosomes are then subjected to mutation and crossover and subsequently
re-inserted into the population. It is the crossover process, the interchange of solution
components which is particular to genetic algorithms. A comprehensive explanation of
genetic algorithms is beyond the scope of this paper but a complete tutorial discussion of
genetic algorithms may be found in [1] or [4] while [2] describes the application of
genetic algorithms to the problem of motion estimation.
In order to make a genetic algorithm work weil it is important to adapt the mutation and
crossover operators as weil as the fitness function to the problem at hand. A discussion
of each of these three components is given in the next sections.
5.1.DSI path mutation.
Given a legal DSI path, mutation is performed by selecting a starting point, x, , and an
ending point, Xe , for the region to be mutated, as illustrated in figure 4. In the figure the
part of the path to be mutated is the part of the path between the left and right vertical
dotted lines. The disparity path entries between x, and Xe are set to a randomly chosen
disparity value. The resulting path may contain illegal disparity discontinuities (illustrated
in the figure by a shaded circle) which must be corrected before the path mutation is
complete.
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figure 4: DSI path mutation.

5.2.DSI path crossover.
DSI path crossover is illustrated in figure 5. A random starting point, z, , and a random
ending point, Xe , for the region to be mutated are again selected. Between these two
point solution parts are exchanged and any illegalities so caused are compensated (in
figure 5 no such illegality occurs for child path 1 but one does occur and is corrected for
child path 2).
d

par~nt path 1

d

child path 1

r
d

r

d

parent path 2

• x

j

• x

child path 2

---- .
:

.x

figure 5: DSI path mutation.

5.3.DSI path fitness.
A fitness function is much the reverse of a cost function. The fitness is assigned to a DSI
path in such a fashion that desirable (path) properties increase the path fitness and
undesirable properties decrease it. So for parts of the path with constant disparity
(horizontal DSI lines) the match errors (the DSI values themselves) are subtracted from
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the fitness. When an occlusion jump occurs an occlusion cost is subtracted for the whole
of the jump, irrespective of it's magnitude. For occluded path parts (diagonal jumps) the
matching error for the best alternative path along the corresponding x range is added.
Information about a best alternative path is available because the genetic algorithm
operates on a whole set of solutions which may be examined when a best alternative path
section. is required.

6. Results.
Some results from a genetic algorithm for DSI path fmding are shown in figure 6. The
DSI and scanline used are identical to the ones in figure 3. Generation 0 shows the
generation:

0

50
100

figure 6: results from genetic algorithm.

highest fitness path from the initial population. This population contains only paths of
completely constant disparity. At generation 50 the solution has almost completely been
found, the one remaining error being that the first disparity jump is made a little too far
to the right. By generation 100 the actual solution has been found. All disparity jumps
have been identified and no spurious ones have been generated. With Iurther
sophistication of mutation and crossover operators the convergence speed will be
increased.
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A time-frequency entropy measure of uncertainty
applied to echolocation signals

C. Kamminga
Information Theory Group
Dept. of Electrical Engineering
Delft University of Technology
and
M.G. de Bruin
Dept. of Pure Mathematics
Delft University of Technology

ABSTRACT
A modified minimum principle for the sum of entropies in the time domain and
the frequency domain is applied to the analytic form of limited time durationfrequency bandwidth signals. The minimum is obtained for a Gaussian pair
under the constraint of limited variance of the signal. The relation formulated
reveals the additive nature of entropy, other than Gabor's uncertainty relation
which is based on the variances in both time and frequency. An application of
this additive entropy measure of uncertainty is given for two times of
echolocation signals of dolphins in a perceptual context to establish whether there
would be a preference for the time domain or the frequency domain, or whether
there is equilibrium between the two.

INTRODUCTION
Among the various formulations of the uncertainty principle from
quantum mechanics, we note first of all the Heisenberg/Weyl
(1928)
equation, which characterizes the uncertainty of a measurement by the
product of the variances of two observables.
Gabor (1946), using also the Schwarz inequality, framed the uncertainty
relation in a quantitative manner for a complex time function and its Fourier
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transform, thus deriving the uncertainty relation of communication theory
~t.M=l with M=var(f(t» and M=var(g(f), i.e. the product of time duration
and bandwidth occupied by a signal cannot be less than a constant. His
definitions used for ~t and M are not unique. The use of different definitions
of the variables ~t and M yields other uncertainty principles. From a number
of approaches, we cite the work of Zakai (1960) who aims at a generalization
of diverse definitions of duration brought together in one expression,
establishing a connection between duration and the entropy parameter as
used in information theory. This generalized definition of duration in terms
of norms of LP spaces resulted in an uncertainty relationship proved by Zakai
as
(1)

Tp F q ::2:

for any functions that are Fourier transform pairs. Where Tp is the duration of
the function set) over a finite interval and Fq is defined similarly as the
spectrum width under the constraint that

(2)

This measure of effective time or duration deviates from the conventional
(Gabor) definition which may be taken as a measure of the concentration of
set) in the neighbourhood of its mean.
For p=q=2 the duration is
(3)

where

~
H(t)

- f[s(t)

as the entropy parameter if 1set) 12 is a probability
observed, as in quantum physics.
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(4)

[21n[s(t) [2dt

density

of t being

Leipnik (1959) obtained an interesting result for the sum of entropies of two
distributions in the case of p=q=2 of a Fourier transform pair. His uncertainty
relationship has the form
(5)

;:: 1 -ln2

H(t) + H(f)

where H(t) is defined as in (4) above, a result which was also conjectured by
Hirschrnan (1957) and Stam (1959). The inequality, in fact, reveals the
additive nature of entropy. Although Zakai's and Leipnik's uncertainty
relations comprise a fairly wide class of definitions of 'duration', it is not an
easy task to point at specific physical applications.
It is the purpose of the present paper to avoid the difficult mathematical
problems normally encountered in the handling of the minimizing equation,
to obtain a lower bound on the sum of entropies. We use a different
normalizing condition than the usualone:

~
JIS(t)i2dt

~

=

JIS(f)12df

=

(6)

where the fust equality indicates Parseval's relation.
This other minimum principle is here applied to the analytic signal form of
time functions with a low time-frequency duration product, as we encounter
in the analysis and description of dolphin echolocation signals.

THE ECHOLOCA nON SICNAL
It is known today that dolphins possess a very sophisticated detection
and ranging system which is based on the use of ultra sound in the form of
very short pulses, the sonar clicks. A particular aspect of these time functions
found to be common to all (on present information) is the property of
maximum 'concentration' in both the time domain and the frequency domain,
which tends to approach the theoretical lower bound given by Cabor's
uncertainty relation, ~t.M=l (Karnrninga et al 1993). This fact justifies
describing the sonar signal as a parametrie waveform model; the elementary
Cabor signal
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(7)

with

a = Tt/M
fa = dominant frequency
to = mid epoch of the click
M = time duration
M = frequency bandwidth
<p = phase of to related to the envelope.

The waveform and its parameters

are depicted in figure 1.

Figure 1. Example of a Gabor time function
UNCERTAINTY

RELATIONS

IN ENTROPY

We will now have another look at Leipnik's interesting result for the
sum of entropies of two distributions, in respect to a modification of the
normalization constraints.
If f(x) and g(y) are a pair of Fourier transforms,

~
fix)

=

J g(y)e

21tUy

dy

(8)

~
g(y)

Jfi x)e

-21tixy
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dx

where

~
flf<x)j2dx

~
= flg(y)j2dy

(9)

then If(x) I 2 and Ig(y) I2 may be conceived as probability density functions of
the observed variables. When these variables are chosen as t (time domain)
and f (frequency domain), an interpretation of the principle has less physical
meaning, for example in perceptual experiments, nevertheless, we observe an
elegant mathematical result.
However, as the constraints (9) are replaced by the condition where
modulus is normalized to a unit area:

~
fls(t)ldt

=

~
flS(f)ldf

=

the

(10)

then we notice a close connection with a physically realizable signal, i.e. the
echolocation signalof a dolphin, and its mathematical model.
One of the main ingredients of this modified approach is the separate
normalization of the signal contents: the first equality sign in (10) is not
automatically fulfilled for Fourier transform pairs.
This condition is easliy fulfilled in our case: the envelope of the sonar click in
its analytical description is identical to the modulus and approaches a
Gaussian form by following the property
M.M --7 l.
We then define the entropy of the sonar signal in terms of the well-known
Shannon entropy in time and frequency as:

~
Et

Ef

- fls(t)IInls(t)ldt

~
= - flS(f)
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(11)

I In IS(f) Idf

The Shannon entropy is established as a justifiable measure of uncertainty
and represents the minimum average number of units required to establish
the information content. The form of the probability distribution that will
optimize the entropy under the condition of limited average power is the
Caussian distribtuion, a well-known derivation in classicäl information
theory.
It is thus obvious that the sum of entropies Et + El has a positive lower
bound. This minimum is easily found as follows.
Let s(t) be the Cabor function of the real variable t with normalization

00

<t <

00.

The new

yields set) in normalized form

The entropy of the normalized function is given by substituting Sn(t) into (11)

~
t,

Let S(f) be the Fourier
calculated in

transform

of s(t),

the same way as
S (f) = S(f)'
n

(12a)

= -flsn(t)llnlsn(t)ldt

fië
a
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then the normalized

form is

~

Ef = -

Explicitly calculating

Et

and

Ef

J

[Sn(/) [In [SJ!) [dj

(12b)

shows
Et =

_!_
2

Ef

=

-ln_C:__

{ië

1
_+In_

2

Ct

{ië

Thus for the sum of entropies in both t and f for a Gaussian distribution, we
finally obtain the elegant and simple outcome
(13)

as the lower bound for uncertainty.

RESULTS FOR ECHOLOCATION

TIME FUNCTIONS

Calculating Et and Ef for quite different species of dolphins (T. truncatus, 1.
geoffrensis, S. chinensis, P. phocoena, C. commersonii) employing different sonar
signals recorded in captivity as well as in the wild (see figure 2a) we find in
the plot Et versus Ef (see figure 3) that all the echolocating signals indeed obey
the entropy uncertainty relation Et + Ef = constant, thus indicating the
property of approaching the theoretical lower bound of Et + Ef = I, resembling
a similar property as !lt.M = 1.
Another feature of special interest is the distinction between the oligo and the
polycyclic sonar waveforms with, however, a few members from two families
that have about 8 cycles in their waveform showing no preference for either
of the two domains.
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Figure 2a.

Typical example of a low-cycled echolocation click from the
Indo pacific humpback dolphin (Sousa chinensis) recorded off the
coast of Natal, S.A. Dominant frequency is 92 kHz, time
duration l1t is 23 usec,

Figure 2b.

Amplitude versus time function of an echolocation
young
harbour
porpoise
(Phocoena phocoena).
frequency is 135 kHz, time duration l1t is 65 usec.

click of a
Dominant

DISCUSSION AND CONCLUSION
The introduetion of an entropy formulation by using the envelope of a
signal in both the time and frequency domain yields an interesting and
elegant uncertainty relation, which has more physical clarity. Of course, the
minimum is also obtained for a Gaussian pair of Fourier transforms.
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Figure 3. The time-frequency entropy measure of uncertainty pictured for 42
samples of echolocation clicks of five different species of dolphins.
An elegant application, in the area of the analysis of echolocation signals of
dolphins is shown in the behaviour of e, and lOf' The results show in the
time/frequency entropy plot (figure 3) that all the echolocating wave forms
tend to approach the theoretic lower bound but we see a nice distinction
between the oligocyclic and the polycyclic wave forms, with a species from
the family Phocoenidae and C. commersonii tending to establish an equilibrium
between the use of time and of frequency for its solutions to detection
problems in navigation and feeding.
A closer look at figure 3 leads to the observation that in the case of the
oligocyclic wave form, this ensemble of dolphins will try to minimize the
uncertainty in a given detection sitation by choosing to operate in the time
domain.
However, we note that the cluster of dolphins that uses 6 to 8 cycles in the
time duration of their click also minimize their decisional uncertainty but by
choosing to operate in the frequency domain with a lower lOf'
Further, there is a tendency for this polycyclic wave form group, to look for a
balance between the t and f domain, whereas the 'oligocyclic' dolphins do
not.
A further inspection of this polycyclic wave form explains this tendency in
view of the smaller frequency bandwidth with regard to the oligocyclic clicks.
On the other hand it is tempting to suppose that the dolphin, by using
several cycles in the time domain, has another cue to apply in his detection
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performance in comparison to the two to three cycles of the former group;
thus realizing an optimum in resolving performance. This is certainly a fact
that should be investigated further.
As a, perhaps redundant, remark, all the data obtained are found to have a
lower bound on the value Et + lOf = 1.18, also indicating that we again are
faced with simple, optimal signals.
Then, a final remark about the black spheres experiment (Chapter 2) can be
made with help of the results given in this chapter. As mentioned above,
figure 3 shows that the dolphin with only very few cycles in his sonar waveform will choose to operate in the time domain. This conclusion thus refutes
the hypothesis made by Dubrovsky et al., (1971) that an echolocating dolphin
makes its choice in the discrimination of solid elastic spheres on the basis of
the spectrum of the echoes.
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LOCALIZATION AND IDENTIFICATION
OF PLANE OBJECTS IN A COMPLEX SCENE
P. Vanroose", L. Van Cool and A. Oosterlinck
This paper describes a complete recognition system for fiat objects, usinq
semi-local projectively

invariant

information

of the contours to be identi-

fied. This makes it possible to recognize objects which are only partially visible. The final assembling of recognized segments tries to avoid polynomial
running time by first combining the most certain matches, and eliminating
all segments that are compatible with such a match.
INTRODUCTION

This paper reports on the implementation of a complete recognition system
for plane objects from a picture taken by a camera with unknown parameters and
position. As a consequence, the objects, as seen on the picture, can be distorted
by an arbitrary projective transformation with respect to their counterparts in
a sample database. This implementation integrates all parts of the recognition
process, from the digitized image to the exact location of the recognized objects.
The basic method for the recognition is described in [1], see Fig. 1. First,
contours in the image (a) are found by a standard edge detection method (b).
After spline fitting, inflection points (being projective invariants) are used as
reference points on the contours.

Then, each bitangent contour segment (c)

containing two consecutive inflection points is transformed to a canonical frame
(d), and identified with respect to contour segments in the training database.
This is done using the general purpose classification algorithm BUCA, described
in [2].
The main advantage of the semi-local method is its ability to identify objects
which are partially invisible. This allows for realistic imaging situations: objects
can be partially overlapping each other, or they can lie partly out of the viewing
window.
• Postdoctoral Fellow of the Belgian National Fund for Scientific Research (NFWO).
The authors are with the K.U.Leuven, Department of Electrical Engineering (ESAT),
Kard. Mèreierlaan 94, B-3001 Heverlee (Belgium).
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Fig. 1. A sketch of the basic steps.
The use of an efficient classification algorithm makes it possible to operate
with a large set of recognizable objects, which is normally the case in realistic
robot vision applications. E.g., the example database (see Fig. 2) contains 43
objects, with a total of 1421 contour segments. Each segment is represented by a
32-dimensional feature vector. The training set possibly contains several samples
of the same object, from different camera positions. This huge amount of training
data necessitates the use of an efficient classification program like BUCA, which
condenses the information of this training set into a compact recognition tree.

Fig. 2. A view of the full data set.

100

The final step to be taken in order to reliably identify and localize objects in
the scene, is the combination of information obtained in the recognition phase.
Experiments on complex scenes, containing several objects, part of them not
belonging to the training set, and all partially overlapping each other, show that
this method gives satisfactory results, as can be seen in Fig. 4.
DESCRIPTION OF THE RECOGNITION SYSTEM

The system has been implemented, partly as C routines, partly as a shell
script calling these routines. The program can work in three modes: first, it
should be run in training mode on a sufficiently large set of pictures of the individual objects to be recognized. Then, the collected training data is transforrned
into a recognition tree by the classification mode. Finally, the recognition mode
should be able to locate objects on which it was trained in an arbitrary image.
All modes can work either interactively or completely autonomous.
Both the training mode and the recognition mode start by edge detection,
edge track building, spline fitting, and splitting the edge contours into segments.
The splines allow to determine the inflection points. Any two consecutive inflection points determine a segment, which is bounded by the touch points of the
first bitangent line outside of these inflection points. An example of these steps
is shown in Fig. 1.
Then, each bitangent segment is transformed to a canonical frame. For a projective transformation to such a frame, four points, no three of them collinear,
are necessary and sufficient. We used the two bitangent points, the intersection
of the inflection lines, and the 'mid point' [1]. All these points are projectively
invariant.

They are given the coordinates (-1,0),

(1,0), (0,3) and (0,1), re-

spectively. Other choices of four reference points could be made, including for
example the inflection points themselves, but our choice seems to give the most
stable reference frame.
In the canonical frame, 32 numbers are measured from the curve segment.
These are mainly the y-values of curve points corresponding to fixed x-values and
vice versa. Together, this forms a 32-dimensional feature vector which sufficiently
characterizes the segment. A different feature vector is obtained if the bitangent
points are interchanged, i.e., if the segment is reflected. Thus, each segment is
represented by two feature vectors, the determination of which also gives the
orientation of the segment.
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Fig. 3. A composition with 8 of the "Plasticoio" objects.
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In the training mode, these feature vectors are stored, together with the
segment which they represent. In the classification mode, BUCA transforms this
training set of feature vectors to a classification tree. Because we have 1421
contour segments in the example, the tree with its 1421 leaf nodes is a rather
large one. Nonetheless, the average tree depth is only about 10 levels.
When the system is run on an image like the one in Fig. 3 in recognition mode,
the obtained 32-dimensional feature vectors are presented to the classification
tree, which gives a segment name as answer. This step is really fast because on
the average only about 10 tests on feature values have to be performed.
ASSEMBLING

OF RECOGNIZED

SEGMENTS

The final step in identifying and localizing a complete object consists of the
combination of the recognition information from all segments of each object.
It should be noted that not all contour segments will have been recognized
at this stage because segments can be too much distorted. This is better than
receiving wrong information from the classifier. Better yet would be to obtain,
with each answer, reliability information from the classifier. It is planned to add
this feature to BUCA in the future.
For each recognized segment, we verify if the best projective transformation
from model to image matches at least two of the ten neighbouring segments
closely enough. If this is the case, the corresponding object is announced to be
found. Remains the task of exactly localizing the object, i.e., determining the
exact projective transformation between image and sample.
For this purpose, we take into account as much as possible segments, both
recognized and unrecognized, which match the training data closely enough.
First, the best projective transformation is determined between the reference points of the already correctly recognized and matched segments and the
corresponding points in the sample image.

Based on this transforrnation, all

other segments of the same edge track are compared with the transformed sample image. If the reference points lie within 10 pixels of where they should lie,
the segment is considered to match. Finally, the best projective transformation
based on all currently matching reference points is calculated. The results of the
back-projection of the sample images for the image in Fig 3 are shown in Fig. 4.
This way of assembling avoids the comparison of all pairs or even triples
of segments; it is essentially linear in the number of segments. The sketched
method sometimes still produces some un-allowable projective distortion. This
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Fig. 4. Result of the recognition process on Figure 3.
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seems to be due to the fact that a match on reference points only is sometimes
not sufficient to correctly locate the complete segment. This problem does not
occur with affine distortions. A possible way out of the problem could be the use
of more match points per segment.
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Tail conditions for multiple repetition feedback
block coding
Thijs Veugen*

Abstract

Multiple repetition feedback coding can be used for block coding on discrete memoryless channels with feedback. A block consists of a fixed number
of precoded information symbols and a taiL The tail should be chosen such
that the error correcting capability of the code is optimized. Tail conditions
presented by D.W. Becker are critically examined. A less restrictive tail condition is presented and its correctness is proved.

1

Multiple repetition feedback block coding

Consider a discrete memoryless channel and number the inputs from 0 to 1 - 1, and
the corresponding outputs from 0 to J - 1. W.l.o.g. I ::;J because otherwise it is
possible to eliminate a suitably chosen input symbol without affecting the capacity
of the channel [2].
The idea behind repetition strategies is the following: suppose that during the
transmission of a message an i ---7 j error occurs (0 ::; i < 1,0 ::; j < J, i i=- j).
At that moment the encoder stops transmitting the following message symbols and
inserts the symbol i kij times at this position in the message, where kij is a constant
positive integer depending on i and j. After the insertions the error is 'corrected'
and the transmission is resumed. The decoder scans the received sequence from right
to left and looks for forbidden subsequences jikii (0 ::; i < 1,0 ::; j < J, i i=- j) and
substitutes the first found forbidden subsequence jikii by i. The decoder repeats
this until no forbidden subsequences occur anymore. Since a received symbol j
(1 ::; j < J) is allways erroneous, it is useful to define the repetition numbers kij
(0 ::; i < 1 ::; j < J) as 1. A consequence of using forbidden subsequences to correct
errors is that one has to precode a message such that no forbidden subsequences
occur.
'Eindhoven University of Technology,Department of Electrical Engineering, Group on
Information-and Communicationtheory, PO box 513, 5600 MB Eindhoven,The Netherlands.
E-mail: thijs@ei.e1e.tue.n1
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Multiple repetition strategies can be used as block coding schemes. Denote the
block length by n. The code words that are transmitted consist oi a precoded
message of length l and a suitably chosen tail of length n - l, where l is a fixed
positive integer less than or equal to n. During transmission of a code word errors
are corrected as described above. A received code word is decoded by substituting
each forbidden subsequence jikij by i and afterwards discarding all but the first l
symbols. If during the transmission of the n symbols of a code word eij errors occur
of type i -+ j (0 ::; i < I,O ::; j < J, i =F j), then the message part of the code word
should be decoded correctly when l + 2:i,j kijeij < n.

2

Tail conditions

The tail should be chosen such that all possible error patterns with 2:i,j kijeij < n-l
will be corrected. In his Phd thesis[l, pp.59-60] D.W. Becker suggests to use tails
that satisfy one of the following conditions.
Becker's condition 1 Each symbol i that appears in the tail satisfies kij
each j =F i.
Becker's condition 2 Let s be the tail preceded by the last information
Then s satisfies bolh:
1. Each subsequence ij that appears in s satisfies both i

2. Each symbol i that appears in s satisfies

kij

=F j and

3 for each j

:::::

=F

kji

:::::

3.

i.

1. Each subsequence ij that appears in s satisfies both i

=F j and

2. Each symbol i that appears in s satisfies
j =F i.

2 and kji

:::::

n for

symbol.

Becker's condition 3 Let s be the tail preceded by the last information
Then s satisfies both:

both kij

:::::

kji

:::::

:::::

symbol.

4.

2 for each

The correctness of these conditions is "proved" at [1, pp.65-73].
It is obvious that if a tail can be constructed that satisfies condition 1, each tail
symbol is received correctly when 2:i,j kijeij < n-l. This holds even when condition
1 is relaxed by substituting n - l for ti. Since the (received) tail preceded by the
last information symbol can not contain a forbidden subsequence, the message will
then be decoded correctly.
A counterexample for condition 2 is depicted in Figure 1. The correctness of
condition 2 can be proved when kji :::::2 is added to the second term.
Becker also conjectures[l, p.73] that his conditions can not be relaxed, i.e. if it is
possible to proof the correctness of a tail then it is possible to construct an arbitrary
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1= J = 3, I = 1, n = 5
Repetition numbers kOl
Information symbol
Code word
Transmitted sequence
Received sequence
Reduced sequence
Decoded sequence
l:i,j kijeij

=

k02

=

klO

=

k12

= 3,

=

k2l

=1

= k02 = 3

Figure 1: Counterexample

for Becker's condition 2

I = J = 3, I = 3, n = 16
Repetition numbers k20 = 2, kOl = klO = k21
Information symbols
100
Code word
1001010101201010
1001010101222222
Transmitted sequence
1001010101000000
Received sequence
o
Decoded sequence
l:i,j kijeij = k20 . 6 = 12.

=

Figure 2: A non-alternating
long tail that satisfies one of his conditions.
the correctness of a relaxed condition.
Condition
alternating

k20

0
01010
01000
01200
200
2

Let s be the tail preceded
and satisfies both:

1. Each subsequence

2. Each symbol
j # i.

ij that appears

i that

appears

k02

=

k12

=3

counterexample

We contest this conjecture by proving

by the last information

in s satisfies

in s satisfies

both i

#

symbol.

Then

s is

j and kji :2:: 3.

both kij :2:: 2 and kji :2:: 2 for

each

The proof of the correctness of our condition is in the next section. In Figure 2
is illustrated that s has to be alternating.
If a tail can be constructed that satisfies Becker's condition 2, a tail can be constructed that satisfies our condition.
A counterexample for the reverse implication is: I = J = 3, repetition numbers
kOl = klO = 3, k02 = k20 = k2l = k12 = 2. An alternating 0 - 1 tail does the
job when the last information symbol is 0 or 1. This example also doesn't satisfy
Becker's condition 3.

3

Proof

In this section we proof the correctness of our condition introduced in the previous
section. Tails that satisfy our condition are called correct tails. Lemma 2 shows that
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when a correct tail is transmitted, the first tail symbol is always decoded correctly.
Lemma 1 is used in the proof of Lemma 2. The correctness of our condition is proved
in Theorem 1 with the help of Lemma 2.
Lemma 1 Let m be a correct

tail of length n. Suppose m is transmitted
with a
multiple repetition
strategy.
Let t = ti ... t.; be the transmitted
sequence, and r =
"i ... r n the received
sequence.
Suppose that all transmission
errors are corrected.
Let in be the result of the decoding of r from right to left. Let i be an arbitrary
symbol that occurs A times in m. Let ( be equal to 1, if A > 0 and i # rn, and 0,
otherwise.
If k S; length( m) - A + (, then the sequence rik is decoded to a sequence
that begins unlli mi·

Proof. The proof is by natural induction on length(in). If length(in) = 1, then
in = m, = rn and ( = O. Since kim! ~ 2 when i # mi, the result of the decoding of
ri is equal to mi i.
Suppose length (m) > 1. Let x = rn, then x is the last symbol of m, and t« = x.
Let v, 1 < v S; n be such that tv = ... = t.; = x, and tV-1 # x. This means
that the sending of symbol x started at transmission v, and all occuring errors were
corrected after transmission n. Note that this implies that the sequence m consists
of the symbols x and rv-I' Suppose that r v ... r nik is decoded to jk' 'Y, where k' ~ 0
is maximally chosen, for some i. 0 S; j < m, and some sequence T Suppose that
"i ... r v-I
is decoded to ~/. Let A' be the number of time» Ll.ta.L j üCCUT3 in
Lot
(' be equal to 1, if A' > 0 and j # rv_I, and 0, otherwise. We have to show that
k' S; length(m,') - A' + (', so that the induction hypothesis can be applied. Since 'Y
does not influence the decoding of rl ... r V_Ijk', this will complete the proof.
Suppose i = x, then rv." rnik is decoded to Xk+l, and ( = O. If length(m,') = 1,
then k S; 1, so rl'" rni" is decoded to 'rnIXk+l because kxm! :2 3 > k + 1. Tf
length(m/) > 1, then A' > 0 and (' = 1, so k' = k + 1 S; length(m) - A + (+ 1 =
length(m/) + 1 - (A' + 1) + 1 = length(m/) - A' + Cl So w.l.o.g. i # x.
Suppose j = x, then k' = 1, k < k;"" and "I = ik, so length(m/) - A' ~ 1 = k',
So w.l.o.g j # x, and therefore (' = O.
Let es be the number of transmissions j, v S; j < n, such that rj = s (0 ::;
s < m). Each erroneous transmission x -+ s is followed by exactly kxs - 1 correct
transmissions i, j < n, of symbol x. Transmission n then completes all correction
sequences. Therefore ex = L:O<s<m,s;tx es(kxs - 1).
Assume the worst case: r, = j for v S; I < w, and rl = x for w ::; I S; n, for
some w E {v + 1, ... , n}. Then ex = n - w, ej = w - v, and ex = ej (kxj - 1).
The number of received x's that are absorbed by ik during decoding of r v ... r nik
is at most (k - 1) -i- (kix - 1). So the number q of (remaining) x's satisfies q =
max{O, ex + 1 - (k - 1) -;.-(kix - I)}. The number of received j's that is absorbed
by the (remaining) x's is equal to (q - 1) -;.-(kxj - 1). Three cases are considered:

mi.

q

> 0 In this case
q). Since q

k' = ej-(q-I)-;.-(kxj-I),
ex+ 1- (k -1) -;.-(kix-I),

=

so (kix-I)(kxj-I)k'
S; (kix-l)(ex+lit follows that (kix -1)( kXj -1 )k' S; k-l.
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j =1= i and q = 0 Here k'
(kix - l)(kxj - l)k'

:S «s Since ex + 1 :S (k
:S (kix - l)ex :S k - kix·

j = i and q = 0 We have k'
that k' :S k - kix + 1.

=

ej

+ k - (ex + l)(kix

- 1) 7 (kix - 1), it follows that

- 1). Since

ej

:S

ex, it follows

To complete the induction step two cases are considered:
i = rv-l In this case A > 0, ( = 1, and kix 2: 3. Suppose j = i, then kXj 2: 3 and
A' = A. If q > 0 then 4k' :S k-1. If q = 0 then k' :S k-2. So surely k' :S k-2.
So if j = i, then k' :S length(m) - A + (- 2 = length(m') - A' + ('. Suppose
j =1= i, then A' = 0 because we assumed j =1= x. If q > 0 then 2k' :S k - 1. If
q = 0 then 2k' :S k - 3. So surely k' :S k - 2 < length(m') - A' + (l
Since we assumed that i =1= x, we have A = ( = O. Suppose j = i, then
A' = O. So k':S k-1:S
length(m)-A+(-l
=length(m')-A'+(l
Suppose
j = rv-I, then A' = length(m) 72 and kXj 2: 3. If q > 0 then 2k' :S k - 1.
If q = 0 then 2k' :S k - 2. So certainly 2k' :S k - 1 :S lengthfrn) - 1. If
length(m) mod 2 = 0, then 2k' :S length(m) - 2, because k' is an integer,
so k' :S ~length(m) - 1 = length(m') - A' + (l If length(m) mod 2 = 1,
then A' = length(m')j2 so k' :S length(m')j2 = length(m') - A' + ('. Finally
suppose j =1= i and j =1= rv-I, then A' = o. So k' :S k - 1 :S length(m) - 1 =
length(m') - A' + (l

i =1= rv-l

In each case k' :S length(m') - A' + ('.
(End of Proof)
Lemma 2 Let m be a correct tail of length n. Suppose m is transmitted
with a
multiple repetition
strategy with repetition
numbers (kij).
Let t = tl· .. tn be the
transmitted
sequence,
and r = rl ... r n the received sequence.
Let m be the result
of the decoding of r from right to left. Let eij be the number of i -+ j errors that
occured during the transmission
of m, If ~ij eijkij < n, then mI = mI·

Proof. Suppose ~ij eijkij < n. The proof is by natural induction on the number of
errors ~ij eij· If no errors occured during the transmission, then t = r , so m = m,
Suppose that ~ij eij > O.
Suppose no forbidden subsequence occurs in r . Then m = r , and furthermore,
an i -+ j error is directly followed by less than kij error-free transmissions (of symbol
i). Assume mI =1= mI, i.e. rl =1= tI· If the last error was an ex -+ (3 error, then it
occured not later than transmission ~ij kijeij - kaP + 1. Therefore, there are at
least n - (~ij kijeij - kaP + 1) 2: kaP correctly received symbols after the last error.
This means that the last error is corrected, and a forbidden subsequence occurs in
r , which is a contradiction. It follows that mI = mI·
Suppose a forbidden subsequence occurs in r. Let rs ... rs+kij = jikij be the
rightmost forbidden subsequence of r . Four cases are distinguished:
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Ts

#

In this case ts =
= tS+kij = i. Let mi = mI ... mn-kij'
... tn, and T' = Tl
Ts-l TS+kij ... Tn, then ti "and T' represent a transmission of mi with a multiple repetition strategy. Since the substitution Ts ... Ts+kij -+ i eliminates one i -+ j transmission error, the induction
hypothesis can be applied to ti and T', so mI = mil = mI'

ts

ti

and
=

=

ts-l

ts+l

tS+kij

and Ts+l # ts+l Here ts = ... = t-. = x for some x, i # x # i. The same
reduction as in the previous case to ti and T' eliminates kij - 1 errors of type
x -+ i, and one error of type x -+ j. Since (kij - 1)kxi + kXj 2: kij, the induction
hypothesis can be applied to ti and T', so mI = mil = mI.

Ts

#

ts

«

=

ts

Ts

=

t, and

ï

Ts+l

tI ...

and Ts+l = ts+l We have ts = i, ts+l = i, and ts+2 = ... = tn = x for
some x, x # i. Because m is alternating, x = j . The same reduction as in
the previous cases to ti and T' eliminates kij - 2 errors of type j -+ i. Since
kij 2: 3, and (kij - 2)kji 2: (kij - 2)3 2: kij, the induction hypothesis can be
applied to ti and T', so mI = mil = mI'
Ts+l # ts+l
We have t; = i. and ts+l = ... = tn = x for some x,
x # i. Write T as Tl ... Ts_ljikT s+k+l ... Tn such that k is maximal. Suppose
there is a v, 8 + k + 1 :::::v :::::n, such that Tv # x. Take the last such
v, then Tv+l = ... = Tn = x. Since Ts ... Ts+kij = jikij is the rightmost
forbidden subsequence of T, we have n - v < k
Let mi = mI' .. mv-l,
ti = tI ... tv-I,
and T' = Tl ... Tv-I, then ti and T' represent a transmission of
mi with a mutiple repetition strategy. Since the reduction of tand T to ti and
T' eliminates one x -+ Tv error, the induction hypothesis can be applied to ti
and T'. Let mi be the result of the decoding of T' from right to left, then mi
ends with the sequence T:+k ...
because T:+k ...
contains no forbidden
subsequence, and <+k = i # T:+k+l' For the same reason, m = mi Tv ... r«,
so mI = mI' Therefore we assume w.l.o.g. that Ts+k+l = ... = Tn = x,
and n - 8 - k < kxi' Suppose x = i, then the same reduction as in the
previous cases eliminates kij - 1 errors of type j -+ i. Since kij 2: 2, and
(kij - l)kji 2: (kij - 1)2 2: kij, the induction hypothesis can be applied, so
mI = mI' So we asume w.l.o.g. that x # i In that case ts+1 # t" so all
transmission errors that occured during the first 8 transmissions are corrected.
Since the decoding of Tl'" r« is not influenced by Ts+k+l'"
Tn, it is sufficient
to show that Lemma 1 can Le applied to tI" . t; and Tl'" Ts, when ik is
appended to Tl'"
sLet mi be the result of the decoding of Tl ... Ts from
right to left. Since x # i, j # i, and m is alternating, the symbol i does not
occur in
It remains to show that k :::::length(m'). Let e;j be the number
of i -+ j errors that occured during the first 8 transmissions. We derive
lengthfm') = 8 - I:ij kije;j = 8 - (I:ij kijeij - k . kxi) 2: 8 + k . kxi + 1 - n 2:
8 + k . kxi + 1 - (8 + k + kxi - 1) = 1 + (k - l)(kxi - 1) 2: k, because kxi 2: 2.
It follows that mI = mI·
XTu'

<-1'

<-1

ï

mi.

112

For each case m1
(End of Proof)

= m1·

Theorem 1 Let m be a message of length n that consists of an information part
m] ... mi that contains no forbidden subsequences, and a correct tail ml+1 ... mn.
Suppose m is transmitted with a multiple repetition strategy with repetition numbers
(kij). Let t = t] ... tn be the transmitted sequence, and r = 1'] ... rn the received
sequence. Let m be the result of the decoding of r from right to left. Let eij be the
number of i -+ j errors that accured during the transmission of m. If L:ij eijkij <
n - I, then m] ... mi = m] ... mi.
Proof. Suppose L:ij eijkij < n - I. Let ei] and e;j be the number of i -+ j errors
that occured during the transmission of respectively, the information part of m, and
the tail of m (eij = ei] + e;j). Each i -+ j transmission error in the information
part of m leads to kij extra repetition symbols, and a reduction of the tail by kij.
So it takes l+ L:ij ei]kij transmissions to transmit the information part of m such
that all occuring errors are corrected, and there are n - (I + L:ij ei]kij) > L:ij e;jkij
transmissions left to transmit the remaining tail of m. Let n' = n - (I + L:ij ei]kij).
Let m~ ... m~, = ml+l ... ml+n' be the remaining tail. From Lemma 2 follows that
the received tail is decoded to m' such that m'1 = m~. Since 1'] ... rn-n' is decoded to
m] ... mi, and rn-n' +l
rn is decoded to m'; it is sufficient to show that m' does not
affect the decoding of 1'1 rn-n'. Since rn-n' = mi # ml+ 1 = m~ = m'1, this is only
,
k
possible when m' begins with mlJ+l "". In that case, the sequence rn-n' ... rn would
be decoded to a sequence that begins with ml+1· But because tn-n' = rn-n, = mi,
and ml+1 ... mn is a correct tail, Lemma 2 can be applied to deduce that rn-n'
rn
is decoded to a sequence that begins with tru. It follows that m1 ... mi = m]
mi·
(End of Proof)

4

Conclusions

We considered tail conditions for multiple repetition feedback block coding. Becker's
conditions[l, pp.59-60] were critically examined and less restrictive conditions were
shown to be correct.
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Error-Correction Strategies for the Eurofix
Navigation System
Gerard W.A. Offennans, Edward J. Breeuwer,
Jos H. Weber & Durk van Willigen *
1- Abstract
Eurofix is an integrated radionavigation system that combines Loran-C and
the Global Positioning System (GPS). The Loran-C signal is used to transmit
Differential GPS corrections to users up to 600 km who can use these to
improve their positioning accuracy from 100 to 5 m. The DGPS data are
transmitted by time-shifting the Loran-C pulses. This modulation, however, has
a number of restrictions. Normal Loran-C operations should not be hindered
by the extra Eurofix modulation. Furthermore, the transmission bandwidth of
the Loran-C system is limited and the channel isfar from perfect. Therefore,
appropriate modulation schemes and additional error-correction techniques
have to be applied to obtain sufficient DGPS performance.
2 - Introduetion
The development of a space-based positioning system has had large impact on the
navigation world. For the first time, it was possible to detennine one's position in three
dimensions all over the world and with a high accuracy. The Global Positioning System
(GPS), a satellite-based navigation system developed and maintained by the US
Department ofDefence, provides a world-wide positioning accuracy ofbetter than 5 m.
Unfortunately, the US DoD intentionally degraded the navigation signal (Selective
Availability) resulting in a 100 m accuracy for civil users. Due to this degradation, the
navigation requirements for some professional user groups (maritime, terrestrial and
aeronautical) cannot be met with sole GPS. For instance, a large vessel navigating
through small waterways requires at least 20 m positioning accuracy. On top ofthat, the
skipper should be warned in time ifthe navigation system he relies on is in error
(integrity), which cannot be achieved with sole GPS.
However, the system performance can easily be improved. If a ground-based station on a
well-known position monitors the satellite signals, it can compute the intentional error
and generate a correction for it. These corrections are transmitted to the mobile users
who can improve their accuracy to 5 - 2 m, depending on the distance between mobile
and reference station, and the transmission speed ofthe data link. Also, the reference
station can provide timely warnings ifthe satellite signal is out oftolerance (integrity).
One drawback, however, is that both satellite corrections and integrity messages require
a reliable data link with an allocated frequency in the already crowded spectrum.
* The authors are with the Delft University of Technology, Telecommunications and Traffic Control
Systems Group, Mekelweg 4, P.O. Box 5031, 2600 GA Delft, The Netherlands.
E-mail: G.Offermans@ET.TUDelftNL
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In the Eurofix concept [1] the Loran-C
signal is used to transmit nGPS messages
by additionally time-shifting the Loran-C
pulses. The use ofthe already existing
infrastructure and transmission bandwidth
of the Loran-C system together with the
subsistent availability of a back-up system
in case the GPS would fail, makes the
Eurofix system a strong candidate for
future navigation. Also, from the
operators' point of view, the Eurofix
system requires only some small low-cost
adjustments of the Loran-C transmitters to
Ejde chain:
provide nGPS services over a large
GRl9007
coverage area. Currently, the Loran-C
Syll chain:
system is being expanded throughout
GRl7499
Europe. Figure 1 shows the future
European coverage. The coverage area of
DGPS information with Eurofix will be
even larger as only one Loran-C station
Figure 1. Future Loran-C coverage area in
needs to be received (instead of three for
Europe [2].
normal Loran-C navigation [3]).
First, the two navigation systems, GPS and Loran-C, will be briefly described and
operational requirements ofthe Eurofix system will be derived. Then the Eurofix data
link is treated, comprised by the time-shifted Loran-C pulses. Next, the data link
requirements are translated into appropriate modulation schemes and error-correcting
codes. Hereafter, conclusions follow.
3 - Djfferential GPS
As in all radionavigation systems, positioning with the Global Positioning System (GPS)
is done by measuring the propagation time ofthe navigation signals [3]. The propagation
time multiplied by the velocity ofthe satellite signal (speed of light) results in the distance
between a satellite and the user. With the position ofthe satellite known, calculated from
its orbital parameters (ephemeris), the user is located somewhere 011 a sphere with the
satellite as its origin and the measured range as its radius. Three ranges to different
satellites make the three spheres interseet at one point close to earth, the position of the
user. With a range measurement to a fourth satellite the user clock error can be resolved.

The GPS operated and maintained by the US government, was intended to be a military
system. The high accuracy and good performance were not intended to serve the whole
world. Therefore, the US have intentionally degraded the signal's quality to reduce the
total positioning accuracy to 100 m. This degradation is known as Selective Availability
(SA).

lló

GPS
Satellite

Eurofix User

Loran-C
Station

GPS Reference
Station

Figure 2. Differential GPS set-up.
Fortunately, this degradation can be overcome to regain meter-level accuracy by
applying differential techniques. At a well-known position on earth a GPS reference
station is installed which monitors the signals of all satellites in view, as in Figure 2. It
takes measurements at regular time intervals and calculates its position. However, due to
SA the calculated position does not coincide with its real position. The range error made
in each satellite can be determined, and transmitted as a satellite correction to users in the
vicinity. With these corrections a user can improve its position accuracy to better than
5 In, depending on the distance between reference station and user, and the update rate
ofthe satellite corrections. This procedure is known as Differential GPS. However,
DGPS does have some drawbacks. A reliable data link is needed to transmit the satellite
corrections. Furthermore, this data link requires a transmission band in the crowded
frequency spectrum and should have appropriate coverage to serve all users. And most
of all, the DGPS user will probably have to pay the DGPS provider for its services.
Within the Eurofix concept, the already existing navigation system Loran-C is used to
transmit DGPS messages where the infrastructure and the transmission bandwidth are
already available. Also, the transmission ofDGPS messages will be fully controlled by
the government and possibly free of charge for the users.
The Selective Availability error on each satellite range is not constant but fast changing
in time. Actually, the validity ofthe transmitted corrections decreases quadratically with
time and looses its value completely after about two minutes (temporal decorrelation).
Consequently, the achievable DGPS performance depends on the update rate ofthe
differential corrections and thus on the transmission speed ofthe data link. Therefore, the
design of a data link using the Loran-C signal should be focused on reliable transmission
with the highest possible data rate.
4 - Loran-C
In contrast to GPS, Loran-C (LOng RAnge Navigation) is a terrestrial (land-based)
navigation system. The Loran-C signal is a low frequency pulse shaped signal modulated
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1.5 .,-------------,

on a 100 kHz carrier, as can be seen in
Figure 3. Due to its low frequency, the
signal can travel very far. Even at
distances up to 1000 km from a station,
Loran-C signals can be received.
Positioning relies on measuring the
reception time of the transmitted pulses,
where the signal's quality is increased by
integration of the received pulses for a
certain period of time.
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The Loran-C signals are transmitted on a
Time Division Multiple Access (TDMA)
Time (IlS)
basis. Each Loran-C station periodically
transmits a group of eight pulses with a
Figure 3. The Loran-C signal.
fixed Group Repetition Interval (GRI).
The Loran-C stations are divided into chains with 1 Master station and 2 to 5 Secondary
stations. The Group Repetition Interval is unique for each Loran-C chain and is used to
identify the stations ofthat chain. First, the Master station transmits its group of eight
pulses, then after a fixed transmission delay, the first Secondary station, and after another
delay the second Secondary, etc. After the transmission ofthe last Secondary, the Master
station starts again, resulting in a signal pattern with a repetition time GRI, as shown in
Figure 4. For a more thorough explanation ofthe Loran-C navigation system and its
signals the reader is referred to [3,4].
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As stated before, the Eurofix data are uuxlulated by time shifting the J()nm-C pulses
However, Loran-C is an already existing navigation system with a large and still growing
user group. This means that the additional Eurofix modulation should not noticeably
degrade the normal Loran-C performance. Therefore, the modulation is bounded by the
following three restrictions:
1. The modulation has to be balanced; there should be an equal number of time advances
and delays within a certain time period, so that the influence of the modulation is zero
Master

nnnn

Secondary 1

Secondary2

nnnn

nnnn

.1

Time Delay Secondary 1
Time Delay Secondary 2
Group Repetition Interval

Figure 4. Time organisation of a Loran-C chain with 3 transmitters.

118

Master

nnnn

on the average.
2. The first two pulses in each GRI
cannot be modulated; these pulses are
reserved for normal Loran-C signalling.
The first two pulses are blinked if the
Loran-C transmitter is out of tolerance.
3. The used modulation index is bounded;
the reduction of navigation signal
power to supply the data signal power
has to be kept low to maintain good
Loran-C positioning performance.

Mean Pulse
arrival time

Based on these requirements, a 1 J.l.S
A sin(<p)
time-shift modulation is selected yielding a
Data
signal
modulation angle of36 0(1 J.l.S ofa 10 J.l.S
-4.62
dB
cycle), as can be seen in Figure 5. The
reduction in navigation signal power is
Figure 5. Vector representation of the
only -20 log (cosüp) = 1.84 dB while the time-shifted Loran-C signal.
available data signal power is 4.62 dB below the maximum power.
5 - The Eurofix Data Link
The purpose ofthe Eurofix data link is to transport the DGPS message to the user.
During transmission the Loran-C signal is disturbed by different kinds of interferences
which cause errors in the received DGPS message. To be able to correct these errors, the
message has to be protected by error-correcting codes before it is modulated onto the
Loran-C signal, as can be seen in Figure 6.

Reference Station

Eurofix User

Figure 6. The Eurofix data link model.
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Figure 7. Cross-rate interference; the reception of multiple signalsfrom
station in chain A and an interfering station of chain B.

the desired

Before proper error-correction can be designed, the data channel has to be characterised
first. Cross-rate interference is considered to be the largest threat for reliable data
transmission over the Loran-C data link [5,6] and will be discussed below.
Due to the fact that Loran-C stations of different chains transmit the same pulse shaped
signals at the same frequency only with a different repetition time GRI, a user could
receive signals from more stations at a particular moment in time, as can be seen in
Figure 7. A normal Loran-C user can overcome the influences of cross-rate by
integrating the desired signal for a certain period. With Eurofix, however, each Loran-C
pulse carries a piece ofinformation which has to be recovered one way or the other.
Further, if a pulse in a group of eight is hit by cross-rate, the chances that more pulses
are affected increase. Apparently, the Loran-C channel gives rise to burst errors, which
has to be taken into account in the design ofthe error-correction scheme.
6 - Modulation

& Coding Schemes

Given the restrictions of Section 4 and given the error characteristics of the data link in
Section 5, appropriate modulation and coding schemes can be derived. The first scheme,
developed by Megapulse Inc. [7], is given in Figure 8.
In the first GRI, 6 bits are transmitted, where a '+' (time advance) represents a logical
'1' and a '-' (time delay) a logical '0'. In

order to be balanced, the modulation is
inverted in the next GRI. The whole two
GRI pattern is repeated once again to
compensate for the influences of crossrate. The rather low code rate ofO.25 is
due to the balancing requirement and
cross-rate compensation, and results in
an effective data rate of 1.5 bit per GRI.
Each data bit can be vertically extracted
by majority voting over the 4 received
pulses. On-air tests with the US coast
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Code bit
vertically extracted
Figure 8. Column balanced modulation
scheme (1 11 1 1 1 message represented).
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guard transmitter at Wildwood,
Massachusetts, performed by Megapulse
Inc. resulted in an average DGPS
accuracy of better than 5 m using this
scheme [8].
-

Balanced
3 advances & 3 delays

Further improvement ofthe DGPS
accuracy can only be achieved by reducing
··
,
the temporal decorrelation and thus
··
increasing the effective data rate of the
linie The next proposed scheme is a
1++++
+I}
-'+';" +'+ .;..
Unbalanced
concatenation of a Reed-Solomon code
1++ + + + I
5 advances & 1 delay
and a parity check code. Here, the
balancing requirement which puts a large
Figure 9. Nearly balanced modulation
constraint on the use of the data link is
scheme.
made somewhat less stringent. In each
GRI, 5 bits are transmitted using the time advance and delay modulation. The 6th pulse
position is used to form an odd-parity check. Figure 9 shows that the odd-parity check
results in a nearly balanced modulation, The 32 possible modulation schemes can be
divided into three groups. The largest group consists of20 balanced modulation patterns
with 3 advances and 3 delays. The other two groups, each consisting of 6 patterns, result
in an imbalance of 4 pulses. Fortunately, the patterns of these groups have opposite
effect on the performance ofa normal Loran-C receiver. So, ifthe modulation is
balanced on the average, the normal Loran-C user would not notice any severe
performance degradation.

DJ]
,
,

The odd-parity code by itself is not sufficient to correct for cross-rate errors. Therefore,
the code is concatenated with a Reed-Solomon (RS) code over GF(32) (5 bit symbols).
The RS decoder can be aided by the odd-parity code pointing at symbol erasures. The
number ofRS check symbols depends on the amount of error-correction needed for
good DGPS performance. It will always be a trade-offbetween the required message
update rate and a tolerable message error probability. In navigation systems the
performance of the data link is given in terms of total accuracy in meters rather than in
terms ofbit error probability. Although the modulation is not fully balanced, the
influence ofthis scheme is comparable to the influence ofthe column balanced scheme
on normal Loran-C operations.
7 - Conclusions
In the Eurofix concept, the Loran-C system is used for the transmission ofDGPS

messages. The use ofthe already existing infrastructure and signals ofthe Loran-C
system has numerous advantages over a separate DGPS data link. However, the design
of appropriate modulation schemes and error-correcting codes is not a trivial issue. Great
care has to be taken with respect to the performance of normalLoran-C and Eurofix
positioning. The data link is largely endangered by cross-rate interference which
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threatens reliable data transmission. Two possible modulation schemes are evaluated of
which one is tested in a real on-air test set-up. Future research has to be conducted into
the characteristics ofthe link with respect to DGPS performance and normal Loran-C
operations with these and possibly other modulation schemes. Currently,_the Traffic
Control Systems group is looking into the possibilities to apply multilevel signalling to
the Eurofix data link to increase the data rate.
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On the Diamond Code Construction
C.P.M.J. Baggen and L.M.G.M. Tolhuizen
Philips Research Laboratories, Prof. Holstlaan 4,
5656 AA Eindhoven, The Netherlands

1

Introduction

In this paper, we introduce the basic principles of a new error correcting code
which we call Diamond code. Application of the Diamond code in the area of optical recording offers a significant contribution to enhancing densities as compared
to CD. The error correction in hdCD, the high density Compact Disc whose introduction was recently announced by Philips and Sony, is done with a Diamond
code.
In the next section, we explain the basic construction of Diamond codes. In
Section 3, we show a possible encoder for a Diamond code, and in Section 4 we
discuss decoding options.

2

Diamond Code Construction

The Diamond code construction essentially is based on the concept of cooperating
codes, like for instance product codes and CIRC (Cross Interleaved Reed Solomon
Code), the code used in Compact Disc [1]. The Diamond Code C, in its elementary
form, calls for two cooperating codes Cl and C2. Both codes have equal length n
and are defined over the same alphabet. The code C consists of the bi-infinite
strips of height n, where each (vertical) column is in Cl and each slant line with a
given slope (e.g. 45 degrees) is in C2, as shown in Figure 1. Note that in contrast

Figure 1: Diamond code format
to conventional CIRC, all bytes of C are checked by both codes. This property
is attractive for iterative decoding (CI-C2-CI ... ) as will be discussed in Section
4. Reasoning in a manner similar as with product codes, one can show that the
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minimum distance of C is at least equal to the product of the minimum distances
of Cl and C2.
A convenient way of constructing Diamond codes is by using linear weakly cyclic
codes as component codes Cl and C2, which we consider hereafter.
Definition: A linear code C is called weakly cyclic if a word ending in a zero
is in C if and only if its right-shifted version is in C. That is,
(co, CI,···,

Cn-2, 0) E C {:} (0,

Co, CI,···,

Cn-2)

E C.

It can be shown that a code is weakly cyclic if and only if it is a shortened cyclic
code.
Suppose both Cl and C2 are shortened Reed-Solomen codes of length n, with
minimum Hamming distances dl and d2, respectively. Due to the MDS property
of these codes, the minimum weight codewords in the Diamond Code look like
small dl by d2 diamonds as indicated in Figure 2. By the weakly cyclic property

Figure 2: Elementary Diamond codewords
of Cl and C2, these elementary diamonds can be positioned anywhere within the
code array. Furthermore, since Cl and C2 are linear, any linear combination of such
elementary diamonds is again in C. Using the linear property, we can make the code
systematic such that the information appears unaltered in the upper s = n- (p+q)
rows of each column, as shown in Figure 3. The parities are confined to the lower

p
q

Figure 3: Systematic Diamond codeword
p + q positions, where pand
respectively.

q are the number of parity symbols of Cl and C2,
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Figure 4: Systematic Diamond encoder
It can be argued that each information byte in the upper s rows can only affect
the parities in a finite number of columns (in fact, in at most n - p columns),
i.e., the systematic Diamond code can be seen as a convolutional code having a
constraint length of K = n - p columns and a non-catastrophic encoder.

3

Encoding

Hereafter, we consider one-sided infinite systematic Diamond codes, i.e., the columns
of C contain only zeros for sufficiently negative time. An efficient encoding procedure for such a Diamond code consists of alternating Cl and C2 encodings, starting
with the leftmost nonzero Cl word and ending with the rightmost nonzero C2 word
(if the information has a finite support). Such an encoding can be realized by the
structure indicated in Figure 4. For simplification, we have shown the encoding of
a Diamond code using a [15,13] code Cl and a [15,12] code C2. The data to be
encoded are fed to the Cl encoder, together with properly delayed parity symbols
of the C2 encoder. The Cl encoder generates Cl parity symbols which, together
with the data symbols, are fed into the upper delay network. The output of the
upper delay network is fed into the C2 encoder, which generates the C2 parity
symbols. The C2 parity is fed into the lower delay network, that forms a feedback
path in the encoder. The memory contents should be set to zero before the first
data is fed into the encoder. The symbols immediately after the Cl encoder correspond to columns of the Diamond code C, that are written to the channel. The
unconventional position of the output of the encoder is used for minimizing the
decoder error propagation on bursty channels. Finally, we want to remark that the
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Figure 5: Decoding formats
structure of Figure 4 is an infinite impulse response structure, due to the feedback
in the encoder. Using the results depicted in Figure 3, it can be shown that the
encoder of Figure 4 has a finite impulse response, if Cl and C2 both are weakly
cyclic and the encoder is initialized at the all zero state.

4

Decoding

A decoder for C is constructed with decoders for the component codes. In Figure
5, we show how a Diamond decoder is related to other decoder configurations
like CIRC (Compact Disc) and ACIRC (MiniDisc). The Diamond decoder applies
iterative decoding to C, which is known to be very powerful, especially in the case
of random errors and short bursts. For an optimal performance, all symbols should
be checked by both Cl and C2, as a Diamond code does. A Diamond code allows
for a Forney interleaver between consecutive decoding stages, thus minimizing the
memory requirements, while retaining the distance and decoding potenti al of a
comparable product code. Note that both in the encoder and in the decoder,
processing starts with Cl followed by C2.
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Block variations of Diamond codes
L.M.G.M. Tolhuizen and C.P.M.J. Baggen
Philips Research Laboratories, Prof. Holstlaan 4,
5656 AA Eindhoven, The Netherlands

1

Introduction

The Diamond code construction from the accompanying paper [1] calls for two
codes, an [n, n - p] code Cl and an [n, n - q] code C2, defined over the same
alphabet. For the purposes of the present paper, the Diamond code C consists
of the one-sided infinite strips with all columns in Cl and all diagonals in C2 (see
Figure 1). For resolving start-up problems at the border, the strips are conceptually

L-words

C2·words

Figure 1: Format of Diamond code
extended with zeroes at the left hand side. Throughout, we assume that Cl and C2
both are weakly cyclic [1]. In this case, the symbols from the upper s = n - p - q
rows of the strip can be used as information symbols [1]; hence the coderate equals
R=s/n.
The Diamond code C is very well suited for applications involving long, continous data streams. It is less suited, however, for rewritable, block-oriented applications. The problem is that changing a data symbol may yield a change in parity
symbols outside the block in which the data symbol is situated. The challenge is
to find a block code that shares many features with C, which allows us to share
much of its encoding and decoding hardware with the hardware for C.
A very simple solution consists of using "merging blocks" between data blocks.
In a merging block, no information may be written, but only parity symbols due
to data symbols from previous blocks. The analysis of the constraint length of C
in [1] implies that merging blocks should contain s + q - 1 columns. The drawback
of this solution is obvious: less data can be stored on disc. To be more precise, if
data blocks consist of ms symbols (which we will assume throughout this paper),
introduetion of merging blocks reduces the effective coderate with a factor

m/(m+s+q-I).
In this paper, two other solutions are discussed. The first one leads to a smaller
rateloss than the application of merging blocks, while the rate of the code from the
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Figure 2: Using merging blocks
second solution is even equal to the rate of C. However, codewords from the first
solution (conceptually extended with zeroes at the left and right hand sides) are
also codewords from C, while codewords from the second solution are not.

2

Scorpion Codes

With the code of this section, ms data symbols are encoded into a word of C with
(m + q) non-zero columns. Hence, we obtain a block code with rate ms/n(m + q).
So the rateloss compared to C is a factor m/Cm + q), which is much smaller than
the rateloss factor m/ (m + s + q - 1) with merging blocks, especially in the typical
case that s » q_
Each of the m initial columns contains s data symbols in its s top positions; the
subsequent q columns are called parity columns. The resulting structure, as de-

p

q
_

m

q

Figure 3: Scorpion code format
picted in Figure 3, shows much resemblance to conventional product codes.
Encoding as indicated in Figure 3 is indeed possible. To see this, consider the
elementary diamond-shaped codeword in Figure 4. It has a 1 in its top position.
Columns and diagonals are scalar multiples of shifted versions of the generator
polynomial of Cl and C2, respectively. By definition, moving such a word horizontally yields a word of C. Because Cl and C2 both are weakly cyclic, also shifting
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o

o

Figure 4: An elementary Diamond code word
such a word vertically yields a word of C. Hence, by taking a suitable linear combination of shifted elementary diamonds, we obtain a word of C that has the ms
data symbols unaltered in the s top positions of the m leftmost columns. As the
width of an elementary diamond is q + 1, we can do with q parity columns.
Encoding can be accomplished efficiently in two steps. First, the s top positions
of the parity columns are computed, as follows. In the q x q upper right triangle,
zeroes are placed. For each of the s rightmost diagonals containing data symbols,
the q symbols in the parity columns are computed such that appending trailing
zeroes yields a word of C2• This is possible as every q consecutive positions in
the weakly cyclic code C2 form a set of parity positions. In the second step, the
encoder of the Diamond code C computes the parity rows with as input the ms
data symbols and the computed entries in the s top positions of the parity columns.
This results in the structure of Figure 3.
A very simple special case of this construction. viz. with binary simple parity
check codes (p = q = 1), was reported in [2].

3

Cylindrical Diamond Codes

With the code Cc of this section, ms data symbols are encoded into an n x m array.
Hence the rate of Cc equals sf n; the rate of C. Each column in a word from Cc is
in Cl and each diagonal, when folded back cyclically, is in C2.
For explaining the construction, we consider a word A of C that is periodic in
its information positions, so looking like

A=(D

...

...

PI

),

where D is an s x m matrix containing the information symbols and PI, P2,
are (n - s) x m matrices containing the parity symbols. The codeword B, obtained
by taking the difference of A and A shifted over m positions to the right, looks like
...
.. .
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)

.

Here QI = PI and Qi = Pi-Pi-l
for i 2:2. As Cl and C2 both are weakly cyclic, the
only columns of B that can be non-zero are the columns of D and the subsequent
+ q -1) columns [1]. Consequently, Qi = 0 if i 2: io := 1 + + q - 1)/ml
That is, Pi = Pi-l = P for i 2: io. So the submatrix A* of A that starts in block
io - 1 looks like
A* _ (D
D DD
... )
PpPp····

(s

res

Clearly, every columnn of A' is in Cl and, sufficiently far to the right, each diagonal
is in C2·
Now we consider one block of A*, namely the n x m matrix X(D)

:= ( ~ ).

Clearly, each column of X(D) is in Cl and each diagonal, folded back cyclically, is
in C2·
Note that the parity block P satisfies
io-l

P= Pio

=

L o;
i=l

So P can be determined directly from the codeword B, that is, from encoding D
followed by (io - 2) blocks of zeroes.
With the notations introduced above, we are finally in a postion to define the
code Cc: it equals {X(D) I D is an s x m matrix}.

3.1

Cylinder codes and their d'irnension

The encoding algorithm for Cc shown above allows encoding of ms information
symbols in the s top rows of an n x m matrix.
Now we consider the cylinder code CCYl' the set of all n x m matrices with all
columns in Cl and all diagonals, folded back cyclically, in C2. Clearly, Cc C Ccyl'
The inclusion may be strict. For example, take for Cl and C2 the binary [n,n-l, 2]
parity check code (n 2: 3). The n x m matrix with ones in the two bottom rows
and zeroes elsewhere is in Ccyl, but not in Cc.
lt would be interesting to know the dimension of Ccyl. So far, the only exact
result obtained is the following (the proof, taking over one page, is omitted).
Theorem.
If Cl is a weakly cyclic code with generator polynomial g(x) and
C2 is the parity check code, then dim(Ccyl)= ms + deg(gcd(g(x), xm - 1)), where
gcd denotes greatest common divisor.
Some bounds on the dimension of Ccyl are available. Indeed, we have that
ms ::; dim(Ccyl) ::;ms

+ m·

min{p, q}
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= m·

(n - max{p, q}).

The upper bound is easy to prove: each of the m columns can contain at most
n - p = s + q information symbols, and each of the m cyclic diagonals can contain
at most n - q = s + p information symbols. Equality may hold in the upper bound:
if we take for Cl and C2 all words of length n ending in pand q zeroes, respectively,
then Ccyl consists of all m x n matrices with zeroes in their max{p, q} bottom rows.
For proving the lower bound, let A= {al, ... , ap} be a basis for
the
dual of Cl, and let B= {bl, ... , bq} be a basis for C~. For i=l ,2... ,m and
j=1,2, ... ,p, V(i,j) is the mxn matrix with aj as i-th column and zeroes elsewhere.
Similarly, for i=1,2 ... ,m and j=1,2, ... ,q, D(i, j) is the m x n matrix with bj as
cyclic diagonal through (l,i) and zeroes elsewhere. Now, let W be the linear code
spanned by {V(i,j)
11
i
m, 1 j
p} U {D(i,j) 11
i
m, 1 j < q}.
As W is spanned by mep + q) vectors, its dimension is at most mep + q). By definition, a matrix is in Ccyl if and only if it is orthogonal to every word in W, that is,
Wl. = Ccyl, and so dim(Ccyl) = dim(Wl.) = mn- dim(W) ~ mn-m(p+q)
= ms.

ct,

s: s:

s: s:

s: s:

s:

Remark. If Cl and C2 are weakly cyclic codes, then, as shown above, ms information symbols for Ccyl can be positioned in the s top rows. In general, however,
although dim(Ccyl) ~ ms, this is impossible, even if Cl and C2 have {s+I, ... , s+p}
and {s+p+ 1, ... , n} as respective sets of parity positions. As an example, take for
Cl the binary code with generator matrix (~~~~),

and for C2 the binary [4,3,2]

code; so n=4, p=2, q=I and s=1. Let X be a word of the cylinder code with width
m. As all cyclic diagonals of X have even weight, X has even weight; consequently,
it has an even number of columns with odd weight. As Cl is such that the weight
of a column of X is odd if and only if its top position carries a one, the top row of
X has even weight, so it cannot contain m information positions.
A somewhat sharper upperbound on dim(Ccyz) has been obtained for the case
that Cl and C2 both are weakly cyclic:
if Cl and C2 both are weakly cyclic, then dim(Ccyl)

s: ms+min{p,

q}·min{p+q-I,

m}.

This is easily derived from the fact that the all-zero word is the only word from C
with only zeroes in the s top rows and p + q - 1 consecutive all-zero columns (or
diagonals). The bound implies that with weakly cyclic codes, the difference of the
dimensions of Cc and Ccyl is at most min{p, q}. (p+q-1), no matter how large m is.
Conjecture If Cl and C2 both are weakly cyclic, then dim(Ccyl)

s: ms+min{mp,

mq, pq}.
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Between Information Theory and Communication Practice:
Observations from a stranger.
Jens C. Arnbak"

Abstract
During my study of Electrical Engineering and Physics in Denmark, one of the
most prestigious subjects was Information Theory - a tough topic taken voluntarily
by the sharpest EE students and a few stray physicists, who hoped to understand
the notion of entropy in statistical thermodynamics better by studying also St.
Shannon's Gospel. I belonged in the latter category, and became deeply impressed
when visiting his monumental cathedral.

However, I never became a monk, let

alone a preacher - for I became seduced to the mundane practices at considerable
distance from the holy building. I was a few times told by my cleverer and more
fundamentalist friends who stayed inside that my cluttered engineering problems
were not pure enough to deserve their interest.
Apart from that, they were generally friendly to me, so I do still, as an agmg
tourist from the wealthier shores of telecommunications engineering, these days oecasionally return to the old cathedralof

Information Theory. I now find much less

(and poorer?) worshippers than in the past, and also much fewer young novices.
On the other hand, many more young systems people than in the past do meet on
the vibrant digital market place in front of the church and are not at all ashamed
of acknowledging that their parents were once baptized or even married inside.
So what happened? Without any expertise in divine reflections, I shall attempt
to explain the course of events from a number of statements of sympathy from
"The author is with Delft University of Technology, Department of Electrical Engineering, P.O.
Box 5031, 2600 GA Delft, The Netherlands.
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outside the holy domain:
1. The world does not only have pure problems, in particular Bot only AWGN
channels.
2. The world does not only have friends and foes; the Cold War and military
research sponsors have waned.
3. The world has became a chaotic place of multiple sources of information, who
determine the nature of the channel for other legitimate users. Separation of
source and channel does not apply.
4. Computers have become even faster than information theorists.
5. Formalists prefer network protocols these days.
6. Pure research is not 'in', because of competitive pressures on organisations.
So whither Information Theory? Can we meet in the church door towards the market
place, friends?
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Multi-h DS-CDMA in Multipath
Rayleigh Fading Channels with
Multi-user Interference
P. Jacquemin]

A. J. Rodrigues,

L. Vandendorpe

Abstract
In this paper, multi-h continuous-phase modulation (CPM) is
combined with a direct-sequence spread spectrum system.
This
combination constitutes the spread spectrum multi-h (SSMH) modulation. An analytical model for the evaluation of SSMH performance in a Rayleigh indoor channel with multi-user interference is
presented. This study is performed considering a coherent receiver
structure which is optimum for AWGN. This analytical bound on
the BER uses the concept of difference state graph, which permits
to determine the transfer function and the minimum normalized
squared Euclidean distance.
An algorithm calculating this graph
and all the elements necessary for the bound has been implemented.
This algorithm applies for any number of chips and for any two modulation index code. Results in the case of the SSMH code (1/2,5/8)
are shown for a multipath Rayleigh fading channel corrupted by
multi-user interference.

1

Introduction

Direct-Sequence Code Division Multiple Access (DS-CDMA) systems are attractive
not only for combating interferers, but also from the point of view of multiple access
capabilities. Moreover DS-CDMA is a good mean to combat the multipath effect.
CPM schemes don't need linearized amplifiers, which reduces the final receiver cost.
Another advantage of CPM is the phase continuity in the signal. This makes possible
to use a maximum-likelihood sequence detector (MLSD) by means of the Viterbi
algorithm.
"Pxlacquemin is with the VeL Telecommunications
and Remote Sensing Laboratory - Place du
Levant 2 - B-1348 Louvain-Ia-Neuve - Belgium - Tel.: +32-10-4780
72 - Tfax.: +32-10-47 20 89 E-Mail: pjacque@tele.ucl.ac.be
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One form of constant enveloppe CPM that is both power and bandwidth efficient is
multi-h modulation [5,6]. The basic idea behind the multi-h concept is to increase
the minimum normalized squared Euclidean distance which determines system performance.
In the present paper, multi-h CPM modulation is combined with DS spectrum
spreading. This combination was originally proposed in [1] where results were presented for two modulation index codes but only for AWGN.
In our contribution, an analytical model is developed for the performance analysis
in a multipath Rayleigh and multiple access interference environment. This model
is then validated by simulation.

2

System Model

2.1

'fransmitted Signal

The SSMH signal transmitted by user k can be written as
(1)
where
- P is the power associated with each user, equal to Ee/Te
energy and Tc the chip duration)
- 'PkO is

- Jo

(Ee is the chip

an arbitrary constant initial phase associated with the kth user

is the carrier frequency

The information symbol aki (considered binary in this paper) is multiplied by a
pseudorandom spreading sequence of Ckij chips with length Ne (Ckij = ± 1) and the
information carrying phase 'Pk(t, ak, Ck, h) can be expressed as

loo
t

'Pk(t,

Qk,

ci ; h)

=

271"

00

Nc-l

L L
z=-oo

aki

hij

Ckij

Y

[T -

(j + iNe)Te]

d.r,

-00

<t <

00

)=0

(2)
where k, i and j are respectively user, symbol and chip indexes.
This term is known as the excess phase of Sk(t, ak, Ck, h) in which h is a sequence of
cyclically varying fixed modulation indexes such that hi+j = h(i+j)modH = n;/ p (ni
and p are integers) and in which get) is the frequency pulse-shape function. In this
paper, only 2-h codes are considered for the simulations.
The used modulation indexes are rational. As a result, a finite-state description for
the signal structure permits to define a periodic trellis and thus makes it possible to
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s(t.cr.c.h)

Figure 1: Spread spectrum

multi-h transmitter

perform the detection of the signal by means of the Viterbi algorithm (VA)[2). The
structure of the spread spectrum multi-h transmitter
is shown in figure 1.

2.2

Channel Model

The uplink between emitter k and the receiver is characterized
alent transfer function given by :

by a lowpass equiv-

L

hk(t)

=

"L'sklexp(j'kl)O(t

- Tkl)

(3)

1=1

where kl refers to path 1 of user k and where L is the number of paths for each
user. We assume that the path gains (Jkl are Rayleigh distributed.
The delays Tkl
are assumed to be uniformly distributed random variables over [0, Ts). The phase
factors ,kl are uniformly distributed over [a, 27r). The random variables (J, , and T
of different paths and different users are assumed to be independent.
In addition
to the lowpass transfer function given above, the channel also adds additive white
Gaussian noise (AWGN) to the signal.

2.3

Receiver description

The received signal, corrupted by intersymbol interference, multiple access interference and additive white Gaussian noise, is detected by a maximum-likelihood
sequence detector (MLSD). This detector uses a Viterbi algorithm in which the
metrics are the correlation between the received signal and all possible transmitted
signals. This receiver structure is optimum for the AWGN channel.
The receiver has a priori knowledge of the spreading sequence and of the modulation
indexes sequence. The bit metrics which are the summation of the chip metrics
over the bit duration, have to be calculated by correlators.
These calculations are
accomplished for each possible phase trellis state and a VA processor then takes a
decision after a delay of NT symbols.
The value NT is chosen to exceed the minimum squared normalized Euclidean distance (ct;,in) of the multi-h codes used, in order to get optimum performance.
The

137

r(t)

Figure 2: Spread spectrum rnulti-h receiver

error performance of one signaling scheme can be improved by increasing the minimum distance of the signals.
The SSMH detector is shown in figure 2, where g(t) is a rectangular frequency-pulse
with duration Tc, Bi represents the phase at the ith symbol beginning, {Jij represents
the phase at the jth chip beginning (for the ith symbol). There are 2p distinct phase
states at each symbol interval.

3

System Analysis

3.1

AWGN

The difference between two signals can be characterized by difference states for
which a difference trellis or a difference state graph can be constructed. By splitting
the error-free state into a start state Vs and a terminal state Vt in the difference
state graph, the averaged transfer function can be written as :
00

T(L,/,D)

=

LTi

Li

r

i

Dd;

(4)

i=l

where u, is the number of symbol errors for the ith path from Vs to \1;. What
T( L, D) does is to describe all possible paths through the split difference state
graph. It gives the duration of the error event by the exponent of L, the total
Ï

,
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number of errors by the exponent of I, and the distance through the exponent of D.
The path memory length NT is assumed to be of infinite size.
Invoking the difference state analysis, assuming a two modulation index code with an
infinite length decoder and considering the minimum normalized squared Euclidean
distance associated with all the error events, the probability of bit error bound
reduces to
(5)
where
Pb\;

::;

J

Q(

á;,.;nEc)
No

---

st;

exp (d2min E c / 21'0l\T)

-

al

I

D=exp(-Ec/2No),I=1,L=1

(6)

The two transfer functions Tl and T2 depend on the starting index.
T( L, I, D) can be obtained by calculating the averaged difference state transition
matrix A. This matrix describes the branch gains according to
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0

0

D)

\ti
0

(7)

I, D)
0

VN are the error states.

As shown by [9], in the case of two modulation index code with an infinite length
decoder, the two considered transfer functions can be written
(8)

(9)

3.2

Rayleigh Fading and Multi-user Interference

The situation described in section 2 is considered. User u is the reference user and
K active users cause interference. The receiver is assumed to perfectly synchronize
with the path 1 of the multipath associated with the reference user. The delays of
the other paths are then relative delays with respect to the path 1 delay. Similarly,
the receiver is assumed to acquire through its tracking mechanism knowledge of the
phase of the reference path. Therefore, we set Tul = 0 and ,uI = O.
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Figure 3: Bit error bound and simulation results for the SSMH code Ne
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3,

To determine a bit error bound for the considered channel, the variance NoB (B
is the bandwidth occupied by the signal) of the AWGN is replaced by the variance
of all the received signal minus the path 1 of the multipath associated with the
reference user. We have also to replace in (6) E; by f3~1Ee. After having calculated
this variance, we will have written the bit error probability assuming f3ul. This
bit error probability has then to be averaged over the Rayleigh probability density
function.
After having calculated the variance above, the bit error probability assuming f3u!
is given by
(10)
with

<

m:
[)J

D = exp

(

2Nc(~~)
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1

-~
+*uHL-I+KL)

)
,

J

= 1, L

= 1

(11 )

An example of this error bound calculation method is given in figure 3. The simulation results are close to the error bound, specially the irreducible error rate which
only differ by 0.3dB.

4

Conclusions

This paper has analyzed the performance of a multiple access communications system combining multi-h continuous-phase modulation with direct-sequence spread
spectrum. A model has been developed for the bit error computation in multipath
Rayleigh and multiple access channels.
This model is based on the difference state theory. An algorithm which constructs
difference state graph for both starting modulation indexes, which calculates characteristics of every difference path and which determines minimum normalized squared
Euclidean distance has been implemented. All these elements are then used in an
error bound expression taking into account fading, reference user multipath, interfering users and AWGN.
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COMPARISON OF BER PERFORMANCE OF DIFFERENT
DETECTORS FOR A NARROWBAND BPSK DUAL-SIGNAL
RECEIVER WITH CO-CHANNEL INTERFERENCE CANCELLATION
Mark J. Krapels and Gerard J.M. Janssen"
Abstract - In this paper, different types of detectors are compared for use in a receiver
for simultaneous reception of two BPSK modulated co-channel signals with different
strength. The receiver consists of two detectors in succession, the first one ofwhich is
captured by the large signal. After demodulation and cancellation of the large signal,
the small signal is demodulated by the second detector. It is shown that BER
performance for the small signal is mainly determined by the performance of the first
demodulator in case both signals have about equal strength. The following detection
schemes are investigated: 1) conventional coherent detection, 2) conventional
/decorrelation detection, 3) optimum detection and 4) asymptotic optimum detection,
which distinguish in the use of signal parameters like phase and timing difference, SIR
and SNR The average BER performance for both the large and small signal are
evaluated It is shown that these detection schemes can improve the BER performance
for SIR between -6 and 6 dB compared to the performance of the dual-signal receiver
with two conventional coherent detectors.
I.

INTRODUCTION

The demand for mobile radio communication services, such as mobile telephony, paging
and wireless E-mail.isincreasingdramatically.This
dense use of the frequency spectrum
requires that the scarcely available bandwidth must be shared by the users as efficiently
as possible. Protocols, modulation types and coding schemes have been developed to
achieve optimum usage of the available bandwidth in a multi-user environment, without
destroying each others transmissions. Another technique to enhance the efficiency of
mobile communication systems is frequency reuse. In these so-called cellular networks,
the co-channel interference which results is a main capacity limiting factor.
In reference [I], a dual-signal receiver for simultaneous reception of two BPSK
modulated co-channel signals using signal cancellation has been proposed to improve the
capacity of interference limited multi-user communication systems. The receiver consists
of two coherent BPSK detectors in succession. The first detector demodulates the large
signal due to the capture effect. After demodulation, the large signal is suppressed and
the small signal is demodulated by the second detector.
The performance of the dual-signal receiver deteriorates heavily when the Signal-toInterference Ratio (SIR) is close to 0 dB due to mutual interference. In this paper the
Mark 1. Krapels and Gerard J.M. Janssen are with Delft University of Technology, Department of
Electrical Engineering, Telecommunications and Traffic Control Systems Group, P.O. Box 5031,
2600 GA Delft, The Netherlands.
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possibility to improve bit error rate (BER) performance in the bad SIR range is
investigated for other detection methods, instead of conventional coherent detection.
Since the two BPSK detectors are coherent, information about different signal
parameters like: phase, relative time shift and SIR., can be obtained. 'this knowledge is
applied to improve detector performance.
The following detector combinations are compared to the conventional detection scheme
as mentioned above: 1) combination of conventional and decorrelation detection, 2)
optimum detection and 3) asymptotic optimum detection. For these detectors the BER
performance of both the large signal and the small signal detector are calculated.
Numerical results are presented and the different detection types are compared.
The contents of this paper is as follows. In section 2 the dual-signal receiver with
conventional detection is reviewed. Alternative detection schemes are proposed and
evaluated in section 3. In section 4 numerical results and conclusions are given.
H.

DUAL-SIGNAL RECEIVER WITH CONVENTIONAL

DETECTION

The composite input signal r(t) of the receiver consists of two BPSK modulated signals
si and s; of different strength and AWGN n(t):
r(t)

= A;d;(t)cos(oV + ifJJ+

Acdc(t)cos(oV

+ ifJJ +n(t)

(1)

where A denotes signal amplitude, OJo is the carrier frequency and ifJ indicates carrier
phase. The signal parameters of the large and small signal are indicated respectively by
the subscripts i and c. di.c are asynchronous random antipodal data signals with
rectangular pulse shape and duration T. The value of di c E { -1, + I} with equal
probability of occurrence. It is assumed that Si is the larger sig~al and thus Ai > Ac.

Figure 1: Structure of dual-signal receiver, [1].
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The dual-signal receiver, as shown in Figure 1, consists of two demodulators in
succession. The first coherent BPSK receiver is captured by the large signal si and
produces an estimated data signal dj of the large signal with BER Pei. The errors are
due to the interference ofthe small signal se and noise.
The composite signal r(t) is then remodulated with the estimated data signal dj and thus
decorrelation of signal si is achieved in the frequency domain. In other words the signal
power of signal si is concentrated at the carrier frequency or in case of direct conversion
this is DC level. However, part of the signal power of si remains spread due to data
estimation errors in dj and timing errors. The large signal si and small signal Se are now
being separated in the frequency domain. The large signal si is suppressed by means of
high pass filtering. Carrier suppression performance ofthis filter is expressed by:

if = remaining

carrier power
input earner power

(2)

Before se can be demodulated, a second remodulation is required with
modulation from the remodulated small signal dj se' The
cancellation consists of se, noise and L1sj, where L1si indicates the
bit errors, timing errors and imperfect cancellation. The absolute
symbols of L1si are randomly of two values: aj = fJ in case no

dj

to remove this

resulting signal after
remaining of si due to
magnitude a_t4i of the
error occurred in dj,

and aj "= 2 - fJ when dj was in error. fJ is a measure for suppression performance of
and is defined as: fJ= 1 - (1 - 2Pei)(1 - TJ)·

si

BER calculation of the large signal
The BER Pei for the large signal si corrupted by the small signal se and noise, is derived
using the conditional error probability of all possible states of signal se' [1]:
P ( c!/J,IJ.
I

"q(Fr{

) =-1 L..
4 a j.dj

oM
J
J
2yj 1+ a o+a (l-f:!.)d
C'
"

lî
d.J~

cosy.'

(3)

If/j

Here Yi is the SNR ofthe large signal, If/i is the SIR ofthe large signal, ..1 E [0,0.5] is the
relative time difference between the data symbols dj and d., !/J is the phase difference
between both signals. do and dj represent interfering bits of se. The error function Q(z) is
defined as: Q(z) = 0.5(1 - erf(z / "2)). The average BER Pei of the large signal is
calculated by averaging (3) over !/J and ..1:
(4)

BER calculation of the small signal
In general the bit de to be detected is overlapped by two symbols of L1si' The BER Pee
can be calculated using equation (3) by making the following substitutions: ri+r; = Yi/lf/i

145

and 'Pi~ 'I' c= 11'Pi' Three different interference situations can distinguished: 1) No errors
in overlapping symbols of L1si, with probability Po=(1 - Pei)2 In this case ao = al = {J.
The conditional BER Pca is calculated with equation (3). 2) One of the overlapping
symbols in L1si is in error with probability PI = 2P ei(1 - P ei)' The conditional BER P cl is
calculated with (3) as the average probability for the two cases: aO = {J, al = 2 - {J and
ao = 2 - P, al = {J, which are equally likely. 3) Both overlapping symbols of L1si are in
error with probability P2 = Pei2. In this case ao = al = 2 - p. Substitution in (3) results
in the conditional BERPc2'
Now, the total conditional BER Pec(si rP,,1) can be expressed as:
p •.,(slrP,~) = popco(slrP,~) + ~pcl(slrP,~)
+ P2PC2(&lrP,~)
(5)
The average BER P ec is again found by averaging equation (5) over rP and ,1.
In Figure 2, the BER performance of the signal of interest is shown. Here, the SNR of
the signal of interest was kept constant. The power of the interfering signal and thus the
SIR is changed. For SIR> 0 dB, the signal of interest is detected by the first detector of
the dual-signal receiver. For SIR < 0 dB, this signal is detected by the second detector.
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Figure 2: EER performance of dual-signal receiver with conventional detection as a function of SIR

For increasing SIR > 0 dB, the interfering signal, in this case the small signal, will
disappear in the noise. For SIR "" 0 dB, BER is mainly determined by the Pei due to bit
errors made in the first detector. For decreasing SIR < 0 dB, the BER will increase due
to increasing residual large signal interference. It is noted that the main improvement is
needed in the SIR area around 0 dB. This is the critical area ofthe receiver.
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1lI.

ALTERNATIVE DETECTION SCHEMES

1) Conventional/decorrelation
detection
The first approach to improve detector performance is to apply decorrelation detection in
the first detector. In decorrelation detection the signal to be detected is decorrelated
from the interfering signal by taking the decision threshold along the interfering signal
phasor. Decorrelation detection gives improved performance for large phase angle
difference t/J.
Since the decorrelation detector does not outperform the conventional detector for all
signal states (especially not for small phase differences), conventional and decorrelation
detection are combined in the first detector. This detector now has to switch to the
detection scheme which performs best. In this case the conditional error probability can

be expressed as:

{I

p)&It/J,~)=min

(~d

K

4"?;q_v2Y'lI+

lî

j,;;;cost/J ],Q(J2Y,sint/J)

}
(6)

where K E {l, (1 - 2.1)} depending if the overlapping symbols have equal or opposite
sign. This is of course not realistic, since it is not known in the receiver which detection
scheme will give the best performance, but it results in a lower bound. A practical
solution is switching between to the two detection schemes depending on the phase
difference t/J.If the phase difference t/Jis larger than t/Jt as given by (7c), the scheme
switches to the decorrelation detector, otherwise the conventional detector is used:
Pej(clt/J) = Q(J2Y, sin t/J), t/J> t/J,

~;(~t/J,~)
I-Ico~t/J,)I

~

-v r.

=

_!_ L
4 KPc

(7a)

Q(-ç=r'2Yf1
l + -vd~

'1/;

cost/J],t/J

( )1
= I.smt/J,

5.

t/Jt

(7b)

(7c)

2) Optimum detection
In this detection scheme all signal parameters: phase difference t/J,relative time difference
,1, SIR '1/ and SNR y, are used to calculate the optimum Maximum Likelihood (ML)
decision regions. The receiver will choose the value of the desired transmitted symbol
that most likely caused the received signal vector. The resulting optimum decision
regions denoted by Dm can be expressed as:
Dm = {rlp(rld = m) :2: p(rld = -m)}
(8)
where the function per I d = m) is the joint probability density function (pdf) of received
signal and r is the received signal vector.
In the following, the BER performance is derived in case both detectors are optimised.
This results in an absolute lower bound ofthe performance ofthe dual-signal receiver.
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BER calculation of the large signal
In order to calculate Pei for the first optimum detector the same procedure is followed as
was done in section 2, however, now using the ML approach. Every symbol si to be
detected is overlapped by two symbols of se and the pdf can be expressed as:
( Z·I -mp{zjdc = m,io = dO,iJ = dç, 'lfi,,p) = Yi exp

(aoMo - aJ(l- ~)dJ)

..fo0

=r,

",)2

cos\"

7C

Here zi and

Zq

are the real and imaginary parts of the complex variable

z. The

conditional pdf for asynchronous signals is calculated by averaging the four possible pdf's
for different di and dc, with a = ao = al = 1, and is given by:
p(zld; =m,'lfi',p,~)

= ;~ eX~-Yi(k

-mr

cos~

+

~JJ
î

(2ya
{ cos~

+z/

(((4~(~-1)îî

t;- ((Zi - m) cos,p + Zq sin,p) j+ex\ -Y{

t;- ((z, -m)(l- 2~) cos,p +zq(l-

(2ya

'If;

jJ

)î}

2~) sin,p j

(10)
The conditional BER Pel81 ,p,L1)is calculated by integrating the conditional pdf over the
decision region opposite to the condition chosen in the pdf
Pe;(81,p,~)

=

If p(zldi

= m,'lfi',p,~)dZ
(11)

The average BER Pei is calculated by averaging (11) over ,pand .1.
BER calculation of the small signal
Similar to the procedure used in section 2, signal Lh·i consists of the symbols
d'i,j = a~idiJ' where aj = P, in case no error is made by the detector in the first receiver,
and aj = 2 - P when an error is made. Again three cases can be distinguished: 1) No
errors in overlapping symbols of L1si,with probability (1 - Pei)2 In this case ao = al = P
and Pco is calculated using equation (10).2) One ofthe overlapping symbols in L1siis in
error with probability 2P ell - P ei). Now for the calculation of Pcb all pdf's of equation
(9) are averaged for the eight possibilities for ao = P, al = 2 - P (four possibilities) and a
o = 2 - P, al = P (four possibilities), which are equally likely. 3) Both overlapping
symbols of ~Sj are in error with probability Pel In this case ao = aJ = 2 - pinsertion in
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equation (10) results in Pe2. In the calculations mentioned above the following additional
substitutions have to be made: rr+r« = r/lf/i and If/i~lf/e = IIlf/i·
The total conditional pdf is now calculated as was done in equation (5). The average
BER is calculated by integrating this pdf over the opposite decision.region (11) and
averaging over ..1 and ,p.
3) Asymptotic optimum detection
If the behaviour of the decision regions is investigated, it can be concluded that for
increasing SNR r, the borders of the optimum decision regions will asymptotically
approach straight lines. This is shown in Figure 3. It is noted that for SNR r> 0 dB, this
is a valid approximation. Instead of using the optimum detection regions the asymptotic
optimum regions can be used.
By inspection of several results of decision regions for varying phase difference rp, SIR If/
and relative time difference ..1, like given in Figure 3, the following parameters for the
asymptotic decision regions were found: Zq = C zi for I zi I < A, where A en C are given
by:
-cos,p
(2è1 + I)~
- cos,p
A--C=
. "'-~
sin e
(12)

Q-component

-A

l-componem

Figure 3: Example of decision regions for varying SNR
dB 1) SNR = 0 dB 2) SNR = -1.5 dB 3) SNR = -3 dB

IV.

lP = 7tl18,

A

SIR

=

-3 dB and LI = 0: 0) SNR = ao

NUMERICAL RESULTS AND CONCLUSIONS

Numerical BER results for the different detector combinations have been calculated. In
Figure 4, the average BER performance for the large and small signal detectors are
shown for the bad area where SIR is close to 0 dB for the following cases of the 1stl2nd
detector: 1) conventional / conventional, 2) conventional+decorrelation / conventional,
3) optimum / optimum, 4) optimum / conventional and 5) asymptotic optimum /
conventional.
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Figure 4: Comparison of average BER performance for different detection schemes with SNR = 12 dB

These results show that for bad SIR '" 0 dB better performance is achieved by using
more sophisticated detectors, which apply knowledge of estimated signal parameters in
the decision process. The optimum detector gives the best performance, however is very
complicated to realise. The asymptotic optimum detector and the combined conventional
+ decorrelation detectors are easier to implement in practice. However, the BER
performance improvement is not dramatic, up to a factor 4 for I SIR I < 6 dB. For larger
I SIR I, the performance of all detector combinations goes asymptotically to the
optimum/optimum case.
Further research is aimed at solving the problem in the bad SIR area by means of a
combination of antenna diversity and coding in the time varying channel.
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CODE CONSTRUCTION
FOR
NON-COOPERATIVE
DETERMINISTIC
MULTIUSER CHANNELS
P. Vanroose"

If one of the transmitters
communication

on a muliiuser channel actively tries to disturb the

of the other users, the channel is called a non-cooperative

channel, or jamming channel. A classification is made of deterministic
jamming channels, and their capacity and optimal jammer strategy are derived.
INTRODUCTION

Multiuser communication channels are characterized by the fact that more
than just one sender-receiver pair is using the channel. In classical multiuser
information theory, all users cooperate in order to achieve an overall good transmission. Thus, users try to maximize the overall transmission capacity. The noise
on the channel is random and can be coped with by using an appropriate error
correcting coding scheme, suited to the statistics of the noise.
In practice, especially in military applications, it could be more realistic to
assume the worst case situation for the noise, namely that it is intelligent and actively tries to make the communication as bad as possible. This non-cooperative
situation can be modeled by a multiuser channel where one of the senders is actually a jammer

whose goal is to minimize

the other users' transmission capacity.

T. Ericson [1, 2] initiated the study of block coding for channels subject
to jamming, more specifically for the deterministic binary adder multiple access
channel (BAC). He characterizes his approach as an interrnediate between the
practically oriented 'spread spectrum' approach, and the (information-) theoretically oriented 'arbitrarily varying channels' approach.
Since [2]only considers the BAC, it may be worthwhile to see how other multiuser channels can operate in the presence of jamming. Only a general framework will be sketched; the interesting problem of designing practical high-rate
zero-error codes for these channels, as has been done for the BAC, will be dealt
with in a paper which is under preparation .
• Post doctor al Fellow of the Belgian National Fund for Scientific Research (NFWO)
at the K.U.Leuven, Department of Electrical Engineering (ESAT),
Kard. Mercierlaan 94, B-3001 Heverlee (Belgium).
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GENERAL SETUP FOR A JAMMING CHANNEL

Attention will be focused on deterministic memoryless multiuser channels
with three users: a sender (encoder), a receiver (decoder), and a jammer. Encoder
data symbols going into the channel are taken from the finite alphabet X, and
will be denoted by X. The jammer input to the channel uses alphabet S and will
be denoted by S. At any time instant, the channel output symbol Y, as seen by
the receiver, will be a (fixed) deterministic function of the symbols X and S at
the same time instant.
Because of the 'non-cooperative' nature of the channel, it makes no sense
to consider situations where any of the three terminals coincide or interchange
information other than through the channel. But remark that we allow for the
commonly assumed block synchronism (in case of block coding). So, there are
only four possible types of channels, as depicted in Fig. 1:

Fig. 1. The four possible jamming channel types.

The non-cooperative

multiple-access

channel (J-MAC): Sender and jam-

mer can only transmit but are not able to receive any feedback from the
channel. This is the situation most often considered [2J.
The non-cooperative

relay channel (J-RC): Thejammer can both transmit

and read out data from the channel, while the sender does not receive any
feedback information. The jammer feedback symbol will be denoted by R.
Because this feedback information can be used by the jammer already for
his next transmission, block coding will in general not suffice.
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The non-cooperative semi-twoway channel (J-STWC): This is the situation where the sender also reads out feedback information from the channel.
This feedback symbol could be the channel output or even the jammer input, but in general it is an arbitrary (deterministic) function of (X, S).
The non-cooperative twoway channel (J-TWC): Both the jammer and
the sender receive feedback.
The goal of the sender and receiver is to maximize their transmission rate,
while the goal of the jammer is to minimize this rate. Thus the jamming situation can be regarded as a zero-sum game between sender/receiver and jammer,
cf. [1]. A fundamental theorem of game theory assures that there exists a pair
of optimal strategies, one for the sender/receiver and one for the jammer, such
that the optimal jammer strategy minimizes the transmission rate, irrespective
of the strategy of the sender/receiver, while the optimal sender/receiver strategy
maximizes the transmission rate, irrespective of the strategy of the jammer. The
theorem states that the minimal transmission rate of the optimal sender/receiver
strategy equals the maximal transmission rate of the optimal jammer strategy.
The jamming

capacity of a jamming channel is the highest possible trans-

mission rate when the jammer uses an optimal strategy. According to the above
fundamental theorem, it is also the smallest (i.e., worst case) transmission rate
of an optimal sender/receiver transmission scheme.
THE NON-COOPERATIVE MULTIPLE-ACCESS CHANNEL

Apart from the binary adder channel (BAC) which was thoroughly studied
[2], other deterministic multiple-access channels with small input alphabets can
be considered. Let us first exhibit several 'non-interesting' types of J-MAC's, in
order to characterize 'interesting' channels (from a theoretical point of view).
1) If Y is only a function of X, not of S, the jammer cannot influence the
transmission. I.e., in this case the channel is not really a J-MAC but an ordinary
one-way channel.
2) If there exists a symbol s E S such that Y(X, s) is constant, an optimal jammer
strategy is clearly to always transmit s; the transmission rate is then zero.
3) A channel will be called an antijamming J-MA C if there is an optimal jammer
strategy which consists of constantly transmitting the same symbol s. Situation 2)
is a special case of this. More generally, if some optimal jammer strategy does
not use one or more symbols from S, the channel can be considered equivalent
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to a channel with a smaller alphabet size

#S.

4) Similarly, if some optimal sender/receiver strategy does not use one or more
symbols from X, the channel can be considered equivalent to a channel with a
smaller alphabet size #X.
5) If for a certain jammer symbol s the receiver can derive from Y whether s is
used or not, either the channel is an antijamming J-MAC (situation 3), or the
optimal jammer strategy will never use that symbol (situation 4).
Any J-MAC belonging to one of the above types will be called degenerate.
BINARY INPUT J-MACS

There are only two non-equivalent, non-degenerate deterministic J-MACs

r

with both X and S binary: the BAC and the EOR-channel.
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Fig. 2. The binary adder channel and the EOR-channel.
The EOR-channel

has jamming capacity 0: the optimal jammer strategy

consists of transmitting a random uniform binary sequence, resulting in a random
uniform channel output sequence, independent of the channel input sequence.
This makes the EOR-channel 'uninteresting', but not in the 'trivial' sense of a
degenerate channel because the jammer has to actively prohibit transmission.
The binary adder channel has jamming capacity 0.5, see [2]. To achieve this
transmission rate, it was pointed out in [3] that the transmission scheme has to
use a random code: i.e., sender and receiver agree on a secret key, and use this key
to switch between (nonrandom) codes. This corresponds to the spread spectrum
frequency hopping technique of switching between carriers.
Because [4, 5) the capacity of an arbitrarily varying channel is independent
of the length of this secret key, we may as well assume the key to have the same
length as the message. Then, the optimal jammer strategy is (like in the EOR
channel case) to send a random uniform binary sequence, thus turning the channel
into a binary erasure channel with erasure probability 0.5 and thus capacity 0.5.
From a practical point of view, it is of course important to use a secret key
which is as short as possible. It is possible to substantially reduce the length of
the secret key by generating it as a pseudorandom

sequence, which only requires

the (small) seed to be communicated between sender and receiver. This method
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will generally not work for the J-RC, where the jammer will be able after a while
to determine the secret key by observing the channel.
One could also use a linear antijamming block code, as is described in [2]. But
for transmission rates close to 0.5, the code block length n has to be very large,
and the length of the secret key per codeword equals the number of redundant
symbols, which is approximately n/2. Thus, using block codes reduces the length
of the secret key only by a factor of 2. Remark that in this way, the key length
equals the information length (because a rate 0.5 code is used). This is reminiscent
of Shannon's definition of perfect secrecy: otherwise said, instead of using linear
block codes, any good erasure-correcting rate 1/2 code could be used, together
with a secret key (pseudo-random or not) of one bit per information bit.
Remark that for the BAC, zero-error performance can be obtained (i.e., no
decoding errors are allowed) without a decrease in capacity: the only channel
errors are erasures, which are detected by the channel. Below is an example of a
channel where this is not the case.
TERNARY

INPUT

J-MACS

Table 1 lists all possible deterministic J-MACs with a ternary input alphabet
X and a binary jammer alphabet S.

Table 2 does the same for binary X and

ternary S. There are 777 deterministic J-MACs with both X and S ternary;
these will not be considered here.
The tables should be read as follows: the first two columns give all possible
combinations of input pairs (X, S). Each of the remaining columns represents
one channel: its entries are the channel output symbols Y corresponding to the
input (X, S) of that row. The last two rows give the optimal jammer strategy
and the jamming capacity, respectively. U denotes a random sequence of jammer
symbols, uniformly over S.

"5

=f.

2" denotes a uniform random sequence over

S \ {2}. Logarithms are base 2.
Jamming capacities can be calculated much as for memoryless one-way channels: treat the probability distributions Px on X and Ps on S as unknowns and
both maximize and minimize the mutual information I(X; Y) with respect to Px
and Ps respectively. The solution will be unique.
Equivalent channels, i.e., channels that can be obtained by renaming symbols
from any of the alphabets X,

Y or S, are only listed once. Degenerate channels

are also omitted, except when a number in brackets figures on top of the column,
in which case this number denotes the type of degeneracy, as described above.
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Table 1. All deterministic J-MACs with ternary X and binary S.
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The channel marked with (3') is an antijamming J-MAC: the optimaljammer
strategy will never use S = 1 because then Y = X while with S = 0 there is
the ambiguity between X = 0 and X = 1. For the channel marked with (5), the
receiver can determine whether S = 0 or S = Ij in both cases, only two input
symbols can be used. Thus, an optimal sender strategy need not use X = o.
The channels marked with (4) prohibit the receiver to distinguish between
X = 0 and X = 1, by the same argument as for the EOR channel. Thus, an
optimal sender/receiver strategy need not use X = 1. Remark that also the
binary/ternary

adder channel Y

= X + S (marked with (+)) is degenerate: an

optimal sender/receiver strategy will not use X = 1. On the other hand, the
'sum modulo 3' channel 7 is not degenerate, but has a smaller capacity.
Channel 8 has the largest capacity: 1.27155. Use codes for the BAC, interspersed with symbols 2.
Table 2. All deterministic J-MACs with binary X and ternary S.

An optimal jammer strategy for the first binary/ternary

S

= 1 (only

Y

channel will not use

= 1 is ambiguous). And in an optimal jammer strategy for the last

channel, any occurrence of S

=

2 can be replaced with S

=

0 without changing

the channel behaviour, which makes the channel equivalent to the BAC.
Like for the EOR channel, the output of the 'sum modulo 3' channel 10 is
independent of the input if the jammer sends a random uniform ternary sequence,
so its capacity is

o.
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The optimal jammer strategy for channel 11 (the ternary/binary
nel) consists of sending a random ternary sequence, S
0: = 1/v5 ~ 0.447214 and S

=

0, S

=

=

adder chan-

1 with probability

2 both with probability (1 - 0:)/2.

The jamming capacity of this channel is logev5 - 1) ~ 0.305758":
11

y

r=OS=lS=2

§::?: £

Fig. 3. The binary/ternary

11

2

11

g

11

adder channel (11 in Table 2).

For errorfree decoding, received symbols Y = 1 and Y = 2 must be considered
as erasures. Then, the channel becomes a binary erasure channel with erasure
probability (1 + 0:)/2, and thus with zero error capacity (1 - 0:)/2 ~ 0.276393.
For errorfree decoding, any antijamming code for the BAC could be used. Nonerrorfree decoding however promises an increase of the transmission rate of 0.029
bits per symbol.
THE NON-COOPERATIVE RELAY CHANNEL (J-RC)

Apart from Y

= f(X, S), there is now a second channel output R = g(X, S)

which the jammer can see. Because he can use his knowledge of R already for the
next transmission, block coding such as linear antijamming codes will not work
here. The secret key sequence should be really random in this case, at least to
the extent that R conveys information about X. The optimal jammer strategy
will in general not consist of transmitting a random sequence.
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PERFORMANCE
MUTUALLY

OF STACK ALGORITHM

INTERFERING

TRANSMISSIONS

N. D. Vvedenskaya • and J. P. M. G. Linnartz

IN CASE OF
IN TWO CELLS

t

We consider a radio network with two base stations receiving packets transmitted
a large population

of mobile users.

channel. In such case, transmissions
other cell.

We assume that both stations share the same
in one cell interfere with transmissions

To consider the performance

cell system with time-varying

of this two-cell system,

channel properties.

in the

we model a one-

If only one station is receiving

messages from it's cell, the channel is supposed to be in "good state".
in both cells are busy the channels are supposed to be in "bad state",
mutual inierference.

by

If terminals
due to the

Markou transition from one state to the other is assumed. For

conflict resolution, the stack-algorithm

is used. The packet delay and the throughput

of the system are calculated. Our results suggest that in future wireless networks with
bursty traffic, it may be advantageous to allow nearby cells to use the same channel.

INTRODUCTION
Consider the performance of a wireless network with two base stations and many
mobile users transmitting packets. The users that are in the cell area of one of the
base station transmit their packets to this base station. To do that they compete
for random access, according to the free access stack-algorithm with feedback from
the base station [ 1,2

J.

Both base stations share the same channel, and therefore

the transmission in one cell may interfere with the transmission in the other cell.
To consider the performance of such two-station system, we model the performance of one-station system with time-varying channel. Whenever only one base
station is busy (or when both stations are silent), the base stations are supposed
to have a noiseless channel (to be in "good state").

When both stations are busy

the stations are supposed to have a noisy channel (to be in "bad state"), due to
·N.D.Vvedenskaya
is with Institute for Information Transmission Problems, 19 Bol'shoi Karetnyi, Moscow 101447, GSP-4,Russia, NDV@ippi.ac.msk.su.The
work is partly sponsored by Netherlands Organization for Scientific Research NWO 713-229
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was with the TVS group at TUDelft, currently he is with Philips Research,wy8.6,Holst
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Linnartz@prl.philips.nl

159

the mutual interference. To consider this model mathematically, Markov transition
from one state to the other is assumed.
The performance of such two-cell system with a common channel ( and without
any CDMA spreading factor) is compared with the performance of two-cell system
with different channels. To avoid the interference in the last system, 2 different
channels would be needed, each with half the bandwidth. Remark, that the packet
delay is expressed in a packet transmission time.
The results for a single channel system are compared with the results of simulations for two-cell system, with different radio frequencies
MODEL OF A SYSTEM.
The time is slotted. The system is synchronized at time slot level. The slots start

= 1,2,3, ... A slot that starts at t = n is called slot n. A packet is transmitted

at t

during one slot. The transmission of each packet starts at the beginning of a slot. A
new packet is transmitted for the first time in the first slot following packet's arrival
(free access). The incoming flow of packets in a cell is a Poisson flow with flow
rate

.À

packets per a slot. Each user has a buffer to keep one packet that has to be

transmitted. Any packet that captures the receiver leaves the system. Each packet
transmitted in a slot without capturing the receiver is either retained in the user's
buffer (with probability 1/2) or is retransmitted in the next slot (with probability
1/2). Associated with the user's buffer is a stack counter in which changes from slot
to slot according to the stack-algorithm rules, following the feedback information.
Generally, the stack counter increases when a conflict is reported in a slot and
decreases when a slot is idle.
We address two versions of algorithm [ 3

J.

Algorithm A. The algorithm uses

ternary "idle slot/success/conflict" feedback.
la. A packet transmitted in slot n for the first time (i.e. the packet generated
in slot n - 1) has in

=

O.

2a. If in = 0 for a packet, the packet is transmitted in slot n. If In > 0, the
packet is not transmitted in slot n.
3a. If in = 0 for a packet and a conflict is reported in slot n, ln+l
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I with

probability 1/2 and ln+!

= 0 with probability 1/2.

4a. If ln > 0 for a packet and a conflict is reported in slot n, ln+l
5a. If l.; > 0 for a packet and slot n is reported idle, Zn+!
6a. If L;

=

=

in

+ 1.

l« ...: 1.

> 0 for a packet and a capture is reported in slot n,

Zn+!

=

Zn'

Algorithm B. The algorithm uses binary "conflict/no conflict" feedback.
1b-5b are the same as 1a-5a respectively.
6b. If l« > 0 for a packet and a capture is reported in slot n, Zn+!

=

l.; - 1.

The one-cell system can be in two states. If during slot n the system is in state
i, i

=

1,2, then it will stay in the same state during slot n

+ 1 with

probability qi,

and will be in different state with probability (1 - qi). The mean duration of being
in state i is equal to
L, = 1/(1-

qi),

i

=

1,2.

The probability for a system to be in state i is

Let the system be in state i during a slot n. We model the effect of interference
as follows. If slot n is idle, a capture is reported in this slot with probability 7rá~, and
a conflict is reported with probability 7rá?, the slot is reported idle with probability
(1 -7rá? -7r~?).
transmitted),

If in slot n there would be a capture (one packet from that cell was
a conflict is reported in this slot with probability 7r~i), and a capture

is reported with probability (1- 7r~i»). If in the slot n there is a conflict, a conflict is
reported with probability 1. Thus,in our discussion, we cover interference between
cells as errors in the feedback, which would have the same effect.
We assume that the state" I" has a perfect feedback channel, 7r~~) = 7r~~) =
7rP)

= 0, and assume that the state "2" has an imperfect feedback channel. For ease

of notations, the index "2" is omitted, and the notations are :
(2)

7roc> O ,7rl

7r~i)

=

7rOl

> 0, 7r~~)=

0

= 7rl > .

The delay of a packet is defined as the length of a time interval between the
start of the packet 's first transmission and the start of it 's successful transmission.
Note, that the time a packet spends in the system includes the random waiting
time till the beginning of the first transmission, the delay, and one slot of successful
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transmission. The mean time T a packet spends in the system is equal to the mean
delay D plus a slot duration times 3/2.
If the income flow rate

À

<

Àer,

all packets are transmitted with finite delay with

probability 1, and the mean delay D <
of the system,

Àer

depends on

00.

The value of

Àcr

For given qi,

q}, q2, 'IrOl, 'IrOe, 'lrl.

is called the throughput
q2, 'IrOl, 'IrOe, 'lrl

the mean

delay D can be expressed in terms of the solutions of the linear algebraic equations.
(See Appendix).
The results of computation for one-cell two-state system are compared with the
simulation results for two-cell system. In this system both stations use the same
stack-algorithm. The performance of two-station system is defined by the following
rules.
Let in cell i, i = 1,2, slot n be idle. If in cell i.i

I- i,

the slot n is idle too, then

in cell i this slot is reported idle. If in cell j there is a capture, then in cell i this
slot is reported idle with probability 1 -

'IrOl,

and a capture is reported with probability

'IrOl.

If in cell j there is a conflict, then

in cell i this slot is reported idle with probability 1 with probability

'lrOe

and a conflict is reported

'lroe.

Let in cell i, i = 1,2, slot n be a capture. If in cell j,j

I-

i, slot n is idle, then

in cell i this slot is reported to be a capture. If in cell j slot n is not idle, then in
cell i a capture is reported with probability 1 reported with probability

'lrl

and a conflict is always correctly

'lrl.

A conflict in cell i is reported to be a conflict in this cell.
COMPUTATION RESULTS
To consider the performance of a one-station system we need to introduce the
notion of a busy session. Roughly speaking a busy session is a time interval during
which there are some packets in the channel, or in the stack of some user, or both in
the channel and in the stack. (For the rigorous definition of a session see Appendix).
We want to model a two-cell system with the equal income flow rate

À

in both

cells. Therefore we consider a one-cell two-state system in which the mean length of
busy session Lb is equal to the mean length L2 of the state "2" (i.e. the system being
in the "bad state"). The mean length L1 of the state "1" (i.e. the system being in
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the "good state") is assumed to be equal to the mean length of the slots without

=

new packets, LI

1/(1-

e-.À).

Therefore ql

=

e-.À.

For given ql,q2,7I"0l,7I"0c,7I"1

the

value of Lb can be expressed in terms of the solutions of the linear equations (similar
to the computations of the delay value D); q2 is found by iterations,

to satisfy the

equality L2 = Lb.
The results of simulations follow the results of computations (for one-cell system)
with 10% accuracy. Our simulations accurately model the interference between the
two stack algorithms in both cells, rather than simplifying the interaction as a
Markovian interference process.
The results for one-channel ( C

= 1 ) two-state system with income flow rate ).

(i.e. for two-cell system using the same channel) are compared with the results for
two-cell system with different channels ( C = 2 ).As each channel only has half the
bandwidth, time slots need to be twice as large. Effectively, for a given arrival rate
per second, this corresponds to a flow rate of 2). new packets per slot, in addition
to the fact that time slots are twice as long as in the case C = 1. However, using
different channels has the advantage that interference or "feedback errors" do not
occur.
Also we compare our results with a system using only one base station handling
2). of packet traffic. As in this case there is no interference, we assume a perfect
channel ( 7I"oc

=

71"01

=

71"1 =

° ), while a slot length is unit, rather than two units of

time.
The results are illustrated by the tables. In Table 1 we present T - the mean
time a packet spends in the system and

).CT -

the throughput for stack-algorithm A.

In the Table 2 we present the same data for stack-algorithm B.
In the Tables
a : C = 1, 7I"oc

=

71"01 = 71"1 = 0,

b : C = 1, 7I"oc = 1/16,71"01

=

71"1 = 1/4,

c: C = 1,7I"0c = 1/9,71"01

= 71"1 = 1/3,

d : C = 1,7I"0c = 1/4,71"01

= 71"1 = 1/2,

e : C = 2,7I"0c = 71"01 = 71"1 = 0,).
f : C = 1,7I"0c

=

71"01

=

---+ 2).

per slot.

71"1 = 0,). ---+ 2), per slot.
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0.05
1.72
1.81
1.87
4.16
2.08

À =

a

b
c
e

f

Table 1. Tand ÀCT for algorithm A
À = 0.1 À = 0.15
À = 0.2
Àcr
2.08
2.72
4.04
0.33
2.39
3.84
10.5
0.23
2.69
7.22
00
0.16
8.08
51.
00
0.16
4.04
25.5
00
0.16

0.05
1.68
1.71
1.72
1.75
3.94
1.97

À =

a

b
c

d
e
f

0.1
1.97
2.06
2.09
2.19
6.66
3.33

À =

Table 2. Tand x, for algorithm B
À = 0.15 À = 0.2 À = 0.25
Àcr
2.45
3.33
5.29
0.36
2.67
3.96
6.77
0.29
2.7R
12.29
4.44
0.27
3.1
0.2
7.96
00
22.76
00
00
0.18
CX)
11.38
00
0.18

Note, that for algorithm B the delay and the throughput do not depend on

71"01'

In the examples the delay is less for the system with C = 1, even for relatively large
71".

CONCLUSIONS
Our results show that two-cell system with the stack-algorithm used for conflict
resolution and the same channel used in both cell can be approximated by one-cell
system with two states of the feedback channel, and with Markov chain transition
from one state to the other.
Our results suggest that in future lightly loaded wireless networks with bursty
traffic, it may be advantageous to allow nearby cells to use the same channels. The
free access algorithms appear robust against high levels of interference from cochannel cells. This is in contrast to conventional cellular frequency reuse used for
mobile telephones.
In fact we found that splitting bandwidth into two separate channels performs
worse than using only a single base station handling all traffic.
The advantageous of using low spread factor in other situation is discussed in

[4).
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APPENDIX
Let us begin with the rigorous definition of a session. We define a session that
starts at slot n. We introduce at slot n an additional packet to the system with

>

In = 1 for this packet. Let 1n, = 0 for the first time, nl

rn, nl)

n. The time interval

is called a session. A session is called a k-session if k packets are transmitted

at it's first slot n. A busy session is a session with k > O. The mean length of a
k-session that starts in state i is denoted by hiCk). The mean sum of delays of all
packets that are successfully transmitted in a k-session that starts in the state i is
denoted by di(k).

The mean delay of a packet D is defined as
D

=

2:::;;':0 PkQidi(k)

2::i=1,2
À 2::i=1,2

2:::;;':oPkQihi(k)'

Pk = exp( -À)Àk jk!.
The values of hiCk) and di(k)

are found as solutions of linear equation systems that

differ in free terms only. We present here the equation for hiCk) in case of algorithm
A. In the equations for di(k)

the free terms depend linearlyon hiCk).
00

hi(O)

= 1+ 71'01

Pm[qihi(m)

~

+ (1 - qi)hj{m)]

+ 7I'OcFi,O,O,

m=O

= 1 + (1 -

hiel)

71'1)

~

+ (1 - qi)hj{m)]

Pm[qihi(m)

+ 7I'1(Fi,1,0 + Fi,0,1)j2,

m=O

k

hiCk) = 1 + L,TkCL(Fi,l,k_1

+ Fi,k-I,I),

1=0

where
00

Fi,l,k = ~ Pm {q;[hi(l

+ m) + Si,i(1 + m)hi(k -I + m) + Si,j(1 + m)hj(k

-I,

m)]+

m=O

+(1 - qi)[hj{l

+ m) + Sj,i(l + m)hi(1 + m) + Sj,j(l + m)hj(k

cL = k!jZ!(k
Here si,j(k)

-I)!,

i = 1,2,

i

=I i,

k

:»

-I

+ m)]},

1.

is the probability that a slot is in a state j if it follows a session of

multiplicity k, that starts in a state i, i, j

=

1,2. To calculate Si,j( k) we first calculate

the probability, that a k-session, that starts in state i is of length Z. The recursion
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on I permits to find these probabilities. The Markov chain transition from one state
to the other permits to get si,j(k).
To estimate the value of D with 0.1% accuracy it is sufficient to solve a finite
systems of equations for systems for hie k), die k), k

< 10 -;- 12. The value of ACT is

estimated with 0.01% accuracy by the value of A, for which D > 500.
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Combining Enumerative Shaping Techniques and Block
Coded Modulation for ISI Channels
Brian de Bart and Frans M.J. Willems
Information and Communication Theory Group, Dept. of Electrical Engineering,
Eindhoven University of Technology, PO-Box 513, 5600 MB Eindhoven
Abstract
We show how enumerative techniques can be used to obtain a shaping gain and
simultaneously
combat intersymbol interference in a signaling scheme based on PAM.
It will also be shown how this shaping technique can be combined with error correcting
codes. This paper is an extension of the work presented in (Wi193J. Simulations show
that the technique gives good results, but has a high computational complexity.

1

Introduction

In the design of a transmission scheme, we try to optimize three different parameters: the
required average energy per symbol and the error probability should be as low as possible,
while the information rate should be as high as possible. In this paper, we will search for
a signalling scheme that optimizes these requirements.
We consider transmission over an additive Gaussian noise channel. The signal x that
is sent over this channel is an N-dimensional vector. This signal is filtered by the channel
and transformed into a vector y. If the impulse response of the channel h(D) = 1, then
x=y and we call our channel the additive white Gaussian noise (AWGN) channel. If
the impulse response h(D) is an arbitrary polynomial, then in general each element of y
depends on multiple elements of x. We call this a channel with intersymbol interference
(ISI). The vector y is corrupted by Gaussian noise n . The noise for each dimension is
independent of the noise for other dimensions and is normally distributed with mean 0
and variance 172.

2

Pulse Amplitude Modulation

In this paper, we will discuss transmission schemes for both channels, based on a well
known, uncoded modulation technique, Pulse Amplitude
Modulation
(PAM). We will first
shortly repeat the properties of this technique. For A-point one-dimensional PAM, the
(independent) elements z, of the vector x are chosen from the alphabet A. This set consists
of A equally spaced levels, conventionally
Xi

EA

=

{±1,±3, ... ,±(A -I)},

for i = 1, ... , N

(A even).

(1)

Each value of this set is equally likely and has probability of occurrence of I/A. Therefore, the information rate is R = 2logA bits per symbol (dimension) and the number of
messages is M = AN. The average symbol power Sx for signalling with pulse amplitude
modulation is then equal to
(A2

Sx,PAM

-

1)

= x2 = -'-----::--.:..

3
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(2)

The squared Euclidean distance d~ between any pair of different inpuL sequences is
larger than or equal to 4, hence d~ min = 4.
We define the normalieed signal~to-noise ratio of an arbitrary transmission scheme with
a data rate of R bits per dimension and an average symbol power Sx on a channel with
noise power Sn as [For91]:
6
SX
1
SNRnorm =
SNR/2(2R) -1 = =-.~.
Sn 2 -1

(3)

We compare the performances of transmission schemes by comparing their word error
probabilityat
a certain value of SNRnorm. The Shannon limit for an AWGN channel may
now be expressed by the simple bound SNRnorrn 2': 1 ~ 0 dB.
In this report, we will discuss several modulation methods. The performance of these
schemes with respect to PAM is measured by the asymptotic gain. The asymptotic gain
over the PAM case of an alternative method with rate R, average symbol power Sx and
minimum squared Euclidean distance d~,min is defined as
GA ~ Sx;!6.M.
Sx

2

4,~

=-'

22R__ 1 . 4,min

3Sx

dE,min (PA M)

4

= GS. Gri.

.

(4)

This asymptotic gain consists of a shaping gain part and a coding gain part. Shaping
gain is obtained if, at a given value of d~ min' we can either decrease the average signal
power or increase the rate. A coding gai~ comes from a larger distance between signal
points, at a fixed R and a fixed Sx·

3

Shaping

For a given size A of the alphabet, all possible vectors of the PAM signalling set form
an N-dimensional hypercube. It is well known that the geometrical object having the
smallest average energy for a given volume is an N-dimensional hypersphere. Hence, by
choosing our signal structure more like a sphere, we can obtain a lower average energy per
symbol. Since the volume of the constellation does not change, we keep the same number
of signal points and the information rate remains unchanged.
Using spherical signal structures is called shaping. The maximum gain that can be
achieved for large blocklengths is [For84]
lim Gs = ?Te ~ 1.53 dB.

6

N~oo

(5)

To obtain a shaping gain, we should find a way to address only those signal points that
are inside an N-sphere. The points that are outside of this subspace should not be used in
transmission, since they are too expensive in terms of energy. In other words, a set X of
energy constrained sequences minimizes the average ellergy and it is possible to find the
elements of this set by taking all sequences that satisfy
N

Ex =

LX~
i=l

where .JEmax is the radius of the N-sphere.

168

< Emax,

(6)

We will now show that we can use enumerative techniques (known from source coding),
to obtain an efficient algorithm that finds all the words that suffice the energy constraint.
This way of shaping was presented in [Wi193) for AWGN channels and a similar result can
be found in [Lar94). We will first shortly discuss this technique and then extend it to an
algorithm that can be applied on channels that suffer from IS!.

3.1

Enurnerative shaping for the AWGN channel

In transmitting over the AWGN channel, we want the signal points x to be inside an Nsphere and have elements from the PAM-alphabet. Observe that the energy of a sequence
does not depend on the signs of the elements. Hence, we can first restrict ourselves to the
shaping of the one-sided alphabet A+ = (1,3, ... , A-I)
and add signs later.
Now any PAM sequence can be regarded as a path in a trellis, the labels of the edges
corresponding to symbols from A+, the vertices corresponding to the cumulative energy
of the symbols in the paths that lead to this vertex. A small example is given for N =4
and Emax=28 in the figure below:
1

1

1

26

28

3

2

1

18

20

4

2

1

10

12

3

6

t

E2

X2

t
X3

1

t

4

E4

X4

A path corresponding to one of our energy constrained sequences starts in the all-zero
vertex and ends in one of the final vertices, having energy 4, 12, 20 or 28. Observe that
no other energy levels exist at this depth. In the figure, the energy Ei of a vertex at depth
i is denoted by a small number. We use the notation M(i, Ei) for the number of paths
that lead from a certain vertex at depth i with energy Ei to one of the final vertices with
energy smaller than or equal to Emax· These numbers are denoted in the figure by the
large numbers and can be computed recursively, starting from the final vertices.
The number of messages with energy smaller than Emax is equal to M(O,O) and from
the figure, we can see that in this case, M(0,0)=19,
hence we have an information rate
R; = *,2log M(O, 0)=1.062. From the trellis, we can also compute the average energy per
symbol, which is Sx=5.21l.
We now need a way to enumerate all 19 sequences in this trellis. To do this, we first
order the elements of A+ lexicographically, i.e. 1 < 3 < ... < A - 1. Given this relation,
we can order all sequences and index them. An efficient algorithm to compute the index
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from the sequence and vice versa, follows from e.g. [Sch72J. It turns Out that
N

i(x) =

j-l

W<Xj

L L

M(j,

j=lwEÁ+

L x~

+ w2).

(7)

s=1

In words, we count the number of paths the lie beneath a certain path to find the index
of this path. For example, i(1331) = M(2, 2) + M(3, 11) = 6 + 2 = 8. The sequence for a
given index can be found in a similar way if the trellis is known.
Given the shaped one-sided sequences, we can add signs to each of the elements of a
sequence without altering the average energy. The rate of this double-sided code is one
bit per dimension more than the rate of the one-sided code:

R

=

2Iog(M(0,0)
N

.2N)

= 1 + R; =

2.062 bits per dimension.

For the shaping code of our example, we can now compute the asymptotic
observing that the minimum squared Euclidean distance is still 4. Hence,
222.062

Ga

= G, =

-

(8)
gain, by

1

3.5.211

=

1.051 ~ 0.218 dB.

(9)

Larger gains can be obtained by increasing the blocklength N. For blocklength 64 and
rate 2, we already find an asymptotic shaping gain of more than 1 dB.
In conclusion, to obtain a shaping gain, both the transmitter and the receiver should
build an enumerative trellis. The transmitter chooses an index and sends the sequence of
this index, which is a signal point that is inside an N-dimensional hypersphere of radius
.JEmax. The receiver decodes the signal point and uses the trellis to compute thc index
of the received sequence. Maximum likelihood decoding of these codes requires Viterbi
detection on the enumerative trellis, but it can be shown that threshold detection only
results in a small decrease in performance.

3.2

Enumerative shaping for the ISI channel

For the ISI channel, the requirements are slightly different:
• The microstructure of y(D) should be identical to that of the non-ISI case, i.e. signal
points should be points of the PAM-Iattice, so that a Viterbi algorithm can find the
point nearest to the received point .
• The macrostruciure
of y(D) has to be such that x(D) = y(D)h-1(D)
satisfies the
input power constraint.
Hence, the signal points x(D) should be points from a
spherical constellation.
Hence, the channel is a filter that changes the signal space from an N-sphere with
points typically not on the PAM-Iattice, to some other shape, with points that do !ie on
the PAM-Iattice. This way, the average energy of the transmitted signal is minimal and
also Viterbi decoding can be applied on the received signal. For two dimensions, this has
been visualized the next figure. Of course, the impulse response of the channel should be
known at the transmitter and have a stable inverse.
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•

To obtain a shaping gain and combat ISI, we now use an enumerative trellis to find
all points y on the PAM lattice, of which the inverse impulse response x lies within an
N-sphere. If the inverse impulse response of the channel is a polynomial of degree u , then
the energy of a sequence x at depth i will depend on v + 1 elements of the vector y and
the enumerative trellis will have v + 2 dimensions. An example for v = 1 is given in a
schematical plot below. Again the trellis can be found recursively and the index of a path
equals the numbers of paths that are 'lower' in the trellis. Since the signs of the elements
affect the energy of the sequence, we should shape the double-sided sequence.

Using this technique, we can eliminate all intersymbol interference and simultaneously
achieve a large shaping gain. The performance of this signalling scheme on ISI channels is
the same as on AWGN channels and in principle it is possible to achieve channel capacity
if this shaping technique is combined with powerful coding. It is possible to reduce the
size of the trellis by considering only certain vertices and by finding bounds on the values
of the elements of y. However, if the length of the inverse impulse response of the channel
is big, the complexity of the algorithm is still quite high.
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4

Coded modulation

We will now show how the shaped sequences of the previous section can be combined
with error correcting codes to obtain an additional coding gain. This is accomplished
by using set partitioning,
i.e. splitting the original PAM alphabet into two subsets,
Aa = { ... , -3, +1, +5, ... } and Al = {... , -5, -1, +3, ... }. We start with a one-sided
sequence u that has only positive elements (from A+) and a binary word c. The one-sided
symbol Ui and the binary symbol c; determine the subset for every element Xi, according
to the following table:
Ui

o

1
+1

1

-1

ei

3
-3
+3

5
+5
-5

7
-7
+7

9
+9
-9

11
-11
+11

If the binary word is chosen at random, we obtain the uncoded case where the rate
is R = R, + 1 and the minimum distance äs ,min = 4. If the binary word is a codeword
of an (N, K, dH,min) error correcting code, then the rate of the combined code will be
R = R, + bits per dimension. To find the minimum squared Euclidean distance of this
combined code, we consider two cases.

%

• If the binary word C is fixed, the word u will have a nearest neighbour v that differs
in only one symbol. Since we assume that both words originate from the same binary
~ord c, this symbol comes from the same set Ai in both cases and hence the words
have a squared Euclidean distance (intmset distance) equal to dJ, = 16.
• If we compare two words that result from different binary words c, and Cj, we see
that they will have symbols from different sets in at least dH,min places. The squared
Euclidean distance between symbols from Aa and Al (interset distance) is at least
equal to 4, hence the total squared Euclidean distance between the two words is
4 . dH,min or more.
In conclusion, we can say that the minimum squared Euclidean distance of the set is
dJ"min

= min(16, 4dH,min),

(10)

Hence, we use a code with dH,min = 4, e.g. the extended Hamming code.
For the AWGN channel, we can first shape the one-sided sequences and then combine
these sequences with the error correcting code. For the ISI channel, we should first choose a
binary word that determines the set Ai for every dimension and then build the enumerative
trellis that belongs to this word. Hence, both the transmitter and receiver have to construct
a new trellis for every word that is sent.
Optimal decoding for these codes is of course guaranteed when we use the Viterbi
algorithm on the product of the enumerative trellis and the coding trellis. As in [CaI88]
however, we can use a suboptimal decoder that operates on the coding trellis only, without
losing too much in performance.
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5

Simulations

Software simulations have been done to test the performance of the signalling schemes.
These simulations show that it is indeed possible to achieve the same performance on an
ISI channel as can be achieved on an AWGN channel. The figure below shows the results
for blocklength 32 and rate 2. Note that the line where SNRnorm = 0 dB is the Shannon
limit. It can be seen that the shaping gain at a word error probability of 10-4 equals 0.9
dB and the asymptotic gain equals 4.0 dB.
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Synchronisation for codes on circles
Andries P. Hekstra"

Abstract
Suppose that the coefficientsof a code are placed on a ring. Here, not a mathematical
ring is meant, but an ordinary circular constellation. The receiver receives the code
but has no clue as to the starting index of the code. The problem is to devise a code
such that the receiver can reduce the uncertainty of log2(n) bits (n = block length)
about the starting index of the code. Several solutions can be thought of.
Straightforward approaches are to define a synchronisation field, and possibly
stuff the payload data field to prevent emulations of the synchronisation marker in
the payload data field. A disadvantage is that synchronisation costs a large amount
of bits this way.
A theoretically optimal approach is to define equivalence classes of (code)words.
Two words are equivalent when one can obtained from the other by circular shifts.
That is, two (code)words are equivalent when they have the same ring representation. The number of equivalence classes under this equivalence relation equals the
number of messages, because the receiver can uniquely determine in which equivalence class the sent codeword lies. That is, we enumerate the equivalence classes. It
•Address: PTT Research, P.O. Box 421, 2260 AK Leidschendam, the Netherlands.
A.P.Hekstra@research.ptt.nl.
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Email:

is observed that the number of bits which synchronisation costs is slightly less than
log2(n) because for instance the all zeroes sequence does not require synchronisation;
every starting position leads to the same sequence. Not all equivalence classes have
size n. Therefore, the number of synchronisation classes is (slightly) larger than
2n In.

The disadvantage of this informationtheoretically optimal approach is that

its implementation is very complex.
Assume that for the given blocklength there exists a circular single error correcting code, e.g. a binary Hamming code. Binary Hamming codes exist for block
lengths n

=

2m -1. The encoder encodes the payload data with the aforementioned

circular code and places the redundancy bits in the synchronisation field. The encoder purposely introduces an error at the starting position to mark the beginning
of the code word. The receiver can decode the received word irrespective of knowing the starting position because every cyclic shift of the sent sequence is again a
codeword. The single error found by the encoder marks the starting position. Note
that e.g. the Hamming code has redundancy m bits which is approximately log2(n).
This approach is very simple to implement and close to optimal in efficiency.
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CONSTRAINED BLOCK CODES FOR
PARTIAL-RESPONSE
MAXIMUM-LIKELIHOOD
CHANNELS
Khaled A.S. Abdel-Gha:ffar and Jos H. Weber *
Abstract
Significant improvements in magnetic storage densities have been made feasible recently by the application of partial response signaling combined with
maximum-likelihood sequence estimation. To enhance the performance of this
technique when applied to Class IV partial response channels, it is often required to bound the number of consecutive zeros in the recorded data sequence
and its odd and even subsequences. We investigate block codes that satisfy such
constraint. In particular, we look for a set of maximal number of fixed-length
sequences such that any pair of them can be concatenated without violating
the constraint. In many cases, depending on the constraint and the length of
the sequences, we determine such set, and in the remaining cases, we determine at most three candidates for it. These results are used to study the best
possible constrained block codes.

I

Introduction

PRML is a technique that combines partial-response (PR) signaling with maximumlikelihood (ML) sequence estimation in order to combat intersymbol interference and
noise, which are common in high density digital magnetic storage channels [2], [4]. In
this technique, the channel is equalized such that its discrete-time transfer function
matches a given polynomial, known as the partial response polynomial. The channel
output, which is corrupted by noise, is processed by a Viterbi detector that yields a
maximum-likelihood estimate of the channel input. One of the most common partial
response polynomials used in magnetic recording is the polynomial 1 - D2. This is
'Khaled A. S. Abdel-Ghaffar is with the Department of Electrical and Computer Engineering,
University of California, Davis, CA 95616, USA, E-mail: ghaffar@ece.ucdavis.edu.
Jos H. Weber
is with the Department of Electrical Engineering, Delft University of Technology, P.O. Box 5031,
2600 GA Delft, The Netherlands, E-mail weber@et.tudelft.nI.This
work was mainly done while
the first author was visiting Delft University of Technology during the summer of 1994. The first
author was also supported in part by the National Science Foundation under grant NCR-9115423.
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mainly due to the fact that little equalization is needed to impose this polynomial
on the channel. An equalized channel with partial response polynomial 1 - D2 is
referred to as a class-IV channel. For such channel, the (noiseless) output at time
m is the difference between the inputs at times m and m - 2. Hence, the channel
processes independently the even and the odd subsequences of the input sequence,
i.e., the subsequences of elements with even and odd indices, respectively. The
Viterbi detector can be separately applied to each of the even and the odd output
subsequences to estimate the even and the odd input subsequences.
In order to limit the path memory of the Viterbi detector, the number of consecutive zeros in each of the input subsequences is upper bounded by some positive
integer I. Also to maintain clock synchronization, the number of consecutive zeros in the global input sequence is upper bounded by some positive integer G. We
say that a binary sequence satisfies the (0, GI 1) constraint t if it satisfies the two
constraints specified by G and I.
Coding schemes are used to map unconstrained sequences of data into (0, GI I)
constrained sequences for transmission over the channel [3J. In this paper, we study
schemes based on block codes. In particular, we are interested in specifying a set
of maximal number of sequences of length n that can be freely concatenated without violating a given (0, GII)

constraint, just upon inspection of the parameters

G, I, and n. Definitions and results concerning sets of maximal number of concatenable sequences are given in Section 11.Implications of these results on (0, GII)
constrained block codes are presented in Section Ill.
tIn peak detection, which is another technique employed in magnetic recording systems, intersymbol interference is eliminated by ensuring that any two ones are at least separated by a certain
number of zeros, usually denoted by d. In PRML, d is set to zero, which appears consistently in
the notation (0, G / I).
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11
Let,

(0, G / I) Constrained Sequences and Sets
= (11,12,· .. , In)

respectively. Clearly,

be a binary sequence of length n. We define-the odd and the

,0 and ,e are sequences of lengths rn/21 and ln/2J,

tively. We say that the sequence,

respec-

satisfies the (0, G / 1) constraint, where G and

I are positive integers, if I has no more than G consecutive zeros and each of the

,0 and ,e has no more than I consecutive zeros. As an example, for
I = (0100101001100), we have ,0 = (0011010) and ,e = (100010). The maximum
numbers of consecutive zeros in" ,0, and ,e are 2,2, and 3, respectively. Therefore,
subsequences

, satisfies the (0, G/ /) constraint if and only if G :2 2 and I :2 3. Notice that if
the number of consecutive zeros in each of the odd and the even subsequences of
a sequence,

is upper bounded by L, then the number of consecutive zeros in , is

upper bounded by 2/. Therefore, we may assume in the following that G and I are
positive integers such that G :::;2/.
We define six parameters tb), sb), tI(I), t2b), sIb), and s2b) associated with
a binary sequence,

of length n. Let tb) and sb) be the number of leading and

trailing zeros in " respectively. Let tlb)
in

and t2(,)

be the number of leading zeros

,0 and ,e, respectively. Let
SI ('V)
I

= {

sbO) if n is odd

s('VIe)

if n is even '

and
_ {s(,e)

s2(1) Notice that SI(I)

= tI(REV(!))

reverse of the sequence,

sb

O)

and s2b)

= (11,,2,···,

if n is odd
if n is even .

= t2(REV(I)), where REV(I) is the

'n), i.e., REVb)

easy to check that

179

= (In, 'n-I,· .. , ,d.

It is

and

SC!)

min{2slC!)' 2s2C!)

2SIC!)
{ 2s2C!)
As an example, for I

=

t2(,)

=

0, Sl(,)

=

+1

+ I}

if SIC!) ::; S2C!)
if SIC!) > S2C!)

=

(0100101001100), we have tC!)

=

1, and S2(,)

=

=

=

2, tl(,)

2,

A sequence of length zero is called an

1.

empty sequence. For example, the sequence I
subsequence. In particular, t(l)

1, sC!)

= 1 of length one has an empty even

tl(l) = t2(1)

= s(l) = sl(l) = s2(1) = o.

Let MIG.III
I.
(n), where 1,T, Z1, 12, Tl, and T2 are nonnegative integers, denote
,T 1. 2,Tl,T2
the set of sequences I of length n satisfying the (0, G/ I) constraint

t(,)

::; I, s(,)

::; T, tl(,)

::; 11, t2(,)

::; 12, Sl(,)

MI~·I~,.12;r'.T2(n) be the cardinality of M~;~,.12;rl.r2(n).
1= (0100101001100) belongs to

M:.~~ll.I,;r,.r2(13)

::; TI, and S2(,)

such that

::; T2. Let

As an example, the sequence

if and only if 1 ~ 1, T ~ 2, 11 ~ 2,

12 ~ 0, Tl ~ 1, and T2 ~ 1.
A (0, G/ I) block code C of length n is a set of binary sequences, called codewords,
satisfying the (0, G/ I) constraint such that any juxtaposition of a finite number of
codewords also satisfies the (O,G/I)
define tl(C),

constraint. let t(C)

+ S2(C) ::; I,

where I

max{tb)

:I Ë

q

and

t2(C), s(C), SI(C), and S2(C) similarly. Since the juxtaposition of any

two codewords satisfies the (O,G/I)

tl(C)

=

= t(C),

and t2(C)

11 = tl(C),

constraint, it follows that t(C)

+ SI(C) ::; I.
12 = t2(C), T

=

+ s(C) ::; G,

Hence, C is a subset of M~;~,h;rl.r2(n),
G - 1, Tl

=

I-

[2,

and T2

=

I - 11. In

particular , the number of codewords in any (O,G/I) block code of length n is at
most equal to MG.1(n),

where

MG.I(n)

G,!
-- max
, (n) .
II I M I.G-III,.12;I-12,l-I
, i , 2
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An option (i,ll'

12) that achieves the maximum is called an optimal option. Con-

versely, as mentioned later, if n is sufficiently large such that each of
contains at least a single one for any,
of

M~g-1111.1,;l-12,l-11(n)

is a (O,G/I)

E

M~g-1111.12;1-12.1-ll(n),

block code of length

n.

,0 and ,.

then any subset

Thus, to construct

efficient (0, G/ I) block codes of length n, it is important to determine an optimal
option (1,11, 12) for the given G, I, and n.
Obviously, when looking for an optimal option (i, h, 12), we may assume that 0 :::;
I :::; G and 0

< 11,12 :::; I. Since Mg~l.liI-12,l-11;ll.12(n)

sequences in the set

M~g-lill.12;I-12,l-11

is obtained by reversing the

the maximum of

(n),

MI~c!-lill.12;I-12,l-11 (n)

is attained for some I, 11, and 12 such that I :::; lG/2 J. Hence, in searching for an
optimal option, we may restrict the search to the case 1 :::;lG/2 J .
The main contribution of this paper is presenting general results concerning
optimal options for all values of G, I, and n. The results are given in the following
three theorems which address the cases G

= I, G 2: 2 and I is even, and G 2: 2 and

I is odd, respectively.
Theorem 1 For G

=

1, I 2: 1, and n 2: 1, (0,0, lI /2 J) is an optimal option.

Theorem 2 For 2 :::;G

< 21, I is even, and n 2: 1, (l G/2J, 1/2,1/2)

option, except in the case G

=I =

2 and n

=

is an optimal

6 where the option (0,0,1) is optimal.

Theorem 3 For 2 :::;G :::;21, I is odd, and n 2: 1, at least one of the three options
(min{lG/2J,I

-I}, (I -1)/2,

(I - 1)/2),

(min{lG/2J, I - I), (I - 1)/2, (I
(lG/2J,(I

+ 1)/2,(1 -

is optimal.
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+ 1)/2),

1)/2)

The proofs of these results are given in [1]. Theorems 1 and 2 explicitly specify
an optimal option in case G

=

1 or G 2: 2 and I is even. In case G 2: 2 and I is odd,

our results specify three candidates for an optimal option. In [1], optimal options
are given for some particular subcases of the latter case. However, as is also argued
in [1], it seems very hard to completely solve the G 2: 2 and I is odd case.

(0, G / I) Constrained Block Codes

III

Next, we consider (0, G I 1) block codes. Recall that if C is a (0, G 11) block code
of length n and size C, then C is a subset of

and 12. From this we concluded that C ::; MG'!(n).
the set

M~6-il/l,/2;l-/2,l-/l

(n) forms a (0,

GI1)

(n) for some I, I!,

M~6-/ll,hl-/2,J-/l

However, not every subset of

block code since the concatenation

of more than two sequences in this set may violate the (0, G 11) constraint although
the concatenation of any two does not. However, if each of the even and the odd
subsequences of every sequence, in the set

M~6-/1/1,/2;l-/2,l-/l

(n) contains a single

one, then the concatenation of more than two sequences in the set does not violate
the constraint. This condition holds if L n/2
starts with at most /1 zeros and

J

> max{/1, 12} since

,e of length

'0 of length rn/21

Ln/2 J starts with at most 12 zeros.

In particular, this is true if (1, /1, 12) is any option specified in Theorems 1-3 and

rI /21 as /

Ln/2 J >
(/,/11/2)

1

and 12 are at most equal to

rI /21 for any such option.

Choosing

to be the optimal option specified in Theorems 1 or 2 or an optimal option

among the three candidates specified in Theorem 3, we deduce the following result.
Theorem

4 IfC is a (0, G / I) block code of length n and size C, then C S

MC,!

(n).

Conversely, if

> { 1+2

n -

1+3

where I is even
where I is odd

C is a positive integer, and C ::; MG,l (n), then there exists a (0, G I 1) block code of
length n and size C.
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It is worth mentioning that the lower bound on n may be improved for some
values of G and I.
As an application of Theorem 4, suppose that we are interested in a (0,3/4)
block code of length 7. Theorem 2 shows that (1,2,2) is an optimal option. Hence,
the size of any (0,3/4) block code of length 7 is at most equal to the size of the
set Mi:~12,2;2,2(7), which equals M3,4(7).

Furthermore, any subset of this set forms

a (0,3/4) block code of length 7. It can be verified that Mi:~12,2;2,2(7) has 66 sequences. Hence, it is possible to establish a one-to-one mapping between binary data
sequences of length 6 and concatenable (0,3/4) constrained sequences of length 7.
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